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Tenable for ServiceNow ~N&SZF

Tenable M7 7)4— 3%, EE #% H' ServiceNow & Tenable Vulnerability Management. Tenable
Security Center. Tenable OT Security Z#t FA L A°9 LV\KSIZER BT S TLVET S

Service Graph Connector for Tenable 77")-r—33 (&, Tenable & & % ServiceNow # K & 8 7—
AR—Z (CMDB) IZ#t & LET . EEE L. ServiceNow D Bl BLUAB IV (IRE)Z&ELT
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Tenable for ITSM 771)/r— 3214, Tenable D 55 1 DR B & R EHhRALT—T U EL. Th
HDHEEEENSA L TUONEERLET . COT7T)r— 3% E L1z . Tenable DifE 551 g~
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* Tenable Vulnerability Management. Tenable Security Center 5.7+. E7=Id Tenable OT
Security

* ServiceNow China. Zurich
s MWIBTSTA:
* ITOM Discovery License - 1.0.0
* ITOM Licensing-1.0.0
* CMDB CI Class Models - 1.76.0

+ CMDB #@#ft & -2.20.0
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SGC Central -2.2.0

(ATay -R A \L—au % A 9515 & (£ 78) Domain Separation
(AT a3 - VR [ZIduws 28) ServiceNow Vulnerability Response - 23.0.0
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FI)r—av DL A=)

DRTLEEE (admin) O—/LEF D21—H—H3. ServiceNow Store W7 T)r—avE AV AL—)L
TEET

WELI—Y—O—)L. EHE

ServiceNow Store N7 IVr— a4V AN—ILT B4 %

—

. https://store.servicenow.com [Z7 AL ZET .
2. 1% 47Tl Service Graph Connector for Tenable ] 77)&& & LET .
3. [Service Graph Connector for Tenable] #2')voLET .
4. [Get] RFVEDIVILET .
5. ServiceNow 7h™>k ® ServiceNow ID ZBEEE#HREA HLET
LIzl EER T AVE—U MR T EIN,
6. 1RV RA%RFAZE. [System Applications] > [All Available Applications] > [All]ICf#2 8 LE T -
7. DAVA—BELRBN—EERALTTIIr— 2R R LET.
8. VAR EINTWBTITr— a0t IZH 5 [Installl= o)y oL ET .

AV AR—)LiE

Tenable for ITSM &l Tenable.ot for VRIDT7 TUMA VAR —ILENTWVBIE & . FREFNOF7 DO
ARAO—THER LO—REE TEFET.

ServiceNow Store D7 I)r— 3 AV AR—ILTBF B

1. #Bk 7442 %%')vL T. [Application scope] % [Service Graph Connector for Tenable] [
BELFET.

2. BEI4IWA—%D' )L . Isys scope privilege.listiEA A LET .
3. [Enter] 0 )vILFT .
4. B EIZHB [New] REAVED)VILET S

[Cross scope privilege New record] 74—LAMEK REnFEd .



O

5. ROKXRMEZFEALTE DOLI—FZEERMLET -

1 Tenable for X_tsirm_tio_itsm_vulnerability T—7 B o |
ITSM 1% Y
2 Tenable for TenablelTSMHelper A9UF  APIE Al
ITSM rEE A
8y
3 Tenable for TenablelTSM 291)7  APIE A
ITSM hEE 1T
oy
4 Tenable for TenablelTSMScheduleHelper AOVUT  APIE A
ITSM tEE 7
0
5 Tenable.ot TenableVRScheduleHelper A9)F  APIE  FFH
for VR tEE 1T
0y
6 Tenable.ot TenableVRHelper A9YT  APIE  #T
for VR rEE 1T
&

6. La—K %k B L71=5. [Schedule Import] La—K [Z# &) L . [Execute] #7')vILFET .

5X IN\—23 7T 7yIGL—K

Service Graph Connector for Tenable for Assets &1 Tenable Connector D7 7)%{E A L TLV55
BlE.SEFTHLAVEELIRELEVES. TELISEEH SN TWSFIBE IR >T7YITIL—R LT
ZEL. COTOERIE, DT T)r—avEd R ELTULFERA.

WELI—Y—O—)L. EHE

ServiceNow WMo 7 TYr—oavuz 7y L—K 351548
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T L) Tenable for ITSM & Tenable.ot for VR 27v75L—K 95

1. 1RV RIZAY 1L . [System Applications] > [All Available Applications] > [All] [CF2 &1L
F9.

2. IMINWA—FHERFRN—ZFFERALTHERODTIVr—avE =R DITET .
3. 7IVr—23 )R DVE T YT T—hTH/ =23 &8 R LET .
4. [Update] &0 )voLE 7.

T L) Tenable Connector & Service Graph Connector for Tenable for Assets 7/ )ZE 12X
BUOADSTIALVAN—ILT B

1. [System Applications] > [All Available Applications] > [All] IZF2 &1L FET .
2. AVRAVRITAVRE —)LENTWNDTIVr— 3 DURR BT R ENFET .

3. Tenable Connector & kU Service Graph Connector for Tenable for Assets % & DIT TGE R
L. &) 212%H% [Uninstall] 2 )voLET .

T L) Tenable 7T {E Rk shf-La—FK & 7YyIT—+ 353

1. [System definition] > [Scripts - Background] [Z#8 &1L 9 -
2. ROARYP)TEERTLET.
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o RDAY')T+% global R=a—TTETLET

var cmdbGr = new GlideRecord("cmdb_ci");
cmdbGr.addQuery("discovery source", "SG-TenableForAssets");
cmdbGr. query();
while(cmdbGr.next()) {
cmdbGr.discovery source = "SG-Tenable";
cmdbGr.update();
¥
var vrItemsGr = new GlideRecord("sn_vul_vulnerable_item");
vrItemsGr.addQuery("source"”, "Tenable.ot");
vrItemsGr.query();
while(vrItemsGr.next()) {
vrItemsGr.source = "Tenable OT Security";
vrItemsGr.update();
¥
var thirdPartyVrGr = new GlideRecord("sn_vul_third_party_entry");
thirdPartyVrGr.addQuery("source", "Tenable.ot");
thirdPartyVrGr.query();
while(thirdPartyVrGr.next()) {
thirdPartyVrGr.source = "Tenable OT Security";
thirdPartyVrGr.update();

EE: CORYTR &, Tenable ICEH D cemdb_ci. fEBHEEH . BLUMESBHE I )TF—TIL
DLIA—RZEHETH=HDEDTY .

o RMDARY)T+% x_tsirm_tio_itsm RaA—TTETLET.

var itsmVulTvmGr = new GlideRecord("x_tsirm_tio_itsm_vulnerability");
itsmVulTvmGr.addQuery("source", "Tenable.io");
itsmVulTvmGr.query();
while(itsmVulTvmGr.next()) {
itsmVulTvmGr.source = "Tenable Vulnerability Management";
itsmVulTvmGr.update();
)i
var itsmVulTscGr = new GlideRecord("x_tsirm_tio_itsm_vulnerability");
itsmVulTscGr.addQuery("source", "Tenable.sc");
itsmVulTscGr.query();
while(itsmVulTscGr.next()) {
itsmVulTscGr.source = "Tenable Security Center";
itsmVulTscGr.update();

}

var itsmPluginTvmGr = new GlideRecord("x_tsirm_tio_itsm_plugin");
itsmPluginTvmGr.addQuery("source", "Tenable.io");
itsmPluginTvmGr.query();

while(itsmPluginTvmGr.next()) {
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itsmPluginTvmGr.source = "Tenable Vulnerability Management";
itsmPluginTvmGr.update();
}

var itsmPluginTscGr = new GlideRecord("x_tsirm_tio_itsm_plugin");
itsmPluginTscGr.addQuery("source", "Tenable.sc");

itsmPluginTscGr.query();
while(itsmPluginTscGr.next()) {
itsmPluginTscGr.source = "Tenable Security Center";

itsmPluginTscGr.update();

EE: CORYTH X, Tenable Vulnerability and Tenable Plugin T—7 /LDT—4%%H X35
=66DELDTY

o RDAY)T+% x_tsirm_tio vr R=a—TJTEFTLET .

var vrAdditionalFindingsGr = new GlideRecord("x_tsirm_tio_vr_ve_info");
vrAdditionalFindingsGr.addQuery("source", "Tenable.ot");

vrAdditionalFindingsGr.query();
while(vrAdditionalFindingsGr.next()) {
vrAdditionalFindingsGr.source = "Tenable OT Security";

vrAdditionalFindingsGr.update();

EE: CORYJTH X, Tenable Plugin Additional Info T—ILDT—4%H & 5=6HDH DT
ERD
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X_tsirm_tio_now.user
X_tsirm_tio vr.user

HR—h

FAAO TR 6N TNDAI U REAV ADA—F—T IR |

TOEREE A

HHERYE R IR
EINFET.
noni—4—
(&, 5% Z1E B
FIIEETS
ZEFTEFE
Ao

AT LE
E

Tenable 7
T)r—3
VEWEE

Tenable 7
T)r—3
S

admin

X_tsirm_tio_now.domain__

separation_admin

canvas_user
cmdb_inst_admin
connection_admin
X_tsirm_tio_itsm.admin

X_tsirm_tio_now.domain_

separation_admin
X_tsirm_tio_vr.admin

canvas_user
cmdb_inst_admin
X_tsirm_tio_itsm.user
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A—H—DE X

ServiceNow 75wk 74—ATId. SFESFA Tenable 1—F—O—LEERL . B|YH THIENTESE
R

WELZA—Y—O—)L. EEHE

FALUTR Y 6N TUDNVEWA DV RED RADA—F—F I REF 7]

a—5—4% (Hl) a—JL

admin canvas_user
cmdb_inst_admin
connection_admin
X_tsirm_tio_itsm.admin
x_tsirm_tio_now.domain_separation_admin
X_tsirm_tio_vr.admin

Tenable 1 ——%{E R L TA—IILZEIYE TEHA &
1. [Organization] > [Users] DIE =)y ILFET .
2. [Users] > a1—IVE2')vILET .
[Users] VXK &k R ENFET
3. [New] Z0')vILEY .
[New User] 7A—LHER R ENFET .
4. TA—LIZAALFET.

| EE: RORIZHB User ID ZAR JLEA—ILPRLADIE (X, > TILTT . ’

J4—ILF 5 B3

User ID ServiceNow F5Yk IA— LAV ARV R IZHHHO0—)LO— B D1—H—
ID. (f5ll: "tenable_admin")

-13-



10.

11.

12.

13.

14.

15.

First Name ZD1—H—DL A -
Last Name ZD1—H—0 .
Title ZDA—HY—DT 3T FA b JLE[FA—IL (fl:T Tenable EE & |).
Password COA—LARIAE R Shi=—E D/ \RT—k.
Email CDA—HF—D—EDA—ILTFL X,
[Submit] #7')OLFT .

I B :[New User] 7A—LZEELI-&RIC. O—ILEEI YL THIENTEFT .

[User ID] 3!l @ [Users] URL T, fE R LT=# LWL\ A—F—DRA BT EV)vILET .

L a—H—La—F AR RSN, LO—F DT+—LE21—IZ[Set Password] 1—H—1> 32—
TI—ANRREINFET .

[Set Password] 1—H—A>2—2Jx—RXT70L 3 &0 )0ILET .
FLLRYT7YITDR REINFET .
[Generate] #0')vILEFT -

AR INICKY. ER LA LT— B ONRT—RAE B SNFT A ChiEm D nas1y
K ICEE OB ELIHYET .

A ENFNARD—REFOE—LT. 2 IR FLET .

RyTFVTERALET .

[User ID] 51l @ [Users] VAL T, E B LT LWLV A—H—DR RI &0 7L ET .
[Role] €45 3T [Edit]E5woLET .

[Edit Member] 7+—L4.® [Collection] 74—/LK [ZA—)LZ&E M LET .

[Collection] 5!l . [User Permissions For Domain Separated Instances] 7—7JUZEE & sh T
L5O—/LE&E R L. [Roles List] [T B L ET .

[Save] Z0)vILFET .

-14 -
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HARFERTE THEBRIANITRZER TEET
BEGA—Y—D—)L.EEE

B ITAITREER T 5F &

1. ServiceNow AV AAV A [ZOT A4 LET

2. [Tenable Connector for Assets] > [Guided Setup] IZ# &1L FET -
3. REFAMTEERLET .

Service Graph Connector For Tenable

Service Graph Connector for Tenable imports assets information from tenable to ServiceNow Configuration Management Database (CMDB)

Pick the type of setup you wish to configure Qmpthis e
. . . handy to ease the setup
You can always add configurations later and change your selection
process

In Progress £ 2024-10-21

Quick Start

Just the right configurations r " 2

t:; get :olfprésﬂclt z;ﬁg

4. [Continue] #0'JvULFET .

5. [Prerequisite] X*—< T [Update the max length of credential field] #7%:&RL . 12— —1(>
B—T1—RIZRRENDFIEIHELFT .

-15-



< Prerequisite v

Update the max ... Update the max length for credential field Mzndatory

System Administrator role required for this step. Contact to System Administrator to change the length of dictionary field.
« Follow the steps to update the length of user_name in order to store the api key.
1. Open the user_name record
2. Switch to the 'Global’ scope.
3. Update the max length value to 255.

4. Save the record and switch back to the 'Service Graph Connector for Tenable’ scope.

Make sure to complete the task before checking '"Mark as complete' to proceed

= TV & DictionaryEntries View: Advanced |sys_dictionary | Table | name - l Search
Y @ & [ Actions on selected rows... | x vlm?

All > Table starts with discovery_credentials > Column name starts withuser_name

0o« Table « Column name Type Reference Default value Display Textindex
name element internal_type reference default_value display text_
[discoverv credenti l [user name I { Search I [ Search l l Search l { Search I {Search

["] Mark as complete

6. [Mark as Complete] FTV IR VI RIZFvIE ANTET S

7. [Continue] 7')vILFd .

8. [Configure Authentication Information] #7%Z R L . 21— —A12—TJx—XDF B IH LVFE
ER

-16 -
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< Configure the Connection and Credentials ~

Configure Authe... Configure Authentication Information Mandatory
&8 Test Connection®

& Configure Tenabl...

Prerequisite: Make the application scope as “Service Graph Connector for Tenable®.

Steps:

1. Click Here [This will navigate the user to the connection page].
2. Select the approriate connection alias record.

3. Click on the Edit button.
4. Fill out all of the required fields.
5. Click on the Edit Connection button.

Make sure to complete the task before checking 'Mark as complete' to proceed

Cancel

[J Mark as complete

9. [Mark as Complete] FTyIRYIRIZFvIEANTT .

10. [Continue] #7'JvILET .
11. [Test Connection] #7%# R L. 11— —AL2—DJx—ADF B IH LVET

-17 -
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< Configure the Connection and Credentials ~

v Configure Authe... Test Connection Mandatory
Test Connection”
& Configure Tenabl... e Choose tenable connector record for which you want to test the connection. ¥ ’

» Activate the connector and update the record.
e Open the same record and click on the Test Connection button.

Make sure to complete the task before checking 'Mark as complete’ to proceed

= ¥ B TenableConnectors |x_tsirm_tic_now_tenable_connector | Name | name ~ | Search ]

@ & [Actionsonselectedrows...lx VI?

All
0 a Name Active Connection Alias Healthy Updated -
name active connection_alias healthy sys_updated_on
Search } [ Search ] [ Search ] { Search ] [ Search }
Tenable Operational ) ) ) 2024-10-21
Technology true x_tsirm_tio_now.Tenable_Operational_Tech... true
04:00:56
Connector
n 210~
Eil:matzlrecsoe:ix)r true x_tsirm_tio_now.Tenable_Security_Center true £25 B_],ﬁ et

T s ™

] Mark as complete

12. Tenable N5>& & #7TvF 3 5IZIE. [Configure Tenable Schedule Import] #7%E&RL . 1—
P—AB3—D1—RIZR R ENTF=F B IR LFET S

< Configure the Connection and Credentials v

v Configure Authe... Configure Tenable Scheduled Import to fetch assets from Tenable Mandatory

v Test Connection”

Configure Tenabl... s Open exisiting tenable record that you have configured. Make sure connector is in healthy state. «
e Configure scheduled import from related list to fetch assets on a scheduled basis.

Make sure to complete the task before checking 'Mark as complete’ to proceed

V¥ 3 Tenable Connectors | x_tsirm_tic_now_tenable_connector | Name | name ~ | Search ]

& & [ Actions on selected rows... | x V} m?

All
Name « Active Connection Alias Healthy Updated -
O <
name active connection_alias healthy sys_updated_on
Search } I Search I I Search l [ Search l I Search
Tenable Operational
Technology true X_tsirm_tio_now.Tenable_Operational_Tech... true 2024-10-21
c 04:00:56
onnector
Tenable Security - . N 2024-10-21
BT AT true X_tsirm_tio_now.Tenable_Security_Center true 03:58:34
Tenable Vulnerability 2024-10-21

[] Mark as complete

-18-



13. [Mark as Complete] FTvIRVIRIZFvoEANTT -

14. [Continue] #0')vILFY .

O

BERAVREADEM (AT 3)

1. [Tenable Connector for Assets] > [ Add Multiple Instances]DIE (Z7)voLE T .

2. [Add Another Connections] 27%:&R L. 11— —A2—DJ1—RIZR RESNI=FIBIZHE LVE

ER

< Add Multiple Instances v

Activities ~
@ In Progress

(© Add Another Connections

© Test New Connections

Test New Connections

= create new connector record and test the connection.

@ Configure Tenable Scheduled Import ...

Close

= V¥ & TenableConnectors Name = | Search @ & | Actionsonselected rows..
Al
0 Name Active Service Graph Connection Healthy Updated
Search Search Search | ‘ Search Search
Tenable Operational Technology Connector true Tenable Operational Technology ® false 2025-07-2123:08:48
Tenable Security Center Co ® faise Tenable Security Center true 2025-07-1804:49:07
Tenable Vulnerability Management Connector true Tenable Vulnerability Management true 2025-07-21 23:08:47

3. [Mark as Complete] FTV IR VI RIZFvIE ANET S

4. [Continue] 7 vIL%ET .

1to30f3

o]

3

5. [Test New Connections] 2 7% # R L. 1—H—AA2—Jx—ADF B I LVET .

-19-



< Add Multiple Instances

v Add Another Con...
Test New Conne...

& Configure Tenabl...

Test New Connections Mandatory

e create new connector record and test the connection. v

Make sure to complete the task before checking 'Mark as complete’ to proceed

= 7 & Tenable Connectors|x_tsirm_tio_now_tenable_connector | Name | name - | Search ]
& & [ Actions onselected rows... | x v ] m?
All
0 Q Name = Active Connection Alias Healthy Updated -
name active connection_alias healthy sys_updated_on
Search ] [ Search l [ Search ] [ Search l [ Search ]
Tenable Operational
Technology true %_tsirm_tio_now.Tenable_Operational_Tech... true aﬁ)ls% 2z
Connector :00:
Tenable Security . . . 2024-10-21
Center Connector true x_tsirm_tio_now.Tenable_Security_Center true 03:58:34
Tenable Vulnerability
Management true ¥_tsirm_tio_now.Tenable_Vulnerability_Ma... true ggzqi%g 2

[C] Mark as complete

Cancel

6. [Mark as Complete] FTVIRVIRIZFoIFANTT .

7. [Continue] #7'JvIL%ET .

8. Tenable Mi>¥& E %7 vF 9 BIZIE. [Configure Tenable Schedule Import] #7%® iR L. 1—
YAV R—TI—RIZR R SN-FIB IR VET S

-20-



< Add Multiple Instances ~

v Add Another Con... Configure Tenable Scheduled Import to fetch assets from Tenable Mandatory
v Test New Conne...

Configure Tenabl... s Open exisiting tenable record that you have configured. Make sure connector is in healthy state.
s Configure scheduled import from related list to fetch assets on a scheduled basis.

Make sure to complete the task before checking 'Mark as complete’ to proceed

= ¥ & TenableConnectors|x_tsirm_tio_now_tenable_connector | Name | name - | Search ]
@ & [ Actions onselected rows... | x v ] m:’
All
0o a Name « Active Connection Alias Healthy Updated -
name active connection_alias healthy sys_updated_on
Search I I Search l [ Search ] [Search l I Search
Tenable Operational
Technology true %_tsirm_tio_now.Tenable_QOperational_Tech.. true 2024-10-21
c 04:00:56
onnector
Tenable Security . . . 2024-10-21
Center Connector true %_tsirm_tio_now.Tenable_Security_Center true 03:58:34
Tenable Vulnerability 2094-10-91

[T Mark as complete

9. [Mark as Complete] F v RVIRIZFvIEANET .
10. [Continue] #7'JvILET .
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SGC Central Guided Setup
H AR E5] T THEH TAUTREE R TEET

WELZI—Y—0O—). TEE

T+ DERZERETDE &

1. [P—9AR—ZX] >[CMDB 7—9ZX~R—X] > [SGC CentrallZ#Z &1L £7 -

Servicenﬁw Al Favorites History Workspaces ~ Admin CMDB Workspace ;

Home My Work CMDB 360 Insights Management SGC Central

& Overview All connections

Installed ( Drafts

Review the details of installed connections to verify correct configuration.

Installed connections |3

Connection Connector type Connection status Processing status Import Schedule Last run on
nable Vulnerability Management Tenable Success Pending Active
Tenable Success P ending Active
Tenable Error Pending Active
Showing 1-3 of 3 1

2. [All Connections)& /' )vILET -
CZT AR —=ILENTWDER DURANER RLET .
3. BEMDLI—FREEHLET.

TR BHFEORENETPOFZE L. [FFIR]2TE5)IL T Tenable DR EEBHL. LT OT
WFAVRBVARE IV AVITEE SN TOSFIRITUE oTRILFAURIVREE R LET .

4. WITNADEREYIVILETS .
5. URL. 77tRF— WERZANLFT.

_22.



6.

7.

8. Rroa—FFERTIBICUL. [RTDa—IDALR—K] 2TEI)IILET .

Home My Work CMDB 360 Insights Management

SGCCentral > Tenable Vulnerability Management

Tenable Vulnerability Management

Tenable - Success Pending Active

Details Data sources Import schedules Errors

Details

Connection Name %

Tenable Vulnerability Management Connection

Connection URL %

https:/cloud.tenable.com

Access Key Xk

O

SGC Central

onnector type Lastrunon Connectionstate Processing state  Parent import schedule

access key

Secret Key %

sssssssssssssssssssne

Use MID Server

Update and test connection

[Update and test connection] (BE&H L TTAMEH)Z V)L ET .

[T—3Y—R]| 2T )L TT—R)—AD#F M ER TLET .

SGC Central > Tenable Vulnerability Management

Tenable Vulnerability Management

C tortype Lastrunon on Processing stat arent import sched:
Tenable - Success Pending g Active

Data sources [4

Data Source Type Format
SG-Tenable TVM - 3 File JSON
SG-Tenable TVM - 2 File JSON
SG-Tenable TVM - 4 F JSON
SG-Tenable TVM - 1 File JSON

Showing 1-4 of 4

TNFAIRRIVA

1.

2.

[All Connections](Z#2 81 LE T -
EROERIED )VILFET

Updated

2025-07-20 23:25:34
2025-07-20 23:25:34
2025-07-20 23:25:34

2025-07-20 23:25:34

|
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BEBETANDNE T I5&. BEEIMREShELL] L5 Y AvE—UARTESNETS .

Last run datetime

20~

Tows per page



w

[Tenable |Z:#RLFY -
[ #E DIERE V) ILET .

s

R FIEISGEBH IATONSRIIC. BB IA— I DEARZEHF ISR FHEOFIREETL
FI (FTICEHNTLNBEE X [ET LTIV 2010 ILFEY).

o

ERIAJ7REERLES.

6. [B1T] =0 )vILFET .

7. ¥4 URL. b= A ALET.

8. [EMEMEMLTTARNS B REUEIIVILET .
BRI LI=CEER T AvE—U MR R EN,

R EGROERBITZAEFBRORFICKELELILDTS—IBRTSNGE X BHRTE
E3

9. 4 DR a—INT—EDAR—+EHRLES.
10. 4TI &0 )vILFET .

SGCCentral > Create Tenable connection

Create Connection For Te.. VV & ~ © In Progress
. Configure import schedule
@ Prerequisites
Complete
~, Update the max length for Set up scheduled jobs to import data at regular intervals. Veerify that all parent import schedules are active before continuing.

“ credential field

Configure the Connection a... —
O . or Import schedules [# (]
» () Select SG connection alias Last refrushed st now
~ template
~ N > Scheduled Data Import Parent & Run Data source Active Updated
® () Configure and test connection

® O Configure i v Parent: (4) Show all

Confirm $G-Tenable TOT - 4 (empty) Periodically 5G-Tenable TOT - 4 true 2024-08-16 04:48:26
Creat S Cont SG-Tenable TOT - 2 (empty) Periodically SG-Tenable TOT - 2 true 2024-08-16 04:46:39
@ Pending ‘ . $G-Tenable TOT - 1 (empty) Periodically S$G-Tenable TOT - 1 true 2024-08-16 04:43:46
5G-Tenable TOT - 3 (empty) Periodically S$G-Tenable TOT - 3 true 2024-08-16 04:47:08
Showing 1-1 of 1 E] 20  rows per group
Continue

11. [Confirm Connection] 2712# &L . [View All Connections] Z7")yYL CGE M ENTI=3XTDH
EHmEzRRrLES.

-24 -
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12. Tenable Connectorz{E i 3 5I1ZI&. [Next] €

13.

14.
15.
. [New] Z0)vOLFT .

1

(o))

17

18.

19.

Connection Record @ [New]Z42')voLET .
WHEGERTEDHFMEEELET.

SGCCentral >  Create Tenable connection

Create Connection For Te.. I/
Prerequisites

o) Update the max length for
* credential field

@ Configure the Connection a...
P 214

= ) Select SG connection alias
template

® & Configure and test connection
@ Configure import schedule

@ Confirm connection setup
° Create and Configure the Te...
E o/2

» @ Create and Configure the
Tenable connector
5 Configure Tenable Scheduled
' Import to fetch assets from...

© In Progress

Create and Configure the Tenable connector

NS

< a—)U

TREIL. LLATICHE R L= SG

+ Choose tenable connector record for which you want to test the connection or Create new connector record.

+ Select appropriate tenable $G Connection
« Activate the connector and update the record

« Open the same record and click on the Test Connection button

~ | Search

@ & | Actionson selected rows...

= TV & TenableConnectors Name
All
L Name « Active Service Graph Connection Healthy Updated
Search Search Search Search Search
Tenable Opes ector true Tenable Ops ® false 2025-07-2123.08:48
Tenable Security Center Connector ® false Tenable Sec true 2025-07-18 04:49,07
Tenable Vulnerability Management Connector true Tenable Vulnerability Management true 2025-07-2123:08:47

[Test Connection ]%4')vILET -

C WEGRTEDFMEREELET

[§T<CRIT|ZVIVILT. T—2EFETRELET.
[Mark as Complete]%=4' )y LET .

-25-
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Connector Record % L\T Tenable Schedule Import Job 4 B LFE9 .

o

Mark as complete Skip



Create Connection For Te.. 7 ¢

Prerequisites
Complete

Update the max length for
credential field
Canfigure the Connection a...

24

) Select SG connection alias
template

® (©) Configure and test connection
(& Configure import schedule

@ Confirm connection setup

Create and Configure the Te...

. 172

° Create and Configure the

“ Tenable connector

-0 Configure Tenable Scheduled
Import to fetch assets from...

A~

O

@ In Progress

Configure Tenable Scheduled Import to fetch assets from Tenable

+ Open exisiting tenable record that you have configured. Make sure connector is in healthy state.
« Configure scheduled import from related list to fetch assets on a scheduled basis.

. Tenable Connector
"~ Tenable Operational Technology Connector
Active [

Scheduled Job Run As | System Administrator Q

_
Asset Settings | [TSM Settings ‘ VR Settings

8 0 & B 3 O ¢ @ =
Healthy

* Priarity

S ... [

Logging Level | Errors Only (Recommended)

Pull Asset Chunk Size 1500 Push Asset Record Limit 10,000
e o
[SN Utils] Versions (01
—_—
Tenable Scheduled Imports (2) | Tenable Jobs (2)
= V¥V fortext - Is:ar:h @ & — | Actionson selected rows..
Connector = Tenable Operational Technology Connector
. Name Active Tenable Product Tenable Application
Tenable Operational Technology Connector - Pull Plugins true tat r
Tenable O gy Connector - Pull abilitics true tot vr
1 to2of2

-26-
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ERzEETD

RBELI—Y—O—)L. EEE

B OEGEERFLIIEHL. BRETANTEFT . 8 T 1—/UE, SFESFLVRATLOY
R—R b OEREZEELSIVEHRITIDIRILET .

CDEDA—IDERIT4—IIR [FRDELYTY .

Name &t BA

Name EEHEO—EDOHE A F .

Active BEARETITAITHINETIT4ITTHINERLET .
BHRIAITR BEHRESBILOIFERINGRE & FIEHAF.
Ayt—o BB E YA ERRELITERMNE FNET
ART—HR BT R B KB E DR it DIR 7 DK BE

AT—RZAI—F  EHRRIEFREERA TS OAPIFF UL LALR SN ERAT—R2RAI—F.
R=E [ RE (Tt AL 9 21O DI R B IR F=IFT VA,

TIVr—ar EHRMERESNhET I r—avRa—7.

EHA EHELI—RIREICEESNE-BBETY,

AT —BAIT4—IU [T DEEIRREZR L . R DMEZEFE DTEMNTEFET .

Name % B3

Success BEHEIIEEICHELTEY. T—2DXEF-FER SN EEDEITICEIIL
TLET.

Error EHEICREI I BYET . ChIZkY. NIOr—<T RIEEZEZEY. BEEBYD

BEEY (F-YT DR BRI ABYET

AR EEITBHICL
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1. ServiceNow 1V RAVRITATALET .

2. [Tenable Connector for Assets] > [Connectors] IZ# &1L E T -
[Tenable Connector] H’& R S E T,

3. [NewlZ&0')009 5 BifF DEHREERLTEHLEFS.

Service Graph Connections I%. B8 & 3% Tenable A%, A LE=FETT . [TRAMERH] Z0)vY
FTHE FCTORT—ARADNEFHIN, COEHKEI—ERTSTEHE ELTER 75T XTOIARIZIL.
TANEHG O RICE DVWTEE F-IEEEE ELTI—IEINET . RHkIZ. Tenable ARI2H5 |
TANER] 7O EETTHE TRAMOERELZIICR B SN, NG CTRT—AR2RLE Freh
EXP
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AR DE B

Tenable & & O 75 D i LIE B DEREE L T HENTEFT .

WELZI—Y—0O—). TEE

OARDRAZEATLavDTR IR

Tenable H & EDa—)L oads47
Tenable OT Asset Pull Assets
Security (ICP

ecurity (ICP) VR Pull Plugins

Pull Vulnerabilities

Tenable Security ~ Asset Pull Assets
Center Push Assets
ITSM Pull Vulnerabilities
SGC for Tenable Pull Queries
Tenable Asset Pull Assets
Vulnerability Push Assets
M t
anagemen ITSM Pull Vulnerabilities
ARIAEVERR T HH ik

1. ServiceNow /> RAVRIZAT A LET .

2. [Tenable Connector for Assets] > [Connectors] [Z#2 & LE T .
[Tenable Connector] M& ;R SN FET .

3. [New] 0w L%ET .
[New User] 7A—LHMKR RENFET .

-29.-



_ Tenable Connector ¢ o
— Newrecord View: TenableStandard™

I Choose Connection Alias same as Tenable product.

4

e | )

#* Tenable Product [ -~ None -
# Connection Alias ‘ | Q l
Active Healthy
Scheduled Job Run As ‘ | Q | Logging Level | Errors Only (Recommended) VI
Asset Settings | VR Settings . ITSM Settings
Pull Asset Chunk Size 1500 Push Asset Record 10.000

Limit

4. [Name] Z4—ILR 2RO ADERIEA ILET .

5. [Tenable Product] K OwF 4o Ry X hvs . [Tenable Vulnerability Management]. [Tenable
Security Center]. [Tenable OT Security (ICP)] DL\ hhERIRLET .

6. E R L71=Tenable Product A @ Service Graph Connection ZE R LFET -
7. EE OEHIEDH. [Submit] #0vILET .

£ & Dk

1. [Tenable Connector for Assets] > [Add Multiple Instances] DIE (27 LFET .
2. [Mark as Complete] FyoRVIRIZFvoEANTET .

3. (A7 3v) [Scheduled Job Run As] RYIRT. T—RDAik—h & &g 51— —D1—H—
2EANLET.

. (FTLav) RoyTErou Ry 25 [Logging Level] & R LET .

N

| ;¥ E: Tenable (& [Errors Only] LRJLOfE A ZEHE R L TLVET

)]

. (AT 3>v) [Asset Settings] #7
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Asset Settings | VR Settings | ITSM Settings

Pull Asset Chunk Size 1.500 Push Asset Record [ 10,000
Limit ’

TIAIE

i

Pull Asset TIENBLa—R DR—T HI-UDEL . [Pull Assets] 3742 1500
Chunk Size ATIfERSINET .

Push Asset TSIh IA—LT—E(TTvasdhbla—KR D . 10000
Record Limit [Push Assets] a2/ I fERASNET .

| ;£ & : [VR Settings] & [ITSM Settings] D27 1E. TSI AU DBTOT4TIL SN TINDIE & ITOAR RS
nFEJ.

6. (#7733 )[VR Settings] 27

Asset Settings | VR Settings | ITSM Settings

TOT Vulnerability | 200 TOT Plugin Chunk 200

Chunk Size Size

_ T 74Uk

& B 854 6 -’

&
TOT TILENBHfE 551 DR—2 H-YDE . [TOT Pull 200 (&x K
Vulnerability Vulnerabilities] 3724 F1fE A ET . HTHLHD)
Chunk Size
Push Asset TS99k TA—LT— E (T ashbLa—F D% . 10000
Record Limit [Push Assets] 372/ I ERAINET

7. (A7 3v) [ITSM Settings] 27
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Asset Settings | VR Settings | ITSM Settings

TSCVulnerability | 1.500 TVM Vulnerability 50.
ChunkSize Asset Chunk Size

4’ &5 BH TIHIV E

TSC TILENBHE 55 1% D 1500

Vulnerability R—=THT=YDH .

Chunk Size: [TSC Pull
Vulnerabilities] >3
TRATIERSNE
ER

TVM ITRTOME B 1M 50

Vulnerability IWENBHE FE DL - s

EE: Tenable (IZDT4—ILK DT I4ILH E

Asset Chunk [TVMPull FELANCER R L TOET . [BEAET

Size B B —EITTLENST—AELEMLET.
TAATIERHSNE ZFD1=HIZ. ZOT—EDH HER Y (2RI A
7. EETHAREELDBYET

8. [Submit] #0')vILFET .
RDATVT

« Tenable Vulnerability Management D% F

» Tenable Security Center D% &

e Tenable OT Security D% F
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o
Tenable Vulnerability Management D&% &

BWELRI—Y—O—)L. EEE

ServiceNow T Tenable Vulnerability Management %% 5 9% /5 i%
1. ServiceNow 1RV R[CATALET .
2. [Tenable Connector for Assets] > [Connectors] [Z#2 &1 LE T .
[Tenable Connector] H& ;R SN FET .

3. i %k D Tenable & & A% Tenable Vulnerability Management TH AL 7 DaARIZ (R8BI L E
ER

4. [Module] K OvF 4o Ry Ahvs . [Asset] £=(X [ITSM] ## R T=FET

| ERB: T4 T ARVEDRFAA AESNTVET .

ERE: EETEY1—I)LTIL. Tenable 2374247 EL T [Pull Assets] Z1=I3 [Push Assets] #E iR T=&
9. ITSM £ 12—/)LTI&. Tenable 3744 7L T [Pull Vulnerabilities] #:# iR TEFET .

& E T2 a1—)L. Tenable 37447 > Pull Assets

Pull Assets & #] £371d. Tenable Vulnerability Management 55 ServiceNow [Z& E &7y
FL. & E D M1E#H%E CMDB M& T—J )L (Incomplete IP Identified Device. Unclassed
Hardware. Computer. Network Adaptor. IP Address) EDRBLT—T )L (Tenable Asset
Attributes) IR 7ELET .

. T4k

0] H7A:
{E

Active BIRINATWVSEE . COEEOITINREINT=RT 21—  ER

ILCEITINFET .
Initial Run - T—RETITH=HIZH LB TI. 18 % 365
Historical HLUR
Data
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Last Run AIR—b DR EZICZEITSN-BHE.
Edit Run EHOITDETHREEZEETH5E (F. CORVIREE
Schedule RLET. ROFTLEHRETIDLELHYET .

TR EITHREREEELGVTIZEN. D3z (27
Y, I\TA—I AN B HFEE T HRBEEADHYFT .

o Run: 1 R—k %X 179 54 E . 7] 27 1E [ Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End T9 .

 Repeat Interval/Time: /> R—k £ 179 55 Z
(hh/mm/ss) Z&& E LET . —hld [Run] &R IZ&->
TERYFET.

EEFEYa2—)L. Tenable 37447 > Push Assets

ZETL

ERL=
GE T
TAILN B
(%

[Daily].

Push Assets & #3713, & & % ServiceNow H5 Tenable Vulnerability Management 25y

2alZFd.

FI+IUk

E

Active BRINTWDIEE . COE DI THERTE NIRRT 21—
ILTEITINFET .

Initial Run - T—R%ETINTB-=-HISHEHE 8T .

Historical

Data

Last Run AUR—kHAREBICETSN-B K.

Edit Run EHCITDETRELTE R TIHEE L. CORYIREE

Schedule RLUET. ROFTL AR ETIDHEIBYET .

-34 -
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O

BE: RATHEE S G LR TN, Sy | DAl

Y, INTA—I U ADE B HFEE T HRBEEADHYFT .

* Run: 1UR—+ 217955 E . 7] 85742 {E (& Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End T9 .

* Repeat Interval/Time: 1> /R—k X 179585
(hh/mm/ss) Z& T LFT . ChlL[Run] OEIR 2k
TERYFEY.

5. [Conditions] > [Configuration Item Source Table] K B4 T. Tenable Vulnerability
Management [Z& EE ZITVRR—k §5F=DI0T)EMNTE5T—TIVEBIRLET .

6. [Conditions] > [Conditions] K B4 T, #E R L1=71)L2—% ¥4 % [Configuration Item
Source Table] C:#E A LET .

7. [ITSM Module] ZEIRLI-IGE 1T LT O/I\GA—42—%ZELFT .
ITSM £ a2—/L. Tenable 37447 > Pull Vulnerabilities

Pull Vulnerabilities 5& ¥ £371&. Tenable Vulnerability Management H'5 ServiceNow |ZHfz 55
M ET7yFL . ENLDME 55 14 #HhRB2LT—T )L (Tenable Vulnerability) (TR FELET .

0] i BA TIAIE

Active BRINTWVSIEE . COEDITNEESN £
AT 12— I)LCERITSINET

Initial Run - T—RETINTB-=-HIZSHE S8 8T . @3 365 A LLA

Historical

Data

Last Run A R—F DR EBICETSIN-BR. ZETL

Last run - BELAVR—FDIREICEITIN-B . Zakl

Fixed METIE. COBBLUBDMSEHEZIyFLE
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Run Fixed
Query on
Initial Run

Included
Severities

Edit Run
Schedule

ER

HVE DA h— TIEEFEADIETFHEEZTILL
9.

AR—rF RSB DRLNEZEELEFT .

EMOITDRITREZEEISEAIX. CD
RVIREERLET . ROFTLaVZRET S
HENHYFT .

R ZRTHE>SEELZLTIZEN. U3
THBZE Y, INTA—IVADEELIFREE TS
AIRETE ABHYFET .

* Run: /U R—+2RTIHEE . ATRER
{& [% Daily. Weekly. Monthly.
Periodically. Once. On Demand.
Business Calendar: Entry Start.
Business Calendar: Entry End T3

* Repeat Interval/Time: 1>/ R—k #E 1T
B0 Z| (hn/mm/ss) #X ELET . Th
(X [Run] ME IR IZE-TELRYET.

T 74k TIEZDfE
X T, FRLUEMN
S 1ETEXR DM
DA TTVFENE
¥

EBRLESE. 774
JUK 1 [ [Daily]-

I EE: [Name] THRRRVIRIT, ARIADE i E2FTEATITE DVTEBICA hEnhET.

8. [Submit] #7vILET .

RDATYS

s BEDTARNEHFT .

ServiceNow ITSM Pro A>Tk IL—ILDT74—ILKE
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ServiceNOW & Tenable Vulnerability Management M#f & [Z&kY . 12Tk IL—ILI4—)LE HY4E B
Sh. RDE E &t A ServiceNow ITSM Pro [Ty ash T,

AT II—ILDI—ILREE ER S

cvssV4Supplemental
seolDate

epssScore
recastRiskRuleComment
acceptRiskRuleComment
hostUUID

acrScore

IT—_xk UUID

First Found

IP

ARL—TAV TV RT L
Plugin Modification Date (F57 1A IE B)
12 5E & fiz

Scan (R¥+v>)
severity_modification_type
XREF

&t B4

indexed

Netbios Name (Netbios £ )

-37-

u_cvssv4supplemental
u_seoldate

u_epssscore
u_recastriskrulecomment
u_acceptriskrulecomment
u_hostuuid

u_acrscore

u_agent_uuid

u_first_found

u_ips

u_operating_system
u_plugin_modification_date
u_priority

u_scan
u_severity_modification_type
u_xref

u_description

u_indexed

u_netbios_name



O

TS5940072)—4347 u_plugin_family_type
Port Port u_port_port
risk_accepted u_risk_accepted
severity_default_id u_severity default_id
VPR Context u_vprcontext
Configuration Item u_ci

Hostname (7RAk 42) u_hostname

Last Found Date u_last_found_date
Plugin Description (7545 1> M3 ER) u_plugin_description
T4V D& u_plugin_synopsis
RS K1 ID u_repository_id

SC Unique u_scunique

Tenable 75542 ID u_tenable_plugin
FQDN u_fgdn

last_fixed u_last_fixed
pluginName u_pluginname
Plugin Publication Date (541> 2AB B) u_plugin_publication_date
BRINZFELE u_reopened

Scan Started At u_scan_started_at
K A& u_state
vulnUniqueness u_vulnuniqueness
vulnUUID u_vulnuuid
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A TURI—ILDT1—ILk EE E B % (cont'd)

cvssV4BaseScore u_cvssv4basescore
cgiScanEnabled u_cgiscanenabled
keyDrivers u_keydrivers
assetExposureScore u_assetexposurescore
thoroughScanEnabled u_thoroughscanenabled
paranoidScanEnabled u_paranoidscanenabled
finding_id u_finding_id

BIOS UUID u_bios_uuid
hasBeenMitigated u_hasbeenmitigated

B R OMYZELT u_last_found

75%54> CVE u_plugin_cve

Plugin Solution u_plugin_solution
Repository Data Format (J7/RY k) T—2 74— u_repository_data_format
k)

UUID ZR¥v> u_scan_uuid
HIRT—hk u_substate

BERAN£A u_asset_hostname

First Found Date u_first_found date
o373 47 u_job_type

H A u_output

Plugin Name (7571 %) u_plugin_name
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@A u_product_type
Scan Completed At u_scan_completed_at
Y —R4 u_source_name
TINARRAAT u_device_type

P u_ip
operatingSystem u_operatingsystem
Plugin ID (75412 ID) u_plugin_id

Port Protocol u_port_protocol
EEINURY u_risk_recasted
ZEZE ID u_severity id

VPR Score (VPR A7) u_vpr_score

V=R u_source
Connector u_connector
hostUniqueness u_hostuniqueness
MAC 7FL X u_mac_address
Plugin Family (75542 2731)—) u_plugin_family
Ports (7h—) u_port

RO KA u_repository_name
RENE u_severity
uniqueness u_uniqueness
TP u_attachment
cvssV4Vector u_cvssv4vector
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cvssV4ThreatScore u_cvssvdthreatscore

cvssV4ThreatVector u_cvssvdthretvector
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Tenable Security Center D& &

BWELRI—Y—O—)L. EEE

ServiceNow T Tenable Security Center %% & 355 i%
1. ServiceNow 1RV R[CATALET .
2. [Tenable Connector for Assets] > [Connectors] [Z#2 &1 LE T .
[Tenable Connector] H& ;R SN FET .
3. ¥4 % D Tenable &! & A Tenable Security CenterCH AL 772 DARIR IS EILET .

4. [Module] K OyF &Ry A, [Asset]. [ITSM]. Z1=(%[SGC for Tenable] #E R T=F
ER

| ERB: T4 T ARVEDRFAA AESNTVET .

ERE: EETEY1—I)LTIL. Tenable 2374247 EL T [Pull Assets] Z1=I3 [Push Assets] #E iR T=&
9. ITSM £ 12—/)LTI&. Tenable 3744 7L T [Pull Vulnerabilities] #:# iR TEFET .

& E T2 a1—)L. Tenable 37447 > Pull Assets

Pull Assets 7 #] 37(%. Tenable Security Center H5 ServiceNow [ZE& EH#TJTvFL. B &
D% #11% R % CMDB M%& T7—7 )L (Incomplete IP Identified Device. Unclassed Hardware.
Computer. Network Adaptor. IP Address) EhRARLT—T )L (Tenable Asset Attributes) [Z{R 7
LFET.

TIAIe

A Al i

Eil]l:l

BH

TSC Query EIREINT-T1)L32—%{E A L T. Tenable Security Center i)
MolE M FIEEEEZTILLET.

Active BIRENTVSIEE . COEMPaITMNRESINRyVa—  EH
IVTRITSNFT .
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Initial Run - TR TITB=HITHE BB T . 18 % 365

Historical BLRA

Data

Last Run AoR—k I RBICETIN-AR. oL

Edit Run EHOCITDETRELFTEEITIHEE L. CORVIREE EIRLT=

Schedule RLFET. ROATL AR TETILEIIDHYET. e T
JAILNE

AR ETHEEFEEELLEVLTEZEL., DaiiBd Tk B

Y, INTA—I AN B HFEE T HRBEEADHYFT . [Daily]

* Run: 1V R—+%E 179 54 E . 7 Ae 4 {iE (X Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End TY .

 Repeat Interval/Time: /> R—k £ 179 585 %
(hh/mm/ss) & ELET . I [Run] OEIRIZk-
TERYFET.

& E £ 1—)L. Tenable 37447 > Push Assets

Push Assets 5 #i371%. & E % ServiceNow HVi5 Tenable Security Center (T aLFT .
Tenable Security Center Tl&. T—2(IXE B a7 DIE R BFIZIE E LTIV IL—T 1TV asnZE
9. B E SN IW—THELLRVG & (X TV TH—LTH LW IL—ThMER ShET .

T4k
{E
Active BIRINTWWAEE . COEHOITINEREINT=RTS1— ES)
ILCTEITINFET .
Initial Run - T—R&TITB=HIT5HE AT . 18 % 365
Historical HLA
Data
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Last Run AUR—k P RBIZETIN-A . Zail
Edit Run EHOITDETRELFTEETIHHE L. CORVIREE BTG5
Schedule RLFET. ROATLIEERTETILELIHBYET a. 74
JLME X
AR ETHEEFEEELLEVLTEZEL., DaimB 1Tk [Daily].

Y, I\TA—I AN B HFEE T HRBEEADHYFT .

o Run: 1 R—k %X 179 54 E . 7] 27 1E [ Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End T9 .

 Repeat Interval/Time: /> R—k £ 179 55 Z
(hh/mm/ss) Z&& E LET . —hld [Run] &R IZ&->
TERYFET.

. [Conditions] > [Configuration ltem Source Table] K 04> . Tenable Security Center [
BEZIVAR—T5I0T)ENTET—TIVEERLET .

ERE: T4 TIE COME X cmdb_ci (TR E SN TWET . JIL—T2 AT H3[Static IP Address] Di5
& . [Configuration ltem Source Table] (&I CMDB CI IP 7RL R | D T—TILTHIHELHYET .

. [Condition] > [Group Name] 7+ Ak Ry RIZ. TIL—TDERTEA ALET .

AR COZIOYIL—TIE. EELI—FOF v a2 Tenable Security Center [ZE i ahEzS . =
NHOLA—K [ TIUN TA—LDTIN—T4 & DWNTHE B TEET

. [Condition] > [Group Type] K QT4 T, T 29§ 5T —2DRAATIZE DULVT. [DNS] F=1E
[Static IP Address] &R LFT .

3£ & : [Static IP Address] &R L1=15 4 . [IP Version] £[IP’s To Send] A7 a 4% E T A0 E
NHYET . —E D IP 7R L ADHH Tenable Security Center (IR F S FET . =L . Tenable 37
® [Total Record] 74—ILR [ZIE. TS5Uk TA—ALICEBICRFEINTWNSLI—R#H LY Z<DLa—F
NRRINDIGELIHBYET . COF —H & TIU T+—LTIE—E M ZFvIT 5D LT, 037
TIE—EBEHZFoVILGWVOIRELEFT . EHOaTTE. RAISERSNI-T—TILhsLa—k N
B #E S, RIZcmdb_rel_ci T—7ILOH FEFRIFoyIInFES . COBE R ARILL TLVELE

& . IP XTS5 TA—LITT v ashFRA. COB BB ILTWSIGE S . F IP ATS5vk T4—LAIC
PAZEEY (-3 a8
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8. [Conditions] > [Conditions] F 074 T, # R L1=71/L3—% ¥4 % [Configuration Item
Source Table] CE AL %Y.

9. [ITSM Module] &R L1-5 & [F. LT O/ $S5A—4—45B ELES.

ITSM £ a—/L. Tenable £37%44 7 > Pull Vulnerabilities

Pull Vulnerabilities 5& #] £3J1d. Tenable Security Center /5 ServiceNow [ZHfi 58 14 # 7y F
L. ZNo0Dif 55 1 #HhARRLT—T )L (Tenable Vulnerability) IZR E LET .

" _ T4k
4 i &% BA
{E
TSC Query FEIRINI=D1)L2—%E FH L T. Tenable Security Center 23
Mo EF-ITEEEZTILLET .
Active BIRINTWVBIEE . COTECITNERESNRTSa1—  ED
ILCEITSINFET.
Initial Run - T—RETINTB-HIZHESE 8 TY. 18 % 365
Historical HLURA
Data
Last Run AIR—F DR EIZEITSN-BHE. ZEEGL
Last run - BELIAVR—DNREBICETSA-BRE. ST 2 ZH4L
Fixed DHBELUEDOMR S EZIyFLET .
I EE: ZD74—ILR X [Fixed] P37 E—FRHTY.
Run Fixed VE DA R— TIEEZEAHDEFEETILLET . )
Query on
Initial Run
Edit Run EHOITDETREEZLEETHEE (X CORVIREE ERLT-
Schedule RLET. ROFTLIEBRETINLELIHYET e T
THIL B
l AR ETHEEFEEELLEVLTEEL., DadmB T %
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I Y. NOA—IUADE E AR E TSI REMELNDYFTS

e Run: /U R— %179 548 E . 7] L7 1E (X Daily.

Weekly. Monthly. Periodically. Once. On

Demand. Business Calendar: Entry Start. Business

Calendar: Entry End T9 .

 Repeat Interval/Time: /> /R—k #E 179 585 %
(hh/mm/ss) ZE& E LET . —hld [Run] &R 2L

TERRYFET .

[Daily].

| X E: [Name] THRMRYIRIFE, ARIEDE R EDTTELTIE DV TEEMITA hShFET,

10. [Submit] Z7)vIL%Ed .
RDRTYTS

s BREDTAMITEHFT .
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Tenable OT Security D&% &

RBELI—Y—O—)L. EEE

ServiceNow T Tenable OT Security 5% € 955 i%
1. ServiceNow 1>V RAVRIZATAULET .
2. [Tenable Connector for Assets] > [Connectors] [Z#2 &1 LE T .
[Tenable Connector] H& ;R SN FET .
3. ¥4 % D Tenable & & A Tenable OT Security CTHABEE DARIRIFBEILET .
4. [Module] K Oy AUy ZAhvs . [Asset] E1zIE [VR] & R TEET .

l AR T4 TIE aARIADEZRIHA AShTULET .

R EETEY1—ILTIEL. Tenable 37447 EL T[Pull Assets] ## iR TEFF . VR EP 21—/ T
(X, Tenable 3744 7&L T [Pull Vulnerabilities] %% iR T&% 9 . [Pull Plugins Tenable Job Type]
(. [Pull Vulnerabilities] 3712&>TH B M IE R INET

& E £ 1—)L. Tenable 37447 > Pull Assets

Pull Assets 5 # £ 3714. Tenable OT Security A\5 ServiceNow [Z& E %7y FL. & E D&
#0115 R % CMDB D% T—7 /L (IP Address. Network Adapter. OT Control Systems.
Incomplete IP Identified Device. Operational Technology (OT). Network Gear. Industrial
Sensors) EHRRLT—T )L (Tenable Asset Attributes) (TR ELET -

T I+ILk
&
Active BIRINTWWAEES . COEEOITINERESNT=RTS1—  E3
ILCTETINFET .
Initial Run - T—R3%TITB=HITHEEBH#H T . 18 % 365
Historical BHLURA
Data
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Last Run AR—k AR FBIZEITSNI-B E. ZuiL
Edit Run EHOITDETRELFTEETIHHE L. CORVIREE EIRLT=
Schedule RLFET. ROATLIEERTETILELIHBYET ZE.T
4L B

FE ETHEFEEEELEVLTEEN, D308 % (2 %

Y, I\TA—I AN B HFEE T HRBEEADHYFT . [Daily]

o Run: 1 R—k %X 179 54 E . 7] 27 1E [ Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End T9 .

 Repeat Interval/Time: /> R—k £ 179 55 Z
(hh/mm/ss) Z&& E LET . —hld [Run] &R IZ&->
TERYFET.

5. [VR Module]Z:Z2 R ULIG & (. ROINGA—E—EHRELFET .

| HE: COED1—ILDR TR INBDIL. [Tenable.ot for VRI#E & MMV AR —ILENTULVSIE & DH T J
ER

VR €2 a—)L. Tenable 37447 > Pull Plugins

Pull Plugins 5 #] £371&. Tenable OT Security A5 ServiceNow [Z& E#T7zyFL. T5351>
D% #11E 3 EFHRBLT—T )L (Plugin Import and Tenable Plugin Additional Info) (IR F L&
ER

I AR COEM T aTE. Pull Vulnerabilities adhME i s b B BRI ICHE R SN ET

T Ik
&
Active BIRINTWRIEES .. COEBCITNEREESINRTSa— EFH
ILTEITShET.
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Initial Run - T—AR%TIVTB=HISHHE L TT. 18 % 365
Historical BHLURA
Data

Last Run AR—DREBICETIN-AF. BZEGL
Last run - BELIEAVR—DARRBICETIN-HE. HETIE. . ZIE4EL
Fixed DHEHBLUBE DS ZIvFLET .

I AR CDOI4—ILK (X [Fixed] P 37E—FHTY.

Run Fixed VEIDAIUR—FTEEFADEHEETILLET . i)
Query on
Initial Run
Edit Run EHOITDERTEEEZERTDHIHE (L. CORVIREE ERLL-
Schedule RLFET. ROFTL I EZETILEIHYET . e T
TAILN E
AR ETHE S GRE LBVLTEEN., D37hNB % (25 B
U, INTA—T AN B HFE &£ 950 BE T HHYET - [Daily]

* Run: 1UR—+ZR 1T 9D E . 7] 8872 fE (I Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End TY .

 Repeat Interval/Time: /> /R—k £ 179 585 %
(hh/mm/ss) & ELET . I [Run] OEIRIZk-
TERYFET.

VR &2 a1—/L. Tenable 37447 > Pull Vulnerabilities

Pull Vulnerabilities 5 #§ <371, Tenable OT Security 55 ServiceNow [Zifi 55 £ 27y FL .
ServiceNow 7—7 /L Vulnerable Item e S5 £ # R ELFT -

0] g BA T4k
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Active BIRSINTWVREE . COEHOaTINREINI=RTO1—  ER
ILCTEITINFET .

Initial Run - FT—RETITB-HIZHEHE 8 TT . 18 % 365

Historical HLURA

Data

Last Run A R—bF DR BICETIN-BF. ZEEGL

Last run - BELIAVR—FDARZBICEITIN-HE. 4 Tl BA=L{®

Fixed DH LI DS M Z 7y FLET

I EE: ZD74—ILR X [Fixed] P37 E—FRHTY.

Run Fixed MEDOIR—F TTIEEFAHDNEHBEEZTILET. #E 0
Query on
Initial Run
Edit Run EHOCITDETRELFZEETIHHEE L. CORVIREE ERL=
Schedule RLET. ROFTLEHRETIDLELHYET . e o
JAIL E
AR ETHEEFEEELLEVLTEEL., DadmB T %
U, IWIA—IVADB EHIFEAE THRREE ABYET . [Daily]

o Run: 1UR— %X 1T 9 548 E . 7] L7 1E [ Daily.
Weekly. Monthly. Periodically. Once. On
Demand. Business Calendar: Entry Start. Business
Calendar: Entry End TY .

 Repeat Interval/Time: /> /R—k #E 179 585 %
(hh/mm/ss) & E LET . —hld [Run] &R 2L
TELBYFT.

| A E: [Name] THRMRYIRIF. ARVEDE R EDFTFATITE SWTEBMITA hENFT .

6. [Submit] Z0)vILFEY .

RDATYT
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EDTANTEAHFT .
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B E DTAR

ServiceNow MID H—/s—71)5— a2 (%. ServiceNow TS5 Uk TA—LEN B 7T )r—a3, T—4
Y—R., U—ERXDE DT—SEIEETAEBEEIR—ILET. 1 DDEEITEH O MID Y—/\—%
BRELT. —HOUV—N\—(FHFELETANER . IR BERHIZTHIENTEET .

BREFTVY:

Tenable Security Center H3%t A vk T—0 D774 — 04— ILD% AI1ZH 55 & 1&. MID H—
N—ZFRALTTRTIERTEILELIHYFET .

Tenable AXRL— 3 )LT79/80 —015 & - MID H—/\—IIh B T9 .
ServiceNow K Fa Ak D MID H4—/\—t9332%5 BB L TIEELY,

BEVDVRTLBMID H—N\—2 RTLEHZHE =L TWNAIEEXEZRELET . M.
ServiceNow K F¥aA2k MID H—/\—DY AT LE #4545 B L TFEALY,
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F<HHE M

ServiceNow Store BN 7 F)r—30F AV AR —IVTCER LD ET
THY?

1. PRTLEEE (admin) A—)LEFE >TWVAIEEHEZELET .

2. [System Applications] > [All Available Applications] > [All] T3 &L ET .

3. 7 )5—>avhInstalled] 2T IR RENTWVAIERHERLET .

A——ZHBAERTHIUIXESTIIEXNTTH?

s A—4—EBIHLIFIEEETLET.

ECC ¥a— D24 LT7IN B E T HI5—HRRSNIDITGEETIH?
1. sys_properties.LIST [ 8L FT .
2. BESNETRDIVRATLITUNTAEBHLET .
a. glide.http.outbound.max_timeout.enabled = false
b. glide.http.outbound.max_timeout.enabled = false
c. glide.http.outbound.max_timeout =60 (F=ITE KIS L THBZRLED)
3. RV a—INENF-RYVT+EBEITLET.

B TA)7REE R CERVDIFEETTH?
e VATLEEE (admin) O—)L&EF ST EEFHERLET

aARY5%EE R TEELOIRGEETT AV

1. YRTLEEE (admin) A—LERF 7TV r—L a0 EBEO—IANHEHLEHELES .

ARVEHNE B TEVLDIGEETTH?

-53-
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1. RAFREERIAITRADIVRRAULEZFVILES . TURRAUM ORI/ 1ZE L7
UL TL=ELYS

2. (TSC HXUV TOT Mi5 &) MID AR ITSN TS EEHERLEFT . (TOT TR ZA)

[Tenable Scheduled Import Form] Ea—IZA T avhiR rEShizl 0
(35 TTHV?
1. TS99hnIXrys 1%iH & 35H. Incognito H'5 [Scheduled Import Job] Z/E A LE 3.
2. ServiceNow AV RAVZAMoFrviamHELFET .
a. ServiceNow AV RAVR[ZATAVLET .

b. 24)L3—%2TJTlcache.dolEA ALZET .

servicenow

Y cache.do|

FAVORITES

No Results

ALL RESULTS

No Results

c. [Enter] #0')vILFT .
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d. R DOR—L T [Clear Cache] 9')voL%E T .

Clear Cache

Servlet Memory
Max memory: 1980.0
Allocated: 1980.0

In use: 1695.0

Free percentage: 14.0

After Cache Flush
Servlet Memory
Max memory: 1980.0
Allocated: 1980.0

In use: 1264.0
Free percentage: 36.0

B DT DRITRIZOITAMER NGV DIFEETY H?
1. FELTNBYORAI—THELI—FEF B THRLET .

=JL ==

a. —Chvo. [Application scope] % [Service Graph Connector for Tenable] [ZE% E LET -

Application scope: ServiceGraph Connector for Tenable A
Update set: Default [ServiceGraph Connector for Tenable]

< Application scope: ServiceGr...

Y Filter

RECENT SELECTIONS

ServiceGraph Connector forTe... ./
Tenable for ITSM

b. [Filter] #%2')v7L . I'sys_scope_privilege.list]EA 7ILET .
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servicenow

Y Filter

c. [Enter] Z0')vIL %Y .
d. & LIZHB [New] RFE0)vILET .

@ & Actions onselectedrows..[x W | m

LT DIA—LDBRRENFT

= (Crossscope privik o =
T P —— ‘o« -EX

ServiceGraph Connector for Tenable Application | sys_scope viceGrapt nector for Tenable [El

t_type | Table| sysdb_chject v\

1 Tenable for x_tsirm_tio_itsm_ T—7  BRH Bt |
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ITSM vulnerability L Y
2 Tenable for TenablelTSMHelper AV API el
ITSM JhE R
EEY
3 Tenable for TenablelTSM 291) API =
ITSM Jr&E R
EEY
4 Tenable for TenablelITSMScheduleHelpe =~ X%!) API S|
ITSM r JreE EAT
a0
5 Tenable.ot TenableVRScheduleHelper A9V API e
for VR JrE R
EEY
6 Tenable.ot TenableVRHelper A7) API & Al
for VR JhE E1T
EEY

f. [Schedule Import record] [Z#5 &1L . [Execute] Z#7' )L FT .
2. TRTDALYR BB FO>TLEMEIIEFTVILET S
a. [User Administration] > [All Active transaction] IZB &) LET .

b. TRTORALYE MEFESTNBIEERRBLET. ZOH A . A S TOENRL YR A
B LTSN,

c. [Scheduled Data] /> iR—k 74+—L%F)O—FLFET .

H & BT B, TFTF—AHTF—T R YA FhELDIEETT
2
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L ARVADEEETFTVIL. EE THALEHERELET

L A=Y AE Y GO VEREOTWSIELER R LEY . CON—U%FS R LT, Tenable 75vbk
I —LTI—Y—IBBGOA—IVEHELET .

. [Application Logs] 2L %Y.
. IZ—HWAPIFUELICEETLLDTHSEE L. ROFIEIHEWVET

a. sys_properties T—J LSRR D 3 DD AT LTONT1EH FIZL ([Filters] 923> T
I'sys_properties.LISTIEA N TEFY). MEETBHEETLET

e glide.outbound_http_log.override -> fEZItruellZE%E

]

e glide.outbound_http_log.override.level -> {E#[allJIZE%E
e glide.outbound_http.content.max_limit -> {E%[1000]IZ5% %

b. [System Logs] ® [Outbound HTTP Requests] €~ 1—/LTC. APIFEUH LDUIIT R &
& DFEMEELHTTP VIOTRANEFVILET

Y Outbound HTTP Reque X

FAVORITES

No Results

ALL RESULTS

v System Logs

Outbound HTTP Requests
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Request method or request URL not found from undefined ] &LV5T
F—HRRINDDIIEETTH?

1. [Flow Designer] > [Actions]IZf#¢ 81L& .

2. [Rest] RTYTERE. BT EFTVILET . API DT5—OF Bt AHYET

3. EMUaTEBEERITLT L.

AVR—P3TEEALTTAEMBLTHSTPAINGA(XETHE KT S
g (2. 5] 4} : SyntaxError: 220 JSON X F 5 IR ELELT-. EEF
DF H

1. SRFLEEE (admin) O—/LERE STWACEER B LET.

2. sys_properties [T EILET .

3. com.glide.attachment.max_get size £&KU com.glide.attachment.max_sizeDE%
EmLES. EEZ/MFERELTANLET.

AR TONTADEELLEVME S &, [JR—/LRO—T THLAMER LET . (#:
com.glide.attachment.max_get size = 31457280 XU com.glide.attachment.max_size
= 4096 TY).

MID H—/\—%4& B TEREL\DITEETT H?
1. [MID Server] > [MID Security Policy] (Z#2 8 LE T .

2. [Intranet and Internet Records] Zfi & . [Certificate Chain Check]. [Hostname Check].
[Revocation Check] DF T yoR VI REATIZLET .

ITSM F=I&X VR OT—5Y—RETFIT1IFEFTIOT4TI T HIIFES
FThIEKNTTH?
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1. R D5 His [Application scope] % [ServiceGraph Connector for Tenable] [Z3% E L9 -

Application scope: ServiceGraph Connector for Tenable A
Update set- Default [ServiceGraph Connector for Tenable] -

%
< Application scope: ServiceGr...

Y Filter

RECENT SELECTIONS

ServiceGraph ConnectorforTe... ./

Tenable for ITSM

2. [Filter] #0')voLZFET .

servicenow Al

Y Filter

3. I'x_tsirm_tio_now_data_source_registry.listiEA ALET
4. [Enter] #0')vOLFY .

5. WYL T4 E—%E A LT-% . [Active] 5| CLO—F DEZEHRELFT .

BELO—FOEEYRANZTenable EEB M EZR T ITBICIFESTH
[EXULNTTH?
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1. [Asset] La—K ®OZ% L (%% [Additional Actions] R E5')vILET .

2. [Configure] > [Related Lists]IZ# &1L 9 -

IP Address bt et

=

‘ Update

Related

ip address [scratchpad][table fields][toggle label]

IP 2ddress =9.9.9.9

Save
Insert

tess | 9.9.9.9
Insert and Stay
Configure > Form Design
Export Form Layout
View ? Related Lists
Create Favorite All
Copy URL Table
Copy sys_id Security Rules
Show XML Business Rules
History > Client Scripts
Reload form Ul Policies

DNS Name | cmdb_i|
Q Dns name
dns_name

Dztz Policies
Ul Actions
Notifications
Dictionary

ns name | dns_nam ~

Search

3. [Tenable Asset Attributes] #7232 %:#& R L. [Selected] YR ZTvaLFT .
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Avzilable Selected

Filter choices... | DNS Name | cmdb_ip_address_dns_name.ip_addr ~
TETS RO ZECY Sy S IS OO IOU TS SUUEE FU LS CMDEB 360 Data | REL:49f2ce4e73001010a642¢
Task->Configurationitem | task.cmdb_ci O Hardware->Configuration Item | alm_hardware.c

TCP Endpoint->Duplicate Of | emdb_ci_endpoint_tc IP Address->Owned By Configuration Item | cmd
Teams | cmdb._rel_team.ci Tenable Asset Attributes->Related CI

Technical Service->Duplicate Of | cmdb_ci_service_

Telco equipment holder [DEPRECATED]-»Duplicat:
Telco equipment->Duplicate Of | cmdb_ci_ni_telco_

Tenable Vulnerability->Configuration item | x_tsirm >

Therzpeutic Device->Duplicate Of | emdb_ci_med _t j

Tibco Adapter->Duplicate Of | cmdb_ci_appl_tibco_ 3
Tibco BW Endpoint->Duplicate Of | emdb_ci_endpc

Tibco BW process->Duplicate Of | cmdb_ci_endpoit
Tibco Conf File Endpoint-»Duplicate Of | emdb_ci_e
Tibco Enterprise Message Service->Duplicate Of | ¢
Tibco File Listener Endpoint->Duplicate Of | cmd b_.
Tibco Hawk Endpoint->Duplicate Of | emdb_ci_end
Tibco Hawk->Duplicate Of | cmdb_ci_appl_tibco_ha _
Ticket->Canf o ik i

View name: .
Defaultview W

4. [Save] #0')vILET .
5. TN T& E 0 [Tenable Asset Attributes] B & JRk AR RSN FET .

Xanadu DA /K 1 =5& E T [Mark as Complete] 2903 5E. HiE
B DIV DFEIEITVFAL IR ESNBDIEEETTH?
o CHISBE . Xanadu THEB SN TLVARIETY . ZoO B O 4 122U Tl ServiceNow I
22 FAR—UEF T T,

BEOEHLI—FNSG EHFEE 1—ILDREL—IZERRTINELE
B TIVr—>30 7T I—F L= 2. ROF IBIZHELET .

1. [All] > [Fix Scripts]| B B LET .

2. [Tenable - Create SG Connections ] &LV52 AR ILOIE IE RD T La—R &R EET

3. [Run Fix Script]£7' )y 7.
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4. E171% . [SGC EM] T ILDLI—FEHERELET.
5. B DLO—R A SG EHMED 2a—IURKR RSINDLIITAGYFELT=.

I7—LITFAV A —ILT—T)UZ, R E B CIOE & TV JhER
RENFET

o CHEENFKE T HNIL. ServiceNow AREIL Cl La—KIZx L T2 DR LGBV —ARATAD
X—AE L. E R OIURUBTE B SR TN F=0TT .
SGC Central €2 a1—/LHhS Connection La—K 8 E (2. TAEAM
FoI=18 & FIR—OHE & LG 1B & -
C R CEFHL.BUASE T FIEEEELES.

Zurich Y)—RTlE. 2—5—Hh Guided Setup Z58 T §5&. L FIE
EHF-IIBREETHLITEFRA.

o ZODFIR It A FB71=8. ServiceNow Tl&. HAK i 5% E D $YIZ SGC Central (post-
Zurich) #& A LZEL f=. SGC Central Workspace T, 1—H—I[IFH LIMEHELYFETITER H
KUK TE TEDLIIAGYELT:

» SGC Central OfF A IZRE 325 M7 F IE(ZDLVTIE. SGC Central Guided Setup (SGC
Central AR £t vk 7y S BB L TKESLY,
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