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A Duagnode and solve probiléms | Applcation gclisnti 30 |
L)
' Manage —

B Branding & properies = }

2 Authentication |

Certificates & secrets
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& Ow Get Started Dracumentation
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B Marifest Build your application with the Microsoft identity platform
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f. O—OLubk & Azure IZ1 ELMRTSNGL=H. O—IL s DIEEZLZ LGB RTICREL
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. Azure BB ER—AIIT. [ZTTIDE R R—CEREFT.
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. ERIDAZa—IZH5 [API D7 OERF ] 20 )vILET .
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O

O

o

. BETE D User.Read 7V REF A ZHIBRLET .

Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | API permissions = -

© O netih | £ cotfesdback

B overview
& Quickstart Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions sheuld include

# Integration assistant .
# g all the permissions the application needs. Learn more about permissions and consent

Manage .

+ Add a permission ~ Grant admin consent for t8qdy
= eranding & properties

APl / Permissions name Type Description Admin consent requ...  Status
3 Authentication

“ Micrasaft Graph (1)

Certificates & secrets
Delegated  Sign in and read user profile No R
I} Token configuration emove permission

2 API permissions

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
@ Expose an API

e. [+ 7UtAREFRI BN EV)VILET .
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Home > App registrations > Tenable Identity Collector

—- Tenable Identity Collector | APl permissions =

|P Search | « O Refresh ,'.\; Got feedback?

B . . ; .
# Overview A\ You are editing permissian(s) to your application, users will have ta consent even if they've already done so previously.

& Quickstart

;.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
B Branding & properties

3 Authentication + Adda permission Grant admin consent f
Certificates & secrets API / Permissions name Type Admin consent requ... Status
Il Token configuration No permissions added

2 AP| permissions

& Expose an AP To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

App roles
&8 Owners
ik Roles and administrators

Ml Manifest

f. [Microsoft Graph] Z:ZRL %9 .
Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

"
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
N

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePeint, Planner, and more through a
single endpoint.

Azure Communication ™y Azure Rights Management
& Services g Azure DevOps L& Services
Rich communication experiences with Integrate with Azure DevOps and Azure Allow validated users to read and write
the same secure CPaas platform used DevOps server protected content

by Microsoft Teams

9. [PIVr—2av D7 72RE R 2R IRLET (RESNTOEREFA] TEHYEEA).
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Request APl permissions

< All APIS
E" Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

h. DARMMER/N—ZEALT. ROITATOT7IERHFAZR DT TERLFET .
° AuditlLog.Read.All
° Directory.Read.All
° IdentityProvider.Read.All
° Policy.Read.All
° Reports.Read.All
° RoleManagement.Read.All
° UserAuthenticationMethod.Read.All
i [PORARFADEM] Z7')0ILET .
jo [<TFUNE> ICEEEBEOREZA 53] 00000 1K 000 THEELET -
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Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | API permissions =

‘P Search | « O Refresh ,é? Got feedback?

P .
# Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

‘/.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracass. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

EE Branding & properties

2 Authentication + Adda permission | ~* Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
Token canfiguration ~ Microsoft Graph (7) o
AP| permissions AuditLog.Read All Application  Read all audit log data Yes 4\ Not granted for -
Expose an API Directory.Read All Application  Read directory data Yes A\ Not granted for
B App roles IdentityProvider.Read All Application  Read identity providers Yes 4\ Not granted for -
8 Owners PolicyRead.All Application  Read your organization's policies Yes A\ Not granted for
ab Roles and administrators Reports Read All Application  Read all usage reports Yes A\ Not granted for eee
H Manifest RoleManagement.Read All Application  Read role management data for all RBAC providers Yes 4\ Not granted for e
Support + Troubleshooting UserAuthenticationhethod.Reac Application  Read all users' authentication methods Yes 4\ Not granted for
2 Troubleshooting
L New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Home > App registrations > Tenable Identity Collector
- Tenable Identity Collector | APl permissions =
‘ P Search | « O Refresh }E{j Got feedback?
B overview @ Successiully granted admin consent for the requested permissions.
& Quickstart
‘/.' Integration assistant
Configured permissions
Manage Applications are autherized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
B2 Branding & properties
3 Authentication + Adda permission ~*" Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ...  Status
:l' Token configuration v Microsoft Graph (7)
=~ API permissions Auditlog.Read. Al Application  Read all audit log data Yes @ Granted for
& Expose an API Directory.Read All Application  Read directory data Yes @ Granted for
App roles IdentityProvider.Read.All Application  Read identity providers es @ Granted for
&8 Owners PalicyRead All Application  Read your organization's policies Yes @ Granted for
i, Roles and administrators Reports.Read All Application  Read all usage reports Yes @ Granted for
M Manifest RoleManagement. Read All Application  Read role management data for all RBAC providers Yes @ Granted for
Support = Troubleshooting UserAuthenticationMethod Reac Application  Read all users’ authentication methods es @ Granted for o

s Troubleshoating

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

& New support reguest

4. Microsoft EntralD T ELITARNTHDHRELXLI=H. L TEEFTLET.

a. Tenable Vulnerability Management Tl Microsoft Azure | 24 7D LR EE1F 3R Z1E AR
LET.
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