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C:\Program Files (x86)\Tenable\Nessus Agent\nessuscli.exe
C:\Program Files (x86)\Tenable\Nessus Agent\nessusd.exe

C:\Program Files (x86)\Tenable\Nessus Agent\nessus-service.exe
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C:\Program Files (x86)\Tenable\Nessus Agent\nessus-agent-module.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\libcrypto-3*.dll
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\libssI-3*.dll
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nasl.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessuscli.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessusd.exe

C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessus-agent-
module.exe

C:\ProgramData\Tenable\Nessus Agent\nessus\agent.db
%SystemRoot%\tenable_ovaldi_2ef350e0435440418f7d33232f74f260.exe

*

%SystemRoot%\tenable_mw_scan_*.exe
%SystemRoot%\temp\nessus_*.bat
%SystemRoot%\tenable_ovaldi_2ef350e0435440418f7d33232f74f260.exe
%SystemRoot%\Tenable\Nessus Agent\tenable_mw_scan_*.exe
%SystemRoot%\Tenable\Nessus Agent\temp\nessus_*.bat
THIVE—

/opt/nessus_agent/sbin/*
/opt/nessus_agent/bin/*
/opt/nessus_agent/lib/nessus/*
7ML

/opt/nessus_agent/bin/nasl

/opt/nessus_agent/sbin/nessusd
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/opt/nessus_agent/sbin/nessuscli
/opt/nessus_agent/sbin/nessus-service
/opt/nessus_agent/sbin/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/libssl.s0.3
/opt/nessus_agent/var/nessus/tmp/pre-install-check/libcrypto.so.3
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nasl
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessuscli
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessusd
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/openssl|
/opt/nessus_agent/var/nessus/agent.db

JotX

/opt/nessus_agent/bin/nasl

/opt/nessus_agent/bin/openssl

/opt/nessus_agent/sbin/nessusd
/opt/nessus_agent/sbin/nessuscli
/opt/nessus_agent/sbin/nessus-service
/opt/nessus_agent/sbin/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nasl
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessuscli
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessusd
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessus-agent-module

/opt/nessus_agent/var/nessus/tmp/pre-install-check/openssl|
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THIVE—

/Library/NessusAgent/run/sbin/*

/Library/NessusAgent/run/bin/*

714

/Library/NessusAgent/run/bin/nasl
/Library/NessusAgent/run/sbin/nessusd
/Library/NessusAgent/run/sbin/nessuscli
/Library/NessusAgent/run/sbin/nessus-service
/Library/NessusAgent/run/sbin/nessus-agent-module
/Library/NessusAgent/run/sbin/nessusmgt
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nasl
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessuscli
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessusd
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessus-agent-module
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/openssl|
/Library/NessusAgent/run/var/nessus/agent.db

Jatx

/Library/NessusAgent/run/bin/nasl
/Library/NessusAgent/run/bin/openssl
/Library/NessusAgent/run/sbin/nessusd
/Library/NessusAgent/run/sbin/nessuscli

/Library/NessusAgent/run/sbin/nessus-service
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/Library/NessusAgent/run/sbin/nessus-agent-module
/Library/NessusAgent/run/sbin/nessusmgt
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nasl
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessuscli
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessusd
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessus-agent-module

/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/openssl|

— MG EEEIE
Tenable Agents #7701 S 281 SR T2 E 2B, LL<OHD— RV HERMERISRLES .

AR ChoOTIOAM AN $5E EEIEITM AT, Tenable [X Tenable Agent MGeneral Best
Practices. ZfE 2§ AZELEHE L TULVET

» Tenable Agent 77049 5F & DARL—T42 TS AT LIEfE THH?
* Linux (Debian/RHEL/Fedora/Ubuntu)
* Windows (Win 10. Win Server 2012/2016 R2)
* OS X (10.8+)
e Tenable Agents 2L\ DT AL/ B EFEHEI L TULET H?
* 1,000 xR i
* 1,000 L E 5,000 5K i
» 5,000 L E 10,000 = i
* 10,000 L\ £

FE: 10,000 £ ARSI~z DT IOM AU D FIATIE, KABRETTO AL THRBASATNSELS
(2. I=2 b TI—T YA DT ERF D R JI2E B/ DA —R U ADR B AL R 5T L TS
LY,
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Tenable Agents A4 Xk —)LF H7RRk D— & BI7E/\—F D7 8Bk (IR T AV FEA 1L T4
RIBE . TARVDEESEE . CPU. O7. RAMEE ELFET .

Tenable Agent Hi5 Tenable Nessus Manager ~DH 7118 1§ B Ck 5% * K ARRANZFEL
F9H (DST: TCP/8834 [T 7AILE . HRATA XH] BE])?

I—2 b TR ADRITEH CEIE A RARANMIFEELETHA?

AR ARL—TAVT SV RT LT EIEZF Al 5774 IILETOEAD YRR ZDWTIE. I74ILETOERDEE A
YARES B LTS,

Tenable Agents T A—JS5A XL KICEDKIITTIAALTBF E TTH?1=&X (L. Active
Directory. SMS. Microsoft SCCM. Red Hat Satellite % ENITA—TSAXTF IO AL TH/
AC—%FEALFETHV?

1 18 < AT LFEF=(FIE K # 2 AT LIZ Tenable Agents T JAALETHA?ZDIH & 1. E &b
TINMRTUTL—hZTI—V UM FB M T HIEER 5 LTS, P& #B 18 oofl 28 /3E 5k i 7R
Ak DAz a TV v OT O RAEHE R L. Tenable Agents D774 E=XIE 75
TAIEDIE LT N2 EF R & (7528% Tenable (X R L TLVET S

M IST IO AUR T B I—S 1ok & B ETTOAEN=T—D 1ok DR OF E O &
EEDESISERTHTF ETTAV

RAR E DIk DANIVARERT—ARREEDESITEB T 5F FE TIM?=ERIE &8 x(x
[FH—ERDRAT—ARFEFI—V b DE FRT—AR) EERITDELET . TORELFRAE
TR A . TO avFEEILE M AN IA—SNET.

TIOLEN-I—D Vb DNEFR T IV TIITHRBE LG L AX—EENTIHI?I—V b %
EITLTWSRANDRNRERE I LA EZAEITHENEETY

YL D= RAX v TCI—D IV R—RADAF N EH T T HFT E TIH?I—U b RFv b
PYR D= RX YU CHE B RREEDIIIHFTH5F E TITMERDIRO L )EEDLSIC
EBIHFETTH?

KBRETIOMAV BT EHEEEE

RBPELBREICI—CVbETI043 556 . §RXTOI—2 o B G MIZ7OT4 THY.
Tenable Vulnerability Management E7=I% Tenable Nessus Manager |Z# #t 1=K BE 2R D& 5%
TIOAA N EBRIZT DR ENHYFTS .
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R NSO TIOMAUNIE 5% EEEITH X T, Tenable [& Tenable Agent MGeneral Best
Practices. iR 35 LEH R L TLVET

TTOA A BB

ZHODI—CIhETIOMTRE X VIN I 7E2FERAL TR T8 ATI—C 2Ty
AT BHIEERET LTS I

Deployment Solution

‘TE} Mol
< System Center

c C

. —= ©

_ ¥ ¥ &
eramazon v b=
W webservices S 4

..............

Tenable . 28 DI—C b ETIOATBEEE. 24 BB NI TI—2 b2/ FUE TF7O4
FTAHEEHBELTVET . COAHE I Ryk T—OF BIEHEI R SN TEY. Fuk J—ON—E (25
oO—RFEBT—ANEZHRITIDLEINGHDIGE (THFIRILHET.

AVAN =)V . I—C VDl ER T I RIE REZ (THE R DTZTAT VT T— &2 (THY
F9. I—CIUME RV DTSTATVITT—EBEZ NS 24 BRI & (TR DT7YTT—hERTT 5K
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SITAAT—ERELFT (REDTSTAUEIO—R BRI T 5L TS50 7VITF— BNEH S
NFEY) IV ENVFRETTIOS(THE BEIGH DI b — EICH K O7YTT—k
EFTvoL. BB E ITSEEINDI LR TEET .

I—U k& 0~ 5 59 DT LIGE FE D% |2 Tenable Nessus Manager &7=I& Tenable
Vulnerability Management [CUOLFET . COEEF. T—2 UM DR AT BHEE BLUIT—
CIVEDNFERFLFORTLOBRE IS THEHN IHETIBRLELFY . BEZRT T5HE K
ENI—U b ETIOMEITE B T 58 DRyt T—Ik 57099%HI B L . Tenable Nessus
Manager F7=I1& Tenable Vulnerability Management |23t 3% & R 28 8 T=E .

DSRZ)YT

Tenable Nessus Manager D5 2) 7 %E A3 %5&. B — D Tenable Nessus Manager 1> X522
AMSEH DIV b ETIAMEIVE B TEET . 10,000 ~ 200,000 DT— b EFFH D
Tenable Security Center 1—H—®Mi5 & . Tenable Nessus Manager D8 1 D12 X322 X% Tenable
Security Center [Z1J>2E 372, B — 0 Tenable Nessus Manager 75 A4 I —C b AXvU 58
B TEET.

HSRB) DA [ TH - TULVS Tenable Nessus Manager 1V ARV R EF /—FDE /—REL THE BE
L. ZhZEnI DB DI—C b 2E E LET . Tenable Nessus Manager 12 R2 ADEE /—R 124
5. I—VIURFEEREBLGAGYET . KHYIZ. F/—FE£EKITHIZ5TRTOI—2 b DR
FVRO—ERT D A— )V EE B TEDE — DTV RARAUN ELTHBELET . V5RFVTEE R
THL BEHDEN S Tenable Nessus Manager 1V A2V REE G IZE B 3558 KYLEHEIZTS
A AV A XERB TEET .

SF)ADB]: 100,000 DI—S b ETFTACTS

Tenable Security Center 1—H—M18 & 3& AHY. Tenable Nessus Manager(Z& #E &h TLV5 100,000
DI—VxobhETIAMTHELET

OSRZTEAFE A LEES . FNEFNN 10,000 DI—C b FHR—KF 3. 10 {8 D Tenable
Nessus Manager /> A3V R&TIJAALET . T—U 1k RFVUR)—ERT D 2—)LDEE E - VY Ik
DI7/N—UaVDEH L E. & Tenable Nessus Manager /2 RAVAEE R [CF S TEERTINE
MHYET . & Tenable Nessus Manager 1 A3 X% . Tenable Security Center [Z{& Bl [Z1)> 09 %
WHEMIBYET .

OSRBZTEE FH 95154 . 1 DD Tenable Nessus Manager /2222 A% {# A L T 100,000 M
I— b EE B LET . Tenable Nessus Manager TOSARBYLTEB NIZTDE. T/ —K &
BY. F/—FRDEBRAUNIEDOYET. 10 BOF/—REIHL. TLETNHE 10,000 DI —D
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REBEBLET.. HLLWI—2 20T B0 YRR EDI—C b8 1T TEFET. F
J—RIF B/ —RDSI—D Uk RFYURS—, RV a—)b. TZTA0, YIS IIT DR FHE% 1+
B YFET . Tenable Nessus Manager 3 /—F M#&% Tenable Security Center [ZJ 9 TEET .

A E: VSRR DT RTD Tenable Nessus /—F (&, R L/N\—230THILELHYFET (FzLAIELE DI
A2 %{FE A 9515 & . Tenable Nessus Manager 3 /—F & 10 {8 ®F /—F [X[E L Tenable Nessus /\—
DAV THAVENHYVET). N—DavhBADIHEE . VFRIOTITAA AU [EHR—kShEH A,

¥ # (X Tenable Nessus 1—H—H1ARKDHZRR ) %S BB LTSN,
I—2xoh T

Tenable Nessus Manager &7=I& Tenable Vulnerability Management TA¥ v 2B E L. AF¥vY
T—74% Tenable Security Center [T/ R—bh 355 & (F4F 2. T—2 b IL—T DA XEE L] (S
RETHEEBESHLET . Tenable Nessus Manager E7=I& Tenable Vulnerability Management T
IV b EEBTEHE I—V VN T IIL—T DA REH E TEET

AX VUL TE—DI—Ds b JIL—TITEHEII—V IV MME ZBIFE . IR—Dv—D 1 DD/AYFT
WEBSEZT—IAMEZFET . T—2 kT IL—TDHAXIZNE LT, Tenable Security Center (24> 7R—
b2 BEHHD .nessus T7MILDHTA XHRFYET . .nessus T7MILDYA XL IN—RFES4TD
BELFEHIIBISEELET.

TIN—TDHA2T

TN—TZHBYH THhBT—D ok

Tenable Vulnerability Tenable Security Center [TEE LIELME & JIIL—THIUYDI—
Management Db IEEE IR

Tenable Security Center [TE{E 94356 . JI/L—TF#H1=Y) 20,000
I—oxvbk

Tenable Nessus Manager Tenable Security Center [TEE LEELME & - JIIL—THI-YDIT—
DI (TR

Tenable Security Center 33X 15 3515 & . ¥ /IL—T&1=Y 20,000
I—oxok

Tenable Nessus Manager AEUME R DF /—F O ITG CCGEY ICE B MIZH Bl Sh
DS5R4A B1=6-. £ H R
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AR 1B ORFYUTEH DIV T I—TERX VT 5I5 6 . AAvoHizVDI—U b DE
M IIN—THEzYDI— ok DEFH E—BLEBENIELHYET . 1zLZ X, Tenable Vulnerability
Management [Z7,500 DI— bk DT IL—TH 3 DY, TRTH 1 @ DRFYrU TIThHhnbis 4 . 22,500
NDI— b DT—EH— E [ZTenable Security Center [Cf U R—b SNBT1=8. T_TER AL LENAL LA BE
S HABHYETS .

SIN—TRAT
I—CVhEBREBICT IO/ BR11T. AXAVUBBE ICE DNVTYIL—TE2ERLET.
LTI IN—TE2ATDEI TT .

ARL—T AT AT L

Name - Agents Last Modified

Shared Amazon Linux 0 11:53 AM

shared  CentOS 0 11:53 AM

shared Red Hat 0 11:53 AM

shared  Windows 0 11:53 AM ra x

BERATE LG

Name « Agents Last Modified

shared  Production Servers 0 11:56 AM

shared  Servers in External DMZ 0 11:57 AM

Shared  Servers in internal DMZ 0 11:57 AM

shared  Workstations 0 11:57 AM rd x

BEHDAX VBB IHIEE L. ERDOII—T I I—C b EBMTRIELTEET.

Name « Agents Last Modified

shared  Production Servers 0 11:56 AM

shared  Servers in External DMZ 0 11:57 AM

shared  Servers in internal DMZ o] 11:57 AM

sharsd  Workstations 0 11:57 AM d x

RETOT77A )L BR
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WEBERITRTOEEICI—obaT7040 0. XY 7a774 IV EER L. BEOI—IRY
IW—TZFNOEFE UMT (FARIENTEET . ROEIL 3 TIE LODDRF U EBE [ZDNVTERBA L E
ER

ARL—T AT AT LDRE v 8 B

R DEBE (T RFVU BB DVE E OARL—TAV TV AT LIZE DNWTWVSIE S ICERTY.

Name Schedule Last Modified -
Basic Agent Scan - Windows On Demand N/A
Basic Agent Scan - Linux On Demand N/A

HEARIT— 12k XX+ - Linux

ZOBITIE AV IFEER IV AT T U—R IZE DWVTHE LS. Amazon Linux.
CentOS. Red Hat 7 )IL—IZE|YL TONET . CORTYUIE. SHDDE FE DHERATYLET .

Name Basic Agent Scan - Linux
Description
Folder My Scans -
Agent Groups Amazon Linux ¥ CentOS % Red Hat %
Scan Window 3 hours v 7
Agents must report within this timeframe to be visible in scan results.

B E A TE-ITE P DRAT B B
R DERBE [ AEv BB DN E DRAT OB ICE SOV TWAIE S IR IIBET.

Name Schedule Last Modified ~

Basic Agent Scan - Production Servers On Demand N/A

Basic Agent Scan - Internal DMZ On Demand N/A

Basic Agent Scan - Workstations On Demand N/A

Basic Agent Scan - External DMZ On Demand N/A > x

BRIV RXYy - KEFEY—/\—
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O TlE AAY VR AR I—U VN Ao 7o TL—h IR DWTHE R SN . K E H—\—)L—T
[ZE|YY ToNFET . CORFYUIE KRB H—/\—F E DHERATVYULET .

Name Basic Agent Scan - Production Servers
Description

Folder My Scans -
Agent Groups Production Servers X

Scan Window 3 hours - 7

Agents must report within this timeframe to be visible in scan results.

ERI—bRFvy - D—ORT—230

ZOFI Tl AN UER AR IV AT — R IR DWTHE R SN, T7—ORF—2 324
IW—TIZEYY TONET . CORTYUIE. T—HRT— 3 B E DHERTYULET .

Name Basic Agent Scan - Workstations

Description

Folder My Scans -
Agent Groups Workstations %

Scan Window 3 hours v 7

Agents must report within this timeframe to be visible in scan results

R FEAEDEEF. BE 24 KA F P BATRBL WS Y—/\—&Ex BRI ThoDY AT LA
VA THARFEREE TEGR U=, T—IRAT =3V AFX v TREYR WARX YU OAUR 2R ETHEE
HEIOLFT .

AX N REAH )Y

Tenable Agents Z & A LT=XAFv (&, ZLDm THRIN T—IRFv o KUBL N E R TTH. HFE DA
TDY AT LTIE RFYVRIF) T EE T THIENTEET

=2 1L, R < Iz Tenable Agents AV AR —ILTBI5 6 . EH DT LTI I—U o0
L. BETERFYU RO REP LT oL TGREI SEHIENTEFET .
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RTOIATLTREICHAIEENAE, F—/N\—HTRISAT DR IE F=IX)V—RHI R DH5HR B IR IE
TIRNTA—T U ADE EOFEE T HEREMEAHYFET .

Tenable Agents DR TS59T4X
B D52 ar T, RRR TSOTARDHAERER LET

— B IEARRNTSOT4 X

FE I—V1UFTFTOMAUN DRAN TSHTAREE B EIE (2OLVTIE. TTOAMAVNZETREEZIEE
S B LTS,

o Pk T—ORXNYU Tl T7AN—DA—IILORAYFIEEDTINARZEE Vi L TRF LY. /N
AIRALESELIEY LA NTLEEESLY, Ibld. REvo 248 ML L=Yih (T d %1E YITA->TLY
BT (RUk T—ITFRLRE #7525,

o TRTDEY AL THRRM R BT LME T IZ Tenable Nessus A&y —%B & L TS HD
WED AT LOA—HILTI—V b ERTLTIZEN. SSTNIE Z2LDT7AY—04+—)LIL—
IWERTRMIERTIDLEEHYFETA. EELDV)1— 3 HE LR ESIN TSRS, 771
N—oA—ILIL =D& /N R THER AT RETY .

* Tenable TlE. rub T—YZFE £ IR R 1L T57=0I. T—U b R—ADRFv ERVNT—
AX VU ERAEOET ROF TR DIRIVERETHILEHELTWET . CO7TO0—F
(TR EHE B AT OB I THRICEETY . VAIDE HEZFT M I L2ERITIHEHD
EREOERTHHENSTY .

o VDIYOESXi DL H )W —RREBEDBE . T5740a ()L [ZT—2 M AYCPU [ B
RIZEZBEE AR /INRITHI 2515, Tenable [IT— 1 b DTS5 A2 18 )UINTA—T
A% medium F£fz(E low [TERE T HILEHEE L TULET .

INMTPRIREBEOT—2EH

—Mt4 3Tl Tenable Agent T—%4% Tenable Nessus Manager A5 Tenable Security Center ')
ROMIZERH TERRIZE BT REZEEH ZITRLET . Tenable Nessus Manager S@ 15 L TF—4
M5 9 5154 . M {E & Tenable Security Center hoRf 18 S B2 EITSEE L TSEELY. Tenable
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Security Center D/\TA—I RAIZEEEX*5 2FT .

Tenable Nessus Z¥+F—¢& Tenable Security Center [Z# #% St TL\5 Tenable Nessus
Manager M %@ Y1 (CETEIL . b E 2G5 LT Tenable TO=HILYR—k DRBYIIZHAZL A%
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Tenable Agents

Tenable Agents &, 8 £ D1——ZAR—RTOJSLT. &R/INB DI RTL))—ADHEFERLE
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Tenable Agent M)/ —X 1 F & M # I2DULVTIE. Tenable Agent D/ \T4+—< U R%ES BB L TLEE
LY,
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Tenable Nessus Manager

FIFE N—FII7 DR /MNEH

0~ 10,000 DT— CPU-2GHzO7 x4
S N

= hEos AFE1J— 16 GB RAM
Tenable Nessus

Manager TAROVBE

o NJA—SNBI—T b RFAUDHIREDSEE —5MBXxI—
L1k # x (Tenable Nessus Manager # B TAX v #B1R 95
HEIEX7 B TI—U ok AN UA—EN B [E £ Fizl& Tenable
Security Center 2 H TRA¥v IR 45 & E2 A TI—>x
U U —SnB[E ) + 6,644 MB

LT ISl &2 1FET .

o RAVK 7R Tenable Nessus Manager 51,100 DIT—Y
JrTBBHRXYUITEEE . DBEBT(AYVBEI1L5MB X
1,100 x 7 + 6,644 MB = 45,114 MB (44.09 GB)

» Tenable Security Center H\%& 12 95 Tenable Nessus
Manager 1,100 DI—2 b T8 H A¥v 35156 . Wb
BLHTAAIBE1X5MBxXx 1,100 x 2 + 6,644 MB = 17,664
MB (17.23 GB)

o MA—ENEI—V Vb RFTUDLEWRIE DG & — R B A+
5,000 T—> x>k 7-Y 5 GB + 6 GB

R BORBE LD AR ETSVAUTYTT—RZ, KYELDTA
RIOBEDVEITZYET.

10,001 ~ 20,000 @ CPU-2GHza7x8
I—2IobhHD

Tenable Nessus

Manager T1RIBER

*E'Y —-32 GB RAM
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FIF N—F 7 DR /MNEH&

o NJA—NBI—V b RAFVvoDHAREDE S —5MB xI—
L1k x (Tenable Nessus Manager #& HH TRAEX v #BHIR 5
BE (X7 B TI—U ok M UA—En 5B M Fzl& Tenable
Security Center # H CRA¥v IR 55 & E2 A TI—>x
kA UH—EnAE ) +6,644 MB

LLF I &5 (FF 7.

o RRAVKF7HE2®M Tenable Nessus Manager /% 15,000 DI—
DIV TEBRARXVYUIHG R RELRTIRAVBREIFX5MB
x 15,000 x 7 + 6,644 MB = 531,644 MB (519.18 GB)

» Tenable Security Center H\%& ¥ 35 Tenable Nessus
Manager 15,000 DI—Y ok THE B XX Vo955 5 .
WWEBRTARAIB=IE5MB X 15,000 x 2 + 6,644 MB =
156,644 MB (152.97 GB)

o NUA—EINBI—TI b AFVvUDHVVEE DB S — BB A3y
5,000 T—> bk H1=Y 5 GB + 6 GB

TE:

 BEORBELLIC. RAXNVUAER ETSTAOTVTT—RIZ. &UZ
ADTARIBENIDEITRYET .

o TIOAAUE DIRBEHAKEZLMG S (L. Tenable DI L F [ZTE
SN,

VYIOIT7EH

Tenable Agent [&. LL T @ Linux. macOS. Windows DA XL —T 425 AT LEYR— LTULET

TE:
+ Tenable Agent [&. Java L EDN ER T2 LIRIBEZL E LLFEHA

« Microsoft Visual C++ 5 7 #i °] 88/ W7 — 14.22 [£. Tenable Agent &— #& (/AR JLSh
TWASAM R \WWr—D 28 FNTULET
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« Tenable Agent Tl&. Windows RRk & X7 LT Universal Microsoft C Runtime Library
(UCRT) O #1/\—>3> & PowerShell 5.0 LL[& WE TSN T B BHYFET . Microsoft
Windows MO— &3 D L\ \—2 30 TlE. Tenable Agent 18} 4£ 32 1= D5 & IR DF i H¥W
ETY.

« Tenable Agent L. Linux AArch64 7—XT9FvD 4 KB R—ZAR—T YA XDHHYHR—k LE
El

« Tenable [33R 7€ . AWS Fargate # & ZH7R"—k L TLVEEA

Tenable Agent 11.1

Linux AlmaLinux 8.10 &1 9.5 x86_64
AArch64

Amazon Linux 2023. Amazon Linux 2 x86 64
AArch64

CentOS Stream 9 LU 10 x86_64

Debian 11, 12, 13 x86_64

Kali Linux 2017, 2018, 2019. 2020 x86_64

Fedora 42 &1 43 x86 64

Miracle Linux 9 x86 64

Oracle Linux (Unbreakable Enterprise Kernel & $3) 7. 8. 9 x86_64

AArch64
Red Hat EL 7.9 x86_64
Red Hat EL 8.6. 8.8, 8.10. 9.0. 9.2, 9.4, 9.6 LL[&. 10 x86_64

AArch64
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Rocky Linux 8.10, 9.5, 10 x86_64
AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP3 LL[& x86_64
TencentOS x86 64
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04 x86_64
Ubuntu 18.04. 20.04. 22.04. 24.04 AArch64
macOS macOS 14. 15, 26 x86_64
Apple
Silicon
Windows Windows 10 XU 11 x86_64
ARM64
Windows Server 2012, 2012 R2. 2016. 2019. 2022. 2025 x86 64

Tenable Agent 11.0

Z:;;i" 25 D2
Linux AlmaLinux 8.10 &1, 9.5 x86_64
AArch64
Amazon Linux 2023. Amazon Linux 2 x86_64
AArch64
CentOS Stream 9 XU 10 x86_64
Debian 11 XU 12 x86_64
Kali Linux 2017, 2018. 2019. 2020 x86_64
Fedora 41 &0 42 x86_64
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Oracle Linux (Unbreakable Enterprise Kernel #& ¢3) 7. 8. 9

Red HatEL 7.9

Red Hat EL 8.4, 8.6. 8.8. 8.10. 9.0. 9.2, 9.4 L/I[&. 10

Rocky Linux 8.10 $&1 9.5

SUSE 12 SP5. SUSE Enterprise 15 SP3 LL[%
TencentOS
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04

Ubuntu 18.04. 20.04. 22.04. 24.04

macOS macOS 13. 14. 15. 26
Windows Windows 10
Windows 10 &KL 11

Windows Server 2012, 2012 R2. 2016. 2019, 2022. 2025

Tenable Agent 10.9

ARL—FT1>
HORTL

¥ N—ay

Linux AlmaLinux 8.10 &1, 9.5

Amazon Linux 2023. Amazon Linux 2
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x86_64
AArch64
x86_64
x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
AArch64
x86_64

Apple
Silicon

x86
x86_64

x86_64

x86_64
AArch64

x86_64



CentOS Stream 9

Debian 11 XU 12

Kali Linux 2017. 2018. 2019, 2020
Fedora 41 kU 42

Oracle Linux (Unbreakable Enterprise Kernel & ) 7. 8. 9

Red HatEL 7.9

Red Hat EL 8.4. 8.6. 8.8. 8.10. 9.0, 9.2. 9.4 LI[&

Rocky Linux 8.10 $&1° 9.5

SUSE 12 SP5. SUSE Enterprise 15 SP3 LL[#
TencentOS
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04

Ubuntu 18.04. 20.04. 22.04. 24.04

macOS macOS 13. 14. 15
Windows Windows 10
Windows 10 LU 11

Windows Server 2012, 2012 R2. 2016. 2019, 2022, 2025

Tenable Agent 10.8
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AArch64
x86_64
x86_64
x86_64
x86_64
x86_64
AArch64
x86_64
x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
AArch64
x86_64

Apple
Silicon

x86
x86_64

x86_64



Linux

macOS

¥ i /s —o3>

AlmaLinux 8.10 XU 9.5 x86_64
AArch64
Amazon Linux 2023. Amazon Linux 2 x86 64
AArch64
CentOS Stream 9 x86 64
Debian 11 XU 12 x86_64
Kali Linux 2017, 2018, 2019. 2020 x86_64
Fedora 40 x86 64

Oracle Linux (Unbreakable Enterprise Kernel & ¢3) 7. 8. 9 x86_64

AArch64
Red HatEL 7.9 x86_64
Red HatEL 8.4, 8.6. 8.8, 8.10. 9.0. 9.2. 9.4 LI[& x86_64
AArch64
Rocky Linux 8.10 £X18 9.5 x86_64
AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[% x86_64
TencentOS x86 64
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04 x86_64
Ubuntu 18.04. 20.04. 22.04. 24.04 AArch64
macOS 13. 14, 15 x86_64
Apple
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Silicon

Windows Windows 10 x86
Windows 10 LU 11 x86_64
Windows Server 2012, 2012 R2. 2016. 2019. 2022. 2025 x86_64

Tenable Agent 10.7

Z:j;;i‘y i /v —2 3>
Linux AlmaLinux 8.10 $XU 9.5 x86_64
AArch64
Amazon Linux 2023. Amazon Linux 2 x86_64
AArch64
CentOS Stream 9 x86_64
Debian 11 $&XU 12 x86_64
Kali Linux 2017, 2018, 2019. 2020 x86_64
Fedora 38 £&U 39 x86_64

Oracle Linux (Unbreakable Enterprise Kernel & €3) 7. 8. 9 x86_64

AArch64
Red HatEL 7.9 x86_64
Red Hat EL 8.4, 8.6. 8.8. 8.10. 9.0, 9.2, 9.4 LI[& x86_64

AArch64
Rocky Linux 8.10 &1+ 9.5 x86_64

AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[# x86_64
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TencentOS x86 64
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04 x86_64
Ubuntu 18.04. 20.04. 22.04. 24.04 AArch64
macOS macOS 12, 13, 14, 15 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10 XU 11 x86_64
Windows Server 2012, 2012 R2, 2016, 2019. 2022 x86_64

Tenable Agent 10.6

ARL—T1> s -
T L
Linux AlmaLinux 8.10 &1 9.5 x86_64
AArch64
Amazon Linux 2023. Amazon Linux 2 x86 64
AArch64
CentOS Stream 9 x86 64
Debian 11 LU 12 x86_64
Kali Linux 2017. 2018, 2019. 2020 x86_64
Fedora 38 $&U 39 x86_64

Oracle Linux (Unbreakable Enterprise Kernel & £3) 6. 7. 8. x86_64
9 AArch64

Red HatEL 6. x & 7.9 x86_64
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Red HatEL 8.4, 8.6. 8.8, 8.10. 9.0. 9.2, 9.4 LI[& x86_64
AArch64
Rocky Linux 8.10 £X1, 9.5 x86 64
AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[& x86_64
TencentOS x86 64
Ubuntu 14.04. 16.04. 18.04. 20.04. 22.04 x86_64
Ubuntu 18.04. 20.04. 22.04 AArch64
macOS macOS 12, 13. 14 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10 XU 11 x86_64
Windows Server 2012, 2012 R2, 2016, 2019. 2022 x86_64

SELinux M5& &l E—F R —DHRE<TA X

Security-Enhanced Linux (SELinux) M3 il E—F 7K1 —I[&. Tenable Agents EXPYERYTESKSITH
AREARARS B BEDHYET -

Tenable Y7R—k (& SELinux RS —DHRETA XDHYHR—k [FLFEEADY. SELinux DASTZEEFRL
T R —RTE DIS—EZDRRKEZYFE 35HE% Tenable (SHERE L TLVET

15 HARIIZ
e SELinux sealert Y—ILZABRE LA HDTAMNRE I/ VAR —ILLZET .

SELinux DAJFEE R LT, IS5— MR REFHBEIHHE

1. sealert V—JLEEITLFEY . SELinux BEE LY DZ AT &, /var/log/audit/audit.log T
ER
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sealert -a /var/log/audit/audit.log

COY—IDRITENDE T5—DTF—h LB RKEDBENERSNES . 12EXE RDEIC
TYFET

SELinux [&. /usr/sbin/sshd [2&% sock_file /dev/log ~DEZAHATItAREHIELTHNVET .
SELinux [&. /usr/libexec/postfix/pickup MTOtERE T rlimitinh 7OEREFE R T5E4R
IELTULET,

2. BEIF—TF7—HFIHLTHESNIBREEZEITLET

3. Tenable AgentZBEHLFET .

4. BE sealert V—ILEETL. I5— 75— EESN-CEEHERLET.

R—hZE

Tenable Agent R—k ME {4 [Z[X. Tenable Agent & B OE 4 Lx+—Dv—EH DE R HHYET .
FIOA4 Ak 8% F [Zhs C T, Tenable Nessus Manager & Tenable Nessus DY5AX%/—K LU
Tenable Security Center M7R—k DE %5 BB L TZALN.

Tenable Agent
Tenable Agents [&. & 1§ k571 vV D8 & DIR—b ANDT7IEREH B ELFET

&S 57197
ROR—=b ~NDEE S ST190ZH AT 2L BEDHYFTY .

TCP Tenable Vulnerability Management D& 1=
443

TCP Tenable Nessus Manager 5@ {5

8834

EE: T4/ D Tenable Nessus Manager 7R—b [& TCP 8834 TY . ==L . ZDk—Fk
[FEEETRETHY. A ICL->TELDE S I HYET.
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UDP53  Tenable Agent B> Rk —)LENTULVSHRRL D8 DNS H7R—hk . LDHDTSH
A%, FOIEEICDNS SRR EFEALES.

ER:dnf install BHEDARL—TA2 T L AT LDA2V AR —)LaAY R Tld. Tenable Vulnerability
Management F7z[& Tenable Nessus Manager L 9% Dz 5 his B (75 515 & hibYET . FE IOV TIE.
ARL—TFAV IV AT LE B E IR LG HhETESLY.

Tenable Nessus Manager & Tenable Nessus D95X4A%/—F

Tenable Nessus 1 R2V R (. Z1E &E1E DT D4 & DAIR—k ADT7 I RZL B ELE
ElE

ZIENTT1VY
RDIR—k ~DZAE S ST7490%H A T AL EIHYFET .
TCP 8834 Tenable Nessus 2 2—J1—A~NDT7 It A
Tenable Security Center EDi& {2

APl EDABS9 3y

&S 57197
ROR—=b ~NDEE S ST190ZH AT 2L BEDHYFTY .

TCP 25 SMTP A—)Li& %1 D% {5

TCP Tenable Vulnerability Management &Mi& {E (sensor.cloud.tenable.com =&
443 sensor.cloud.tenablecloud.cn)

TS A B EH TDplugins.nessus.org H—/\—EDEE

UDP 53 DNS R DE1T
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Tenable Security Center

Tenable Security Center {2 RAV R (E. Z1{E LiEXE Db 571 V0FH OF & DR—b ~NDT7 2 RELE
ELET.

ZIENTT199
ROR—b ~DZAERTT1v0EH A TEILELIHYFET .
TCP 22 All @ Tenable Security Center EDYE—k J7RD + R # DE 17
TCP 443 Tenable Security Center {2 2—JI—X~DT7 Ut X,
Tenable Security Center Director /> X322 AEDE E
OT Security 1> XAV AEDE 1§

All @ Tenable Security Center EDVJE—L JRT kR #1 21T 5= DER ¥ DF¥—
Ty aMET

APl EDABZS9 3y

TCP 8837 Sensor Proxy EDiE £ .

EENZTYY
ROIR— ~ADEERST4VIFH A TEIDLENHYET .

Port (;R—F) FS52499

TCP 22 {th @ Tenable Security Center 2 X2 XMis DR+ DE] A
TCP 25 SMTP A—)Li#@ %1 D% 15

TCP 389 FEEEEDLDAP H—/I\—LtDEE

TCP 443 [& #i D1=6H D Tenable One EMIE 15

TSTAUEEH TOplugins.nessus.org H—/\—EDEE

TCP 465 SMTP A—)Li& %1 D% 1§
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Port (;R—F) FS52499

TCP 587 SMTP A—)Li@ %1 0% 1§

TCP 636 BEEEEDLDAP H—/I\—LtDEE
TCP 8834 Tenable Nessus L& 15 -

TCP 8835 Tenable Network Monitor D& 1§ .
UDP 53 DNS fZR DET

7 &: Tenable Security Center 12 RAVADAITZA VAV RARELTER E SN TLVE LG & 1£.
FLvP R—MEE FE Which Tenable sites should | allow? (5F 7] 9% & H'$% 5 Tenable H1k)
[ZURRENTLVS Tenable Iz YA b ~ADEE R ST4v7L AT TOLELHYET .

Tenable & # YAk LD DR 57499 D SSL IR & [FHR—FShTOEREA. BEFH YA~ ~DT7 It
AIFHEIL TEFIA FIT1VIDSSLIRENREATEHZT T TESHEVMGENHYET .

Tenable Security Center H—E X

LLF [& Tenable Security Center —E X [ZF ) SN TLV\SR—k TY .

R—k k52499

TCP 8840 Tenable Security Center & E H—E X,

I—o b TUYVERE Uk T—% (CDN)

FEALTWRIIL—ILOSYIIZ&oTlR. IT—U o b AT VERE vk 7—% (CDN) 2% BB 3751812,
T7AN—9A4—ILEETTAXY IL— LD B NL B (T BI85 & HHYUET.

FQDN O #r

CDN I&. sensor.cloud.tenable.com ZE A LTISTAE\A(F)7VvTT—bEAA—RL. R
Fo 4k B A7v70O—K L. Tenable Vulnerability Management EDUU O E X NE 1E 1T ULVET . 774
Y—or—)LEIETOFS JL—)Lh  sensor. cloud. tenable. com (I L TR E ShTLWvIE. fERE X
RAELFEA. L. FUBBGIL—ILEHEE S (F. L—ILEINZEFH I L ELHYET .

IP BF AT YRR
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O

sensor.cloud.tenable.com [ZB§E {4 (THN 1= IP PRLRIFEI B THY . T— b OOS—ILEAY
B—2 VM ERIEKFLTOET . BE . TOXDBEIVT7AV—04—)UZIP R—XDJL—)LEFZELT
LV515 & - Amazon CloudFront AME A 9% IP 85 [T DWVTIL—ILEB FH AL ELHYET .
Amazon MK ¥4k ® CloudFront Ty H—/\—MiGFr & IP PEL R A I1ZIE. Ao O0—K TESIP
& FE DURN B E SN TLET .

AR PEXLIZHS Tenable Nessus XF+F—. Tenable Agents. Tenable Web App Scanning ¥+
F—. Ff=zI& Tenable Network Monitor (NNM) %4 L T Tenable Vulnerability Management [Z#% #5 L TL\515
& |L. sensor.cloud.tenable.com Tld%: < sensor.cloud.tenablecloud.cn Tt 32 EHHYET .

AL RE

Tenable Agents |, Zh oz E 1B 955 5 (Tenable Nessus Manager F7=I& Tenable Vulnerability
Management) Z#& L CoM VR T 5 EnFET .

Tenable Nessus Manager

Tenable Nessus [&. 4T RT3 L THI B 5244 . Tenable Security Center TEE§528%
A] £ TJ . Tenable Nessus 4 TRV T3V E—R TREB T BICE. T340 T4—R DT IOT4R—
2ava—F A ETY ., COI—F T, A—HF—DA2URb—)LL TE A TES&KSIT Tenable HA51E22 R
{5 L1z Tenable Nessus D/\—> 3>, AFw2TES IP PRLADE . Tenable Nessus 29 TED
1JE—k R+ F—D% . Tenable Nessus Manager [2)>9T& 3 Tenable Agents D A% E ShE
9. Tenable Nessus Manager D5/t R, TTOA AU HA X, B ICKBE T TOM A OZ #
@ Tenable Nessus Manager 1V A3V RE&& LT IO/4 AV ZEH TY . 8 & D Tenable Customer
Success Manager EZE #H I2DWVTEEL & 2 TLIZELY.

-~

Tenable Nessus DA Ak —)LTOERZ/ A L Tk 7YyTEIT ORI, POTAR—300—K #H
BITILEIHYET.

TIT4R—> 30—k

o JUBRALLOA—K TY . =1L SA U RE =TT RY)TLaoNE B anf-15 & [, Tenable M
HLWFOTAR—aoa—KR 2R TLET.

o FIT% 24 BB LLAIZ. Tenable Nessus DA AN —)LCERITHILEIHYET .
s BHDAXVvF—THETHLIEITEEEA.
o KRXFLPMNXEHIRX B EINFEREA-
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
http://sensor.cloud.tenable.com/
http://tenablecloud.cn/

O
* Tenable Nessus DA ISAVE B (IHE T,

| & : Tenable Nessus DA IS4 TOE E [ZDULVNTIX. Tenable Nessus 1—H—H1F%S B LTS
('\0

I AR TIOTAN—230a—FEMBT I BICE 7OTARA—ava—F 0BG OR—VF S B LTS,

& I 3N T- Tenable Nessus RFxvF+—MDIF & . 7T R—230a—KR ETST1D7VTT—h &
Tenable Security Center Mo & # & FEJ . Tenable Security Center &3@ {8 94 IZ Tenable
Nessus 2 EN T DL EHHYFTH. BE . BNETITAR—2300— R ETSTAUDENEREIL
FHA. Tenable Nessus NCDE 4 % 1 L THA LA L. Tenable Security Center hio1E 3R B 1§ T
BESTTBICIE. Ry F—%% $% 9 HE=IZ[Managed by Security Center] (Security Center [Z&k5
EHE)EIRLET.

I—> b @O CPUY)Y—RavkB—)L

process_priority BEZ#E A ITDHIET. VATLLETETF DM DERIDIE % E LLLERL T,
Tenable Agent D8 %t B9 7348 5t E 2% 8] TEET . ZDKIITER TE AR 3t B % ZEhVS. Tenable
Agent hSH B 5V AT L)Y —RADE IL. process_priority % & DIE 1217 THL S RATLDE K
MAARICE S THELBYET . C0EH. I—C Vb AMEEXEE DS LWVITOERKYBL)Y—REBELT
WEHDEIIZ, Y AT LEZS—(TBR Hi5 & NHYFET . JV—RaVkO—)LOATUR [ZDULVTIE,
Tenable Agent CLI <K 5 BB L TEELY.

3EE: process_priority MEZER T L THD. Linux O Y] % & . macOS O Y] % & . F1=IF Windows
BEEISRIZZEBNIRMEINSETIC. D LERBHAIDDNEELHYET .

process_priority % FE DM R EHE R 9 5IZF. RDOFXES B L TZELY.,

Windows D & 95X macOS D& Y] 1 {E Linux 0 Y] 73 {E

normal normal 0 0
low low 10 10
high high -10 -5

E®E:process priority REMEEME ISR TE THE AXVUDEITHNREDAREEIHYET . CDIE
FERELT. AXvU (VR DD &1 DT EAHEINMLLNEL A
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https://docs.tenable.com/nessus/Content/ManageNessusOffline.htm
http://jp.tenable.com/products/nessus/nessus-plugins/obtain-an-activation-code

O

I—xbk CPUYY—RavkO—)LOE R TE
nessuscli A—T4UT4ZFE AL T, AR SAVAUEA—TI—ATRDI—U bR TE DA BE T

<YK # nessuscli fix --set setting=value Z{FE A LET . ¥ (L. Tenable Agent CLI <%
VRESBRL T,

HFHMBIUCLITEERRLRENE —EICDOVTIE, FHMEBEEZES B LTS,

EVh: 28 OI—2 1k (10,000 UL L) H¥85H515 & &, agent_merge_audit_trail. agent_merge_kb.
agent_merge journal_mode. agent_merge synchronous_setting MR EEZE B FH_ELTEFT . o
NoDBREEEFTTIHE I—Usb DRXVYUAER DI ITHDBE R AR ICEBINET . #fR SN
R E IZDLTIE RDERDERAZTS B LTSN,

el [8% %E] Bt BA T4k A¥MLE
Plugin plugin_load_ J554>®asX Tenable Agent  low.
Compilation performance_ AIVINTH—TUR 10.8.3 LLI& - medium. &
Performance (ZZ mode HHRELFET. O medium f=lE high
37“4:/0)3‘//? ijl'i (% CPU ﬁ;ﬁﬁ Tenable Agent
AIWINTF—=> RIRBESAT (g0 uw-
) 9. INTAF—IUR high

% low [TF 575

Eo=7AC gy

REMETLET

ya N % V] 1))
CPUEE = ILR
HLFET . 1\TF+—
< X% medium
*f=13 high 1293
& TST1onay
INILSET £TD
B AR e SN E
ITH, I—21k
DCPUHEEEI(X
EmLET. &
iE B DR—7 Ik
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5 B [ D&Y
<7

e low—12M
ALk 1T
ZEALE
9. F AT
AEZREFfE &K
VL E R H
(24 73 UVEF
MZzHE
L.12mn3
TOFE R FE
%##9 50% IZ
LET

e medium— Fl
AR gE7E T
TH DX
F 5 DALY
FEFERALE
9. 8a7LL
L DURT L
TlER XK 4
O7z=fERAL
F9. ®IT1
DLl E DA
Lyt %% A
LET.

e high— %I
Al EE/Za7 &
E C# DR
Lk & A
LFEI (&K
8 {8 DALY
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Scan
Performance (X
X INTA—
A)

scan_
performance_
mode

;).

AE: VDI
ESXi iz EDH
)Y —REE
Di5E .
Tenable (. 75
L=V g
INDA— U R%E
medium F£1=X
low [TEXTET D
CEEHERELTL
F9.

CPU R ZEIE
B8%525%. A%y
DDINTA—I R
FRELET . N
T+ —< A% low
(23 BERFvE
EMETLEST
N I—2xbd
CPUHZEE LR
PLLET. 18\ T4+—
< A% medium
#71=I< high (293
EAFYUSETF
TR ] HV5E 5 &
nFEFIH. I—>ox
FDCPUEHE
=(XEMLET.
HFEREMEDZ—
7ok EE IR D
EBYTT .

e low— RA¥&¥y
oH[Z1D
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low.
medium. &
fzI& high



O

»CPUO7
DRI+ 57D
ARz
F—7 Uk 12
LFEI

* medium— XA
i [2H
FA A BB 75 %%
a7 D K
F59 (&K
8 17) &f&
FAL%ET.

e high— X
Frod(2H
it 8a7%
FERALET.

Tenable Agent M/\TJA—<T 2R

Tenable [&. #t R /\TA—TURT AN ZE DINTH—IUVRAAN)ORZER R LTWET . \TA—TURIE
REBICEOTELGY. AHOERENMEONDIGE S EEOTHEWNMG ELAHYET .

LLI& D423 Tl Tenable Agents DIFESFE/NTAH—TURAAN I RIZDNVTERBALET .

FATHADIER R

| TR NIA—TVRIREICEOTERY., BHDER MG oNDIE R EOTRIMEEAHYET .

TOteRFE TP Windows mac0S Linux

I—x a7V IR 97D B A AR —)IL ~70 MB ~38 MB ~15 H5
25 MB

I—2xoha7y IR 97 DOTYITT—h ~32 MB ~38 MB ~20 Hi5
30 MB

-51-



TOeRE-FIFAIIL Windows mac0S Linux

TS55142 0y B Frora—k 301 MB 220 MB 242 MB

ENTSOAT7YTT—k 0.1 ~ 301 0.1~ 220 0.1+~
MB MB 242 MB

AR TIT10DT7VTT—h 771D HA XL, 1R
SNTLWAHLWVTSHA v E I—C VbR RICE
HF LB DTSTAEDE B IZE->TRLEYET.

LiR—k 44X 1-100 MB 1-100 1-100
Uk MB Ll £ MB Ll £

FE LER—FOYAXE. REXAUIZESTREKER
B ENIHYET. AV TSATUREE AT
[CRKELLBAREE D BYET .

Y I 9xT7 IV Tk

| FEE: O —RURASRFICEOTELGY. Rk DERNMFONDIE S LEOTRWMGE S HHYFT .

BEI—DIVRAFvodETLTWNWSI—V 0k

T4ROE

NDI—x

PP xR oTy RAMER R

OI7DE

Bous7

)k
~85 734>  ~50 MB RAM ~85 MB ~150 ~8 MB/
MB TYIT RAM MB B

%S ® FEE: Linux IR Tl RAM

< ~875 Hugepagesize MDIE [&.

e systemctl status

nessusagent AV K T&K R
SNAERAEICTKELGEES
LR 5x%F. RmShaERAE
e [2lE. I—S 1ok TOERD
P RAM i & 8 121+ VO RT
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I5594
M7) m b

I\ ()L
DF 15
RAM {&
RE

FAXVYUR DY RAMERR

LHAEIT BIME o115 & 1
TARIIRFSNDFroia
TALEENET .

f=&Z £, x86-64 R—RMD
Linux AT LTIEEE . T4
JUk @D Hugepagesize fE A
2048 KB D5 & . MERE (X
200 MB Hvi5 600 MB M#E [ [
1 YFEJ . Hugepagesize {EAY
K ELYARM64 X—Z D Linux
DATLTIE. ENITGCTAE
JERAEHELYFET (f&x
. T4k D
Hugepagesize 1512 M M5
. ERAZEIEH TN 1REL
TRRINFEYD).

AURVN) AT ZRITLTWNSI—D 0k

F4RYE 7554

NI—>r N1 m

kYR IN LR

EXFvUREDFEH RAMERHE

orTnE el OF 1

Hovk7 RAM {&

IS R
~85 ~150MB = ~50 MB RAM ~80 MB ~105 ~8 MB/
MB (F554 RAM MB =

y%%ﬁ-é‘, EIE Linux fﬁﬁfli\ RAM

. -ﬁ .
a1 Hugepagesize MDIE (&
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T1RHL
DI—T

M4 ]
DI7DE
Boue7
ok

FAXVYUR DY RAMERR

systemctl status
nessusagent AV K TK R
SNAEREICKETLEE
5EZFY. RIASNAERE
[ZI&. T—C o b TOERD
RAM B & E 17T VAT
LHAE)R BIME o5 & 12
TARIIRFEINS Ty a
T—LEENFT

f=&Z . x86-64 XR—ZM
Linux VATLTIXEE . T4
JUk M Hugepagesize fEAY
2048KB DiZ A . HERE (X
200 MB V5 600 MB D& [ [
1 YFEJ . Hugepagesize {ENY
K ZELYARM64 R—Z D Linux
VAT LTI ENITRE CTAE
VERELZRYFET (fz&Z
£ TI4ILED
Hugepagesize A'512 M D5
B .EREFRTHNIREL
TRIRSINFET).

AVRURYRE 0 ZDWNTDEE# IE. Tenable Vulnerability Management 2—+H—74 4~ @ Tenable
MR 5 Agent ToTL—h %S BB L TSN,

RAN AT LOF| H

| AR T —TURFRRICEOTERY. B DER NG oNDIE S EEOTRMEENDBYET .
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O

— % B9 1Z(X. Tenable Agent H¥# F 9% RAM [£50 MB ~ 60 MB T (§RTR—U U HE).
Tenable Agent &, 7AR JUB IZIZ CPU #ZEAEFE R LFEAD., PadERTHIFERAIELREE &
CPUZ& KX 100% FTHEA T HLIIEZ G SN TLET .

HWRETYIO—R T HLEEDRUE T AR ZR E § 57, Tenable (7 B IThf-oTI— 1y
k A5 Tenable Vulnerability Management ~D7v7A—k %36,000 4 #1858 LFEL 1=

s EHYAX(F1.6 MB TLT=.

« XA YAXIE37MB TLT=

o« 7Y7A—F£AED90% [£2.2MB LL T TLT=
o 7Y7A—F£H D 99% I£5MB LLTF TLT=.

o ARL—FTAVT Y RTLIZESTRZYZET A Tenable Agent O+ R(HK Lk 4K BE T 45 MB H'i5
60 MBDRAMZH&E LET .

R Linux IR 88 Tld. Hugepagesize MDIE (%, systemctl status nessusagent A<K
TRTRSNBFERAZEICKELEZELZEZFT . RRSNBEHEICFK. T—V b TOER
D RAM JE & B 21T Y RT LD ARIF BIKa o135 B ISTARVIR F SN S Fvy
aTALEENFET.

fz&Z X\ x86-64 A—R D Linux L AT LTIL@E . T4/ D Hugepagesize {E A%2048
KB D5 & . #{# A= (X200 MB m5 600 MB D& B (272 YEF . Hugepagesize fE K=
LY ARMB4 R—R D Linux & RFLTIE. ZHIZE CTAEME A B 52 AYET (eald 7
JAILE D Hugepagesize M512M MG & . R E (T FH/N\AFEL TR RINET).

» Watchdog ¥—EXIZ3MB #E&ELZET .

* T3UAUIE BEEI00MB DTARIVBRELTHELEFT (ANL—TA4V TV RATLIZESTE LY
F9). =L B E DEH T TIE TARVEEAT)DERE(T1GB UL EFTEZASATRE S
AHYET .

» Tenable Agents h'5 Tenable Nessus Manager & Tenable Vulnerability Management [T {9
BDRAFXYUMERIE. 2~ 3MB DEFE TY .

o FIUIAMEEIIVEELI0R T. BBIURTLAR (T—2b D% (ZE DULVT Tenable
Nessus Manager E7=(& Tenable Vulnerability Management [Z& T B ShFET .

Tenable Nessus Manager M/ \JA—<> X

-55-



O

Tenable [&. 2 DM F1)AT Tenable Nessus Manager D/ \J+—<2R&TANLFELT=. FU)A 1
[%. Tenable Agents A\ Tenable Nessus Manager IZfEfit s, 3% R—)o LTV & T . &
F1)A 2 [£. Tenable Agents D7 TA4TIZAFv L AXYUE R E7YIO—R LTS5 S TT .

TANRIEE
Tenable [&. Thi5 2 DO FIAITR L TR OTAMNREZEALELT .
A
* OS: Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-75-generic x86_64)
* RAM: 16 GB
* CPU: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz
e O7:2
FIF2
* OS: Windows 10 v. 1703 (OS EJLK: 15063.447)
* RAM: 16 GB
* CPU: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.59GHz

e O7:2

L F1)7 1: Tenable Agents /' Tenable Nessus Manager (3 #t st . ©ad%R—1)>45 L TLY
5158

1 @ IZ2EDITVIIR %57 I—21obDFH
B350 D (2%) R—I 5 H3A A85
1,000 20 33% 5% 0.60
2,000 40 34% 5% 1.05 #
5,000 100 43% 6% 1.7 %
7,500 150 92% 7% 3.22 %
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10,000

1,000
2,000

5,000

200 100% 7% 3.26
SFIVIIRANE—EITEET I—U Vb DFEY
B2I— b D¥ (5%) R—=5E A HB5 E
50 38% 7% 0.88

100 39% 7% 1.14 7

250 54% 6% 1.73 §

17 2: Tenable Agents D77 T47IZAFr2 L. RAVUAERET7YIO—RLTWVSE S

1,000

2,000
3,000
4,000

5,000

4 CPU I—S1vh OF ) R—TF REpL—k
fERx F3A 7B5 8 DY X

65% 52% 1.16 % 363 MB

82% 53% 1.45% 726 MB

82% 46% 1.67 # 1079 MB

86% 40% 1.70 % 1452 MB

99% 47% 1.73 % 1780 MB
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I—oIbDER

Tenable Agent D142 X~ —)L

ZDEILIVTIE ROARL—T AT AT LIZTenable Agent AV Ak —)LF 34 % 2DV TER BA
LF7.

¢ Windows
* macOS
e Linux

AR =LENT=T—U ok [, 0~ 5 59 DTUA LIGE IE D% |2 Tenable Nessus Manager F7=I&
Tenable Vulnerability Management [ZUV YL ET . B R 54§ 35 KEDI—V b ETIAME
T=I$H #2 B) 97 5B DRk T—Uk S5 T7190%H| B L . Tenable Nessus Manager £7=[& Tenable
Vulnerability Management [Zxt T 2B M 28 il TEF T . T—U Vb E R DAFYU R B FFIZT
2= X—hDTSTAEEIUO—R LET . ZOTOERIZETEH H Hhdi5 A AHYET . ChidT—
DIVEPREFYUERERTRHIICEIT TR ENHYFET .

Linux T Tenable Agent D12 Ak—JL

R DFEZEALT. Linux AT LIZTenable Agent #/ VA —ILLET . AV AR—)LIE . I—2 1
k %< 3—+— (Tenable Vulnerability Management E7=I& Tenable Nessus Manager) (2L F
T CNIZKY. 1R —ILDFTE T R ITT—D b RV T—AMDEEZHIB TEDLIITRVET .

b5 DT I

* Tenable Agent Yo 0F—ZER G LEY . FMlICOLTIE. AL TLSYR—DUv—ITE LT,
Tenable Nessus 1—H—H 41K E£1-I& Tenable Vulnerability Management 1—H—H1/KF%%
BB L TIEELY.

* Tenable Agent WE R [TV AT LIZAV A —)ILENTWVSIE & . Vo VT5—% 0% §57 % 2
$HFLYDA—RADEL E LS B LTSN,

& nessusd #=E 1T L TL\SEL 77 D Tenable Agent. Tenable Nessus Manager. Tenable Nessus A+
F—MF TIZFEE TS AT LICTenable Agent #A VAR —ILT 3156 . A1V AR —)LTORRIZEY i DFRT
D nessusd TOLRHBEF L T SNFET . COFE R AXvo 720K bhdis & HHYET .
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O
Tenable Agent #4542 O0—F 5

Tenable Agent DFOVA—R RX—U T, ZH B OARL—T AT AT LIZE B D1 \r—o %570
A—FLZEYS

I—Vxob /W= UO—kLT=b, IT—V 1 EAV AR —ILLET

I— b DAVAN—)L

| IR ROFIEFroot EEREZLEELFT .

aARRSA A A—D1—R%FE A LT, Tenable Agent /> Ak —JLLET .

Linux 42Xk —JLa<k Ol
Debian / Ubuntu

# dpkg -i NessusAgent-<0S &/\—U 3 &S >.deb
Red Hat 8 LLB% . Oracle Linux 8 LL[% . Fedora 34 LI

# dnf install NessusAgent-<0S &/\—23UFE S >.rpm
Red Hat 7 LR / Oracle Linux 7 LL#f

# rpm -ivh NessusAgent-<0S &/\—230FE S >.rpm
SUSE

# sudo zypper install NessusAgent-<0S &/\—23uFE S >.rpm

EVb: U O BRICTNTSTA b EAVAN—ILT %E. — AR —ILETRICSEE IND
HIEEEROTENTEET . K. TSI DIBEFTFIEE T 5 --file /\SA—4—%15
7E L Tnessuscli agent update AWURZ{E AL TITOSENTEFY . CDE X (X Tenable
Agent ZEA 38 9 HRTIAT O EAHYFET . il

/opt/nessus_agent/sbin/nessuscli agent update --file=./plugins_set.tgz
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DTS4 E5 BURAICAFLELDTHAILENHYET . AFZRSBZEZSH LT
STA4 vk TlE TIVTSTADF 00—k H%eg Hl B (SRR ShET . RFTDTST1tvk
[X. Tenable Agent oo O—K R—U A0 0—K TEET

EE: Tenable Agent 1Ak —JLLT=# [Z. /sbin/service nessusagent start AV REFERHLTF
B TH—ERZM B THLEHNHYET . Tenable &, KX+ HFH &2 B) I 57U Tenable Agent H—E XA
th 3N BLS5. systemctl enable nessusagent #E{TIHELHERLTULET .

AR SAVEER LT DUV I
avUR ATk Tl nessuscli agent link v RZFEALET . 4
/opt/nessus_agent/sbin/nessuscli agent link

--key=00abcd0000efgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=MyOSXAgent --groups="All" --host=yourcompany.com --port=8834

| AR ) a2 K ZEIE—L T, BLATISRE YR TR EABHYFET . ToLENE IS—DRTINE
EE

CDARUE HBHR— T H5I BIERDELYTY .

51 ¥ W7 &

—-key O (WH7R) TR—Tr—hnE1F L1-{E 248 A L TZE0Y.

—-host O RR—Dr—DD U7X —EWMFIBHICE. FRALTLESIR—Tr—IC
Its CT. Tenable Nessus 1—H—H+1K Ei=I& Tenable Vulnerability

--port O Management 1—H#—}H41F%% B LTS,

--name X IV b DAFERELEFT . I—Ux b DR RIEIEE LGS
B IV b EAORN =L TSV EA—F—DA R TTIAIL T
BESINFET

--groups no I—Cx b FEMTE1 DU LEDI—Dx b I—TEEELET . A

VAR —=LTORRF [TI—U b JIL—TEIR E LIELME & . Tenable
Nessus Manager F71zI& Tenable Vulnerability Management T. 1)>%
NIV EI—D UM JIL—TITE DB I TEET .
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518

--offline-
install

--cloud

--network

X

X

]

AR I-—CoRNITRIE AXFEIXFERAIL. EFEIC— T
BHENBYES. T—V b I—TR IS A F CTHOL ENBYET
({6 : --groups="My Group").

Tenable Agent (X, 7754 THYV AT LITAV AN —)LTEES . a7
KSA AT ar offline-install="yes" Zav K S4V A 1B
MLUZFEY . Tenable Agent (. TE & #11Z Tenable Vulnerability
Management #7=[d Tenable Nessus Manager ~D) 0% #F T -

I—2x b AabO—S—IdERTEHRMES 1 BRI CLB R TL
FY. T, b O—"F—ICFER TETH VKRBT HEE (L. 24
Frfl CEICEETLES.

--cloud M5| # %45 7 L . Tenable Vulnerability Management 2124
LEY.

--cloud 5| %t [%. --host=sensor.cloud.tenable.com --
port=443 Z15 € 9 51=5HD>3—k vk TT,

£ --cloud 5| # 1%, FedRAMP IR iE Tl R—F SN TLFERA. --
host=fedcloud.tenable.com --port=443 5 E L EHLHYFET .

AE: PEAR L I(ZHS Tenable Nessus AF+F—. Tenable Agents.
Tenable Web App Scanning 2&+73—. &7=I& Tenable Network Monitor
(NNM) Z4 L T Tenable Vulnerability Management [Z# #t L TL 515 &
IE. sensor.cloud.tenable.com T4 < sensor.cloud.tenablecloud.cn TH #5&

SHELIBHYFES .

EE: T— 1k D Tenable Vulnerability Management ~M2 222UV T
MEE M 1. Tenable Vulnerability Management 2—H—#H 4K Dt 4—0Y)
VoES B LTS,

Tenable Vulnerability Management [Z)> 03 -I— Uk DIF & .
I—Tx b EDhRBALAYNT—DITEMLET . vk T—0%$E E L%
BaE . I—VIVNETIHIL ORVh T—VIB T AIEITEYFET .

I FEE: ’vh TR S5 B F THRTB ELNHYFET (I: - -network="My
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518 WA ]

I Network"). ’

--profile- X I—Tx b DEIYE TR ELDI—2 o TOT74 )LD UUID (4
uuid 12345678-9abc-4ef0-9234-56789abcdef0). ¥l IZDLV\TIE.

Tenable Vulnerability Management 1—H—H /K DI— ok TOT77
AIVES B LTS,

I—2x b EAVRR—ILLTYOL =5, Tenable TlE, ¥R2—Yy—ND1—H— A A2—J1—ATI—
Db ERRLT I—VV AR R—Vr—(CIEEE ([TU SN TSI EERER A A E L TLY
EXR

EVh: I—U b DHO—2%F4E Y. Tenable Nessus Manager E1=(& Tenable Vulnerability Management [Z1)
OLESETBHE 409 IS5—HR T INDEE HHYET . COITT—IL. DI UhY. /etc/machine_id F7=
(X /etc/tenable_tag 77 /LN MDE L UUID fEIZU SN T=1=OICR RENFT . COMBEEE R T 5
[X. /etc/tenable_tag 771 /LDMEZEH #h 7% UUIDV4 {E [CE =2 2 FF . /etc/machine_id 771/ ILAETE
L7%ELM5E & | /etc/tenable_tag ZHIBRL TH LIMEZE R TEFT S

JoyEInt-T—o ok OREE

I—2xobhEAVRR—)LL TV YL G ROFIRIZHE 2T IR—Vv—D1—H—A( B —T1—AT
HLLWIT—2IUhERTLET .

* Tenable Vulnerability Management TUL SN F-I—U U b EREE T 55 i
1. ELIZHE = REVEDIVILET .
ERIFES—avTdL—URRENET
2. EOFES—2avIL—UTRE] &V )VILET .
[Settings] (% &) NA—U MR RENFET .
3. [Sensors] (z2Y—) 2AIVED)VILET S

[Sensors] (Lo —) R=U AR RTSINFET . TI4IULTIE. EQlOFES— 3o AZ2—T
[Nessus Scanners] (Nessus XF+v7—) AuE IR &N, [Cloud Scanners] (V577K ¥+
F) BTBTOT4TERVET
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O

4. EDFEHS— 3 A=a1—T. [Nessus Agent] =9 )vILET .

[Nessus Agent] R— A5k 7k 1. [Linked Agents] (Vo o&nf-I— b)) 2T0T7H
T4 ITIEYFES .

5. VDUINF-I—V b DRTH LDV I—C VR ER DITET
* Tenable Nessus Manager TUU VSN -I—D o1& EE T 54 &
1. EEDFES— 32 /\—T. [Sensors] (Y —) &9)vILFET .
[Linked Agents] (V& f=I—U b ) R—UBRREINFET S
2. VoSN FI—C b DR THLWVI—C VR ER DITET

Windows T® Tenable Agent DA Xk —)L

R DF IEZEFE AL T. Windows & AT LIZ Tenable Agent 4V Ak —)LLET . /1A —)ILTOER
(2, IT—U ok FIR—2+— (Tenable Vulnerability Management E7=I& Tenable Nessus
Manager) [ZU2OLET . CNIZKY ., 1R —ILDFTE T % [TT—P ok BRFT—ADiE E Z6 1R
TEAHEIITHYFET .

15 HHHEIIZ

e Tenable Agent Yo OxF—EE B LET . FMIZOLTIE. FAHALTWAYRA—Dy—IZE LT,
Tenable Nessus 1—H—H 1K E1-I& Tenable Vulnerability Management 1—HY—H1KF%%
BB L TIEELY,

¢ Tenable Agent BRI [TV AT LIZAV AR —)ILENTWSIG & . VYT 5—40# §574 % (2R
THFTLYOAR—RADFE B FS L TZEL.

I IR AVAN—IETE T 50120V Ea—3—DBE B ER HNDIGE HHYET .

4 nessusd #=E 17 L TL\HBL 77 D Tenable Agent. Tenable Nessus Manager. Tenable Nessus A&+
F—MF TIZFEE THV AT LICTenable Agent #/ VR —ILTBI5 & . A1V AR —)LTOtRIZEY it DFRT
M nessusd TOLRAGEH & T INFET . COFE R XX T a0k O b5 & HHYET .

Tenable Agent D& O0—K

Tenable Agent DFOVA—R RXR—U T, ZH| B OARL—T AT AT LICE B Q1 \wr—2 %570
A—FLZEYS
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I—Vxob\r—%FF0A—k Lfzb, AR SAVEFER L TI—V b2V AN —)LL T VY
TEFT . F=E GUI AR =L PR ZFERA LTIV h 2R —ILL TV HIELT
CE

AYUR A E ST=A VR —ILEY 4T 1T

| ER O SAUNSTIOALTIITBHICE. EBELANILOERIBDETYT .

AR COFETIFaAYUR SA42% [ of- Tenable Agents DT FOA/IZDNVTEHRBALTWES . 7OT17TA4L0
;1 (AD). ¥ AT LE I H—/\— (SMS) BZDM D MSI /35— [ 1Y TR 9z FERIE VAT LEE 2D
Windows H—E X T Tenable Agents #7T 7R3 52,3 TEET . CNBDAH K IZEDTTAAITOLNTOHEE
(. B2 LT DHRUA—DF Fa AN ES BB LTSN,

O SAVEE STULK DB DYV 1F/35A4A—5—%$8 F L T. Tenable Agents A2 Ak —JLL Y
DI BHIENTEET . f:

msiexec /i NessusAgent-<version number>-x64.msi NESSUS_GROUPS="Agent Group Name"
NESSUS_SERVER="192.168.0.1:8834" NESSUS_
KEY=00abcd0eeeoefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabcod /qgn

RDVAF FINGA—B—Z% A TEFY .

ADDLOCAL=ALL Tenable Agent 1—H—774/~F @ Windows T®D
Tenable Agent DA Xk —)LDF IE 8 Mixn BH IZHE -
T. Tenable Agent L RT L LA T )r—a %4
DAR—ILLET .

NESSUS_CA PATH IR—— DY —/N\—E A EZRIATHDIFERT
BHhRELCAGIBAEZFIEELET

NESSUS_GROUPS I—VIbhEEBMT 512U EDI—Vo kT IL—
TEBRELET . AVRN—ILTOERF [ZT—D Uk
JI—T%38 E L7 LM5E & | Tenable Nessus
Manager #7=I& Tenable Vulnerability Management
EGNUPZIEY o o sl SV o bl o S/ | Ve a5
MBI TEFY .

-64 -


https://docs.tenable.com/nessus-agent/Content/InstallNessusAgentWindows.htm
https://docs.tenable.com/nessus-agent/Content/InstallNessusAgentWindows.htm

O

NESSUS_NAME

NESSUS_OFFLINE_INSTALL

NESSUS_PLUGINS
FILEPATH="C:\path\to\plugins_
set.tgz"

AR I—CUNII—TRIE KXFLINXFER
AL, EREIC—HRIIVEIHYES. T—D1bT
IW—T& (I R CETLELIHYFET (H: --
groups="My Group").

AR EHOITIN—TEHEETHEE . HANE
1 DDTI—T DL HI IZAR—ANE TN TS5
BlE.ZE5 R (") TRHLLELIBYET . 4l

e GroupName

e "Group Name"

e "Group, Another Group"

I—VI b DAFERRELES . IT—o b DA R
ZEELGMES .. I—Cs b EA(URR—ILLTLNVS
OVE1—3—DA I T IAILL TEHRESINFET.

Tenable Agent [&. #7514V THL AT LITAV AN —
IVTEFET . aAvUR S DA T30 NESSUS_
OFFLINE_INSTALL="yes" #aY K SA4V A HITE
MOLZE9 . Tenable Agent . & £i 89 (Z Tenable
Vulnerability Management &7=[& Tenable Nessus
Manager ~DYOER A FET . T—2 b Havk
A—>—IJfE i TRV S 1 RRE LB HTL
F9 . Ffz. AV O—5—IZEEHK TETEIUIITEK
BIAEE (. 24 M IEHEHAITLET.

—{EAVAN—IILDETH(THE SN 5 IR 2
BT 1zBIZ. U UF BRIINTSTA vk LR
F—ILLFET . YR S12 DA T3 NESSUS_
PLUGINS_FILEPATH="C:\path\to\plugins_
set.tgz" #MAF3F . ZZT plugins_set.tgz [F. A
F % 58 URNDORFDIST(vk Dtarball T
T.AF®RSBEBASH WISV I IR TIE. 7
IWITSTADF 00—k heh &l B B 18 ShET S
R DTS4 Ik 1. Tenable o O—K R—2
oA O—K TEET .
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NESSUS_PROCESS_PRIORITY

NESSUS_PROXY_AGENT

NESSUS_PROXY_PASSWORD

NESSUS_PROXY_SERVER

NESSUS_PROXY_USERNAME

NESSUS_SERVER

NESSUS_SERVICE_AUTOSTART=false

DATLLETEITEINGEDMDARDEL LT,
I—Vx b OEMHGBEEZRELES. A3
1B . BRUCDER T DENE A A (CB 955 # (3.
Tenable Agent 7704 X EA—H—H 1K DI—
TIVb @O CPU Y —RIaVEO—LES B LTS
Ly,

TAXUHARRERZINTVNSI—H—I—S b %
BRITBEEIE. I——TI—C b EERELE
ER

A—H—% L TR E LIz2—Y—Thork DR
T—rZHEELFET -

TOXSH—/I\—DRAME F-IXIP PRLRAZIEEL
*97.

TAXLP—N\—ADT7IEREFERAIEF RSN TLNVS
A—HY—TFhoor L EEELET.

Y—/\—DRRN B FEXIP PRLRZEZREELET -

 Tenable Vulnerability Management [Z1J> 53
515 & [¥. sensor.cloud.tenable.com:443 &
AALFET,

e Tenable Nessus Manager [Z)> 03 515 &
[&. 7R—F 8834 %1% (+T. IRr—Lv—DIP F
f=IEFRA & Z A ALFT (B
192.168.2.1:8834).

ARk —)L#% [Z Tenable Agent A%2 ) LAz L K5I
LET

CDINTGA—E—I&, GBI SINF=TIOMANFT
23y (JSON D7/ IVEFE R LI=TTAM AU E) T
&% i DA REME AYBYFET -

I I & Windows Tld. T— b —ERX®D
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StartType [& [Automatic] (B &) IZER ESNFET . £
D1z, Windows AT LEBREEH 5L T— ok
H—EXNE [CFRAIB SNFET .

I—x A AN—)LL T YL =5, Tenable Tl ¥ 2—Y—D1—H—A(2 3 —DJ1—ATI—
VIR ERRLT. =V b ARR—Dr—ICIEE B 1T SN TWNVACEEHE R THIEFHEE L TLY

F9.

AV RN —=)ILOAHF—R #{FE of=A VA —)LEY D4 1+

| ZEE: Windows TAURR—ILESE T 95102, AV EaA—3—DBEFH ML ELIZEIHYET .

1.

2.

Tenable Agent DAV Ak —5%ALO—R LI=04WEF—I BB LET .

RN TPANRBEZTIVI)IL . AV RR—ILDTOERER 18 LET . [Welcome to the
InstallShield Wizard for Nessus Agent] (Nessus Agent O InstallShield "4 —K ~&3Z%)
DAVRIORRRENET .

[Welcome to the InstallShield Wizard for Nessus Agent] (Nessus Agent ? InstallShield ¢
HP—RAEKSZE) D4R IT. [Next] (RAN) 9oL ThHe T LET S

. [License Agreement] (51t X2 %)) 14K T, Tenable, Inc. Nessus ¥/ 7k D751/t R

EHTROVTLav B OFEICBEEZELETS .

[I accept the terms of the license agreement] (A A2 DL EICRELET) 000
EX P

[Next] (R~) Z0)vILFET .

[Destination Folder] (ff 77 &£ 74I/LF—) D4R DT, [Next] (R ~) 9L TIAIS DA
Ah—ILIANEF—EFERLET.

-Ff=lF-

[Change] (£ &) %%')yJL . Tenable Agents A Xk —)LT B3 DT+ IVE—ES B LTER
L. [Next] (X~) &0 )vILFET .

[Setup Type] (& & 214 7) 91 R 9T ROVWThAERTLET .
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o I— VU EVRTLNLAT IV r—30%E R LTAU RN —ILE 514, [Custom] (hR#Z
L) ZEIRL. [Next] (R~ &9 T, KOYTSA U AZa—TCRDFIEZE TLET. =
hizkY. I TCI—V Vb RT—ARER R CTEET .

DRTLNVAT I r—av D5 E

Z14—Ib
F‘r L
¥— (B7A) IF—Dr—hoB G LI IVF—ZFERALFET .

RP—T =m0 0F—EMF 52 AL TWSIA—Dry—ITm
CT. Tenable Nessus 2—*—H 41K F1-I& Tenable Vulnerability
Management 1—H—H1F %% B L TS0,

HY—N\— (WA) IR—Dr—DRANY—N\—ZF AN LET .

 Tenable Vulnerability Management [0 %15 & [£.
sensor.cloud.tenable.com:443 A A LET .

A E: E XL IZHS Tenable Nessus AF+7F—. Tenable Agents.
Tenable Web App Scanning X¥+7}—. &F7=[d Tenable Network
Monitor (NNM) 4} L T Tenable Vulnerability Management [Z$ i L
TULV515 & (&, sensor.cloud.tenable.com TlE#i<
sensor.cloud.tenablecloud.cn T #t 32 EAHYET .

FE: I—2 1k D Tenable Vulnerability Management ~M!)> 212D
WTOEE#M L. Tenable Vulnerability Management 1—H—H 4K D+
=D HES BB LTSN

 Tenable Nessus Manager 2299 515 & (X, R— 8834 %1+ [+
T IR—2%—D P FIRRANE EA A LET (H:
192.168.2.1:8834).

GN—"7 I—CUIbEEMLEVEEEOI—C b TII—TEEELET .

AVAR—LTOERP I DV TI—TEIEELRBIMG & . UISsh
I—YxobEER ATV TI—TISB M TEET .
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a. [Custom Setup] (hRZ Ltk 7V ) R—UBRRESNET . TIAIL TIE VRT
L UATTVT—23 AV A =)L\ —2 128 N TULEE A

Ié" Nessus Agent (x64) - Installshield Wizard

Custom Setup

Select the program Features yvou want installed,

Click on an icon in the list below o change how a Feature is installed.

mFeature Description

b ¥ | Svstem Tray Application

This Feature requires 40ME on
wour hard drive,

Install ko
C:Y\Program Files\ TenableiMessus Agent!, Change... |
Installshield

Help | Space | < Back I Mext = I Cancel |

b. [SystemTray Application] (SystemTray 77— 3>) K QyIEH RO RE9 )y
JLET.

h!!rl' Nessus Agent (x64) - InstallShield Wizard

Custom Setup

Select the program Features wou want installed,

Click, on an icon in the list below to change how a feature is installed.

Messus Agent Files
2 Tray Applicatio

|'Feature Description

=0 This Feature will be installed on local hard drive.

=08 This feature, and all subfeatures, will be installed on local hard drive.

Em This feature will be installed to run from network,

Em 8 This feature, and all subfeatures, will be installed to run From the network,

d=)  This Feature will be installed when required.

LL=1R1"|~TTh] |
Help SHate < Back I Mext = I Zancel |

Install b
e ¥ This feature will not be available,

Installshield
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c. [This feature will be installed on local hard drive] (C D g Z0—hJL/\—K K 54
TITAV R —ILT B) E0)9ILET .

d. [Next] (R~) &9')ILET .

« SRFLNLATIVr—S 3%l B EFISI—S 1ok B AV RR—ILE BIZIE. [Typical] (12
) ZERL. [Next] (RN 09I LFT .

9. [Configuration Options] (%X € A7 3>) MR UT. RDISII—VIvhF—DEZA ALE

ERE
21—
k fiE
F— (6 78) IR —Dr— ol G L2 OF—2EALET .

IF—Dr—D)oOF—FWMFTBI2E. FRALTNSIYR—Dy—ITE LT,
Tenable Nessus 1—H—4 1K Fi=I& Tenable Vulnerability Management 21—
Y—H1F%&S B LTS,

Y—/N— (B IR—Tr—DRAR—/\—F A A LFET .

 Tenable Vulnerability Management 2203 515 & (%,
sensor.cloud.tenable.com:443 LA ALZET

FE: FE XL I12H5 Tenable Nessus X¥+F—. Tenable Agents.
Tenable Web App Scanning X4+ —. &F7=Id Tenable Network Monitor
(NNM) Z4} L T Tenable Vulnerability Management |2 # L TL 515 & (£,
sensor.cloud.tenable.com Tl%:< sensor.cloud.tenablecloud.cn Ti& i T2 &
NHYFET .

A E: T—2 12k @ Tenable Vulnerability Management ~DY2 212200 TD
£ #(X. Tenable Vulnerability Management 2—H—H 4K Dt4—n o H%
SR L TS,

* Tenable Nessus Manager 12299 %15 & (&, R—k 8834 Z{+1+T. <
F—¥—DIP FzFHERAN B ZEZA I LFET (l: 192.168.2.1:8834).

GN—"7 I—CrbhEEMLEVEEEOI—CobTI—TEEELET .
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AR —ITOERBIZI—C b T IL—TEIEELLGEWNME S . Jooshi-T—
CIVNEERNSI—U IR TII—TITB I TEET .

10. [Next] (R~) #0')vILFET .

11. [Ready to Install the Program] (ZAY5LDAV A —ILDE iE5E T ) 14K T [Install] (1>
A=V ED)VILET

12. [User Account Control] (21— —7A b il fHl) AvtE—U HK R ENT=5. [Yes] (IELY) 5y
L. Tenable Agent DAV Ak —)LEEFRILET .

13. [InstallShield Wizard Complete] (InstallShield T4 —K M58 T LFELT=) D1 K I T. [Finish]
#T)EVIVILET

I—C b EAAN—ILL TS L5, Tenable Tlk, 92— y—D1—H—A B —J1—XATI—
DIVRERRLT =V AR R—=Dr—ICEE B (TSN TWNACEFER 3 A L TLY
9.

| EE IR I EAVRN—)ILLTWNDAVE a2 —DE R [T I4IU TR ESNhET .

EVk: I—U b MHYO—2%4E Y. Tenable Nessus Manager F1=(& Tenable Vulnerability Management [Z!)
DOLESETBHE 409 IS—HKR R EINDIGEE HHYET . ZOI5—I(L. HKLM/Software/Tenable/TAG 771
LT, Bl DL ohE L UUID {E TUV IS Iz=OICR RSN ET . CORBEEE R T HI2IL.
HKLM/Software/Tenable/TAG 77/ LD DIE%H 7 UUIDV4 fEIZE = 2 9.

U oENt-T—S 1ok DR

I—VIbEAVAR—=IWL T IL =0 ROFIRIZE ST, ¥-—Vv—D1—H—(2B3—T1—AT
HLLhT—2IobhERTLET .

* Tenable Vulnerability Management TUL oSN =T -z b EREE T 55 i
1. ELIZHE = REVEVIVILET .
ERITFES—avdL—UR R ENET
2. EOFES—a TL—UTIREI| &V IVILET .
[Settings] (% &) "\—U MR RENFET .
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3. [Sensors] (LY —) 2AIVED)VILET S

[Sensors] (ZoH—) R—=UMNKREINET . TIHIL T T/ DFES—2 3o AZa2—T
[Nessus Scanners] (Nessus 2¥+v7—) H4E R &4, [Cloud Scanners] (757 R+
F—) BTDBTOT4TERVET

4. EDFEHS— 3 A=1—T. [Nessus Agent] =7 )vILFET .

[Nessus Agent] R— A& 7k 1. [Linked Agents] (JooEnf=-I—C 1) 3T0T7H
TAIIBYET

5. Vo ENf=T—C Vb DR THLLWI—C VR ER DITET
* Tenable Nessus Manager TU VSN -I— U 1AL T 54 &
1. EEDOFES— 32 /3—T. [Sensors] (LY —) &0 LET .
[Linked Agents] (VS fz=I—U b)) R—U R RSINET S
2. NIV DR THLLWI—C VR ER DITET

macOS T Tenable Agent DA Ak —JL

R DOFEIEZEFE ALT. macOS Y AT LIZTenable Agent AV A —JILLET . AV AR—ILE . I—T
Yk F#I+—w— (Tenable Vulnerability Management E71=[& Tenable Nessus Manager) 222 &
F o INITKY AVRF—ILDFE T R ITT—D 1 b BRFYUT—RDE EZF IR TEDLIITBYET .

15 HAHHEIZ

» Tenable Agent Yo% —ZE#FLET . FEMIZOLTE. FALTWSTR—Dv—IZH LT,
Tenable Nessus 1—H—H 41K E1-I& Tenable Vulnerability Management 1—H—H1/KF%%
BB L TLIEELY,

e Tenable Agent WE R ICV AT LIZAV AR —ILENTWRIG & . U IIS5—%M# $55 %2R
TEHFLYOR—ZRDEFEES B LT,

EE: DILTALINITORRED—EDEEE TlE. T—C Vb BIITARIT I AEZDL B ETBHIE S HIH
UFEJ . LT=H>T. Tenable Tlk. macOS [T/ A —ILENTWBI—U M ZIIIVTARIT O AE ZEF |l
T HEEHERELTLET .
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E & nessusd ZE 1T L TL\BEE 77 D Tenable Agent. Tenable Nessus Manager. Tenable Nessus A&+
F—hI TITFEE I DV ATLIZTenable Agent ZA VAR —)LT 315 & . 1V AR—)LTAERIZEY it DT RT
M nessusd TOLRAEFH & T INFET . COfE R AFvo 70Nk b5 & HHYET .

Tenable Agent D& O0—K

Tenable Agent DFOVA—R RXR—U T, ZF| B OARL—T AT AT LIZE B D1 \wr—2 %570
A—FLZEYS

I—xobhr\wr—oFAoU0—K Lizh, I—U s b BV ARN—ILLET .

I—x b DAVAN—)L

l AR ROFIEZEZEITTAHICE. root R AL ETT .

GUI AV Rk =)L 4 F—F F=IEa<w R 540 E FA LT, Tenable Agent /> Ak —)LTEET .
GUI 1A=L

1. Tenable Agent .dmg (macOS TARIA A=) T7AIVERTIVI)VILET .

2. Install Nessus Agent.pkg Z&JIILY)wILET .

3. Nessus Agent 1A =)L F—R &8 T LET .
TR SAL AN —)L

1. Install Nessus Agent.pkg & .NessusAgent.pkg Z NessusAgent-<version
number>.dmg MSRERLET .

| R .NessusAgent.pkg 774 )ULE & macOS Finder TIER RINFELA.

2. 3—=FIVEREET
3. ATURTAUMS. ROARNEAALFET .

# sudo installer -pkg /<path-to>/Install Nessus Agent.pkg -target /

I—SaVhDAVAN—ILATE T LS, I—U b &R —ov—(2Y oL ET
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EVh: V0T BRITINTSTAo b EAV R —LF HE. —FEAVRAN—ILETHISEE IND
HIEIEERHOTENTEET . INIK TSI DIEFTZFIEE 35 --file /\SA—4—%15
7 LTnessuscli agent update AR ZFERA L TITOIEMNTEFT . COIE X (L Tenable
Agent ZEA 88 9 HRTIAT O EAHYFET . il

/opt/nessus_agent/sbin/nessuscli agent update --file=./plugins_set.tgz

ZDTST4oI F5 BURICAFLELDTHAIVLEADYET . AFRSBFBASHLVT
SOA Yk Tk TIVTSTA40DE0O0—K H@ i BB ShET . REOTST10t vk
[%. Tenable Agent 9> O0—K R—U AU O—K TEET

O SAVEFER Lz I— b DU 1T
macOS TI—U b Z T BITIE RDEIILET .
1. 3—=FILEREET.
2. ARURSAUh 5. nessuscli agent link AW REERALET.
]l
# sudo /Library/NessusAgent/run/sbin/nessuscli agent link

--key=00abcd0000efgh11111i0k2221mopq3333st4455u66Vv777777w88Xxy9999zabco0
--name=MyOSXAgent --groups=All --host=yourcompany.com --port=8834

| EE: AR £ AREIE-L T, RCATIBE UM TR EABYET . BOLENE I5—DHKRTS
nEy.

CDARUE HBHR— T H5I BIERDESYTY .

5| & W7B &
—-key O (W78 IR—ov—hn 5 LT-fE 24 B L TS,
_host O IR——S o)X —EWME T AICIE FEHL TSI R—

< x—IZ LT, Tenable Nessus 1—H—H1K E£f-I& Tenable
--port O Vulnerability Management A—H%—H 1K %% B L TS,
--name X I—VxV b DERIZFRELET . T—z DA RIFEE LG

BE. I EAAR—IILLTWVAOVE1—3—DA I T
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--groups

--offline-
install

--cloud

X

AL TETESNFET .

I—TxohEEBMLEVEFEOI—C b JIL—TEEELET .
AR —IVTOERFR [CI—U b TIL—TER ELRME A .
Tenable Nessus Manager &7=I& Tenable Vulnerability
Management T. Y VS zI— b EI—2 10k IL—T1C
% HDEBINTEET .

AR I-—Cb TR KXFENXFERBIL. EREIC
—HIBREIHYEST. T—V T IIL—TR II5I B F TR DY
EAHYET (] --groups="My Group").

Tenable Agent (& #7514 THV AT LITAV AN —I)LTEFT .
aYURSA42 DA T 32 NESSUS_OFFLINE_INSTALL="yes" %3
IR SAUA BITEMLUES . Tenable Agent (&, & £ #4112
Tenable Vulnerability Management &7=I& Tenable Nessus
Manager ~DYL % HFET

I—Uzob vk O—S5—(EKE TERMGE S 1 KA CLH
AITLFET . & b O—F—ZFHER TETLIIVICERBR TS
HEF 24 M ILCERITLES.

--cloud M5| #%$E F L. Tenable Vulnerability Management [Z
D OLET .

--cloud 5| #(X. --host=cloud.tenable.com --port=443 %
EE 500D a—kAvkTT,

& --cloud 5| # (X. FedRAMP 1 & TlIHHR—F ShTULVEE
As. --host=fedcloud.tenable.com --port=443 g E 3 5
EhBYES.

EE: PEXLIZHS Tenable Nessus RF+F—. Tenable
Agents. Tenable Web App Scanning X¥++—. &E7=[d Tenable
Network Monitor (NNM) Z 4t L T Tenable Vulnerability
Management [Z#% #t L TL\535 & (&, sensor.cloud.tenable.com Tl&%:
< sensor.cloud.tenablecloud.cn Tt 95w ELHYFET .
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EE: IT—2 2k @ Tenable Vulnerability Management ~MD!J> 212
DULVTDEE M (X, Tenable Vulnerability Management 2—H—#41F
D =D 9ES B LTS

--network X Tenable Vulnerability Management [ &ni=-T— ok D5
B IV b EARZLRYN T—DIZEMLET . RukT—0%
BELGWMEES . -2V ET 4 DRk D—IIZE 3542

LITZRYFET
--profile- X I—rVbDEIYY TR EEDI—2 0 TAT7A LD UUID (61
uuid 12345678-9abc-4ef0-9234-56789abcdef0). 54 (ZDLVTIE.

Tenable Vulnerability Management 2—H—41/FDI—Y Tk
FO074)VES B LTS,

I—2x b EARAR—ILLTY S =5, Tenable TlE. ¥R2—Uy—ND1—H— A R3—J1—ATI—
DIVRERRLTC =DV IR —Dr—IZIE B [T TSN TWNDEEER A A #E S L TLY
9.

EVh: I—U ok MO0 —2%4E Y. Tenable Nessus Manager F7=[& Tenable Vulnerability Management [Z1)
DOLESETBHE 409 IS—HRREINDIGE HHYET . COI5—I(L. /private/etc/tenable_tag 771/l
T, Al DT UHE L UUID fE TU SN IR REINFET . COR B AR IR I 5121,
/private/etc/tenable_tag 77 ILDDIEZHE %74 UUIDV4A (EIZEB = 2 F .

ohEnt=-I—o 1 DR EE

I—2x b EAVARR—=ILL Tz RDFEITH 2T IR—D 9 —D1—H—A( B —T1—AT
HFLOVI—CbERRLET.

 Tenable Vulnerability Management T Vs izT— U 2R LT 55 %
1. EEIZHE=REVED)VILET .
ERIFEY—arTL—UhR RSN ET .
2. EQFES—LavIL—UT R &VIVILET.
[Settings] (& &) R—U DR RINFT .
3. [Sensors] (Y —) 2 IVED)VILET S
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[Sensors] (T —) R—=UBKRREINFET . TIHILLTlE EBDFES— 30 AZ2—T
[Nessus Scanners] (Nessus X¥+v7F—) A\ R &4, [Cloud Scanners] (7577 X5+
F) BITDBTOT4TERVET .

4. EDFEHS— 3 A=a2—T. [Nessus Agent] #7')vILET .

[Nessus Agent] X—U gk ;x &4, [Linked Agents] (o Eni=-T— 18 ) 3THT7H
TAINITIEYFET .

5. VoUENF-I—C b DR THLWVI—C VR ER DITET
* Tenable Nessus Manager TU VSN =I— &R EE T 5A &
1. EEDOFES—32/\—T. [Sensors] (Y —) &9)vILET .
[Linked Agents] (V> V&SN f=I— b)) R—UNR R EINET
2. VoOINFI—C b DR THLWVI—C VR ER DITET

Tenable Agent MBA 18 F1=F= ILE

I—1 kBT EF—BWIZELEL. I b 2B LTTFTAANEFZBRE T,
I bOFE IR ERRIB 1K F ST a—T AT IR L DTENHYET . Ff=. Tenable TIL. FF
TIIT—bhaETIREZINIT I ZE I TARIEEFHRELTLET.

LLF D153 T, 7RAL T Tenable Agent (A 18 B&UME IE M DR TS50 T AEFHBALE
ER

Windows
1. [Services] (—ERX) IZHBELFET .
2. [Name] (4 &il) 3!l T [Tenable Nessus Agent] ') voLET .
3. ROVWITIAEERITLET.

s I—U 1 bk MY—ER%E(Z 1L BIZ(F. [Tenable Nessus Agent] 4 7)o THS
[Stop] (IF 1k) 0L FET .
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o I—U Ik MDY—EREH#E B §5I2(XL. [Tenable Nessus Agent] =& V' )voL THhis
[Start] (B 18) 0L ET .

F=F ROATNFZFERALT, AV AU I—V IV ERIB LIUE L LY T 5IEE TEF
EE

BB F-(3E 1k Windows a7 R SA4RE

B 88 C:\Windows\system32>net start "Tenable Nessus Agent"
=1k C:\Windows\system32>net stop "Tenable Nessus Agent"
Linux

Linux VAT LTCI—V b FRB FHIIME ET5I2E. ROav R EERALET .

A ik F=EF Lk Linux <R 5442 E

B 1 # systemctl start nessusagent

®’T # systemctl stop nessusagent
macOS

1. [System Settings] (AT LK E) ITHBEILET .
2. ORELESIVHILET.

3. BEREVED)VILFET .
4, 1—H—Z ELNRT—REAHNLET.
. ROVWTIAERITLET .

)]

o I—U b MY—EREE IE 9 5IZ(X. [Stop Nessus Agent] (Nessus Agent DfF 1E) /R4
DEDIILET .

s I—Ux b MY —ERER A I 5IZIE. [Start Nessus Agent] (Nessus Agent DB 38 ) K%
EY)ILETS .
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FrE ROITRZEZERALT, a9k 40—V b 2RI LIEVE L LY HIEE TER
EE

Bl 3R F=3E Ik macOS AWK S/ 4k

B 48 # sudo launchctl start com.tenablesecurity.nessusagent

(ENTa # sudo launchctl stop com.tenablesecurity.nessusagent

Tenable Agent D77 T—k
AR —=ILENT=T—T b [F. FDTHR—2 v— (Tenable Vulnerability Management #7=[& Tenable
Nessus Manager DLYEFNH) MoB B IC7YTT—RZEBLET

ELLDIR—V ¥ —DA—H—AA—T1—ARTH. I—Vz b BEHISUERELT. I—V DB
B E & DN—23 %R E TEEY . MOV TIE. Tenable Vulnerability Management 1—H—
HAK LU Tenable Nessus Manager 1—H—HAK TR A SN TS F IE (ZHE o TSN,

FEBT7VITH

IT7X T DAVE T4 23—k ¥ R SN TSRk T—0H EDYE E D7—ATlE. I—2x
hTVIT TR EFETEVUA—RTEILELNHLZEELHYET. T TVIT L EER OI -V
URICEEAVARN—ILTBHIEL . — BT YT T—h 71/l tar. gz & Tenable Nessus Manager T1L

DENITAV AR —ILT BIELTEET . £ F D5 S . Tenable Nessus Manager [& tar.gz 7v77—hk

J7AVERERLT, Vo I3n=-8 IO Py T 2R MLET.

& ¥)#AE% & TIL. Tenable Vulnerability Management (2o S&hi=-T— ok [ /A= a0A— 8 28
B (GA) Shfz— B & ICGA [T7YTT—hENFET . it 5T, ZDH LLFTIZ Tenable Vulnerability
Management [CUU SN FzI—P b EF B TR/ N—2aVITTVIT—R D561 BB 7V IT— %
BT HMN BFHITIUTRATIERRVI—RZEZ IR L TLZEL. TNEITSTET. IT—2 VR HRTD
N—23Y (GA) ITBE B AT L—R SNEWLKIITRYET .

Tenable Agent [T7YTT—h &F B TAU A —ILT BIZIE

IR LUTOFIEZATIADIVUTRITTIMENDDIEG B (F A3 —RINTIEATESYLUTF
g 155 3ZF2ETLTIZEL. FIE 3 DRI, I 00—k LI=D7MIVEFTFM0DIIUITTE—L . 77514
DIVUTFIR4ZETLET
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O

. Tenable Agent Downloads (Tenable Nessus Agent #>0—R) R—J (2R B LET S

. CEROARL—TAV TV ATLIZE LT, oo 0—K 33— b 7T TR DA IVED )Y
JLET.

[License Agreement] (At RE ) D4R IOBR REINFET .

. [l Agree] (BI&98) &V )vILET .

TYITT—h IPAINRIUIFIoA—R SNFET .

. CERAOARL—TAU IV RTLIZGE LT ROVWThAIEEITLET

| IR UTOFIEZT T A EEEBLANILOERILETY .

* Windows
R OWNFTIHETVET S
o 00—k LT= .msi I7ANESTIVY)YIL T, BIE L O RIREVET .
o AoO—KR LT/ \Wr—C DB ET7AIVRAEER LT ROIATIRZAIRSAY
ARA—D—ATAALFET.

> msiexec /i <path-to>\NessusAgent-<version>.msi /gn

e Linux

AYUR SAAB—D—R T, H# L 0 Linux IR 5 E & O install F7=I% upgrade a<F
ZERLT, Foo0—kL=07/IVEAV AR —ILLET .

* macOS

a. #o0—K L1 .dmg I7MILEROUMLET .
# sudo hdiutil attach <path-to>/NessusAgent-<version>.dmg

b. /1\Wr—CFAVAR—ILLET .
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O

# sudo installer -package /Volumes/Nessus\ Install/Install\ <path-

to>/NessusAgent-<version>.dmg -target /

ARL—T 12T AT LIZ&EY Tenable Agent 7T T—k AV Rk —ILENET

5 EIZESTE PYIT—hEI—D UM TEE AR =)L B HYIZ. Tenable Nessus Manager
[CI—Sx b PYTT—h TRISLEAV RN =L BIELTEET . 23T 5L Voishi-T—2 b
[Z7YTT—hHE R INET.

Tenable Agent DFF LUV A—2 30 hVW)IJ—REN 5 &, Tenable Nessus Manager ([£74—F 7y 57—k %
BLTENLDHF LLWA—230Z BB VoS-I —2 oM TENoD7 YT T EELET . 47

FAVEET T F vy T E—F TH § Shi- Tenable Nessus Manager (&, $ LW\IT— bk /83— 3

VEBEBICERBLEEA. ROFIEIHE ST, H#H D Tenable Agent 7YIT—k J7/IVEF B T

AR =L IT=Uo bk DN—DaVERHTIBELNHYET .

Tenable Nessus Manager [TT—U ok 7T T—hEF H) TAO AL —ILT B2

R UTOFIEEZATFAVDIVUTRITTIMELHDEGE B (F AVF—RINTTIEATES YL UTF
g 1&£2ZE2FTLTIZEL. T, FE 3 THOVA—R LIZ07MIVEATTAo DI UITOE—LFT .

1. Tenable Agent Downloads (Tenable Nessus Agent A2 0—K) R—J [T LFET .

2. nessus-agent-updates-<version>.tar.gz Z7MIEFOVA—RLET . COT7A UL,
Tenable Agent AV Ak —)LTELTRTDARL—TAU TV AT LETSIN TA—LDTVTT—
FI7PAIILNE FNTLET .

INAT—D(ED AT LIE TER & SN D=8, Bxk & (Jhs §° MD5 FuIH LETILL TI7AILDE
B M EREEL TSN,
3. tar.gz 774 )% Tenable Nessus Manager T«L-Zk )IZaE—LE 9. 774 JLIE. Tenable
Nessus Manager T«4L 27k VA D7 AT] BEH4E B DF FHIVF—IBEUFT ITHIEMTEFET .
4. BEVOARL =TT RATLITIE LT, ROWTAMDIAT R EETLTI—2 b DT7YT
TR IPAIVEEHELET .

I IR UTOIRURERIT IR EEELANILOERIALETY .
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* Windows

> C:\Program Files\Tenable\Nessus\nessuscli.exe update <\path\to\nessus-
agents-update-<version>.tar.gz>

e Linux

# /opt/nessus/sbin/nessuscli update </path/to/nessus-agent-updates-
<version>.tar.gz>

* macOS

# /Library/Nessus/run/sbin/nessuscli update </path/to/nessus-agent-updates-
<version>.tar.gz>

7T T—k 13— & /remote TALORIIZT Vv ashEzd . COTsLOZMNAO—HILI—D T
AR TELTHERELET

5. Tenable Nessus Manager 1—H—4A>A2—2Jx—X®M [Sensors] (z>H—) > [Agent Updates]
(=2 DEH) EV)VILT VOB AI—V b B B ICE FH §5K5(C Tenable
Nessus Manager H5% & SN TSI LFRE R LET . .[Enable Agent Updates] (T— 2 h &
MEBMICT D) AT BB NG S>TNSGE & [EATITLET.

Yo hEnfzI— 2k [& Tenable Nessus Manager [ZEE #1809 (SFy/LFET . REI T—P Uk
DIR—v—IZF I LB IS, ZOANRL—TAV T AT LISE A A gE G #FT LU A—2auh'8
BHIREINFET

AR—TFT AT AT LDA TU—RA T YT T—r

Tenable Agent [&. Tenable Agent A3 > Xk —)LENTWVSRRS DARL—T AT AT LDTYITY
L—RZ&HR— L TOWFEEA. T—REREH IO 7YTIL—R LIARL—TAV TV R T LIZT—
IV DB AR —)LER )T TS,

Tenable Agent M52 45 L —K

Tenable Agents Tl&. Tenable Nessus % LL &1 D/ \— 3> @) Tenable Nessus 2232 L—k TEE
ER
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O

BLEE O Tl 2 DOV FUAEBBLET . 1 DET—S 1ok VIR SI7EF B THLIL—R T 50
FUE. £ 1 DET—V b EH TSVORE (S D I—S ok HE BB AT L—R $ 35 FUA
<7

Bl 1. Tz b EFE TV

S

BHI7HEAA))—X10.0.0Z/AEETLTLT. BTO/N—232 8.3.0 [TH 9L —R LT=L\&E £
TWET.

fig R,
1. ROWTIhHIEEITLT. VINITI7OBH 7V T—rE2A4TI2LET.

» Tenable Nessus Manager T. §f #l % & @ [Automatically Download Agent Updates]
(=P DEFIOTSLEE EHFO—K §5) £=lE agent_updates_from_feed
EENICLET .

* Tenable Vulnerability Management T. I—_ x>k 5% & O [Exclude all agents from
software updates] (V 7k JT7DEFH AT NATHOI—C b EBRN) B RITLET .

e I—UIVMT. MR E Ddisable core updates #H I IZLFET .

2. I—OxhETUAVAR—ILLET .

3. BLWNN—"3o 0\ —OEF TV E—R L TA AR —ILLET . 20| Tl. Tenable
Agent 8.3.0 TY .

Bl 2: B DEHISUVICELETI—VIV 2B BHIEUTL—F
S

BE 7T T EE LTS5 S . Tenable Agent 2ED/N\—2aVIZ7 YT T—h 3 %hME Agent

Update Plan (T—Ux b B #F T5V) ITES>TRE SNFET . SO FIATIE. BFH T h gal EEE

SNTUVFET . IE TV VAR FTO— AR B (GA) V—RICE B ICE#FH INELELEKRL
F9 . IR Tenable Agent M GA /\—23> (10.0.0 5 &) #E AL TLET

LAL. B#HTSUDER EZ stable [(CEBELFEL - ChITEY, I—V IR FEELE. HLVW
J—REMFELET .

B|R
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O

HFLOWVI—CzVhEHTISUDREIH DN IT—2z0 b O —23vF FRITO) &3 GA/N—2av &
Y LWY—RIZEYET . LA T. I—U b DN—2302 DR EITA HEDE=HIC. ZREIT—2
DT YVIT T EFITHE I—U UM EBE BMITEH LV A—2aV (T YET . Tenable Agent

(X X FTDGA/N—23>D 1 DRTDV)—RTH5 8.3.0 [CEEIMIH I L—FLET.

Tenable Agent D/ \vo 7y

Tenable Agent CLI a<F %{# LT Tenable Agent Z/ 3\ 7vyIL. & hSEE DV RATLTETT
TEFT (BHDIARL—TAV IV AT LTEHE LA BETY). Tenable Agent /Xy 7v7 454, @ A
BT TR FEINET . Tenable Agent [TRF o8& B 1T/ W7y T LEE A

EE: Linux Y RTLEWindows ¥ AT LEDM TTSY TA—LEFI\WITYTEE T EIT o115 E .
Tenable Agent 18 Jt L1=1#& [, R 1—)L%{E A 95 Tenable Agent ME& E (RFv2 DR 2—)UiE L)
TR ETIDEIHYET . ChiE. WH DARL—TAV TV RTLTREGEDA(LT —2% BMERAINTLS
f=. SNBENTS5 Yk T+—LOM TR 1—)UHE LLEER & SN ULV=HTT .

Tenable Agent &/ \wo 773 5IZl%
1. aAYUR2—=F)LHVS Tenable Agent IZ7EALET .
2. Tenable Agent /\yI 7T 071 IVEER LET .

> nessuscli backup --create <backup_filename>

Tenable Agent IZ&>TR DTAL IR NZINITYTITFAILHMERR SNET .
* Linux: /opt/nessus_agent/var/nessus
* Windows: C:\ProgramData\Tenable\Nessus Agent\nessus\

* Mac: /Library/NessusAgent/run/var/nessus/

RDFE

* Tenable Agent D18 7t

Tenable Agent D18 7t

Tenable Agent CLI %K %{# FH L T. Tenable Agent DLLET D/ \wI 7T & FE R LTENSEED
VRATLTE T TEEFT (BREIARL—T1UI VAT LTHE T A HE). Tenable Agent /3o 7y
THE BEARELRESNET. Tenable Agent [FRFYURE R (FE T LEEA
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O

SERE: Linux Y AT LEWindows ¥ RTLEDM TTSY TA—LEFINWITYTEE T EIT oI55S -
Tenable Agent 18 Jt LT-#& (2. 7Y a—)L%# F 9% Tenable Agent DE& E (RFv2 DR Y a—)Uig E)
TR ETIDEIHBYET . ChiF. WH DARL—TAU T RTLTRBII(LT & IMERINTLS
Tz, INEDTS5 Yk T+—LOE TR 2—)UHE LLER & SN ULV=HTT .

15 HHHEIIZ

» Tenable Agent M/ \vo7v7

Tenable Agent Z8 st 9 4IZl&. LL T ZITLVET .
1. aAYVURA2—=F )L Tenable Agent IT7OE2ALET .
2. Tenable Agent Y—EX#{ZE 1L LET
]l

# systemctl stop nessusagent

Tenable Agent [Z&2TTRTOTOERIHE T LET .

3. LURIIZRTF LIz \wo7vTI74 )Lhvs Tenable Agent 18 st LET .

> nessuscli backup --restore path/to/<backup_filename>

Tenable Agent [Z&>T/\Wo7vThE T ENET
4. Tenable Agent —ERX%{Z1E L CRAIRLFT .
151

# systemctl stop nessusagent
# systemctl start nessusagent

Tenable Agent B ) ERE Z#RBAIE L. /\WOT7VTHLDER EEZFEHALET

Tenable Agent D' 71 B

I—Vx b EFENTIVIRER T HE IT— 20 EIR—Dv—DY0F HI— )RS ISIEHE
AFTH BEAETARAII—C R E T ESNHRBREINETT . T b EF BT VfE
B3 B&. FDI— b H Tenable Nessus Manager &7=1d Tenable Vulnerability Management [Z
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BEMICEYITRIEEIBYELA. T D)OEBRBRLTE. I—C b —EXB K HE
I LFEFA. IT—2 10 FRRAS E TEITERGITET.

nessuscliY—JLT# nessuscli agent unlink AV RZETITBHIEIZEST. T—UbDYY
DEfERTEET .

IR—T—MoI—U b DV OZRBRTAHAIELTEEFY . sF Ml L TISTRI N FaAUMES BL
TLZELY,

 Tenable Nessus Manager TIT—J x>k DU O%EFERR 9 5IZIE. Tenable Nessus 1—H—#+
FOI—2 ok DY IR B ES B LTS,

* Tenable Vulnerability Management TT—> bk DU H%#E bR 3 5IZI&. Tenable Vulnerability
Management 1—H—HAFDI— ok DY IR R ES B LTS,

EVh: =D b DU OERREIE. T— 2k EFR—D — (Tenable Nessus Manager F7=I& Tenable
Vulnerability Management) DR BRI DI EZTE LFET . YU I—V b ZRIBRFRIET 1>
Ak —ILT 515 & [£. Tenable Agent DIl & %5 BB LTSN,

Tenable Agent DA &

DY 3Tl Tenable Agent Z RAN WS TUAU RN —)LE 55 EITDWNTERBALET

R RRNMII—V b EAVRN =L =FFE. IR—Vv—DoI—2 M FHIBR T55 % 12DV T
Tenable Agent DU VFEBR 5 BB L TEZELY.

Windows T® Tenable Agent D7 A2 Ak —)L

Windows 1—H—A > 4—2J1—XFT=I& Windows CLI Z{# FHL T. Windows oI —S b EToAY
AN —ILTEET .

15 HHHIZ

s EEY—IISI—VI b ANDYIERBRLET .

Windows 1—H—A22—2J1—XH\5 Tenable Agent 7oAV A —ILE BI2IE
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O

1. Windows T. [Add or Remove Programs] (704508 il Z1=(38| k&) F=IX[Uninstall or
change a program] (703 LDT7U AV AN —)VEITE R ) BN CEHERMIEHLET.

2. AVAM—ILFEATOTSLDYA T, Tenable Agent & @ Z:EIRLET .
3. [Uninstall] (7oA >Rk —IL) &5 LFT .

Tenable Agent Al Bx DE IRZHE R T LK HBFATATRIIANKR RENET .
4. [Yes] (IXLy) 0L ET .

Windows T Nessus B & D774 JLETAHIVE—D G RTHIBR SN ET .

Windows CLI AV Tenable Agent 7> A VA —)LT BIZIE
1. EIEE R T PowerShell ZB &% 3.

2. ROARUEZERITLT LY.

msiexec.exe /x <path to Tenable Agent package>

FEE: AT avDmsiexec /x 18X5A—Z—DF M IZDLVTIX. Microsoft K a4k D msiexec 5 BB
L TLEEELY.

RDFE

 Tenable Agent ZL AT LICTEAVAN—ILTEFEDHE . VoVI5—42E#T5HEICETS
FLYDA—ZDF EES B LTS,

Linux T® Tenable Agent D7 A2V Ak —)L
AR SA UG Linux EDI—V s ETFUOAVRAN—ILTEET .
15 HBREINIC

s EEY—IIDI—UI b ~DYIERRBRLET .

Tenable Agent # Linux W71V AN—ILY 55 i&
1. ZERA O Linux RARL—T4U TP RTLE A QHIBRaYUREA ALET .

Tenable Agent Hll Br a< 2k Dl

-87-


https://learn.microsoft.com/ja-jp/windows-server/administration/windows-commands/msiexec
https://community.tenable.com/s/article/Nessus-Agent-409-UUID-Error

Debian/Kali & Ubuntu
# dpkg -r NessusAgent

Red Hat 6 kU 7. Oracle Linux 6 &&U 7
# yum remove NessusAgent

Red Hat 8 LLB% . Oracle Linux 8 LL[& . Fedora
# dnf remove NessusAgent

SUSE

# sudo zypper remove NessusAgent

AR VAT LA Tenable Agent 258 £ I2HIBR 375121, BIBRITUF DETRIZT—2z0bT71)L
DARTLEF Y THIBR T AL ELNHYET

RDF |

* Tenable Agent = AT LIZBAVAR—ILTHF EDGEE . VOIS —%E@ 355 EICEAT S
FLUDA—ZDREES B LTS,

macOS TO Tenable Agent D7 A2 Ak —)L

macOS MoI—C I b ET7UAVAN—ILT BIZIF. BETBHRI—2 b ToLONJZEIBRL. IT—2x
VU H—ERZEHICLET .

b5 HAETIZ

s EEY—IHDI—DI b ~DYIERBRLET .

Tenable Agent Z macOS MNs7 VAV AR —IVT 55 i%
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O
1. Tenable Agent T4L Uk JZEHIBRLET . avoR TAVTE DS, ROATELEEFA ALET

* $ sudo rm -rf /Library/NessusAgent
* $ sudo rm /Library/LaunchDaemons/com.tenablesecurity.nessusagent.plist

* $ sudo rm -r "/Library/PreferencePanes/Nessus Agent

Preferences.prefPane”

E R AT LA Tenable Agent Z5E £ [ZHI BR 9 5(2(F. BIRaTU R DERTRICT—D UM T7ML
DATLEFETHIRT AL ELIHYES .

2. Tenable Agent DH—ERZES IZLET .

a. AvURTAVIR S ROIAXUREAHILET.
$ sudo launchctl remove com.tenablesecurity.nessusagent

b. fERINS. BEEH/\RTJ—RFEAALET.
RDF &
* Tenable Agent L AT LICHAVAR—ILTEF EDHEE . VoVI5—%E#TE5H EICETS
FLIOA—ZADEEFE =TS B LTSN,
I—TIVbDAT—ER
Tenable Agents [£. R DWLYTNHADRT—ARELZYET .

Online (A>3  Tenable Agent #& L7RAN (&, 3R 7 % #& & & T Tenable Nessus Manager &
1) f=I% Tenable Vulnerability Management &5& 15 L TLVE D .

Offline (775  Tenable Agent & LRAN (FIR T F L H Rk T—OITHEF S TOEE
£2) Ao

Initializing Tenable Agent [&. Tenable Nessus Manager E7=[& Tenable Vulnerability
(#DH#i1k) Management TOFTVIAH%E 1T TI .

Unlinked (')>>  (Tenable Nessus Manager M&) T— b (S 7SN TULVELMK BE T
J75L)
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O

CDAT—RANDI—L ok (X [Track unlinked agents] (J V& B S f-IT—
DI DB ) BE TS TWNSIGE S ICOAFELET .

3 & : [Unlink inactive agents after X days] (X B % E 7 o747 B I—C b &Y
VRBRT D) DR EICKYB BTV VB REINFZI—D VAU FAUICR BE
Tenable Nessus Manager IZEH B1 I [TV VSNFET . FEI T VZHERLIZT—
DI bE FETH L ITILENHBYET.
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&

Tenable Nessus Manager & Tenable Vulnerability Management Tld. Tenable Agents &> DAE
X E5% TE M TEET S

I—VI b REY . I—DhTFUTL—h IV R E DM ITOWTIE. A TEALTLS
r—Uv—IZIt LT Tenable Nessus 1—H—4 1R %1l Tenable Vulnerability Management 21—
Y—H1F&5 B LTI,
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B

Tenable Agent 2R & (£ 2 BYDF i& TR TEFT . I— b vR—2+— (Tenable Vulnerability
Management E7=z[& Tenable Nessus Manager) Do JE—k THE 55 i% . FIET—U ok Mav
RSAUA =TI REE >TCO—HIL TR ETDHETT .

YR—T v —THE B SNDER TE
R, 07, TOXSBRELHE. [FEAEDI—C IR E L IR—Dr— AU B3—T1— A
B TEET.

e JoEhi=Tenable Agents D— i 5% E 1T LVET .

» Tenable Vulnerability Management — Agent Settings (T—Y b &2 5E)

 Tenable Nessus Manager — Modify Agent Settings (T— VR R EDE F)

* Tenable Agents M7 —XEAR Z1ERL . ZE . HIBRLET

e Tenable Vulnerability Management — Freeze Windows (Z')—X#A )

» Tenable Nessus Manager — Freeze Windows (Z')—X# )

* (Tenable Nessus Manager D#) I—x b OV EEERBLET

¢ Tenable Nessus Manager — Manage Logs (AY DE )

I— 1z CRERSNGERTE
ATRGAAARZ—DI—RAEFRALT. I—C b CHMAR E SO R T ZEEE R TEET.

&% il &% 7E

I—Dxob DAYV FAVAVEZ—TI—ADeF llER E Z#1TICET I—C Vb EF B TR E TEF
F. VRATLEERDI— MR E DOF (ZIE. Tenable Nessus Manager MD&f #ll 2% & F1-I& Tenable
Vulnerability Management @ [Linked Agents] (> 7SN izI—C b)) 3TDBE B TEHHDLHY
9 (¥ # 1L, Tenable Vulnerability Management 1—H—H1/FNDI—C b DR EEFS B LTSS
LY). Tenable Agent (. A ASN-EZRFELT. AN GETE DAZHFRAILEFES .

Tenable Agent ME¥ #A % &
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O

nessuscli A—T4T4ZFE AL T. AR SAUA3—DT1—ATRDI—C VR E DA RETT .

OV # nessuscli fix --set setting=value Z{ERALFET . ¥ # (L. Tenable Agent CLI O<%
JEES B LTIZELY.

EVh: 28 DI— 1k (10,000 LLE) ZH Z5EF R DIH S« agent_merge_audit_trail. agent_
merge_kb. agent_merge_journal_mode. KLU agent_merge_synchronous_setting DX EZZL E T
BIENTEFT . NODBREEZLEETHE I—D b DRIV R OI— ([THWDVDEE I AAKIE (TR HE S

NFET. HBEINDEFEITOVWTIE. ROF DA ES B LTS,
BE Ex BA T4k AMGE
agent_update_ (Tenable Vulnerability ga * ga-— R NFE
channel Management [Z1J29& (GA) SNRE .
N=I— ok OH) HEMICHE#H
I-SI hEHTIE D Agent /A~
DIUANERFS

HELT. IT—UFN

B

Ny
g

M ICEF I 5H/\—
A EEELET

& : Tenable
Vulnerability

nET. FE: 2
Y=REREST R
N—=2auh— g
YNy W=
5 1HE#T

Management (2122 4. EKH+t
ShTWhWbI—o 1ok _

| 8 .
OB & 13, T—Th FalTmEl-
M nessuscli 1—7~« Xt A9 B51=HD

JT14h\ agent_
update_channel O¥

N—=23005 6
[&. Tenable hin

REEFTEIBEN ©
HYET . Tenable BEbIZARSN
Nessus Manager 1Z1) 5158 hHYFE

voIsntThnbI—ox ER

b Dtz E &,

Tenable Nessus s ea-BHI7IE
Manager 0 A (EA) HIZY

nessuscli A—7«!)
TA4M5 agent_
update_channel O¥

J—ASNRE .
BB ISR

UREETIEILEMN M Agent /\—
HYFES . DIonETVT
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Eit BA
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T4k

AE

F—hLES. B
. — B &
U %08 B L
B3 TE.

stable- H &}
IR EFT D
Tenable Agent
IN—aVCE ;)
LFEEA
Tenable A% &
L7=. Tenable
Agent D LY
N—23 %
LET. ChiLE
B RHTO—M&
NEN—DavK
£ 1 1))—XHi
DEDERRYFET
M. 7.7.0 kY3
B D/ \—30(2
FEYFEEA-
Tenable Agent
HEFTLLWVA—D3
UM)J—R9 %
& I—oIok
[TV ok o7
IN—23VFTY
TT7—hLET
N mFD))—
AEYELHTD/A—
DavICBFYFE
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O

B;E &5 BH TI4ILe BEME{E
strict_certificate COWEBEZRENIZTS no yes Ff=E no
validation & B YE—F o

TH-oTH. SSL H—

IN—FEBAE % (TR AL
LET (IR—2v—hME
$H TE5IL—bh CAZfE
AT B LHYET).

update_hostname COWREZTANICTS X yes Ff=[E no
& IVURRAUh £k
A& DNEEINfL
E.FHLLKRRNE A
I—21IohDIAR—
DY—TCEHFINFET .
HWRAZLDI—D T4
MEEFIhENKSIC
I 51012, ZOERE (X
TIAIVS TE (/25T

L\i‘d_o
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I5E I—UMEE
B8 122D V%R BR
L. & A 1E ¥R (15l
UUID) %5 4 B L T
BEITELLIIL
F9 . CDIRNUR T
backend.log [Z50 £ &
hEd. I—2C1ob2F
EITHUVITILEN
HYFET .

yes IZERE I H& I—
IV IEB BT 7Y
T—hEVOIRLEE
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& F LWL TT7A)L

MERESNET .
offline_agent_scan_ (Tenable Vulnerability 14 TOokYXKEFWOEH
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performance_mode TA—RUREHRELFE 10.8.3 L% - high
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AL, TOXDERELFT . COEE & T RTOTA
FORTEIEBELET.
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*)
proxy_port JOXLH—N—Dh—+FE. X =5
proxy auth (AT BIFEFERALTIOXVIHEKITIEE (L. BIER basic.
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ok TOT7AILDEE
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EEEIE
[Open Agent Port] (T—U o b iR—k DA —T2) 3R E A (L. RDEEE B LTS,
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I—Tx bR —EXRIE. I—2 10k TOT74)LTHE %17 [Open Agent Port] (T—2 b
R—k DA—T2) BHEE SN TWNSIE & ICOAF IR SNET .
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VA—IVEFRANREE B AIVRA—LENTVSE & (F. IOV MRl H—EXNEE
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I— VbR H—EXMN2 DD Tenable fvkJ—IIZ B FTALO—FZRHELI-BE . E&ES
REIBRHE LR —DORUs D=9 —CSh =B E B INShET.
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La—H—%#E L LET . tenabletag 1—H—(IOVISN Iz AT LA—H—THD1=. 0T/
[ZIEfE A TEFE A
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AT LDI—Y—HIBR DR Fa AU ES B LTZEL.
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NHRBEZESI SR IT A M ABHYET . COLIE AT LTIE. h—RIIE AT AT
IPv6 %8 5h (29 B4 HYIZ. /etc/syscil.conf @D sysctl /I\GA—2—%@L TIPV6 ZE%h [ZTEE
T . INIZKY. VRTLTIPY6 #H (2352474 <. EE UUID Y—ERDMERE T B ESITHVE
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net.ipv6.conf.all.disable_ipv6 = 1
net.ipvé6.conf.default.disable_ipv6 = 1
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ZEMIL THILIFH R SNGEARYELT-. 11=L. CIS RUFI—IDH LI T4 30Tl IPv6
ZEMNIETHHDIYRME (G DE NG EELTER DR EMRERESATOET

Oy e STV a—T425

[Open Agent Port] (T—> b ih—k DA—T ) 1B 3 5051EF 8 1E. T—2 b T LR—k /3>
FiLE. RDOTALINTHER TEET .

FRU—F4>
GYRT I

Oy g i

Windows C:\ProgramData\Tenable\NessusAgent\nessus\mod\com.tenable.agent_
identifier_service\data\com.tenable.agent_identifier_service.log

macOS /Library/NessusAgent/run/var/nessus/mod/com.tenable.agent_identifier_
service/data/com.tenable.agent_identifier_service.log

Linux /opt/nessus_agent/var/nessus/mod/com.tenable.agent_identifier_
service/data/com.tenable.agent_identifier_service.log

I—xo bR U—ERDEE L TLVDIEZHE R 3 BIZIK. 55142 191492 - Tenable T— ok
HBAFRRLET . IV bE R H—ERDR A —Sh. B Shi=T— 2k D Tenable UUID
FIRETBE TITAVNTERILANILOBEERZERLET

NIAP [Z#£ #0133 Tenable Agent D&% T

Tenable Agent % National Information Assurance Partnership (NIAP) 12 # 5l & S 820 B AH D
BZE . BEETLHREINNAP ZE(ZER T SH5KIIZTenable Agent 5% & TEET .

15 HARIIZ

» Tenable Agent /¥ Tenable Nessus Manager [Z)> 23N TLV515 & [E. Tenable Nessus
Manager @ CA i BA & A custom_CA.inc F7=[F known_CA.inc [ZHAHTEEHE R L TZELY,
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O

» Tenable Agent B Rk —ILEN TSR DARL—TAU TV AT LHMZ - T2 T7IWTARIME
S LB RENNE B (T TWVAIEEERLET .

NIAP [ZZ##L 9 5 &5 Tenable Agent #5% iE 97 5(Z1&. RDF IR IZHRELVET .
1. AR FAUAA—D— AN I— M TP OERALET .
2. ARNFAAVE—TI—REHERALTNIAP E—RZEH R ILFT .
o OAVURSAUT. ROAXNEAALFET .

nessuscli fix --set niap_mode=enforcing
Linux 5]
/opt/nessus_agent/sbin/nessuscli fix --set niap_mode=enforcing

Tenable Agent (UL FE#ETLET

3£ & : Tenable Agent HANIAP E—FK D15 & . Tenable Agent AANIAP E—F DFEETHAE Y. Tenable
Agent [XLL T D& E 24—/ \—F5/4KLET . NIAP E—FZE % (23 % &, Tenable Agent [FLL BT DE%
EICRYFS.

e SSLE—F (ssl_mode) % TLS 1.2 (niap) TA—/\—3/FLZET .

* SSLEES ')Ak (ssl_cipher_list) ME%E Z. NIAP #HDEE = (niap) TH—/\—F/F
LET. 259 5L. ROBEHEEINET

* ECDHE-RSA-AES128-SHA256
* ECDHE-RSA-AES128-GCM-SHA256
 ECDHE-RSA-AES256-SHA384
* ECDHE-RSA-AES256-GCM-SHA384

s BIBGEAERAEEALETT
o PREGEBAECCALIRAEMG S BEAZE F—ZF AILFERA.
c ERCAGIAZEZFERLT. Y—N\—EHAEZRALET .
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O

e OJAUNHOSATUNERE R EFRITHRIC. VSATFUNEREZEERILET .

* Online Certificate Status Protocol (OCSP) £ L T. CASEFAZE DX RT—4 X
FovILET . SIAESRYESINDE SIAEZEFEDELTI—VSINET . IHE
AEWME S FEBREREMNELTIY—IUINT . DA E THEM GG E ETOFER
DEFRIENFET .

o SEEBAZEIZ. known_CA.inc [THEE N TIEHE TEL CALHILEHERLET .
Tenable Vulnerability Management & &1 plugins.nessus.org ® CASEBAZ (X, 7
SHAL T4 )M known CA.inc IS TIZHYET .

* Tenable Nessus Manager 2> 03 TLV5I5 & [&. Tenable Nessus Manager @
CA I BA Z AY custom_CA.inc FEf=[& known_CA.inc [Z$H B EEHE R L TS,
s I—CIVbBEBIUTAEARN—RIEF L THRIT DR F A FIPS TP 1—ILEE G E 1T
LEY. FIPS ELa—JUFRF U S LIS B LFEEA.

EENIAP E—F £ 4| E T BT, T—2 12k nessuscli 1—7 41745 FIPS €2 1—)LA&
BE|EITITRHIENTEET . £ # 1. Tenable Agent CLI A< R %5 BB L TS,

Tenable Agent %4> Xk —)LL 1= Windows &E7=(% Linux @3 —)LT4
A—T DAE K

Windows F7=[Z Linux D3 —)LT A4 *—2[Z Tenable Agent AV A —)LF B ENTEFET . =1L
RRANCEITERE TE2LELNHDII7MIILELUVL D XN JEE E HHYET S

AR ID7MIVEFEIRBLIUVERITAIET. I—Ca N EBREZRICH LWV IZMILEE R LET . RRAR AT
NoEDIT7AIVEES HTAA—IE SN, LODDA A=k Snf-T— b F L &5EF 5 E. 409 UUID T
S—EZ ITRMYET

LI DRTYITE R EERF (L root ERZMLBELLET . ROFIEZETTILELNHLHDIE.
A A= TfFE A9 5I— 2k A9 TIZ Tenable Vulnerability Management /=& Tenable Nessus
Manager [ZU2 73N TNDIE & DHTY .

Tenable Agent AV RAk —ILENF=T—ILToA A—DFER 35 %
1. I—Vz Vb Y—ERZEFLELFET.

2. RDELIIZ. prepare-image AXURZEEITLET (Bl EL TLinUX X ZFE M)
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./nessuscli prepare-image

AR ERTTHE LT DA A= AT DI )—TVTRRINEITENET .
o I—UIbAIISNTLWDIEE . BIRLET .

o I—Ux bk EDITRTORANZTZHIBRLET . f=&A L. Windows TIELP Rk )F—,
Unix Tld tenable_tag #&ETY .

o I—x b D UUID 774JL (f5l: /opt/nessus/var/nessus/uuid F£f=[& macOS +>
Windows DE & 771)L) ZHIBRLET .

o J34> dbs ZHIBRLFET .

o JO—/\Ldb ZHIBRLET .

* master.key ZHIBRLET .

* backups 7L+ VEBIBRLET .

R AA—DEERTEHET KRR TI—V b —ERZB R B LA TS, I—U b 3—E
AEHILEITHE. prepare-image AXUR A/ N—U L= UUID. 44, I7( LB £ R ShFET .

3. AV DETMNET LS. BB ORZEITE SNWTI— LT oA A—DEERLET .

T AT UAA—DDAVREVRITT =DV b &) IS BRI, T—IVT oA A=DhNE 4] 15R E
SNTVHILER R LTS FBEYNTRE SO —UTUAA—CEERATEHE BHOT—Dx
RAEICUUDZXEL. BEDERMEIRETHARELSDHYFTS

4. config.json *YyR %{E 955\ nessuscli T—Ux b Yav R EERTTHIEEKY.
J—ILT oA A= OfE Bl DAV ARV A L TI—Y b % Tenable Vulnerability Management &
1=IZ Tenable Nessus Manager [ZB )93 52 EMNTEET

Z0ih D)) —R
« XBRETIOAAUE DYER—F

BE R DT—ARETA
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O

ZDBEHDT—RARITATIE. R DOEE # DIRE 12H175 Tenable Agent TIOA AV ERE L
FT. INDDT—RARITATIF. T ELRREETIOMAUNDEE ST B ICE R ZL TTHBALTLE

ER

* ACME %t @R # [Z[3 70,000 & D& #E h$HYFET . ACME £t [& Tenable Vulnerability

Management 75vk 74—LEFF| AL TI—C Vb RX VIR EEZE L. BB — D Tenable
Security Center 12 A2 R%&FE AL T 40  DRFvF—%2EE L. vk J—2& Tenable Agent
DOl A DOFHmBEREHMELTHMLTLFET .

IOV TIL. ACME 23 BB L TLFE&LY,

Initech %t &, 30 LL £ DF £ %t . 40,000 A D1—45—. 60,000 B DT/ R, HEELUL 15 FLL L
DTIT47 IP PRLREHE T 55 0—/\)L1E % T . Initech (X, Tenable Agents #%& 1 9576
[Z Tenable Vulnerability Management & Tenable Nessus Manager M/ \A YR 12— 3%
{8 FH L E£L f=. Tenable Vulnerability Management [&1—H—"0—~XF7— 320 Tenable
Agent ¥4 €12, Tenable Nessus Manager [FH—/\—EXUZFDM DIE A 44T
ALV TIIfEREINELz. D . Initech #t (L. T XTD Tenable Agent R¥+v>7—43%
Tenable Security Center [TAVR—k L. #t & SNF-LIR—MMERER T EETLTUVET .

IO TIE, Initech 5 BB L TEELY,

Sprocket %t [X. Tenable Agent D& BB LO—HILDRAF VYU BLVEEIFR . JE—FRVkT7—5
A& EE . $&LU Tenable Vulnerability Management APl Z 4t L1=H—K /8\—T4 7T 1) 4r—
32 EMHE & |2 Tenable Vulnerability Management Z#) FH L EL 1=,

EE#1-DULVTIE. Sprocket 5 BB L TSN,

ACME #t D5 —RXRBT 4

ACME %t (X, BS — D Tenable Security Center 1> A2 X% F A LT 40 @ DRFrF—4EEL. £

1,200 J& & Dok D—UMe 55 4 FE &8 A RTLTLVELE=.

ACME %t (%, BE 77 O A ET/IVET7 YT T—k LT. Tenable Agents Z#| i L T# 70,000 1@ D& E D

STl #5 R ZUNE L1 &E 2 TLVELT=. ACME #t [E. Tenable Vulnerability Management 75k
IA—LEFERTEINAT)IRT7IO—FERLEL. TV ARV BREEEEL. T—J10b AFy
& B % Tenable Security Center [ZA/>iR—k LT\ b D—0ET—2 b DM A OFF il #5 R &4t
BLTHELR—MEREITULVELT=.
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O

ZDT—AARET 1%, ACME %t A' Tenable Agents DT TOAZH# HARIZRESNT-. ZEICEHATS
FHEBEEEZ/N\MFM/ELTVET.

B8

Tenable Agent 7O 9k DAL ZBI TE 3 51=0OIZACME #t NE HF-E LB E (X RN TAU 752
AKTCI—Cx b EF AL CHEMGEE T AZWNETIDERE I, JE—F Ryt T—IRFv T
BLTWVIREDRINT—VBEFZE R 52&TLIZ.

& il

s RIEFHDE EISHTEO—NIVKRANRFv%, T—VI b EFERALTEEL. WA DI RS
PV D—=ITF I T4ATAF v FYLE MG B HFEERZ. KB OT 2 52—olEHIC
RIS,

o I—Ux b AX v ZERALTACME # ORvh T—O~DEEZERL . JYBRITAF %
EITTEDLIITT 5.

Y a— 3>

DI A—T54XIR 1 Z(F. Tenable Vulnerability Management & Tenable Security Center 07\
TR TTOM AR IME A ShELz. T—U 2k DAFY42 Y5 12IE Tenable Vulnerability
Management A% B TLT=. & E 459 1T ELAR— [ZIXBEE 7F @ Tenable Security Center 4> 75HME
B &hZFELT-. Tenable Vulnerability Management #T— b A5 42 46 IFI FH 975 2&T. ACME
#HIEAVTLERDY T Iz 70N R Ix7H B BEETIT. SHDI—TVz N EEEICEHETE &
IR —ILTEFT .

ACME %t (%, BX 7% @ Tenable Security Center 1> 75%F AL T. IT—U ok A¥v7—4%
Tenable Vulnerability Management /H\5 Tenable Security Center [21 > /R—k L. #f & SthfzLiRk—b
EREDETSICET. B HEEIOISLDBEEEER LEL-. IBIEZLKR—Fk (Tenable
Security Center) & B (Tenable Vulnerability Management) M 2 DDE 125 & 352DV 21— 3>
[Z&Y. ACME #t (T 59k TA—LDT—2MIGHEE IS BE5 A7 IVF 1—F—DOLR—FIIX
NIV RZHRBEIL T HENTEELS=.

Tenable Agent ;& Fi & (Tenable Vulnerability Management)

iE FA /& (Tenable Vulnerability Management) DE %GB (&, T—V b EEB ET—V V0 XX V0D
BEEETIHILTLE.

RITSh5HRe
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O

R OTOtRERE FHHE R B (Tenable Vulnerability Management) TfTHhnEd .

TFaq4En=I— 0k [d Tenable Vulnerability Management (222 L TLET .

I—Cxobd =2 TI—TIdRmB SN TONET . A1V RAN—IL7ORRAF (2, IT—D 1%
I—2x b T I—T(ZE Y TEHIENTEET .

I— b AXvolE. T—2 b T I—TEN LTIz SRl #E R 2SI 5701
I ShET.

Tenable Vulnerability Management [C&2>T. IT—C ok DTS4 E\—2 30 D7 VT T— HY
HEMISERAINET.

BEKRE IT—2 b ON—23TYI TR DB BB A EA T 7O TEET

FRER

I—C Uk ACME # D NV T UI7E M 7OER (COH & L SCCM) ZERALTT70q
Sh&ELT=

ISR II—FIZB ENBI—J 1k E. FI—TFH1=Y 20,000 LT T (3 22 (£ 10,000).
EI—TIRTIN—TDI—T b # %R 95Z&LT. Tenable Security Center ARy 4
REZEEITAUR—b TEDLIITEYET . COHIBR (L. Tenable Security Center H\ 7704 Ak
D—ETHAHI5E 1ZDHEHSNFT .

I— b REvvlE. 1 EZDEF 1 DOI— ok T II—FIZHI R S TLVEL =,
I—2x b TI—TDAN—yT I E. EEDE WIS LT, #EEr iy —> (B . O—IL
E) Bl ZHE L SNFELT=.

ACME #t (&, T—U b T704AU DR B (AR —ILDK B . VO DR BR7GE) 5 5 4
(ATHSATk ROVTR 12 E) TER LELT=.

I—2 o FO—H/LOME 55 4 5Tl DAZEEITL. vk T—IR—ZDE 1l (SSL F1=1X CGl
FI D—=IR—RADF |72 E) [FToTLFEEA.

I— bk A https://cloud.tenable.com & {E TEDKDIZ, Ryk T—0ET7A N —0+—ILHVER
EIhFELT=.

B Ot
BE OMIRR A . LT OBYTY.
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O

e ACME #t (%, #t R 7Ot REY—ILEFI FHL T, Tenable Agent Y 2k Dz 7% T704LFET .
e ACME (%5070 DI— b JI—T#HEILILET.

e ACME #t (%50~ 70 DIT— ok REVUEHRELET .

L7R—k /& (Tenable Security Center)

L7R—bk B OF 42 B 89 (. Tenable Agent D& A J& (Tenable Vulnerability Management) M5IR & &
NF=T—2D— FTHE D ELR—MERZRT 882 B2 ETLE. By ali—K ., 947 . Lik—k . &
U Assurance Report Card H’C D8 TR HSNFET

KT SR
R OTAEREME A HLHR—k B TIT o EF (Tenable Security Center).

» Tenable Vulnerability Management Hh\ T— 2k 5t IS | R¥+F—&L T Tenable Security
Center [TEMMENELT=.

* Tenable Security Center DIT—> 2k ¥+ [&. Tenable Vulnerability Management /oI —
DIVM AX VB RTME T ALIETRE SNFELS =

* Tenable Security Center D5 #T . #wi aii—k | Lik—bk | & U Assurance Report Card 53,
IARTCOFFM 24T (T— b BELURVE T—IR %) TR ASNELT=.

FRER

 Tenable (. Tenable Vulnerability Management NI—_ ok S lifE R INETARILH
[Z. Tenable Vulnerability Management NioT—U ok DRFY4E R ZENHF 9 5&51Z Tenable
Security Center #5% £ §5_&% ACME #t ITHER LFELT=. ZDEKSIZER E 3 5&. Tenable
Security Center % E (SE Y] 4 H B X v T F v TEALIITALGYET .

* Tenable Security Center [ET—2 ok OFE R ZHR—b §51=OITE M DT—RVRION)EHE
ELFELTz. URD R IEZENZHN 50,000 {E 12 E DE E LAVL I TEZ4E V. Tenable [ ACME
AT —U ok OfE R A I Tenable Security Center T2 DDEF LWWIRD N AL T 5%
HEELEL-

» Tenable Security Center 5.7 TE A Snf-I—CzVhEH QYRS YK, T—zok UUID %
A LT, # 2& % Tenable Security Center (21> ih—k T 5[F D— E M ZKYE U1 2B B TES
KOTHE-TLNET .
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O

* ACME #t [&. T—2 b REFVUAE R DA R—k ho&E LB I T—32 DI
CPU/RAM/HDD H3&5[Tih B MEINEH BT 9 571=8. TR T D Tenable Security Center /\—k
DITHETE CINDGMEET IR ENHYFELT-.

& O Bt
HETDRTREH X LT OEYTY .
* ACME# [&. I—V 1 b DRXNAERERFTH2 DDURDEHEILLFET .

* ACME #t [&. 50 «~ 70 DT— x>k RFv2%HE 3L LT, Tenable Vulnerability Management A
BI—UIUh RFvUAEREMBLES.

* ACME # (&, 2 DD#H LLVWIARSF UM TE I—V Vb AX VYU DR B FITH LTS
* ACME #t [JIR £ DA 75%EFffi L. CPU/RAM/HDD HELITh B MEIHEHI BT LFET .

Initech £ D —RAAZ T+

Initech #t (%, 30 LL £ DF &%t . 40,000 A D1—H—, 60,000 @ DT/ MR BELUN 15 F L EDT7H
T471 IPE#HETHRBELTTL— 3 IR B £ /K12 Tenable Security Center #8 B X T7 704
AR LTUWVELT=. Initech £ [E. KE & IZHHM R (Z75 B ZEEB AHRFvFT—ZEEL. B8 b
J—OHE 55 1 5Tl 21T oTLVvEL =

Initech 2t DLAR—F B 121E S RATLDFE M ZELYSEE (TT 528 BLUVLI—H—D/—k/Xyarh
BB SN TOSEEUE— TT—RZEUNE TELLIITT HIENE FNTLVEL <. Initech # [EEDH
AY%E5EE T H1=81250,000 %#2 25 Tenable Agents #7704 LFELT=. L T. Tenable Nessus

Manager & Tenable Vulnerability Management O] 5 T/\A TR ETIVEFE R L. 2 1 LLR—k D
1=8|=T7—4% Tenable Security Center [Z74—R LZFEL =,

ZDT—AARET«(Z. Initech #t ¥ Tenable Agents DT TOA % HARE (TR E ST, REICETS
FHEBEEEZ/N\MTM/ELTVET.

=)y

Tenable Agent 702 =7k DAL I %58 € 3 51=0IZ Initech #t ANE OF-FE L BB, T—2ELYBHE
[TUREEL. YJBE—F D RTLEFMHL. L TWASRRELG I A—TSA XL R ORIEHFREED
BRZEERMTHILTLE.

Y a—3>
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O

DI EZ—TSARXZE DI—Y Tk (ZIE. Tenable Nessus Manager & Tenable Vulnerability
Management D/ \A 71k 7704 A b HME A S EL fz. Tenable Vulnerability Management [£1—
HY—J—HRT—232M Tenable Agent R4 4E (214 28 T Tenable Nessus Manager [&H—/3—
BRUZTDOM DIE A EAVTLUIRAUISIER LEL =

* Tenable Vulnerability Management DR7— U HERE . TV TAA LREE V57K DFER 4%
MALT.ATERTIT—IRT—avRBE OB E 4 13 LELTZ.

o A TLIRYa— 32 Tenable Nessus Manager & Fi L T, Y—/\—A 275 ED XY
ZHEOE WV RTLORFYT—H%E LY ITH ]l TEHLIITLFELT=.

Initech #t (. BE % @ Tenable Security Center 1275 % AL T, I—Y 10k AFYT—45%
Tenable Nessus Manager £ &1 Tenable Vulnerability Management A\ Tenable Security Center [
AVR—h LTI A SNFLAR—MEREN T EITISET. BB M EETOJSLOBEZEMLEL
f=o

I—2 ok MOTFAA AR (Tenable Nessus Manager & Tenable Vulnerability Management)

Tenable Nessus Manager ®E % B 8 (X, A TL2RA4275 (10,000 Y ATL) DI—U U BB E
I—V b RA VAR EEE T 5HZETLIz. — A . Tenable Vulnerability Management [£1—4—
J—HRF—32 (40,000 S RT L) DI— 1k & B EXFvAR 4 (2fE SR TUOEL=.

EITSh5H RE

o TAAMENI=I—U UMK Y RTLAATIZIE LT Tenable Nessus Manager E71=(& Tenable
Vulnerability Management [Z> 93 ET

o I—UxUhE IV b TIL—TIHREINTVES . 1VRR—)LTAERF I, T—D b %
I—UxobJI—TIEIYVE THIENTEET .

o I—VI b ARXvUF =N T I—TEN LTIV b D lfE R A S 95012
I ShET.

» Tenable Nessus Manager E71=[& Tenable Vulnerability Management [Z&>T. I— b D7
STAEN—30 DT YT T B BMISE A SNET.

FRER

* Initech Mt WY Ik D= 7E 1 TOEX (SO —XTIE. Altiris. SCCM. Tivoli. Casper iz £ &
LERRETITr—L) EZERL T T—U o AT 7aqShEL -
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O

o I—Ux N TI—TITEEFNDI—U b E TIL—TH1=Y 2,000 UL T TT (#E 2 (X1,000). &
I—2x b TI—TDI—2 b %R 9752 &ET. Tenable Security Center BARFv 4% &
ZIEE [TA2R—bh TEDKIITEYET . ZOFIBR [X. Tenable Security Center A7 7AA Ak D
— B THEHE ICDHEHINFET .

o I—Ux R REXyUIE. 1 BIZDE 1 DDI—C b T IIL—TITHIBR S TLVvEL Y=,

o T—U VAN VUBRH DM FEHLFE L LI, T—C 1k AR —IE, vk T—O X5
EYLEM TR K TL=.

o FUTLIRY—N—I—Dxok DRFYU 4R IIE fl © OB DB B EH =102, &Y
THB CE S TEIRSNIZDRZ LA LI —LITHI R SN TLOEL =,

o A—H—TJ)—HRT—L3VDAXTNU IR ITR K 24 B IR E SN D RAT LA DAVIZ
o= IHhDvHLd SE & ITh/\—End 52, E B YR ShELT=.

o I—VxUNTIN—TAVN=9T & R E R ITHEISL SN, 58 IT&-TIRE A B (3t D& &
DEHICEHLETHISNFEL-.

e Initech #t (X, T—C b DTTOM AU DIEE (A AR —ILDK K U IDK BREE) 8
N (AT O5A4T7 ok ROVTR I E) TEHRLEL =

o I—T M EA—NILDNE 5 4 FE Ml DAEREITL. ok T—IX—XDFF i (SSL F/=I% CGl
FI D—=OR—RADE |2 E) [FToTLFEEA.

o FYNT—=HETTFAN—or— )UK A2 T5DI—2 b HA L TLUIRD Tenable Nessus
Manager EARBLR—MEHTEEL . —F—DT7—IRT7— 300
https://cloud.tenable.com &3& 1§ TEAKIITER E SN TULVEL =

OB At
REHORIRE M L UT OBYTY.

e Initech #t (X, £ R TOEREY—ILEFIBALT. T—2 b YOOz 72T704LFT

* Initech %t [&. Tenable Nessus Manager & Tenable Vulnerability Management i1 /5 (230 ~
50 DI—2 U TI—TEHILLET .

* Initech %t [X. Tenable Nessus Manager & Tenable Vulnerability Management O] 51230 «
50 DI—Y ok RExvUEHRELET .
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O

e Initech #t (. #E# L TLV3 10,000 T— ok AL I8 TE S K512 Tenable Nessus Manager %
HELIOEDIZUHLET.
LiR—b B&U RS T—U X+ (Tenable Security Center)

LR—k & MF % B #I 1L, Tenable Agents LBE 77 DYk T—ORFvU MR E SNI-T—2D— T K
B ELR—MMERZERIBEIZT H2ETLIz. Ay aiR—FK .| 347 . Lik—h . KU Assurance
Report Card H\CDfE THI HSINET

EITSN5HRE
R DHTO+ERERE F H Tenable Security Center TfThHhnEd .

» Tenable Nessus Manager $ &1 Tenable Vulnerability Management A3 T—2 2k % s 1 R
FF—&EL T Tenable Security Center [ZIB il SV EL 1=,

* Tenable Security Center DI— x>k ¥+, Tenable Nessus Manager & & U Tenable
Vulnerability Management Mo I—Y b R YU E R EN G TAHKIITZRZ EShFELT =

s BFEDTAHETIUMEST, T—2 b T LLWRS NI E ShELT-.

* Tenable Security Center M%7 #7 . Ay ai—k | LAR—b . & Assurance Report Card A3,
FTARTCOFE 24T (T— b BEURVE T—URFv>) TR RSN ELT=.

FRER

* Tenable Security Center [ET— ok DfE R EHHR—b T 5OIZEMOT—RIRONJZLE
ELFEL Tz, Tenable [E. Initech #t NIT—Ix - #E R A DB # O#F LRI )% Tenable
Security Center THEIL §AHIEEHBE LFELT-. ThiE. R LIRS MITI—C ok ERbT—5
OFEMFEREHAEHEDE LIR—MER CRIEINRE T DA REE IHDI=HTT .

* Initech #t (. T— b ¥ A4E B DA ik—k Hhio4E L1z i 7—42 D7f=8HIZ CPU/RAM/HD
MES2H B WMESIHES| B 9578, T 7 D Tenable Security Center /\—K Dz 7% & TIILS
MEETIIMEINHYELT-.

o I—U T NI AE TSN, T—2h Tenable Security Center [T/ iR—kSht=t& . BEE D
I D—DRE Y AEEIR)—FFF ML T TADEELTHEE TN AL EHNHYFELT-.

& D &t
HETDRTREH X LT OEYTY .
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O
Initech #t (&, T—U b DRAFAUERERFIDER DR VEHEILLFET .

Initech %t [X. 60 «~ 100 DI— x>k £ 37%HE 3L LT, Tenable Vulnerability Management §5
& U Tenable Nessus Manager WoI—U b AXvU G REMGELET

Initech #t 1%, JR7E DA T5%5F{Hi L. CPU/RAM/HDD AEL(TiA B NEIHEHIBTLET .

Initech L [&. BEF DRFVABE /R —Z5F i LT T—HDEHEZIMZFET .

Sprocket ¥t D7r—ARA T4

Sprocket #t (. [FIFFTARTOE ITH T RERK X B ZF DV O—/NIILE X TY . B TR EHLKELS
BLE-EBRBEDOED. X1 )74V )2—2 a3 B IR BLUVER T 95K ISLK OO DR - Efa 2 TLY
FLIz. ZD1=H. L TEEHRTHY)2a—2avh b B TLT-.

s DEDTHEUE—DY—IN—. H5IK H—/\— (Azure EAWS), BEUREE O/—k /vy
HED— L T/INAREE L. 330,000 @ DT RTDE FE TA—NILAFVvoERE(—ELT
BNEE(ZEAT

o T—REUA—DEE N AR R ISEL T8, 7wk T—VARERIERITNZS

e JA— /U BLIE-EBREL DEDOYAOLITHIE 500, BIIFEREEDRE

¢ ITSURRT—TE R THEBREEE BLUVER THOIE RSN Y—F 1\ —T4F7T)r—3
Ve G T A EE

» OT Security. Tenable Web App Scanning. 3> TR EDE M IZE HhETRY—ILTESY
)a—3y

Y)a—ay

Sprocket #t &, IR DT XTOE %& I 578 Tenable Vulnerability Management Z#| fi LEL
fzo SOV)21—23 Tl B—AILDRAFYUBELVE B 1F R IZIETRTD Windows. Linux. macOS
T/ A RIZTenable Agents Zf# Fi L. JE—bt OFRvk T—O v (2IF4R # D& 1B L5 (TH B TS
AR—L ISR A RAV XIER & St 1= Tenable Nessus ¥+ F—%{# A LEL7=. Tenable
Vulnerability Management [&. Y —F /S—FT 1 BLUVDREIA RSN =TT )r—a3 %5 B 51012
B APIBIRHLEL.

Sprocket £t (X, B EBEE ITHE DNVT, B ARL—TAV TV AT LA ITHRAIARENT=R D) T+ %1E
FAL T Tenable Agents #7704/ L%EL7=. Tenable Agents [&. ARL—FTALV IV AT LEEERAEE
[TE DT 130 U IL—T D1 DIZEIYE THNRFELT=.
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F<HHE [

TI—21 N RFAEIF RIS T—IN—XDIFANTH B R Z IZE 17 TEFES
7

BAXVYUHEDHZE L. BREPEED_—XIZI->TELRYET.

ROEBEFEZEEE LTSN

* Tenable Nessus 2¥vF+—# KU Tenable Network Monitor #4 RXTHDHRYk J—Ot1 5 AN A
VAR =)L A EILA] BE TTHV?

o LYV D Tenable Nessus Manager (fz&Z(E. 1 ~ 3 D) #A/VA—)LL. T—Y b
RYTROT7AN— 04— IV EB A TIRE TEDLIITT S A MEE T H?

o AXNU R |  IARTDVRTLNA VA TEBRIATEY, INTORRZEHRELTLE
IhH?

o TRTDYATLHR)—TH IZIE L<ER € 41 wake-on-lan (i 8] (265 & L TULVET HA?
o ZLADVATLDIRIE DRI IEIRE B I F=XEN 1§ T 5DIZHE I E & dBLTLVET H?

o Yk T—IZ. VPN #E B TR FEHMZAT VYU TEGL, FLIEE X DRV T—IICE EZEHKS
NTVEWEEIVE—LTEIET D/ /A BEFENTNET A?

TI—21 o O5EGERF4 CE BN T B3 TS50 1N TFH?

;¥ & : Tenable Research F—Al. 7S5 1 &E B MLIYT7YIT—rLIZULTWVET . TS/ DA 4R
B9 75 R [ZDULVTIE. https://jp.tenable.com/plugins 2 B8 L TEELY,

(FEAEDTSS 1% Tenable Agents SHEENLET . HI5 IETX DEBYTY .

. UE— TABESNBERICE SOTHELEY. UE—H B ICEYEFENBT7H74E7 1 (DB
G/ \—ADAGTA . FTHI ORIEE R (18 4 7=Y) ORI . FSTVBEDFIELE) £
B LT 5T5540.

o XYNT—OFVIIEEETETSTA(.

F-. FVIDERINEELTWVDIGEEEHYET . =LA L FYk T—IR—R XX TRIEEHELD
OS T4 H—ToTa % FERL Y RATLIZOT)EMNNTTEIE AT D 0S DIEE LR/ N\—Da %
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https://jp.tenable.com/plugins

O

BIHE COEEICKYRINTD—I L DRI REEREIMEZFTT . (L. RubkT—o/\—D30D
?ﬁ /,EJI OFE E NN E INB=HTY .

I—> 1k [Z Tenable Vulnerability Management Z7-I& Tenable Nessus Manager
[CEDL 7% T—2FEAF LFEFTH?

I—2 b IR OT—45% Tenable Vulnerability Management E7=1& Tenable Nessus Manager (23
ELET.

o N—U3URR (T—2 b DIN—230, KRR DT7—FTUF )
* AVRL—)LENTLVS Tenable F57 1 DN—2ay
e OS1&E# (l: Microsoft Windows Server 2019 Enterprise Service Pack 1)

e Tenable & % ID (f§l: Unix M5 & [& /etc/tenable_tag. Windows Mi5 & L HKEY_LOCAL_
MACHINE\SOFTWARE\Tenable\TAG)

o Vb T—0A4UE—T1—REH (rob V042 —T1—A% . MAC 7R LA, IPv4 7R LA,
IPv6 7R LR, KR % . BEUIEHAFE 515 5 (X DNS 15#R)

* update_hostname Nyes ISR FE SN TLDIGEE L. RANE GEMIL MR TE 25 8)
* AWSEC2 [V RAVAART—H (555 E)

* privatelp

* accountId

* imageld

* region

* instanceType

* availabilityZone

* architecture

* instanceld

* local-hostname

* public-hostname
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* public-ipv4

* mac

e iam/security-credentials/
* public-keys/0/openssh-key

* security-groups

OJEEITS

LL T Ok B9 Tl& Tenable Agent B9 74 JUZDWTERBALET . T—C b OY I7A JUER DT 4L
TEISHYFET -

ARV—FAVT L RT L 0% O

Windows C:\ProgramData\Tenable\Nessus Agent\nessus\logs
Linux /opt/nessus_agent/var/nessus/logs
macOS /Library/NessusAgent/run/var/nessus/logs

nessusd.dump

nessusd.dump [T/ \WJH AIERAINDII—2okDF TR IT7A(ILTY .

nessusd.dump &k E 954 %
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1. T—U b AR SAABZ—DI—REFREET

2. A<K # nessuscli fix --set setting=value ZEHALT. RDEKE E1TLET .

ey 1] [B%%E] B% BA TI4IVk AMGE
Nessus dumpfile_ TARDLEIZIREFESH 100 1 Hv5 1000
Dump File max_files % nessusd.dump 77 FTODEH
Max Files MILDERRXBZHETE
(Nessus & LEd. ZOERET
VII7AI (X, T71 LB DG TE
D K774 Sh-EZHEZ5E.
IVE) RLEWIUT TP

MEIBRENFET .
Nessus dumpfile_ nessusd.dump 774 512 1 Hv5 2048
Dump File max_size LD K Y4 X (MB) FTHEH
Max Size EERELES. ITrMIL
(Nessus YA ZXHwR K1 X%
Dump 77 4 HB2HE FLLWVELT
IWDER K Y T7AILOME R ShE
1X) ER

5 (& B ER T E S BR LTSy,

neSSUSd.messageS
nessusd.messages [FI—U Ik AyE—2OOITY .

nessusd.messages %X €954 i
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1. T—U b AR SAABZ—DI—REFREET

2. O<K # nessuscli fix --set setting=value ZE AL T. ROFEFITULET,

A8l [B%5E] & BA T4 AMGIE
Log File logfile_ Tenable Agent B 74RX% 2 15
Maximum max_files LIZRETS 1000 £T
Files (B9 77 nessusd.messages J7 DEH
AILDER K TIDERRBERELFE
T71IVE) 9. nessusd.messages

DOTIT7A IV HME E S

N-EZ#E 25,

Tenable Agent [(ZF+
WA 71 IVEHIBRLE

ER
Log File logfile nessusd.messages 77 10 1 5%
Maximum max_size 1Lz X 41X (MB) 2048 £T
Size (A5 77 EFRELET . I7AILY DEEH
A ILDEx K A XD R R YA RERE Z
1 X) A&, Tenable Agent (&

H LW AV E—2 RS T7A

WEERLET .

FHMIE FMEREETSRLTZSL.
backend.log

backend.log [FT— Tk 7\ IUR DAY T,

log.json 771 ILE&#w & LT, backend.log ®OY Di5 fr LO—T—L 3B IR %58 & TEFT . Fi=.
#F LU reporters[x].reporter 2923V EE L L THRALI7AIVE ZTE R T HIEITKY . hRE L
AJEHRETIHELTEET .

backend.log Z8X E 9 54 &
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1. TFRANITA3—Z#ERALT. I T5TLIRIIZEHS log.json TP IVEREET

* Windows —C:\ProgramData\Tenable\Nessus Agent\nessus\log.json

* Linux— /opt/nessus_agent/var/nessus/log.json

* macOS — /Library/NessusAgent/run/var/nessus/log.json

2. backend.log M reporters[x].reporter €O a3 aimEFTHITER L. RDINGA—5—%

EMF-EFEELFT.

INGA—H— TIAIVNE EEAIREN?

tags log. info. warn. O

error. trace
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Bt BA

OJ1z& $H5051%
WMERELET.

response —
Y —/\—
DT ITAETA
(mbya

info— ¥ ED
AR DIE RO
b

warn—3FE D
RROMDEE D
.

error — 5 F
DARYDT
>—04

debug — 7/\y

TN

verbose —
debug LY 1H
DL LT/
JH 7



type

rotation_

strategy

rotation_

time

file

HAX

86400 (1 A)

JEHESE
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e trace—H A
DB B (2 A
¥504

0974 IVOE %
RELET.

ATDI7AINET—N
1TIHEENTK
BIR VAR, F=(T
BIREREDELLT
HEMEHEELET .

BMEIE:

* size—max_
size DR E I
LN, YA X%
EELLTO—
T—avlLES

* daily —
rotation_
time DR FEIZ
L. R %
EELLTA—
T—avLES

BIREFRE (PO B

i),

rotation_
strategy Aidaily
[ZER E SNTLVSI5
BICOAEALE
EE



max_size

max_files

file

context

10485760 (10 MB)

ARV—TAV TV RT
LEOTT7A UG L
TELS

true

yes

JEHESR
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BERYAX (I B

i),

rotation_
strategy Hsize [Z
BRESNTWSE S
[COAERLET .

J7MI\BIR THSR
NS K I7AIL
.

BABIZIE. A2
T71ILHE £hndi=
&. 10 D max_files
[EALT7A4IL1 DE
INVITYT 9 DT
EINFT. O %
BodE GLaJE
Tenable Nessus [Z

FOTHIFRSNFT .

O 274 )\LDis Fr &
2R

T 774Uk @ Tenable
Agent O 771 )LD
BRIZERELI-E
. — SO M
ECOUREZER
TEELE AT REME
HHYET .

AT D&Y% DX ARk

BHREZADILE
EE



format system JEHE AR A DR KX ERE
LFET.

e combined—
I HY—/\—
DOEJIERS
N5k R TH
HETVET

e system—T

THILE DAR
L—T4 2R
TLOOTH X
TH AZTL
EX D

3. log.json 7/ IVEREFLET.

4 IS b H—EXEBRBLET.

I—Uzob kY. AR ENEHENFTT .

nessuscli.log

nessuscli.log [ZIEZ CLI ARk DLO—RHAE ENFET

KRB TTAA A DYR—b

RIEZBFTISONBREI7MINEEALT -2V b 2EBMISEELTCTIACMTEET . O
NICEY, RKIELGTITOMASE F AL TEET .

AVRR =R T OTI—C IV ERE T5E. I—V IRV IGREERHIELE TEINESIHE
FrvIL. RIZ config.json T7AIDHEINFVILEST . T—U o DY R EIRF(Z. T—D Tk
FZFDEHREFERA L TIR—y—IZUIL . BEBEEREZITLET.

AR BHRMRIELE M Econfig. json DA A IZHASEE . T—CVMIEADEREFEALFT . HET
SIEMAHD (LA IREBELE & config. json TREDIIF—ZHD)EE . I—VxVMNIREBEEHR
DIFHREFERALET .

FEMITONTIE. ZES B LTSS,
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s RIREH

* JSON #{# F§ L1= Tenable Agent @704

R 24

REZHIEODVTEREIDIEE . PEELTVSVIUREICRDIREE R EZIb T5HIEMT
=FI.

AR =)V I OTERREN T HE. (IR VITREERINELE ITHINEINEFVIL. RIC
config.json Z7AILHBEIMNFIVILET .

D D% TE
VODEEICE. ROBREEREFERLET .

* NCONF_LINK_HOST: )95 g B5t—Tv—DHRRAL & F=IX IP 7FLATY . Tenable
Vulnerability Management [Z1)>29 5IZI&. cloud.tenable.com ZfE AL F T .

* NCONF_LINK_PORT: Y29 51— v—DR—bt

* NCONF_LINK_NAME - Y2 OB% (2 FH 95 MD4% Al -

* NCONF_LINK_KEY: U209 HIf-—2v—D) D% —.

* NCONF_LINK_CERT: (A7 3v) Ix—Sv— D DR AL IE A 95 CAERAE.
e NCONF_LINK_RETRY - (A7 3v) WOt I+EB RT3 5ME 3.

* NCONF_LINK_GROUPS: (A7 3v) I—U Uk #EBMTSH 1 DU L DBEFEDI—2 b T —
To AR —=)LTAERFZT—D o J )L —T %3G E LA LNME & . Tenable Nessus Manager
F1=I& Tenable Vulnerability Management T, oS fzI—2 b & oI —S b T)L—
TIZEMTEFET . AVIR VYIRS TEB DV IL—TEIVRNLES . TIL—TE ITAR—ZH
EFENDIEE L VRN 2K ES| AR CEAFT . ffl: "Atlanta,Global Headquarters"

JSON %{# Fi L= Tenable Agent ®F 704

AVARR—=IE I OTI—Co b ER B THE. -V IR VIR B E BRI ELE TEINEINE
FvL. Rl config.json FZ7AIHHEMNFVILES . I— b DY EIFEEIRFIC. T—2 b
FZFDEHREFERALTIR—y—IZU2IL . BEBEREZITULET.

config.json 774 JLT Tenable Agent %7 7O4 3 5IZ(&
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1. config.json Z7AIEHRELET .

EXE: config.json [LASCII 2 XK THHW E HHYFET . PowerShell 72 ED— E DY—)UE. TIHIL
b Tih DF K DTRE TP IVEE R LET

ZHHTEE L-EEICFRESNFEA. DR E (L. R TFE TR ETEFT

| AR ITRTOEIIIVIFERAEETY . U aVEE HIELVE S . ZD1EYav(d Tenable Agent

link 923> Tld,. IT—U b IR —0y—I2 )0 T BB DR E R EE R ELET.

EVk: config.json TUL IR EZHREL. BRITHREEZE B DFEFITT HE. nessuscli T --
install-offline U5 #ZFERA LG E LR L RITRYET . ThITKY. #7510 THoTH.
18 SN f7R AR [T Tenable Agent AU RAR —)LENET . BRITRIBATEESNTLVGEME S . I—

[ %E] at BA

2 Al (AT av)

AXvF—D4 il -

I—C1 b DER I—CIVFDARIEEELGRMES . &
BIEI—2 b HFA VRN —ILLTWNSTaVE 1a—432—DE& Hi 2T
THILL TERESINFET .

[host](7RRk) Y5 13 HRA— v—DRAN B F=X IP PRLARTY .

Tenable Vulnerability Management [Z1)> 99 5[
cloud.tenable.com Z{# L&Y .

[port](?h—F) 2% DRE—Dr—DR—h .
Tenable Nessus Manager®i5 & : 8834 E£1=(FHhRZLAR—hk .

Tenable Vulnerability ManagementDi5 & : 443

[key](F—) Manager Mo 1§ L= o%F—.
[network] (fwk 7— (A7 3> . Tenable Vulnerability Management (2> o3 1=
2) I— 1k DH)
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‘E-EI:I

[B% %] BA

Yo OF 2T BARE LAY T—5 . vk D—9% 38 E LIE LS
& . IV METIAILL DRI D—DIZ R T 2EITHYET .

ms_cert (FFav)

T — T d— Oy —/ \—5E B 2 IR E |<fE A § B HRAL CA B
ZE

[groups](ZIL—7) (AT a)

AXvF—%ZEMNTS. 12U EOBEFEDORTYvF—5I)IL—7. O
UREYYYRN TEE DY IL—TE)ANZILET . YIL—T4IZ
AR—ZANEENZE B IE. VAN KR EZSI AF CEAFET.

f5l: "Atlanta,Global Headquarters"

I—Cx b FEMTS1 DU LEDOBEFDI—2 T IL—T,
AR —=)LTOCRF [CT—U T IIL—TH#IE E LG

& . Tenable Nessus Manager %7=Id Tenable Vulnerability
Management T. U IS izT— b &R MHI—DI00 T
IL—JIE M TEFET .

ORE Y YRR TEB DT I—TEIVARNILET . FIL—T4
[CAR—ZANEEFNDE ST VAN K E5| BFF CEAET .

f5l: "Atlanta,Global Headquarters"

EE I bITR AXFUNXFERFIL, EfE
[T—BITEILEIBYET . T—C b I—TR L5 A& °H
O EHHYES (: --groups="My Group").

[retry] (Uk34) (AT av)

B4 O 7 A% B LB S 2. T—U 1ok AR —U r— D
UL ERITTEHEE .

BETOREZENGIMGE . T—VIUMEIV OB HARIC
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https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/Networks.htm

[3% €] Eit BA
AITLES

R BRATEVIRETSE I—C UM EIR A DK KD 30
BRIIR—Dr— DI HFET . ROBHATIE. GTE O
BRTOFED2EORREITGYES . EXE BERITESIC
RELGE . IV RO, 30BE.2FR
DEEM>60 &R .3FBDKAMNMS 120K .4 FEH DKK
MNo240 & .5 F B DERBAS 480 B RICULIZERITLET .

[proxy](FEF) (AT a)
TaXH—N\—ZFEALTVSE & (E. ROLSITFEEHLET .
* proxy: F7AFIH—/N\—DRRA+ & F=IEIP PRL X,
* proxy_port: 7OFXIH—/—DR—+BFEE .

* auto-proxy (Windows O#&): HE#4EHEE . T—o ok
[ WPAD (Web Proxy Auto Discovery) Z{# L TR+
CEEERE (PAC) 77MIVEREGL. TRXEEELE
. CORTEIE MDTRTOTOFSEREICEBELE
T.EPLBE . I—CMNIRYDTOX SR EET
TAILNICLET .

FERE: R T I7MI/UZ auto_proxy & 6515 A (&, proxy
HEU proxy_port /35A—4—LIEETILELBYES .

e proxy_username: JAFX S H—/I\—~DT7 IR E[E B M
Fal SN TWBI——ThoUb £ .

e proxy_password: 1—H%—% ELTHREE LIz2—Y—74
9k DISAT—K

e user_agent: 1—H—I— 1 b F (FOXSTEHIE
EINTWS1—H—I—CIV bR ELRES).

* proxy_auth: 7OX> CE A HRILH %
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[B% %] Bt BA

profile uuid (FFLav)

I—2xohDEIYE TR EGEDHI—2 T TaT74)LD UUID
({5 : 12345678-9abc-4ef0-9234-56789abcdef0). ¥ IZD
LNTIZ. T Tenable Vulnerability Management 1—H—H 4K 1D
I—2xobTOT7MIVES B LTI,

RIEBRTE I avTE EFEHEREZTVET. FLIL R EZS B LT,

LLTF (X config.json 771 Lz &K Ol TT .

{ "link": { "name": "sensor name", "host": "hostname or IP address", "port": 443,
"key": "abcdefghijklmnopqrstuvwxyz", "ms_cert": "CA certificate for Linking",
"retry": 1, "proxy": { "proxy": "proxyhostname", "proxy_ port": 443, "proxy_
username": "proxyusername", "proxy_password": "proxypassword", "user_agent":
"proxyagent", "proxy_auth": "NONE" } }, "preferences": { "global.max_hosts": "500"

}}
auto_proxy #9515 4 D config.json DEHIZLL FITRLET .

{ "link": { "name": "sensor name", "host": "hostname or IP address", "port": 443,
"key": "abcdefghijklmnopqrstuvwxyz", "ms_cert": "CA certificate for Linking",
"retry": 1, "proxy": { "proxy": "proxyhostname", "proxy port": 443, "auto_proxy":
"true" } } }

. CfE A OARL—T 125 AT L @ Tenable Agent 1V Ak — )L Syr—2 &A™ O0—K L TLTE
AN

. (Windows D#&) 1 \S/5—2F A AR —)LT BRNIZ, /W Tr—UFE B LT AV AM—)UEIZT—
CIVEABBMISEBLAVKIICT IR EIHYFET . INlE. I H—ERZEHTIE
B3 5EEIT. I—U b A config. json T IVESE HAE B B AHE=HTT .

INT—UHEE BRI AICIE. ROaATREETLES.

msiexec /i <agent package>.msi NESSUS_SERVICE_AUTOSTART=false /gn
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https://docs.tenable.com/early-access/vulnerability-management/Content/Settings/Sensors/AgentProfiles.htm
https://jp.tenable.com/downloads/nessus-agents

O

4. Tenable Agent#A/> Xk —)LLEY . 35 (X. Windows T Tenable Agent DA Ak —JL.
macOS T® Tenable Agent DA Ak —)L. Ff=[ELinux TH Tenable Agent DA Ak —/)LE&S
B LTSy,

5. (macOS M#) Windows &IZE 42 Y. Tenable Agent AR —)L3 BRI ICEH B I FADIZT
BHEIEHYFELA. LI=HDT. config.json ZEB ML TI—P o H—ERZERA IR 9512,
Tenable Agent Z# LLVK BE [ Vb T EAHYFET S

macOS T Tenable Agent ZH LLMRREIZER L. config.json ##REEL . config.json Zi#E H]]
BTALIRJICERE 95(2E ROATKRERTLES .

/Library/NessusAgent/run/sbin/nessuscli prepare-image --json=<path to json file>

£ XE: Tenable Agent DB EN#2 B &, Linux /7 — TIETIAILE TEITES>TVET . LIz T,
Linux 2 AL TS5 A& FE 3 L5 5 EMTEET.

6. config.json HE-A MG & . Tenable Agent T4L UM JIZERE LET -

ARL—TAV T AT
A

config.json T4L k1)

Windows C:\ProgramData\Tenable\Nessus

Agent\nessus\config.json
Linux /opt/nessus_agent/var/nessus/config.json

macOS /Library/NessusAgent/run/var/nessus/config.json

7. I—Ux b H—ERERBLET

8. ARL—TFTAVIVRTALITG LT, ROATUREEFTL T config. json IRIBER EXRIILE
ER

Windows "C:\Program Files\Tenable\Nessus Agent\nessuscli.exe"

fix --secure --1list
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Linux /opt/nessus_agent/sbin/nessuscli fix --secure --list
macOS /Library/NessusAgent/run/sbin/nessuscli fix --secure --
list

REMNEEICERAINCEEHERE LG, UV IVNEFET TY .

Tenable Agent F—k > —k

R
o JE WA 80 B SRR B B E R )Tz iR it

° RYb T—IR—ADAFVUEEITTHENE AW TIXEWE (TR GE THEUVMG T ISH T
JOATEET .

© A= MR IR B Aok T— 05k OB B OTUR KA (/—h 8k
&) 5Tl TEE T . Tenable Agents (. Uk T—oD5 R (CRA R LT /A RE R Xy
L. # RETHA—Tr—(H & TEET

® |:||.. a 'IFI #EODMIEh\Tg

°© BT TADITRAF DRI FEHEVLBEELFBA. TD=H. RIEFEHRHSIEE INI=EEIC
AXv B TEFORIEREFE TIYIT—ILIEY. BEBE . XV F—L. DERNTE
SEEHREE A LEYT IR EIIHYFLTA.

° KAAf vk A—>—. DMZ. & nIEFJ (CA) Tk '7—773(‘_’ JE—k D2 nIE77tx7b\tﬁi
LEWME T IZE T TO(TEEY .

s MEM
o Rk J—HR X DA —IN—AYREL KB (ZHI B TE=ET.
o A—AHJLIRRARN Y)Y —RIZAKRTFTBADT. INTA—TURAF—/IN\—AYR AR /INTTHET .

o kD —OHRBIEOLEENBYET . L. EE RV T—ITEH N TS )T
REICE->TEETY .

° wTAUMEENI=R IS D—DFEIFE MRS D=V L IZHBRFX VYV AT LDREEH
PRLET .
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° Tenable Agents IS B IR 1——DIEEEL TR B MIZT YT T—h TE5120.
ATFURDERINTETHET .

° RN T—IICFEAER BES AT ITRARLGRK LTI 210 AFVUERITTER
EE

o FTOAAUR EAVRR—)LHE B

° TRTDEBEHARL—T1UT L XTLIZTenable Agents #4/A —)LL TR E TEE
ER

° J—=bXVAVIEED—BFHBEIVRRAIUEES 6. EZITTE Tenable Agents (2 Ak —
ILTEFET .

° Microsoft M System Center Configuration Manager (SCCM) 7 EDY I D7 E B O AT
LA LT Tenable Agents 27704 TEE9 .

il IR

o Rk T—HF TV - I—U b [FRUh T—OFTVIEE T T HLIICHR S SN TV ERA. Z0F-
O I=D1Ub XA DHADTIO(SNTNSIEH G HEDTFVAVIEE FFvsdhnd . B
BLEINFHA. RUb T—IRFNUET—D IV R—ZDRFYUE A E HENIE. ZOX vy T
IR HDHTEMNTEET

o JERER -FIVEMER TOARERITTESILEI—VIVMNIRIMLERA. F2EZ 1. DB
HY—IN—~DATA2, TIAIRBILE R DR AT (A T=Y). FST0vVBEE DI EGETT .

Tenable Agents DY AT LE 4

T—AI0—ELUVFI U RBE H 2DV TE Rt BEH LSV RE HHES B L TZEL. Tenable
Agent DY I+ D T7E 4 ZHE 2 9 BIZIE. Tenable Agent DY b D=7 E %5 BB L TS,

N—kITEH

Tenable Agents (. B € T. R/NE DV AT LI —RADAZEFERALET . — iR B (ZIE. Tenable
Agent AME 95 RAM [£50 ~ 60 MB TY (§RTR—U U HE). Tenable Agent (& 7R JUEF I
(X CPU ZIZEAEFERALFEEADL. DITETHIERATRLZIE S X CPUZHR K 100% £THEAT
BEOEZET SN TLET .

Tenable Agent MY —RfE A & DFE M 1D TIE. VIR 97 7vk TR 5 BB LTS,
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O

R DF L. Tenable Agent DB 1E [THE B SN D/ \—F D7 DEx /N E ¢ DI E TY . Tenable Agents
T IEELRCEHER/-TRE I UITAVRAN—ILTEET .

A

oy =/INEH

oty Fa7)La7 CPU 1 &
H—

0ty 1GHz Lk

H—&

i3

RAM 1GB LLE

TARY 3GB Lk ((RRARL—TAV IV RTLTHERATARE FEFNTLFEEA)

B=:
5=

TSHAVDEHFOEALE B EDTOERADETH L. IT—C 1M ZESIZELD
BEMEBILZIBEIDYVET . EBIRLEAFTVYVEE . RHERDE . nH0—
T—2avAToavlE, IV DTARVERRICEEE5 AFT . 7744V
DFIATTARVBEAE LGRS EETHDIIHE A (L. K 4 GB (KRR ARL—T+«
DUV RTLIZESTERASNEBR EZMRC) ZEIYL THI L% Tenable TIFHEEL T
LWET.

TARY 15~ 50 I0PS
®E
Tenable Agents DA Ak —JLEY Y

LTRIE avok AV E oAV AR —ILFIBETY . 21— —A3—TJ1—REZFE AL TIV AN —ILT
57 %1220 Tl Windows T® Tenable Agent WA Ak —)LFEf=[EmacOS T® Tenable Agent DA
VAR —=)LES BB LTLEEN,

Linux
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1. INT—VF AV AR—LLET .
* Red Hat & U Oracle Linux
# dnf install NessusAgent-<version number>-es8.x86_64.rpm
* Fedora
# dnf install NessusAgent-<version number>-fc34.x86_64.rpm
* Ubuntu
# dpkg -i NessusAgent-<version number>-ubuntulll@_i386.deb
* Debian

# dpkg -i NessusAgent-<version number>-debian6_amd64.deb

EE I V1 b EAUAM—ILLT=#RIZ. /sbin/service nessusagent start AV RZEITLT
FETH—ERZHIBTILEIHYFET .

2. I—_ 1k % Tenable Nessus Manager &7=(& Tenable Vulnerability Management [Z> 2L E
El

avR AV Tk Tl nessuscli agent link v REFALET . 4l
/opt/nessus_agent/sbin/nessuscli agent link

--key=00abcd000Pefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabcO0
--name=MyOSXAgent --groups="All" --host=yourcompany.com --port=8834

ERB:)yav R &R EIE-L T BCATIBEUR (TR EABYFET . TOLELE, IS—HKRTS
nEYy.

Windows

aYUR 542 hS Tenable Agents 27704 L T TEFT .

msiexec /i NessusAgent-<version number>-x64.msi NESSUS_GROUPS="Agent Group Name"
NESSUS_SERVER="192.168.0.1:8834" NESSUS_
KEY=00abcdeeeooefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabclO /gn

macOS
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1. 1INWTr—DF AR —ILLET .

a. Install Nessus Agent.pkg & .NessusAgent.pkg & NessusAgent-<version
number>.dmg MSRERLET .

| E R .NessusAgent.pkg 774 )ULE & macOS Finder TIER RSN FEHA.

b. 3—IFIIVEREET.
c. AY R TAVTFT . ROATLEAALET

# sudo installer -pkg /<path-to>/Install Nessus Agent.pkg -target /
2. I—Y 1 k% Tenable Nessus Manager E7-I& Tenable Vulnerability Management 2> 2L E
ER
a. 3—=FIVERETET

b. a¥> R 7OV T T, nessuscli agent link AW RZEERALET.

1

# sudo /Library/NessusAgent/run/sbin/nessuscli agent link
--key=00abcd000Pefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=My0SXAgent --groups=All --host=yourcompany.com --port=8834

Tenable Agent CLI A<k

Tenable Agent D— &8 DB BEZ VR S A A—DJ1—AMBE 179 HIZIE. Agent nessuscli 1—
TAIT1EERALES

| A E:EDAgentnessuscli av Rt EEBEEREF DAV —LL TETITIDLEIHBYFET .

Nessuscli D& X
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FRU—F45Y
PEIA

Windows C:\Program Files\Tenable\Nessus Agent\nessuscli.exe
<cmd> <argl> <arg2>

macOS # sudo /Library/NessusAgent/run/sbin/nessuscli <cmd>
<argl> <arg2>

Linux # /opt/nessus_agent/sbin/nessuscli <cmd> <argl> <arg2>

Nessuscli Da<v R

avoR &t 84

1FRDaTR

# nessuscli help nessuscli AVUFDYRLERRLFET .

# nessuscli -v Tenable Agent DIRTE D/\—avaRRLE
ER

# nessuscli fix --get IO bR EDREDEZRRLET .

<agent setting>
NJTLR—bkavok
# nessuscli bug-report- DRTLEZ R DT—hATEERLET

generator B AN FFICC DI R EE AT B, 1—
TA)TAIZESTEZA W I H&SEENFET .
A7 305 #
e --quiet — A—H—(TT4—F/\WIEK®
B INTLIR—k DR L—3—DE
TENET.
e --scrub-/\JLR—k D zRL—E—(Z
EOTIPV4 PRLRADE®# D2 DD 8 EY
F =R XSNFET .
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avokR i BA
o --full-/\JLiR—k PR —F—IZkD
TEMT—2RESNFET
B & E RO
# nessuscli prepare- LLTF D&SICE 15 40 B R/ DY) —2 Ty TE4T LY
image F9.
o I—UIVRMIIINTINDIE S . iR ER
LET.

s I—U1 bk DT ARTORRN 2T %HI
B LET . f=£AI1E. Windows TIILP R
k)& —. Unix TlX tenable tag G &ET
ER

o I—U 1 b E DT RTHUUID F741IL%E
HIBRLET . #I:

/opt/nessus/var/nessus/uuid
(MacOS/Windows TlEZh &fF & Dt
D)o

o IS4 dbs ZHIBRLET .

e global db ZHIBRLZET -

* master.key #HIBRLET.

* backups T4LIVZEHIBRLET .
AT 05| ¥

e --json=<file>- BEIEREH® .json
T7AIVERREEL . WY G ToL Ik )ICER
BLFT.

O—A)LI— ok DavoR
I—V b RT—RADID YO8 RR . RREITOEOIERLET .

# nessuscli agent link -  Tenable Agent Jo9*F—%##EHALT. I—>x
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RetrieveLinkingKey.htm

O

-key=<key> --host=<host> k% Tenable Nessus Manager F7=[%
--port=<port> Tenable Vulnerability Management ()21
F9.
WHIBE D5

o --key- IR—y—hoEFLIZULY
*—.

e --host - Tenable Nessus Manager [Z!)
299 %15 & : Tenable Nessus Manager
DAVA—)LHR (TR E LT-E8 1Y IP 7R
LRFEIEHRRAN 4 .

Tenable Vulnerability Management [Z!)
T RIGE:
sensor.cloud.tenable.com (Tenable
Agents 8.0.x LLAI .
cloud.tenable.com MiF &)

¥ & : Tenable Agent 8.1.0 LL[& Tl
Tenable Vulnerability Management [Z!)
vhEnf-TI—o ok
sensor.cloud.tenable.comZ{E AL
T Tenable Vulnerability Management &
BELES. IT—CIVER
sensor.cloud.tenable.com [} # T
ERWNEE X K HYIC
cloud.tenable.comZERALET . Th
KYRTDN—2aoDI—I ok [,
cloud.tenable.com K A% & F L&t
PET

* --port - Tenable Nessus Manager(Z!)
209 BIZIE. 8834 Ffz[FhRALKR—k
ZEALEY.

Tenable Vulnerability Management [Z')

DO BITIE 443 % FERALFET
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O

Tenable Vulnerability Management M5 #

* --cloud - Tenable Vulnerability
Management (U209 BIZIE., 514K --
cloud #ELFY.

--cloud 5l ¥ (. --
host=sensor.cloud.tenable.com --
port=443 Z15 & 9 51=6pDa—k hvk
TY. --cloud AT DEE L. --
host BXU --port % E I HDHE (L
HYFEEA.

& --cloud 51 #I&. FedRAMP & &
—G[j:-'j-ﬂ_f_l\ éh—CL\EﬁAJO -=
host=fedcloud.tenable.com --

port=443 ZE E T AL EMNHYFET .

FAE:PEAXLIZHS Tenable Nessus
AF+F—. Tenable Agents. Tenable
Web App Scanning R¥+vF—. =&
Tenable Network Monitor (NNM) 24T L
T Tenable Vulnerability Management [Z
EHELTLDIE S (X,
sensor.cloud.tenable.com Tld74i<
sensor.cloud.tenablecloud.cn T #t 9%
WHEIHYET .

AT a3 05| #

=JL ==

* --auto-proxy — (Windows M) &% 7€
L5 E . I—V o 370X 2% E
9 B71=8IZ. Web Proxy Auto Discovery
(WPAD) %{# A L T Proxy Auto Config
(PAC) Z7A/IVERFLET . CORTE
X, DI RTOTOFLHREIEELE
v
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http://sensor.cloud.tenable.com/
http://tenablecloud.cn/

O

avokR

&t BA

--name - IT—Y kD& R . I— 1Y
FDEZFTIZIEELEWMES . B HTFI—
DIVREFARN—ILL TSV E 21—
A—DBFZTIAIVE THESNET .

--groups - T—CIVhEEBMTSH 1D
ULtDOBEFEDI— b TI—T . 4>
Ah—LTOERF ([CI—D N T
8 E LA LME & . Tenable Nessus
Manager E7=I& Tenable Vulnerability
Management T. J>&shizT—> ok
EERMI—DIUNJIIL—TIEMTESE
¥ aAUIR Y YVRE TEH DT IL—T%
JRKIZLET . TIL—T R ITAR—ZDE
FhdEE L. VRN &K%E5| FH#F TH
AHFEF . fl: "Atlanta,Global
Headquarters"

IR IV I—TRF KXF
EINXFERBIL. EBIT—HTINE
HYFES . I—CxhJIIL—T4IEEI A
FCEOREIHYFET (BI: --
groups="My Group").

--ca-path - IR_R—y—DH—/\—iE
BAZE DR AL 1< A 9 45h A5 L CAGEHA
=

= o

--offline-install— AT HE F
754> DIk BE TH Tenable Agent A2 X
TLIZTAV AR —)LENFET . Tenable
Agent [X7E # B [TTR—2v—~D2 Y
A AHFET

I— b Aarvk O—5—E #E T4
WMEE .. 1TEBBCEBHITLEST. OV
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avokR

,.E.?]I:I

BA

O

b O—5—(ZI3HE R TEDDTITER R
THAGEIF. 24BEEBHAITLE
Cl

Eb: config.json TULIEREZEIETE
L.BRITEREEZELHDEEITTHE. --
install-offline U5 $hEE ALY
ZELRLCHERITGYET .

--network - Tenable Vulnerability
Management [C2YEnfzI— b D
BE . IV EHRZ LAY T—D
[SEMULFT . vk T—0%EE LG
BE . I—C UM ETIAILE DRk
T—OICB T HIEITRYFET

--profile-uuid - T—Y b ZEE|YY
TAI—Y ok Fa774)L0 UUID (i
12345678-9abc-4ef0-9234-
56789abcdef0). £ #ll [TDLVTIE.

[ Tenable Vulnerability Management
A—Y—HIF IDI—2 b TAT7AIL
=S B LTSN,

--proxy-host - 7AOFL H—/\—D7RRA
b F=IXIP PRLR,

--proxy-port - FOF¥H—/\—OR—
l‘ % % o

--proxy-password - 1—H#—& &L T
BELIza—4Y—ThIobDIRRT—k,

- -proxy-username - 7O¥ H—/\—~
D7V EREFERMFRISNTNDI—
Y—ThoUr2.

--proxy-agent - JOFXVICERIE RS
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O

,.E.?]I:I

avUR BA

nNf-a—4H4—I—Cs bR EESNS

BEEND1—Y—I—1 b4,

# nessuscli agent relink Y PEhf=I—Iz k% Tenable Vulnerability
--host=<new_host> -- Management H\5 Tenable Sensor Proxy [Z.

port=<new _port> FrFZEDHIZHBIHILET .

SEE: CDav KR IE. Tenable Nessus
Manager [Z#ft Shi=T—> b 2IEx i LT

# nessuscli agent unlink  I—x k% Tenable Nessus Manager E7=
[& Tenable Vulnerability Management Hvs!)2
DBBRLET .

AT a3 m5| #

o --force—I—V IV HIR—Tv—&
BIETELGIMGETH. I—V b %
Tenable Nessus Manager F£7=(3
Tenable Vulnerability Managementhyis
28 H B Z)VfEBRLET . Tenable T
[&. Tenable Nessus Manager F£7=[3
Tenable Vulnerability Management &3&
ETELENWI—2 b DI OERERBR TS
1=, COTSTEFERTHILEHELT
WET.

--force I3V EER T HE A 1F.
Tenable Nessus Manager /=&
Tenable Vulnerability Management T
I—SxI b D) OEBRBRT B ENE

LAEEEHYET
# nessuscli scan- I—2 10k DIL—)IAR—RAR T ZDNTDEE
triggers --list HMEIVRSLFET .
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avokR

# nessuscli scan-
triggers --start --
UUID=<scan-uuid>

# nessuscli agent status

&t B4

* AXvA

o AT—%4X (uploaded (7v7O—K & #)
13 E)

s RRICTTITAETAD SB[ (RT—
BADBE TR RENFET)

o AFv DA

o R ORS—Z B O

o ERAREITHHE

o R&xvUhH—

o RXVUEETVIL—h

o AFX v ZERIR I AN
(nessuscli scan-triggers --start
--UUID=<scan-uuid>)

(Tenable Vulnerability Management [Z!)> &
nf=T—ox bk DH)

UUID [ZE DUL—IR—RRFXT U EF B TE
TLET.
I—21b DAT—RR, JL—)IR—RRFv>
DEHR. REBEFDOOIT. BEUI—2 0D
H—/IN\—Z L TWNSEIIER R LET .
OvURH AL ROEHRO— S HKR RSN
*9.
* Running (E{T7H)-IT—C AR E
RRA £E T7OTA4TTHAINEIDETRL
*9.
* Linkedto ()>¥5%k) - T— kA
SINTLSIR—Dv—Z R LET .
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,.E.?]I:I

avUR BA

* Link status (VO RT—4RR) - I— 1>
b DRAR—T N —EDRIE DI AT—E
R&ERLFET .

e Proxy (7B¥) - I—Ux b AMERHEL T
WATRXIERLET (RLATHEE).

* Pluginset (7351 tyh) - I—2 ok
DWRE DTZT 1 bR LET .

* Scanning (R¥v> ) - I— b AR
HERRARZRFLTLSNEIDERL
F9. COEIF RE R DRFvP3T
D E. I—VM TR LTEHRESNFR
FrohA—DOBERLET (COE .
H 51 Tld smart scan configs (R <¥—
AXYUERTE) EGNIUFITENFT).

* Scansruntoday (§ H E{TSN-A+%v
V) —I—Tz b HAEG HETLERAFYY
DEERLET .

* Lastscanned (& X++v>H)-IT—
DIV R RICAFYEEITLI-H B
ZRLET.

* Lastconnect (¥ ##kA)-T—>z>
P TR —Tv—ITR % T LA B
ZRLET.

* Last connection attempt (& #& $i # &2l
7H)-I—Vzob R —Tr—IR

®IEKEATLEEERZRLET.
FFav 05| #

e --local — (T4t DEIE) RT—4
A BEQOCITH. REPOOaTER
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avokR

# nessuscli plugins --

info

,.E.?]I:I

BA

LET. 2OA T avlE. T—V ok R
T—HARERMFTH-OIZTOE B Y Ik
DITICHEHELEVLKSICLET . KHY
2. BR%& ORI ICIRE L-RFIER
MR RINFET .

e --remote — YR—Ur—hUaTHMN
MBI, AT—FANKRRINET.

¥ & : Tenable TlZ. --remote A7 3>
[CKBEEBRAT—HARFIVINETE
HELTWETA (B L OF B4
).

* --offline — Tenable Nessus Manager
F7-I% Tenable Vulnerability
Management [Z##E TELRLME S . &
#ZIZFvyasnfzI—o b AT—42X
R~ LFET

e --show-token—E BY—JUIZKUEE
BLUVREEEIFI BN, T—V b D
= %R RLET.

e --show-uuid — I—> x>k @ Tenable
UUIDZ&R~LFET .

I—2Ib DIIVEEUVAIARUNYTS5AY
ok DFFEMEIVANLET .

o AVAR—ILENTLVS/N\—D 3y
o RZBIIHIVO—RENT-H K
s RERICDEESNT-H B

s AMEIR - TST1 vt BEAR I
L BB B (DFY. TS5 10tuk B
B (T3 B3432%),
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avokR

# nessuscli plugins --

reset

# nessuscli profile --
show

# nessuscli install-
relay --linking-
key=<Tenable Identity
Exposure relay Llinking

key>

&t BA

T4 -T2 b RDTZ51>

EEMHEDY—RYAX

I—2x b DTZTAVIE TS LLT OFF
BFrUHEIEHRE—ERTLES.

s REBRICTZTAUNEFH INT-A B

RRICTZTAODEFEHER L1-H B
EME#&DTZTA)—ADE AKX
AR DTZTADEFTHAX
TSV T—ADE &
TARIEDTZTAODEFHHAX

TRTCDTISTAETSTAVIEAETEHT—H
ETARIDSHEIBRLET . T— k. HIBR
MNET LEE®ICTTST(0E400—K TE

FJ.

FE: ORI, I DTARIITT
STAT—ENHDBE S IZDH S VH—ENE

ER

ZLTHGE . I—UUTE| YL THRTL
% Tenable Vulnerability Management T—
o TOTFAIUE T HEREMBFLET .

I—2 k2 Tenable Identity Exposure &2
FaF7I—ZFARR—ILLET S

Tenable Identity Exposure 'JL—1)>0F%—%H
18 9 BIZ(X. Tenable Identity Exposure & #
EHAFDEX2TIL—%5 B LTS,
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https://docs.tenable.com/identity-exposure/3_x/Content/Admin/secure_relay.htm

O

avokR

VI T—havUr

# nessuscli agent update
--file=<plugins_set.tgz>

,.E.?]I:I

BA

install-relay [&. LLF DEE D/\TGA—
A—EHR—FLTLET.

e proxy_address — 7O%< A Tenable F
AMUICEET OB ENDDE T IER
F570%L IP £1zIE DNS. proxy
address A 19 %&. proxy_port %
ANTIREIHYFET

e proxy_address — 7OF< A Tenable F
AMUIEZETELEINDHDESEZEA
9570FL1R—hk . proxy_port ZA A
95, proxy_address LA N TEIHE
MNHYFET .

* proxy_basic_login— A% 045 4/>
MND1—H—4% . proxy_basic_login &
A 719 %, proxy-basic-password %
ANTELEIHYFET .

e proxy-basic-password —7EF> 00O
G4 1\AJ—K . proxy_basic_login
#A 95 proxy basic_login$
ANTELEINHYFET .

TOXSFEELLZLVE & X TOF/\5A—
A—%F— ) A I LENTZEL, BEEShTLY
HWITOXT%#$E E 9 5I2(%. proxy_address
Eproxy portZ A DLET . FBEESNTLND
70X %8 E 9 5I1E. proxy_address.
proxy_port. proxy basic_login. LU
proxy-basic-password # A 1 LZFET .

T5940 9 &F 8 TAVAM—LLET .
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avoR i BA

& EavR

# nessuscli fix --list I—2x b DR TE ETDEDIVANERRLE
ER

nessuscli fix --set I—VIVbEREEHTEDEITEINLET

<setting>=<value> o w1 = ~ = =
9 UV BEO— B EMBREFSEL

TLZ&LY.
# nessuscli fix --set Tenable Vulnerability Management &7=[&
update_ Tenable Nessus Manager DI— 2k FRRK
hostname="<value>" HEBHMICEHLET.

update hostname /\TA—2—I[J. yes Ff=I&
no &% & TEFE T . TIA4/ILE TIE. COIREE
BT IIE(THOTLNET.

X E: £ E % Tenable Nessus Manager TH
M BHITI— b —ERERREELE

EE
# nessuscli fix --set (Tenable Vulnerability Management [Z1)>0&
agent_update_ nt=r—>xk M)

channel=<value> o — = PN
I—ChBE#HISUERELT. I—V ok

PEEMICEHTE N —aF s ELET.
E:

e ga-—fRNF (GA)SNRE. BEH
([ZER 37 D Agent N—2auAERB i asnE
TR COBMILEE . /\—2avh
— R ABEIN-B NS 1 B/ ETT
BERGEF )T MBI LT 575D
N—232 M5 & . Tenable NMSE B(Z
NEAESNDIEE LIHYET .

e ea- BHi7UEX (EA) BHITU)—REHh
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O

avokR

# nessuscli fix --set
maximum_scans_per_
day=<value>

# nessuscli fix --set

max_retries="<value>"

,.E.?]I:I

BA

RE . BENM IR HT D Agent /N —23>
ANETYVTT—hLET . BE . —RAH
KYBLEGAM B LNV AMSVJTY,

* stable- B E1#IZ& 7 D Tenable
Agent /\—UaVIZEFHLERA.
Tenable A% E L 7=. Tenable Agent 0
BULWNA—Da ERLET . B
B .RFO— AR N—TavkYb 1Y)
|)—ZHIDEHLDELZYFETH, 7.7.0 &KUD
BT D/N—23V(2IEEYEE A Tenable
Agent BT LLVA—230hW)1J—R 9%
& I— UMY IR OIT N3 %
TITT—RLETH. JFEFDI)—REYE
Bl DN—D a3V ([T FYFET .

¥ & : Tenable Vulnerability Management [Z!)
DENTWSI—2obDiF & (F. T—2 b
M nessuscli A—T4)JT1h\ agent_
update_channel AYUREE T TILELH
JFEd . Tenable Nessus Manager [Z)>9EN T
LWBSI—Y b D5 & &, Tenable Nessus
Manager M nessuscli A—74)JT1H\%
agent_update_channel v R #E 179 %
EMhBYFES.

(Tenable Vulnerability Management [Z!)> 9
nf=T—ox bk DH)

I—2x b1 BIZDEEITTEOR K RA+®Y
VHERELFT. RBERT.EXRHEE
(348 T. TIAIME (L 10 &3YFET
agent link. agent status. Ff=[& agent
unlink AXUE DETHRICHFESHAELHS
8. I— VIV AER T IR KE B AR
EINFET . avk & ERITRHEIRZE retry_
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sleep_milliseconds [ZE&R E 5 &ETIRIE
FrEZ1R ~ [T OLAGAS. 15 7E B M hi=
Y, Ef L TEEITINET . max_retries D
TIAINEXO TY . &/IMEIFO T, RKIE
(10 TY .

f=&Z X, max_retries #4 [Z. retry_
sleep_milliseconds % 1500 (7 74JLE) [Z
HRELLEEIE. I—2obA 1 B B O 1T
#ICI5FME.2E B ORITERIC3IFE. 3
B HOHTRIC45HRBEARILELEDT.

EE: CORE (IATSADE FH LUK 24
FriEEBELTHoBERTINSGI VLD
FroIAUIZFFE LFERA.

# nessuscli fix --set agent link. agent status. Ffz[X agent

retry_sleep_ unlink IXUFDETHIFEENELTS

milliseconds="<value>" B. I b OBRITHERISUREART
BEINFET. TIAIUST 1500 YR (1.5
) T9.

# nessuscli fix --set Tenable Agent IZNIAP E—FZ#E A LZET .

niap_mode=enforcing NIAP E—F D #l I2DULVTIE. NIAP [T L5

% Tenable Agent DE% B %S B L TS,

# nessuscli fix --set Tenable Agent ® NIAP E—R##E % (CLFT .
niap_mode=non-enforcing NIAP E—K D #H (CDULVTIE. NIAP [Z# #L 3
% Tenable Agent D% E %5 BB L TE&LY

# nessuscli fix --set Tenable Agent & 1§ B L UT—IN—REE F 1k

fips_mode=enforcing (2% L Cax $T DR EE B & FIPS £ a— /L%
ALET. FIPS D a—/UIZRFYUREF1E(Z
HELFEA-

I A E:NIAP ®—F % A 94L&, Tenable Agent
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avR g5 BA
[EFIPS BV a—)Lb A LET . 5H#IDLVT
[&. NIAP [Z# #L 45 Tenable Agent W% & %5 IR
L TLFEELY,

# nessuscli fix --set Tenable Agent & 1§ BXUT—2N—RIEF 1k

fips_mode=non-enforcing (2%t L TFIPS E2a—ILEZERILET

FEENIAP E—FREEZITTHL. Tenable
Agent (X FIPS EVa— )L ENICLET . 5 H
[ZDULNTIEL NIAP [ #1 3 % Tenable Agent D%
EES R LTZEL,

TX1TERTEDEILE

nessuscli fix --list. --set. --get.--deleteadv>Fk
FHERALT. #FHAI—C bR EEEEL
nessuscli fix [--secure] YRR LEYT Ao ENTEES .

--list
--secure AT IVEEIRTHE, F iR E
nessuscli fix [__Secupe] 'I%E#&b\ iﬂé "':l?'ﬂ:a)iﬂiht E(»?ﬁ%?ﬁ(

--set <setting=value> RUFET.

nessuscli fix [--secure] i i BB SBLY o secine B e (s
. [& Tenable THR—k SN UVEE E L7551

--get <setting> 82 LTLEEA.

nessuscli fix [--secure] I—Cr R EO—EIT. RSB TEESEL

--delete <setting> TLEELY

# nessuscli fix --secure (Tenable Nessus Manager /\—>3> 10.4.0
--get agent_linking key LIEDH) — B DI— b o)X —FWE
LFY.

AR COOX—E =D E 0TS
B ) TOMAER TEEY . AFv—FEFF
/=R EDIYIZIFME R TEEE A
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avR g5 BA
))—RE BTN

# nessuscli fix --set avoR

process_

process_priority 8 E Z#twb . BUi&E. Ff:
(FHIBRLETS -

priority="<value>"

" 1i fix --get _ _ .
nessuscli Tix --ge process_priority SR E&ZEAIHET. ¥

AT Lk TEAT G Ot IR OE 5 E 1Txt
# nessuscli fix --delete 9% Tenable Agent M#A xf B 75 12 5t FE il
process_priority ETEES.

BMGE. BIUARREDHEAEICETS
M (DL, ==k CPU 1YY —RTY
b A—)LES B LTS

process_priority

Tenable Nessus H—E X

Nessus H—ERE#E 8 £/ IIF 1k TN B HH D5 S L. TEBLITARL—TAV TV RTLDA
A—JD1—2ZAHS Nessus H—E Xk O—)L&F A L TS0,

f=f2L. AR A A 3—D1—RF B L TEIT A BE/ nessus-service #EELZ M HYFET .

nessusd VK [I nessus-service —/\—av R LR ITFE A TEET Bt ShdB 52K
=FEY),

# killall nessusd <K (L. Nessus DT ARTOH—EREE TH DAFTYEEZ 1L T 5-0HIZFE B
INFET .

I R EOANAVERBEREF DI DERIT IR ENHYET .

Nessus MH—E X#E X

- 165 -



macOS

number>] [-a <address>] [-S <ip[,ip,--]>]

# /Library/NessusAgent/run/sbin/nessus-service [-vhD] [-c <config-file>] [-p
<port-number>] [-a <address>] [-S <ipl[,ip,-..]>]

vV N THEE TS5
AR A -q ATV avEE R LTI TEEY .

Linux

# /opt/nessus_agent/sbin/nessus-service -q -D

Nessusd D<K

ATy

Eit BA

-c <config-
file>

-S <ip
Lip2,..]>

--ipv4-only

—DOTR . nessusd —/\—ZFHCE) T 5E=F. —/\—BITHEAIND
nessusd X € I7AMIEIR E TA=OIFERAINET . 1Z# db DR HYITR B K
TE 774 ILDE A AR BETY .

nessusd Y—/\—% R 18 §5LE. RFv i (2 Nessus H\HE L § 5 <ip> #E#x D
Y—RIPZEBFILFET . COATLavld. TIAHILLDIP FELRADK HYIZEH D
INT)I IP PRLREE R TA5VNFHR—LE I EHRETIEEICDAEF AT
9. CDER TE H\E BE 9 HIZIE. nessusd X 1T HRANZINLD IP PRL Rty
k% E ZDEH DNIC HLE TY .

AT a3 TlE. B BE B (2 nessusd H—/ \—h35& & B [/ X959 K TE 1T
SN FEJ (daemon E—F).

N—30 BB ER LT TLED.
Y—RIN—TFT A& YT DT DA RA) AR R RESNFET .
OV DENERRL.ETLES.

IPv4 V4 ybk TOH )R LET .
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O

AT ay i B4

--ipv6-only IPV6 V7 yk TOH)VAULET .

-q Fquiet/ E—F TEEIL . T _XTOAYE—2% stdout ITHIFI LET .

-R TSTA0NDBUNEZEFLET .

-t IR B ISR TSV AV DA LRI TEFVIL T Hi=ICE#H ENETST10D
HEA I L ET .

-K RAENF—HDIRI—/SRAT—REHRELET .

YRB—/I\AT—R HE& E SN TLVBIE & . Nessus TIER)S—IZ& FNDTRTDH
R —ELRERMEE L SNET . NRT—K AR EFINTLVSDIE S . Nessus
Ul DS/ SRAT—KR DA A &R ShFET .

RAZB—/INRAT—LERERIHKLIA5E . EEEL Tenable Y7R—hLET T
EFEA-
pER_ DL

nessusd 4~ —hk 9T/ TETLTLVT. nessusd [ZH B B AEHE LA WLKSIZT BB & (L. listen_
address FF IS EZF1TLVET S

COFEFEETICUT. REETLET.
nessuscli fix --set listen_address=<IP address>

COFERE LY. FRL R <address> (¥ TEKIP PR L R) TOE K DHE VIRV T HEIITH—
N—FERLET.

T304 DTYTT—k

TSHA0DT7YTT—hk hMTHhBET1Z. Tenable Agent [X)YEn =< R—+— (Tenable
Vulnerability Management &7-[% Tenable Nessus Manager) ho 75451 M) Bl 4o O0—K £ 1T
LFET.
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» Tenable Nessus Manager — T—> x>k [&. Tenable Nessus Manager ~DU2 Ik T B (2T5
A D EI Ao O0—KE#ETLET.

¢ Tenable Vulnerability Management — T— xb &, i ¥ DAFv D374 % (TH of=B .
flFA—F—HDIT— M YA SN RFV U E| YL THEF 2. TS50 01 B 4o a—
FEETLET

TS5740D# B F520—K % . Tenable Agent [&. U Y& =< R—+— (Tenable Vulnerability
Management E7=I& Tenable Nessus Manager) (7 V7 T—k HEWLWDFvIL TIST (o vk &%
FOKREIREET . T—Ux b, BIR O7YTT—hH% 24 B SEITTST A2 D7 VT T—h HYs:
LhVEFIVILET .

ENTIIT—NEIINTYTT—F

I—2 1 b YRR —D v —IZTF VI T BE. VoSN —Dry—ERE DTS4k OB B
IS LT ZERT7YTT—EDINTYTT—F DNVT AW EITINET

- = T7vIT—h INTYIT—k

Sa—

Tenable I—VxohTIS594Y IS IUMTEDTSTAIs DTSTA N
Vulnerability Tk LT hE BE I M ERFURE T B TSI
Management Tenable Vulnerability vk DTS5 1VDINTYITT—bEETLES .

Management 7554  Dfzh. IT—C b i 551 AFvFFARUE
vk DEMN15H DALY avRXx YU EOTEITTAEE . Ay
LN THAEE - UDNEDE Dt 58 T RAFA DA RU YRFv
I— b EER FUBLZLDOTEIEZFERTHEEFH LTS
TvIT—hEETL LY.

L Ffo. T—S1Uk TS5 Ak DNThhE

Tenable Vulnerability Management 75451/t
FDEMNI5 BLYRIMES . TV ETLT
SOATYIT—hERTLET

I—Ux b BREAREGRE AR TLHE R
FERDOIZTA I ZBIBRLET (FEHIZDLT

[X. days to keep unused plugins ¥ #ll 5%
B BTG, BRI OEBH% . T—UTs
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O

MERERDOTSZT1 b ZRIBRLET .

Tenable Nessus  I—U ok TS5/ I— b TS5 14 yk & Tenable Nessus
Manager +wh & Tenable Manager 7551t yk DE A5 B LYK LS
Nessus Manager 75 & . I—Cx b FONTSTA0T7YTT—hEET
T4 9k DE M5 LFET.
BLUATHIEE .
I—CxobEERT
STATYIT—h%E
EITLFET .

EHEEERHRITOOY

I—Cxo b NPT T ER A TETSTA 74— R IHERT TERULVG S (Rvk TR B F1=1&

J—F DR AHEIAREE). T— M EIRDEIGIE /N \VIADILPB R ITH R EFERALET.
1. I—=Ux b7V T—hEH AFET .

2. BRICKBLIEE . T—VIUMI 24 B ChioTREYRLBETL. RITRREIARAGY
FY (F=EAIKX 307,60 7. 90 7).

3. BRETZ 24 BRToCHI— VU AR TELRME & (. 24 B C&I2 1 B OFvIICR
YFEI.

—JF—K~

T—DF—FI& T—=Ux M TTSTA0a )b Rxv, RRAN AR, IRE OB EAF £ LizLE,
E=AL T HE IE M TEAHESIZ Tenable Agent A Tenable Vulnerability Management 4> Tenable
Nessus Manager LD it 1K 88 Z#f F TETAOMEE T

I—T 1 b H—TJF—RIZA %&. Tenable Vulnerability Management &7=(& Tenable Nessus
Manager EDBIE FH#E B LET A, TS5H A0 (LR v lddavsanEzd. Chizky. 8%
RO ST b E2R 2 ITVE—FTEZRIVT . b STV a—T407 T HIENTEET
—DJFFICKY. BERLERIE Y DI—C b aFEITEBRTOMNEIGL S0 KIRIEL
I—Sx b TIAMAUN TIIFITR I BET

—JF—F DT ITA4R— 3>
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I—2x M ERODVTNAODIS—4FHH 35E. BEIMNICTE—DE—RICAVET.
o AXYHRIZTI—UIvb IS5y 0TS

o TSTA AV FETSTAoEIr DEBITRIEL T, T—2 b NSyl aFkf=ld v
79%

o TITAVTVIT—EDERBIZEY ., IT—2 b hME A TELRLE D

o NJIZEY, -V b AME A TEGLG S

o RAMAEDMIEIZKY. T—C b AREYRLIE T 35

o VANAR REIFIURRAUF2)T4Y T Ix7I2EY T—D b AMEVIRLIE T 975

I— b EtE—T0F—FRET7OT471E L1z2EZIR—D v—ITE &1 L. Tenable Vulnerability
Management E7=I& Tenable Nessus Manager DI—Y ok A—H—A2A—J1—R%E@E L T1—H—
[SERLES . =2 IIRr—Dv—LDERZH F T50T. E=2)073N, —F—HoDTZ
TAARREZ IFANET D, RV 12— ILENF=TSTA VAR ORFv 3 TOVIINET .

t—JF—KFTHOI—I OB IE E1E T

T—IJF—RDI— bk EE E BLUE T 352X, connect.tenable.com TE—JEF—KI[ZA of-T—
DU % & LT Tenable Y7Rk—k OYR—k %% (55 [Linked Agents] (Vo t=-I—I k)
Aa—#FERALTECEIETEED.

EE: Tenable TlE. 1 DFAIFEHDI—C b AE—D0F—RITBITLEE S . Y R—FFoub 2% E TS
CEERHRLET . LT OB E TV a0 DWVTNIER 1T T DR ITHR— ForobkEXEL. £—7F—F
[CAST-WFTNADI—2 b DT /INVT T I)IVER § & OTZEL. 259 HZET. Tenable H7h—b &/ &
DIRAFRREZHTEL. BEEZTETEIIENTEET . T/ \WII7ILAENE. BFIEDR AR A TFRBELE
Fe&igY. A TEFEEA

B &: Tenable DY R—+ZZ 79 CH CIEEF1TI5 S . Tenable (3. KB E LT I—TF=ITTATHI—
IV TESBEZRIBNIIC. I—10bDOI— B EF TR I TR ELET.

T—DF—F DI— b AD% G ITDULVTIX. Tenable Vulnerability Management &1 Tenable
Nessus 1—H—HAF DI—V b E—TF—F DL EVI%ES BB L TSN,
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