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C:\Program Files (x86)\Tenable\Nessus Agent\nasl.exe

C:\Program Files (x86)\Tenable\Nessus Agent\nessuscli.exe

C:\Program Files (x86)\Tenable\Nessus Agent\nessusd.exe

C:\Program Files (x86)\Tenable\Nessus Agent\nessus-service.exe

C:\Program Files (x86)\Tenable\Nessus Agent\nessus-agent-module.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nasl.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessuscli.exe
C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessusd.exe

C:\ProgramData\Tenable\Nessus Agent\nessus\tmp\pre-install-check\nessus-agent-
module.exe

C:\ProgramData\Tenable\Nessus Agent\nessus\agent.db
%SystemRoot%\tenable_ovaldi_2ef350e0435440418f7d33232f74f260.exe
%SystemRoot%\tenable_mw_scan_*.exe
%SystemRoot%\temp\nessus_*.bat
%SystemRoot%\tenable_ovaldi_2ef350e0435440418f7d33232f74f260.exe
%SystemRoot%\Tenable\Nessus Agent\tenable_mw_scan_*.exe

%SystemRoot%\Tenable\Nessus Agent\temp\nessus_*.bat

Linux
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THIVF—

/opt/nessus_agent/sbin/*

/opt/nessus_agent/bin/*

/opt/nessus_agent/lib/nessus/*

T71IL

/opt/nessus_agent/bin/nas

/opt/nessus_agent/sbin/nessusd
/opt/nessus_agent/sbin/nessuscli
/opt/nessus_agent/sbin/nessus-service
/opt/nessus_agent/sbin/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nasl
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessuscli
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessusd
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/openssl|
/opt/nessus_agent/var/nessus/agent.db

Jatx

/opt/nessus_agent/bin/nasl

/opt/nessus_agent/bin/openssl
/opt/nessus_agent/sbin/nessusd
/opt/nessus_agent/sbin/nessuscli
/opt/nessus_agent/sbin/nessus-service

/opt/nessus_agent/sbin/nessus-agent-module
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/opt/nessus_agent/var/nessus/tmp/pre-install-check/nasl
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessuscli
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessusd
/opt/nessus_agent/var/nessus/tmp/pre-install-check/nessus-agent-module
/opt/nessus_agent/var/nessus/tmp/pre-install-check/openssl|

meos
THIVF—
/Library/NessusAgent/run/sbin/*
/Library/NessusAgent/run/bin/*
T71IL
/Library/NessusAgent/run/bin/nasl
/Library/NessusAgent/run/sbin/nessusd
/Library/NessusAgent/run/sbin/nessuscli
/Library/NessusAgent/run/sbin/nessus-service
/Library/NessusAgent/run/sbin/nessus-agent-module
/Library/NessusAgent/run/sbin/nessusmgt
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nasl
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessuscli
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessusd
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessus-agent-module
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/openssl|
/Library/NessusAgent/run/var/nessus/agent.db

JatX
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/Library/NessusAgent/run/bin/nasl
/Library/NessusAgent/run/bin/openssl|
/Library/NessusAgent/run/sbin/nessusd
/Library/NessusAgent/run/sbin/nessuscli
/Library/NessusAgent/run/sbin/nessus-service
/Library/NessusAgent/run/sbin/nessus-agent-module
/Library/NessusAgent/run/sbin/nessusmgt
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nasl
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessuscli
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessusd
/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/nessus-agent-module

/Library/NessusAgent/run/var/nessus/tmp/pre-install-check/openssl|

— RN EEESRIE
Tenable Agents 27 7O/ R [CHER T B ENHD. LKOID— WA E R ERISRLET .

AR ChoOTIOAM AN $5E EEIEIZTM AT, Tenable [X Tenable Agent MGeneral Best
Practices. #2975 LHH R L TLVFET

» Tenable Agent 77049 5F & DARL—T42T S AT LIEfE T H?
* Linux (Debian/RHEL/Fedora/Ubuntu)
* Windows (Win 10. Win Server 2012/2016 R2)
* OS X (10.8+)
e Tenable Agents ZL\DT 7O/ B EFEHE L TULET H?
* 1,000 X i
» 1,000 L\ £ 5,000 5K i
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5,000 AL 10,000 X &
* 10,000 L1 £

TR 10,000 £ AET— Uk DT ITOAM AU D FIATIE, XABETTOALE THRBAIATNDES
2. T2z TI—T DA T ERF NV RAT) T2 &%/ \TA—T U ADER B L Z4% 51 L TKFE
LY.

Tenable Agents 4> Ak —)LF HRAN D— i B9 75/ \—F Dz 74L& (I TITHV?FEXE T4
RIBRE . TARVDIEFFLEE .CPU. O7. RAMZE ELFET .

Tenable Agent H5 Tenable Nessus Manager ~MDH 7118 1€ 25 &34t WAVRAM ZIFEHEL
F9H(DST: TCP/8834 [T IAILE . hAZIA XTA] BE])?

I—2 1 b TOERDR T ZR CLIEx RARAMFELETA?

R ARL—TAVTVRT LU A T5 774 ILETAERADYRE [TDWVTIE TJ7/LETOERDE A
YRR ES BB LT,

Tenable Agents T A—TS5A XL KICEDLIITTIOATBF E TTH?1=&Z L. Active
Directory. SMS. Microsoft SCCM. Red Hat Satellite % ENIA—TSA XTTAL AV TH/
AC—&ERALETH?

R 28 S AT LFEFFIE K # 2 AT LIZ Tenable Agents 2T JOALETHA?ZEDB & 1. &5
TINMRATUTU—b IV EB M T 5285/ 5T L TS0, 7 /B 4 48 ol 28 /3E k i 7R
Ak DOZV 3 ETaZV A OTOEREHE R L . Tenable Agents D79 T7471L E£=ILE TS
TAIEDIE LT =2 ,F R B (7528% Tenable (FHEE L TLVET

BEWNICTTIOAAUNAIRELRI—C IV B E ETIOAMSNI—V 0 DEB DE E DL F
HEEDESITEM T BT E TITH?

RAM E DI b DANIVARERT—ARREEDISITEHTE5F E TIM?=EXX &8 x(x
[FH—ERDRT—ARARFEFI Vb DE FRT—RR) EERTHELET . TORELFEE
TBHHE L. TOoavERILE MM JA—INET.

TIOMENF=I—D b DFEETEDAUIIITHRE LG B AX—VI(EXENTTIMNI—DIb %
EITLTWARANDRNIREZBIBTHH EFET B THENEE TY .

YR T—IRAX v CI—D IV R—ADAF YU EHTTHF E TIHI?I—U b Adv &
YN D—IRX U CHEBHERBREEDLIIH FTH5F E TITIMEHR DR )EEDLSIC
EEILFETIH?
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KFRETITOMAUMNESTEEREIR

REBLGREICI—VIVNETI04935 6 . TRTOI—2 ARG M IC7 T4 THY.
Tenable Vulnerability Management E7=I& Tenable Nessus Manager |Z#% £ S =1k BE #1R D& 57
TIOAAVNEBR IZT 2 ENHYFET .

AE ChoOT70/4 AN $5% B EIEITM AT, Tenable [& Tenable Agent MGeneral Best
Practices. i iR 95 LEHE R L TLVET

F7OA A B B
SEHDI—C b ETIOATREEIE. VI I 7EER L TRV 7= A TI—> b5 Ty
adHIEFRET LTS,

Deployment Solution

?’3 Nl
2 System Center

salepdn

=
aa 5
“zizamazon -
o
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O

Tenable lE. ZHDI—C b ETIOATREEE. 24 B NI TI—2 b 2/\vFUE TF7O4
FTHCEEHRLTOVET . COF XL, Rk D—oF BB AR SN THY. Ruk T—oh— E (25
VO—R§5T—3ANEEFIRTINLELGHDIGEINFIRIBET.

AVRN =)V, . I—DIU R DR ERTIHETEZ THE RODTZTA0T7VIT— %2 (THY
F9. I—CIVME RV DTSTATVITT—EBEZ NS 24 B (TR DT7VTT—hZR1TTH&
SIZAAR—ERELTFT (BFEDTSTA05 00— R DR TBE. TSHM0T7VITT—FBNEHS
nNEF) IV b E/N\VFUIEBTTIO(T5E BELBHDOI—Do s H— EICE K OT7YTT—h
EFyoL. BmEIEAE B (SEHE SNhAIEEE B TEFT.

I—U k& 0~ 5 59 DTUAF LIGE FE D% |2 Tenable Nessus Manager &7=I& Tenable
Vulnerability Management [CU2OLFET . COEEIF. T—2 0 DR AT EHEE BLUIT—
CIVEDF B FLEORTLOBRE IS THEHN IHEZIRRLELFS . BEZRT T5HE K
ENI—U b ETIOMEITE B T 58 DRyt 7—I+ 57099%HI B L . Tenable Nessus
Manager F7=I1& Tenable Vulnerability Management |23t 3% & R 288 8 T=E .

ey

Tenable Nessus Manager D5 2) 7 %E A3 %5&. B — D Tenable Nessus Manager 1> X522
ADMSEH DIV b ETIACMEIVE B TEET . 10,000 ~ 200,000 DT— b EFH D
Tenable Security Center 1—H—®M15 & . Tenable Nessus Manager D8 1 D12 A2 X% Tenable
Security Center (/)22 37 (2. B — 0 Tenable Nessus Manager 75 A4 I —C b AXAU 58
B TEET.

HSRB) DA [ TH - TLVA Tenable Nessus Manager 1V ARV R EF /—FDE /—REL THE BE
L. EhZEnIMD B ODI—2 b 2E E LET . Tenable Nessus Manager 12 X2 ADEE /—R 127
5. I—VIURFEBREBLLGAGYET . KHYIZ. F/—FE£EKITOIZ5TRTOI—2 b DR
FVRO—ER T A— )V EE B TEDE — DTV RARAUN ELTHBELET . V5RAVTEE R
THL BEHDEN S Tenable Nessus Manager 1V A2V REE G IZE B 3558 KYLEHEIZTS
A AU A XERB TEET .

SF)ADB]: 100,000 DI—S b ETFTACTS

Tenable Security Center 1—H—M18 & 3& AHY. Tenable Nessus Manager(Z& #E &h TLV5 100,000
DI—VxobhETIAMTHELET

OSRZTEAFE LGS . FNEFNN 10,000 DI—C b FHHR—KF 5. 10 {8 D Tenable
Nessus Manager 1> A3V R&TIJAALET . T—U 1k RFVUR)—ERT D 2—)LDEE E - VY Ik
DI7/N—U 3V DEH L E. & Tenable Nessus Manager /2 RAVAEE R [CF S TEERTINE
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HM#HYFET . & Tenable Nessus Manager 1 X3 X% . Tenable Security Center [Z{& 3l 12299 %
HEINHYES .

ISR THE 9515 A . 1 DD Tenable Nessus Manager 4> A% X% {# A LT 100,000 @
I— 1 b EEE LET . Tenable Nessus Manager TOSABYLTEB T D& ThhE /—K &
Y. F/—RDEBRAUNEDYET . 10 BDF /—FEIIL. ZThEhs¥ 10,000 DT—2 <
NEEBLET. ILLWI—CU b F)0T 50 SRR FEDI—C N 8T TEFET. F
J—RIFE R/ —RDSI—D Uk RFYURS—, RV a—)b. TZT40, YIS IIT DR FHE% 1+
HY YEY . Tenable Nessus Manager # /—F M#% Tenable Security Center (220 TEET S

A E: VSRR DT RTD Tenable Nessus /—F [&. R L/N\—230THILELHYFET (FzLAIELE DI
R0 %{FE A 9515 & . Tenable Nessus Manager 3 /—F & 10 {8 ®F /—F [X[E L Tenable Nessus /\—
DAV THAVENHYVET). N—DavhBAEDHE . VSRIOTTAA AU [THR—kShEH A,

¥ # (X Tenable Nessus 1—H—H1ARKDHIZ AR %S BB LTSN,
I—2xoh T

Tenable Nessus Manager &7=I& Tenable Vulnerability Management TAF v 2B E L. AF¥v>
T—%4% Tenable Security Center [T/ R—bh 355 & (F4F 2. T—2xo b IL—T DA XE#E L] (S
BRETHEEBESHLET . Tenable Nessus Manager E7=I& Tenable Vulnerability Management T
IV b EEBTHE -V VN T II—T DA REH E TEET

AX VUL TE—DI—2z b JIL—TITEHEII—V IV MME ZBIFE . IR—Dv—D 1 DD/AYFT
WEBSET—IAMEZFET . T—2 kT IL—TDHAXIZNE LT, Tenable Security Center (24> 7R—
b2 BEHHD .nessus T7MILDHA XHRFYET . .nessus T7MILDYA XL IN—RFES4TD
BELFEHIIBISELET.

TIN—TDHA2T

TN—TZHBYH THhBT—D ok

Tenable Vulnerability Tenable Security Center [TEE LIELME & - JIIL—THIUYDI—
Management Db I$EE IR

Tenable Security Center ITE{E 9743156 . JI/L—T#H1=Y) 20,000
I—oxvbk

Tenable Nessus Manager Tenable Security Center [TEE LEELME & . JIIL—THI-YDIT—
DI (TR
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Tenable Security Center [TE{E 97435 & . JI/L—TF#H1=Y) 20,000
I—>x bk

Tenable Nessus Manager AEUME R DF /—FOITE CTGEY ICE B IZH Bl Sh
DS5RA B1=6. £ H R

EE A EORFVYUTEHDI—V I TI—TERX Y3556 . AXvUhizYDI—C ok DE T
M TI—THEYDI—U ok DEFHE—BLABWIELHYFET . fz&Z (X, Tenable Vulnerability
Management [Z7,500 DI— bk DT IL—TH 3 DY, TRTH 1 [@ DRFY TIThHhnbig 4 . 22,500
NDI—T b DT—AH— E 2 Tenable Security Center [T/ iR—k S B71=8. R TEX A LEN4 VAT BE
EAHYET .

GN—TBAT
I—CI b ERBICTIOAT BRI AXVU BB 1K DWVTOIIL—TEERLET .
LTI IN—TE2ATDEI T .

o —_ . S -—
ARXL—TAV T AT s
Name - Agents Last Modified
Shared Amazon Linux 0 11:53 AM
shared  CentOS 0 11:53 AM
shared Red Hat o] 11:53 AM
shared  Windows 0 11:53 AM rs b4
p =] _ﬁ
B ERATEIIISE
Name « Agents Last Modified
shared  Production Servers o] 11:56 AM
shared  Servers in External DMZ 0 11:57 AM
Shared  Servers in internal DMZ ] 11:57 AM
shared  Workstations 0 11:57 AM d x

BHDAX VBB HIHIEE L. EROIIN—T I I—C b EB M RIELTEET.
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Name « Agents Last Modified

shared  Production Servers 0 11:56 AM

shared  Servers in External DMZ 0 11:57 AM

shared  Servers in internal DMZ 0 11:57 AM

shered  Workstations 0 11:57 AM d x

X TOT77A )UEL B

WEBBIRTOEEICI—sobaT7040 0. AAv a4V EEB L. BEOI—1URY
IW—TIZFNSEFE O (FRIENTEET . XD a3V Tl LODDATVUE B [CDNVTERBALE
ER

ARL—TA T AT LDRFv2 8 B

R DE B X, RXVUE IR DE FE DARL—T ATV AT LIZE DNWVTWAIE S ICE A TY.

Name Schedule Last Modified -
Basic Agent Scan - Windows On Demand N/A
Basic Agent Scan - Linux On Demand N/A

HARKIT—21b ¥y - Linux

COBITlE AU ZBEAR IV AT U—R IZE DWWTHE B & . Amazon Linux.
CentOS. Red Hat 7 )L—7IZE|YY TOHNET . CORFTYUIL. SHHDE E DHERATYLET .

Name Basic Agent Scan - Linux
Description
Folder My Scans -
Agent Groups Amazon Linux ¥ CentOS * Red Hat x
Scan Window 3 hours v 7
Agents must report within this timeframe to be visible in scan results.

B BT E3I5 T DR v BB
R DEBE [ RV B NVE E DFATOGEMICE DV TWSIE & IR IIBET.
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Name Schedule Last Modified ~

Basic Agent Scan - Production Servers On Demand N/A

Basic Agent Scan - Internal DMZ On Demand N/A

Basic Agent Scan - Workstations On Demand N/A

Basic Agent Scan - External DMZ On Demand N/A > x

EART—S1Uk RF v - R B H—/—

ZOFITlE ARV IFE AR IV Ao TR IZE DWW THE RS A FEH——D)IL—T
[ZE|YY ToNFET . CORFYUIE KRB H—/\—E E DHERATVYULET .

Name Basic Agent Scan - Production Servers
Description
Folder My Scans -
Agent Groups Production Servers %
Scan Window 3 hours v 7
Agents must report within this timeframe to be visible in scan results.

HEERXKI—2 b REXYY - J—HORT—23>

ZOFITlE ARV IFE AR IV Ao T U—R IZE DWTE RS, —ORTF—2324
I—TIZEYY TONET . CORTYUIE. T—HORT— 3 B E DAHERATYLET.

Name Basic Agent Scan - Workstations

Description

Folder My Scans -
Agent Groups Workstations %

Scan Window 3 hours v 7

Agents must report within this timeframe to be visible in scan results

TR FEAEDEE T BE 24 KA FHBATRBL VWS —/\—&Ex BRI ThoDy AT LA
UM THAREREE TELGULV D, T—IRT—2aV A vV TIREYR WAV IR DR ETHEE
HEIOLET .
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Tenable Agents Z & A LT=XAFv (&, ZLDm THRIN T—IRFv o KUBL N E R T HFE DA
TDY AT LTIE RFYVRIF) T EE T THIENTEET

=2 1L, R B < Iz Tenable Agents AV AR —ILTBI5 6 . EH DT IL—TITT—U o0
L.EEIT IR IR ODRB R ZD LI L TR IEHIENTEET.

RXYERIFITTDHE AR BRANY—N—Zx 5 1 B OB RHFHEINFEST. Chik. T—>x
URDN RFU 4R ODRR B ISR BE BB YR R #E 1T 9520 TY . T—Ix b DFE i AYF
RTOYRATLTR B IZBIESNEE A—/N\—HT RIS T DR E F=(3)V —RFI R DH SR 8 IR 15
TIINTH—TROBENREE T LA HEEIBHYET .

Tenable Agents DR TS59T4X
B D52 ar T, RRR TSOTARADHAERER LET

— B IEARRNTSOT4 R

FE I—V1 R TFTOMAUN DRAN TSHTAREE B ZIE (2OLVTIE. TTOAMAVNZETAEEZIES
S BB LTS,

o Pk TJ—ORXNYU Tl T7AN—DA—IILORAYFIEEDTINARZEE Vi L TRF LY. /N
AIRALESELI=Y LA NTLEEESLY. Ibld. REvo 248 ML L=Yih (F-YUd %1E YA ->TLY
BT (RUk T—ITFRLRE #7535,

o TRTDET AU THRAMZER HIE LS AT IZ Tenable Nessus A¥v—%#E & L TLEELY. HD
WWE AT LDOA—AITI—U b EE T LTSN, 5TNIE ZLDT7A/ N —04—ILIL—
WEBRTRMIER TR EIEHYERA. ELELDV)1—a B E LR E SN TWSLEL., T71
N—oA—ILIL—ILHh R /NR THIERT AT RE T

* Tenable TlE. rub T—YZFE £ IR R 1L T57=0I. T—U b R—ADRFv ERVNT—
AX VU ERAEDOET RO TV R DIRIVERETHILEHELTWET . CO7T0—F
(TR EHE B AT OB I THRICEETY . VAIDE HEZF M I L2ERITIHHD
EREOERTHHENOTY .
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VDI X ESXi DESLEHEFH ) —RBIEDIE S . T34 a0 ()L 22—k AACPU & B
RIZHEZBEE 4R/ RIZHI 2516, Tenable [(ET— 1 DTS A a1 )LINTA—T
A% medium Ff=Id low [SERE T HLLHEE L TLET .

IMTPINRBEDTHER

—DtH 3 TlE. Tenable Agent T—%4% Tenable Nessus Manager V5 Tenable Security Center ')
ROMNZERN THEICE EITREZLERE E ITTRLET . Tenable Nessus Manager S&1E L TT7—4

1§ 9554 . TD@&EIE [L Tenable Security Center M5B 3R S A &I1TE E L TLEELY. Tenable

Agent T—AMNAUiR—k SdE B ES . ATSAT7UR. 7—o70—B LA E. IXTOE
# O Tenable Security Center 12 /£ A\l Fl ShE 9.

— £ [Z Tenable Security Center [ZA Y iR—k SNET—2DEFF 5T 12X T—U b TIL—T
DY A X%+ 7 128 5 L TSN, Tenable TlX. Tenable Nessus Manager £7=I& Tenable
Vulnerability Management DRA¥voH=YDI— 1k #% 1,000 [ZHIR 352 EAH#H L L TLY
9, i 5 R EZLAEADK E DT—4% Tenable Security Center (21> 7Rk—k 3% &. Tenable
Security Center M/ \OA—VYVRIZEFZE X5 2FT .

Tenable Nessus X3+ 7—& Tenable Security Center [Z## #5t S TLV5 Tenable Nessus
Manager D# @& Y] IZEHE L. % E (265 C T Tenable TO=HILYR—k DRBZYIIZHAZ A%
K HTZELN,

I— b RXv (I—V b TR T0ER) (25 HEFR B il 17 X2 0% . [ B i 1T
A—H—0% . HTE SN TLBH Y 27K—K DEL . Tenable Security Center TE 1T &AL HR—k
DI EORATEBEY IEHE L. B2 LT Tenable TOZHILYR—k DRZYIHAF U R%E
K DTSN

RATLE &

Dt avIzlE. Tenable Agents DAV AR —)UZH B E 4 (CEHE L-IE R HIE ThFET

N—FIT
Y Ik F

T—570—
4R

I— @ CPU Y)Y —XavkO—)L
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o INDA—IXARANYIR

* Tenable Agent D/ \J#+—< R

o YOIz 7Ivk Tk

o I— Vb DTATHAYILET 518

» Tenable Nessus Manager M/ \JA—<> X

IN—FOITEH

Tenable Agents

Tenable Agents [&. 8 £ D1——ZAR—RTOJSLT. &R/INB DI RTLI))—ADHEFERLE
ER

— R IZIE. = b AME 3D RAM (50 MB ~ 60 MB T3 (3 RTR—U VSR BE). 12150
I— b E AFv (TRTR=U VAT HE T ABYDE (FRFYUER E (CEHOTR D) 0T5TM1Y
DEH (TRTR—UUTATHE) ORI, BMDOAERVEFERALEST . T—2 M ET7ARJLEFIZIE CPU
ZIFEAEFERALFELAN, Da7DEITHICITFI AR EE7R CPU & K 100% £ A9 5&5I15RET S
NTWET.

Tenable Agent M)V —X{# A & DM IZDLVTIX. Tenable Agent D/ \T4—TRA%S B LTS
L\O

R DF L. Tenable Agent DB 1E [THE B SN D/ \—F D7 DEx /N E ¢ DI E T9 . Tenable Agents
T HEESNRCEHZEH =T HRE IO UITAVAN—ILTEET .

A
o7

mINEH

0ty FTa7I)Lary CPU1{&

H—

Oty 1GHz UL E
H—iR

E

RAM 1GB LLE
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IN—F
JT7
TARY

o =
"=

TARY
= E

RINEH

3GB Lk ((RRMARL—TAV IV RTLTHERATARE FEFNTLELA)

TS594VDEHOERLE . BEDTOCRDEIT R IF. T—C M ZESIZE LD
BEMEBILIBEIDYET . EBIRLEAFTVYVEE . RHERODE . 0H0—
T—avAToavE. IV DTARVFE R R IR EES ZFT. TI/OMAUE
SFIATTARVEE PN E LGRS FE THIIEE L. XK 4GB ((RRMARL—T+1
DUV RTLIZESTERASNEBR EZMRL) ZEIYL THI L% Tenable TIFHEEL T
WFET.

15~ 50 IOPS

;£ & : Tenable Agent MY AT LE TEAITENZZDM DERYIx § 5% 5t B8 5% E 6| T=Fd . 5%
HIZDOLWTIX. =2k D CPU Yy —ZRavk O—)LES BB L TEEL Y,

Tenable Nessus Manager

A N—FOz7ORPMEH

0~ 10,000 HxT— CPU-2GHzOaO7 x4
DIk BB
Tenable Nessus

Manager

AFE1)— 16 GB RAM
FARIBE — F B X¥v> 5,000 T—>xk H1-Y 5 GB
TARIBE -

o NJA—NBI—T b RAF VYo DHAREDE S —5MB xI—
L1k # x (Tenable Nessus Manager #& HH TRAEX v #BHIR 5
BE (X7 B TI—U Uk AN UA—En 5B B F=IE Tenable
Security Center # H CRA¥v IR 555 & E2 A TI—>x
kA —EhB[E ) +500 MB

F=EAIE ROESITIEYFET

o RRAVKF7HA2 M Tenable Nessus Manager 51,100 DIT—Y T
JrTEBHRXYUITSEE BB T(AYVBEI1E5MB X
1,100 x 7 + 500 MB = 39,000 MB (39 GB)
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FIF N—F 7 DR /MNEH&

» Tenable Security Center H\%& 12 95 Tenable Nessus
Manager 51,100 DI—2 b T8 H A¥v 35156 . Wb
BLHTAAY9BE=1X5MBxXx 1,100 x 2 + 500 MB = 11,500 MB
(11.5 GB)

o MA—ENEI—TVIUbRFTUDLEWVRIE DG & — R B RAFv>
5,000 T—> x>k %14 5 GB

TR BROBBLELIT RXVAER ETFTAUTYIT TR, KYZLDT+
RVBENILEITRYET.

10,001 ~ 20,000 ? CPU-2GHza7x8

I—2xIobhHD

Tenable Nessus

Manager TARIB B — R B A5y 5,000 T— ok H71=Y 5 GB

HE'Y) —-32 GB RAM

TARIVBE -

o NJA—SNBI—T b RFAUDHIREDSEE —5MBXxI—
L1k # x (Tenable Nessus Manager # B TAX v #B1R 95
HEIE7 B TI—U ok AN UA—EN B (E £ Fizl& Tenable
Security Center 2 H TRA¥v IR 45 & E2 A TI—>x
Uk HsYH—EnB[E %) +500 MB

F=EAIE ROESITIEYET

o RAUKF7HA®M Tenable Nessus Manager /Y 15,000 DI—
DIV TEBRAARXVYUTHIGE R RELT(RAVBREX5MB
x 15,000 x 7 + 500 MB = 525,500 MB (525.5 GB)

» Tenable Security Center H\%& 12 95 Tenable Nessus
Manager 315,000 DI—Y ok THE B RAX VY9555 .
HERTAAVBE(1L5MBx 15,000 x 2 + 500 MB =
150,500 MB (150.5 GB)

o MA—ENEI—TVIUbRFTUDLEWVRIE DG & — R B A+
5,000 T—>x bk %14 5 GB
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FIF N—F 7 DR /MNEH&

TE:

o FEDIRIBEEDIT, RFNUAER ETSTATVIT—HZ &UE
ADTARIBREMRLEITRYET

o TIOMAUE DIREHNKELS S L. Tenable DI & F [2T5&E
#& <F=E0Ns

VYIOIT7EH

Tenable Agent [&. X @ Linux. Windows. macOS MARL—FT42 5 AT LEHHR—k LTLET

Tenable Agent 11.0

Linux AlmaLinux 8.10 &1, 9.5 x86_64
AArch64

Amazon Linux 2023. Amazon Linux 2 x86_64
AArch64

CentOS Stream 9 XU 10 x86_64

Debian 11 XU 12 x86_64

Kali Linux 2017, 2018. 2019. 2020 x86_64

Fedora41. 42 x86_64

Oracle Linux (Unbreakable Enterprise Kernel #& ¢3) 7. 8. & x86_64

e AArch64
Red Hat EL 7.9 x86_64
Red HatEL 8.4. 8.6. 8.8. 8.10. 9.0. 9.2. 94L/[%. 10 x86_64
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AArch64
Rocky Linux 8.10 &1+ 9.5 x86_64
AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP3 LL[& x86_64
TencentOS x86_64
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04 x86_64
Ubuntu 18.04. 20.04. 22.04. 24.04 AArch64
macOS macOS 13. 14. 15. 26 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10. 11 x86_64
Windows Server 2012, 2012 R2. 2016. 2019. 2022. 2025 x86_64

Tenable Agent 10.9

Z:j;;i‘y i/ \—2ay
Linux AlmaLinux 8.10 $XU 9.5 x86_64
AArch64
Amazon Linux 2023. Amazon Linux 2 x86_64
AArch64
CentOS Stream 9 x86_64
Debian 11 XU 12 x86_64
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Kali Linux 2017 2018. 2019. 2020 x86_64
Fedora41. 42 x86 64

Oracle Linux (Unbreakable Enterprise Kernel #& ¢5) 7. 8. & x86_64
KU 9

AArch64
Red HatEL 7.9 x86_64
Red HatEL 8.4, 8.6. 8.8, 8.10. 9.0, 9.2, 9.4L\[& x86_64
AArch64
Rocky Linux 8.10 X1, 9.5 x86_64
AArch64
SUSE 12 SP5. SUSE Enterprise 15 SP3 LL[& x86_64
TencentOS x86 64
Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04 x86_64
Ubuntu 18.04. 20.04. 22.04. 24.04 AArch64
macOS macOS 13. 14, 15 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10. 11 x86_64
Windows Server 2012, 2012 R2. 2016. 2019, 2022, 2025 x86_64

Tenable Agent 10.8

ARL—T1> s as
¥ it/ \—23y

5 RT L

Linux AlmaLinux 8.10 &1 9.5 x86_64
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macOS

Windows

Amazon Linux 2023. Amazon Linux 2

CentOS Stream 9

Debian 11 KU 12

Kali Linux 2017, 2018, 2019. 2020

Fedora 40

Oracle Linux (Unbreakable Enterprise Kernel #& ¢) 7. 8. &
KU 9

Red HatEL 7.9

Red Hat EL 8.4, 8.6. 8.8. 8.10. 9.0, 9.2, 9.4L\[&

Rocky Linux 8.10 £X1£ 9.5

SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[&
TencentOS

Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04
Ubuntu 18.04. 20.04. 22.04. 24.04

macOS 13. 14. 15

Windows 10
Windows 10. 11

Windows Server 2012, 2012 R2. 2016, 2019, 2022, 2025
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AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
x86_64
x86_64
AArch64
x86_64
x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
AArch64
x86_64

Apple
Silicon

x86
x86_64

x86_64



Tenable Agent 10.7

Linux

AlmaLinux 8.10 &1, 9.5

Amazon Linux 2023. Amazon Linux 2

CentOS Stream 9

Debian 11 XU 12

Kali Linux 2017, 2018. 2019. 2020

Fedora 38 kU 39

Oracle Linux (Unbreakable Enterprise Kernel #& ¢) 7. 8. &
KU9

Red HatEL 7.9

Red Hat EL 8.4, 8.6. 8.8. 8.10. 9.0, 9.2, 9.4L\[&

Rocky Linux 8.10 $&1 9.5

SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[#

TencentOS

Ubuntu 16.04. 18.04. 20.04. 22.04. 24.04

Ubuntu 18.04. 20.04. 22.04. 24.04
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x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
x86_64
x86_64
AArch64
x86_64
x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64

AArch64



macOS macOS 12. 13. 14. 15 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10. 11 x86_64
Windows Server 2012, 2012 R2. 2016. 2019, 2022 x86_64

Tenable Agent 10.6

Linux AlmaLinux 8.10 $XU 9.5 x86_64
AArch64

Amazon Linux 2023. Amazon Linux 2 x86 64
AArch64

CentOS Stream 9 x86 64

Debian 11 XU 12 x86_64

Kali Linux 2017, 2018, 2019. 2020 x86_64

Fedora 38 $&U 39 x86_64

Oracle Linux (Unbreakable Enterprise Kernel & €3) 6. 7. 8 x86_64

U AArch64
Red Hat EL 6.x X1 7.9 x86_64
Red HatEL 8.4. 8.6. 8.8. 8.10. 9.0. 9.2. 9.4\ [# x86_64
AArch64
Rocky Linux 8.10 &1 9.5 x86_64
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macOS

Windows

SUSE 12 SP5. SUSE Enterprise 15 SP2 LL[&
TencentOS

Ubuntu 14.04. 16.04. 18.04. 20.04. 22.04
Ubuntu 18.04. 20.04. 22.04

macOS 12. 13. 14

Windows 10
Windows 10. 11

Windows Server 2012, 2012 R2. 2016. 2019, 2022

Tenable Agent 10.5

Linux

X it 7 \— 3y

AlmaLinux 8.10 B&L1, 9.5

Amazon Linux 2023. Amazon Linux 2

CentOS Stream 9

Debian 11 XU 12

Kali Linux 2017, 2018. 2019. 2020
Fedora 38 kU 39

Oracle Linux (Unbreakable Enterprise Kernel & £3) 6. 7. 8
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AArch64
x86_64
x86_64
x86_64
AArch64
x86_64

Apple
Silicon

x86
x86_ 64

x86_64

x86_64
AArch64
x86_64
AArch64
x86_64
x86_64
x86_64
x86_64

x86_64



BXU9 AArch64
RedHatEL 6. x XU 7.9 x86_64
Red HatEL 8.4. 8.6. 8.8, 8.10. 9.0, 9.2, 9.4L\[& x86_64
AArch64
Rocky Linux 8.10 £X18 9.5 x86_64
AArch64
SUSE Enterprise 15 SP2 LL[# x86_64
Ubuntu 14.04. 16.04. 18.04. 20.04. 22.04 x86_64
Ubuntu 18.04. 20.04. 22.04 AArch64
macOS macOS 12. 13. 14 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10. 11 x86_64
Windows Server 2012, 2012 R2. 2016. 2019, 2022 x86_64
Tenable Agent 10.4

Linux AlmaLinux 8.10 &1, 9.5 x86_64
AArch64

Amazon Linux 2 x86_64
AArch64

Debian 11 x86_64
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Kali Linux 2017, 2018. 2019. 2020 x86_64
Fedora 34. 35. 36 x86_64

Oracle Linux (Unbreakable Enterprise Kernel #& £3) 6. 7. 8 x86_64
H&U9

AArch64
Red HatEL 6.x LU 7.9 x86_64
Red HatEL 8.4, 8.6. 8.8, 8.10. 9.0, 9.2, 9.4L\[& x86_64
AArch64
Rocky Linux 8.10 £X1, 9.5 x86 64
AArch64
SUSE Enterprise 15 SP2 LL[% x86_64
Ubuntu 14.04. 16.04. 18.04. 20.04. 22.04 x86_64
Ubuntu 18.04. 20.04. 22.04 AArch64
macOS macOS 11. 12, 13. 14 x86_64
Apple
Silicon
Windows Windows 10 x86
Windows 10, 11 x86_64
Windows Server 2012, 2012 R2. 2016, 2019, 2022 x86_64

EE:
+ Tenable Agent [&. Java R EDN ER SR A LIRIBEZ L E LLFHA

« Microsoft Visual C++ B 28 1 7] RE/ Sy —> 14.22 (X, Tenable Agent&— #& (2/\UF JLEh
TWASIMEVRINTr— D— BB ELTE FNTLET .

« Tenable Agent Tl&. Windows 78Rk & X7 LT Universal Microsoft C Runtime Library
(UCRT) D& #/\—>3> & PowerShell 5.0 LL[& NE 1T SN TLVSh EAHYFET . Microsoft
Windows MO— &8 D1 L\ \—2 30 Tld. Tenable Agent H\&) 4 32 1-O D& & IR DFE # H3
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O

ETY.
« Tenable Agent [&. Linux AArch64 7—FTOFv®D 4 KB R—ZAR—U B XD#H%EHR—b L
EXE

« Tenable [33R 7£ . AWS Fargate # & ZH7R"—k L TLVEEA-

SELinux M5& &l E—F R —DHRETA X

Security-Enhanced Linux (SELinux) 054 #l| €—K 7R1)>—I[&. Tenable Agents EXPYEYTESKSITH
ARATAXFT D BENHYFET .

Tenable Y7R—k (& SELinux RS —DHRETA XDHYHR—k [FLFEE AN, SELinux DOSZEEIRL
T RUD—RTE DIS—EZDMRRKEEFTE §5E% Tenable (THERE L TLVET

15 HAHHEIZ
e SELinux sealert YV—ILZABRBLFAHZDTAMRE I/ AR—ILLET .

SELinux DOJFEE R L T. IS—¢MBRREFBTEITHHE

1. sealert Y—ILHEZEITLET . SELinux EEOJDIGFT L. /var/log/audit/audit.log T
ER

sealert -a /var/log/audit/audit.log

COY—IDRITEINDE I5—DT7F—hEBRRDBENERSNTS . 2EXE RDEIIC
BYEY

SELinux [&. /usr/sbin/sshd [2&% sock file /dev/log ~DEEAHTHEREHILELTWET.
SELinux [&. /usr/libexec/postfix/pickup MTAERX LT rlimitinh 7ORREERHITH5ILER
1ELTULET,

2. FIF—T77—hIHLTHESINGEREZEITLET
3. Tenable AgentZHEE;LFET .
4. BE sealert V—IVEETL. I5— 77— D EHSNCEEHERLET .

R—hZEH
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O

Tenable Agent R—k DE £ (X, Tenable Agent Bl DB ¢4 Lv2—Pv—EH DEH#HIHYET .
FTFO4 Ak 5% 7E [Zh C T, Tenable Nessus Manager & Tenable Nessus DY5AX%/—K XU
Tenable Security Center M7R—b DE %5 BB L TZELY.

Tenable Agent

Tenable Agents I, £ & b 321V OFF E DIR—k ~NDT7 I EREZH B ELET .

EENZT1YD

R OR—k ~DEE S ST190EHF T T2BELHYET .

Port
. ;321497

(H—+)

TCP Tenable Vulnerability Management D& £

443

TCP Tenable Nessus Manager i@ {5

8834
X ®: 774/ @ Tenable Nessus Manager 7R—b (& TCP 8834 TY . f=fZL. ZDiR—k
(TR E AT HE THY. B ICL-TERDIGE IHYET .

UDP53  Tenable Agent 31 Rk —/LENTLVDRR R DS EB DNS H7R—hk . L\OH\DTSS5
A%, ZDEEICDNS fERZFERLES.

AEE:dnf install BEDARL—TAL TV AT LDA2V AL —)LaY K TlE. Tenable Vulnerability
Management F71=zI& Tenable Nessus Manager LA 4% D 5t h¥ih B 172 515 & HHYET . S # IO TIE.
ARL—TAU T AT LE B E TR LE hBE TS,

Tenable Nessus Manager & Tenable Nessus M95X4A2/—k

Tenable Nessus 1> RAV R (. Z1E &HE1E D719 D8 & DIR—k ADT7 I REL B ELE
ER

ZIENTT1497

RDOR—b ~DZAE S TT00EH T TR ENDYFT .

- 44 -



O
TCP 8834 Tenable Nessus /2 3—J1—ANDT7IER
Tenable Security Center EDi& 18

APl EDA BS993y

EIENTTYY
ROIR— ~NDEE STV IEH A TE2LENHYET .

TCP 25 SMTP A—)Li& %1 D% {5

TCP Tenable Vulnerability Management &Mi& {§ (sensor.cloud.tenable.com =&
443 sensor.cloud.tenablecloud.cn)

TS A B EH TDplugins.nessus.org H—/\—EDEE

UDP 53 DNS 2R DE1T

Tenable Security Center

Tenable Security Center {2 ARV X, Z 15 L1 E D 57190 O & DiR—b ~NDT7 2 REH B
LLFET

ZIENTT1vY

RDOR—b ~DZAE S FT00EH AT TR ENDYFET .

Port (R—F) FS52499

TCP 22 All @ Tenable Security Center EDYE— JRT + R # DX 17
TCP 443 Tenable Security Center 2 2—JT—X~DT7 It X,

Tenable Security Center Director 1> XA REDIE 5

OT Security 1> RAVAEDE 5

Al @ Tenable Security Center EDYE—K JRD kYR A Z1T 5= D& ¥ DF—
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O
Port (R—F) FS52499

TV aDEFT
APl EDABZSDa
TCP 8837 Sensor Proxy L@ 15 -
EENST1vY
RDR—b ~NDEFESST100%H T 2LENHYFET .

Port (R—F) k52199

TCP 22 fts @ Tenable Security Center /2 R2 ZAMSDIRI ~DE H .
TCP 25 SMTP A—)Li& £ (3% 12

TCP 389 BENEE TS LDAP H—/\—EDEIE

TCP 443 & £ Df=6D Tenable One EDI&E 15

TSTAVEH TDplugins.nessus.org H—/\—EMDEE

TCP 465 SMTP A—)Li# %1 D% 1§

TCP 587 SMTP A—)L:@ &1 0% 15

TCP 636 BEEMNEIETSHLDAP H—/\—LD@EE
TCP 8834 Tenable Nessus LD {5 -

TCP 8835 Tenable Network Monitor D& 1 -
UDP 53 DNS f# iR DE T

7 % :Tenable Security Center {2V RAVADAITFZA AV AAVREL TER E SN TLVELSE & (L.
Which Tenable sites should | allow? (Ff 7] 5% ZEHAHEMNELNLEL [ DHAR)ITURF SN TLY
% Tenable DT H AL ADZEE ST VIELFRI TEILEIHYET . 5 BB L TS,

Tenable B # Yk LD DL 57490 D SSL I E [FHR—F SN TOWVEREA. EF YA~ ~DT7H
TRIFHEIL TEFIMN FITVIDSSLRENRRATEHFZT T TEHEVGEHIDHYES .

I—oxobharTVERE vk 7—2 (CDN)
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https://connect.tenable.com/kb/general-knowledge-base/which-tenable-sites-should-i-allow/106519

O

FERALTWAIIL—ILaSYIIZ&oTIE. I—Y ok aVTIVERE vk T—%5 (CDN) 5| i 37 571=6IZ.
DPAN—"9A— ILE=ETTAXY )L—ILOFA B INL E (T B8 S HHYET .

FQDN OFE &r

CDN [&. sensor.cloud.tenable.comZEH L TIST /& \(F)7vTT—bEAIoO0—KL. R
Fy 4t B %#7+»70—K L. Tenable Vulnerability Management EDVJL VB LVBEFITVET . I74
Y—ror—)LEIFTOFS JL—)Lh  sensor. cloud. tenable. com [Cx L TR E STV IE. FERE (X
FELFEA. L. KUBBLGIL—ILHEEE (L. IL—IL v EBHITILELIHYET .

IP BF "I YRR

sensor.cloud.tenable.com [ZBH:E {F (TN = IP PRLARIEE B THY . IT— b OOr—)LEAY
B— I ERIEKFLTOET . /E . TOXDEIVT7AV—I4—)UZIP RA—ADIL—)VEFZELT
L5355 & - Amazon CloudFront AME R 975 IP g5 B [CE DWTIL—ILEBE FH T ENHYET .
Amazon Dk FaA2k D CloudFront Ty H—/\—0MIG T & IP 7R LR FH [ZIE. #o0B—K TESIP
#E DURS DB E SN TLET .

AE: HE XL IZHS Tenable Nessus AF+7F—. Tenable Agents. Tenable Web App Scanning A&+
J—. Ff=[& Tenable Network Monitor (NNM) %4} L T Tenable Vulnerability Management [Z#% #5 L TL 515
& IL. sensor.cloud.tenable.com Tld%:< sensor.cloud.tenablecloud.cn T it 32 EAHYET .

A1V REH

Tenable Agents (. T & B 955 & (Tenable Nessus Manager E7=I% Tenable Vulnerability
Management) Z#8 L TS/ VR F 5ESNnFT .

Tenable Nessus Manager

Tenable Nessus [&. HTR9TL 3L THI A 94ZE4E . Tenable Security Center TE B §74528%
A] £ TJ . Tenable Nessus ZH TRV T3V E—R TRHEA T BI2E. T340 T4—K D7 IHT4R—
23— A ETY ., 2OO—K T, I——HPAU XL —)LL THE A TESHLSIZ Tenable H51/ 2R
{5 L1z Tenable Nessus D/\—> 3> AFv2TES IP PELADE . Tenable Nessus 20 TES
JE—hk XEvF—0% . Tenable Nessus Manager 2129 T&% Tenable Agents D AVE EShE
9. Tenable Nessus Manager DS54t R, TTAAM AU HA X B ITKBETTOMAUSDE
® Tenable Nessus Manager 1 ARV A& & LT IAM AV ZE B TY . 8 & 0 Tenable Customer
Success Manager EZ 4 [TDVTEE L& 2 TLESELY,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
http://sensor.cloud.tenable.com/
http://tenablecloud.cn/

O

Tenable Nessus DA A+ —)L7OvRZER B L Tk 7YTET ORI TOTAR—30a—K #E
BI2DEIHYET .

TOTAN—3ava—k

o DBRALO—K TY . =1L AV RF (YT RD)T 3o AZE B Ehi-15 & (L. Tenable A’
HLWFOTAR—aa0—KR 2R TLET.

F 1T 24 B LLN (. Tenable Nessus DA A —ILTE A TAHERBHYFES .
BHORXVvF—THETHELIEITEEEA
AKX FENXELR G SNFEEA.

Tenable Nessus DA 754/ B B I E TY .

| ¥ & : Tenable Nessus DA IS4/ TOE I (ZDULVNTIE. Tenable Nessus 1—H—H1F%S B LTS
(I\O

l AE:7OT4AR—230a0—FREMBE T BI2E. 7TOTAR—300—K DR G DA—2FS BB LTSN,

& B SNz Tenable Nessus v F—MI5F & . 7OT4XN—230a—R T4 D7 VT T—h &
Tenable Security Center M5 E B & EF . Tenable Security Center &3& 1 95112 Tenable
Nessus ZE BN T DL ELHYFTH. BE . BENETITAR—30a—RETSTIUMGENEREEIL
FtA. Tenable Nessus HZDE 4 #4E 18 L THA4E L. Tenable Security Center W51 R B 1§ T=
BEITTBICIE. RyvH—%% §% 9 5L=I2[Managed by Security Center] (Security Center [Z&k%
EH)EERLES.

I— 2k @O CPUY)Y—RavkBA—)L

process_priority ¥ E&#F A TAHIET. VATLLETEITH DI DEIRIDE FEE LB LT,
Tenable Agent ODFR xt B 7418 4 FE 2% ]l TEFET . ZDKSITER T HVE XF B4 ZEhVS. Tenable
Agent HNH B 952 AT L)Y —ADE (L. process_priority % E DE T THEL S RATLDE K
MRARICE O THEELGYET. 200, I—VV b MBEE DS WOt RKYE)Y—REEELT
WEHDEIIZ, VAT LEZS—ITR H15 8 NHYFET . JV—RaAVkO—)LDATU R [ZDULVTIE,
Tenable Agent CLI 3w K 22 BB L TEELY.

JER: process_priority OfE %% E L THWS. Linux O&E Y1728 . macOS M Y] % {E . Z1=IF Windows
BREEISRIZZEENRBREINDETIZ, D LEM IDDSIENBYET .
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https://docs.tenable.com/nessus/Content/ManageNessusOffline.htm
http://jp.tenable.com/products/nessus/nessus-plugins/obtain-an-activation-code

O

process_priority & E DM R R T5IZE. ROKRES B LTZEL.

Windows D& 5 25X macOS D& Y] 1 {E Linux o3 Y] 75 {iE

normal normal 0 0
low low 10 10
high high -10 -5

EE:process_priority REMEZEME IIZRE $5HE AFVUDRTHARGLSIAEEADHYFES . COE
EE R LT AFVU R OB R EE DT R EAHIMLLNERA.

I—2 1k CPUYY—RIaVhO—)LOEHER E
nessuscli A—T4U)T4Z#FERALT. AR A AU 3—D1—ATRDI—U bR E DRI EE T,

OV # nessuscli fix --set setting=value Z{ERALFET . ¥ # (L. Tenable Agent CLI O<%
URES B LTS,

HMHELVCLITEEREARLGEENE —BITOVTE. FHSREES B LT,

EVk: 28 OI—2x ok (10,000 UL L) A8 515 & . agent_merge_audit_trail. agent_merge_kb.
agent_merge journal_mode. agent_merge _synchronous_setting DX EEE H I 5 ¢ TEFT .
NoDEEEZEETDHE -1k DRAFVYUFER DTV ITHDSRF I AKIBICE B SNET . #HEINnD
R ITDONVTIE. R DFE Din B ES BB L TZELY.

Plugin plugin_load_ TS554>DnanN Tenable Agent  low.
Compilation performance_ AIINTA—TIVR 10.8.3 LAFZ - medium. E
Performance (ZZ mode HHRELFT. O medium f=l high
74> REILCPUEHH
AIINTH—T> RIHEETEZF fenable Afent
10.8.2 LLAI -

) I . INTH—TUR -

% low [T 5LT75

FA2@aAVIAIL

REMETLET

N I—2xbD
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O

CPUEE EILR
DLFET . 1T4+—
< A% medium
F7=I& high [Z235
& TS nay
INILSE T £TD
B AR e SN E
ITH, -0k
DCPUEHEEIL
BMLES. B
iE B DR—7 Uk
FH IR DELY
T9Y.

e low—12M
ALK %{E
FALET. F
FA ] B 75 B
Ml &UBE
E N Ay
WEF R Z0E
#ZL.120
a7 DfE A
F%%7 50%
[CLFET .

e medium-
FA Rl gE75 o
7 DEx K
DALYR %
FAL.8O
TU EDY
ATLTER
X 4a7%ET
FEARALET.
(21 DL
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Scan
Performance (A
FINTA—T
A)

scan_
performance_
mode

EDRLYR
ERALE
ERD

* high-{&
CI: =g
D+ R
Lk & F
L.&xXK8
ALYRET
FERLET.

TE: VDI
ESXi i EDH
) —RRE
DEE .
Tenable . 75
GA AL
INTHA—R%E
medium E1=(L
low IZERE TS
CEEEELTL
EX R

CPU E A &%
B4525. A%y
LDINTAH—I R
FRELFES. N
TA—I U R% low
(29 B ERFr&E
EMETLEST
N I—obdD
CPUHZE E IR
DLET. 1\T4+—
Y X% medium
F1=13 high 23 %
EAXVYURTE

-51-

high

low.
medium. &
fzI& high



O

TR AE S
nEIFN. I—>x
VrDCPUHEE
EIXEMLES.
EHREEDI—
Ik S (XR D
EHYTT .

e low- A%y
o(z1D
?»CPUO7
DFIE 53 D
FEREE
B—TIk (2
LET

* medium— X
Fvmh [2F
FAA] BB 75 &
O7 D K
E (=KX 8
a7) =%
LFY.

* high—X
FyoHIZE
it 8@ MO
TEFERALE
ER

Tenable Agent M/\TJA—< 2R

Tenable [E. #t R /\TA—TU AT AN ZE DINTH—IRAAN)OREFR R LTWET . /\TA—T X[
REBICESTELGY. AHOERENMEONDIGE S EEOTHWNMGEAHYET .

LLEE D192 3> Tl&. Tenable Agents DIFES FE/\TA—TURAAN)IRIZTDNVTERBALET .
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O
FATHA D ILET 5 R

| AR O —TURFRRICEOTERY. AR OER NG oNDIE S EEOTRMEENDBYET .

Linux

TOEREF=ETI7MIL Windows mac0S

I—xo a7y IRz 7OW E AR —)L ~70 MB ~38 MB

I—2x a7 INITT DTV T T—hR ~32 MB ~38 MB

T554> 0 B AorO0—K 301 MB 220 MB

ENTSTA4T7VTT—k 0.1 —~ 301 0.1 —~ 220
MB MB

ER:TITADTIITT—h I7AILDHA X, 1R
SNTLBFHLWVITZTAvE IV AR ZRICE
LB DTZTAUEDE R ITES>TRGYFET .

LiR—k Y4 X 1-~100 MB 1-100
U E MB Ll £

AR LR—OYAXIE, REYrUICE TR EKE R
BEBEMNHYES . AVTFATUREE RAFVUIR. 5
[CREGHRIREEABYET -

Y I 9T vk Tk

=15 Ao
25 MB

~20 Ao
30 MB

242 MB

0.1+~
242 MB

1100
MB Ll £

I FRE: NI RVRFRBICEOTERGY. A DIERIMEoNDIE T ELSTRIMG T HAHYET .

BEI—VIVM ATy o2ETLTOWSI—U 0k
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FAXVYUR DY RAMERR

~85 T304 ~50 MB RAM ~85MB ~150 ~8 MB/
MB T T— RAM MB H
I‘%ﬁ&’) E,:E:‘ Linux E%iﬁf“i\ RAM
. -E .
<~875 Hugepagesize DIE F
e systemctl status

nessusagent AV2K TH R
SNAFEREICKESHEES

=R 52y RRSNAHERAE
e [ZlE. T—S 1ok FOEROD
D RAM 4 & & 1214 T VRT
‘j(I LPAEUT R 1HE 7=t & I
72 i«rxﬂi%ﬁ‘éhé#’v‘f/l
i T—RLEFENFT.

£ f=Ez (S, x86-64 R—ZD
M3 Linux Y AT LTIETESE . T4
GB Ll JUk @D Hugepagesize fEAY
LFT 2048KB DB & . A E (X
225 200 MB A 600 MB 0 Bl 1=
"EI H% 72YEY . Hugepagesize {EA
5‘;’5‘& K 20\ ARM64 A—Z D Linux
= S RTLTIE FRITE L TAE

VERELZRYFET (f=&Z
(£, TI4ILED
Hugepagesize M 512 M D5
B .EREIFRFH/NNIREL
TRIAINFT).

AUNUM)RFYTERITLTNDI—D b
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T4RY  T4RUL
i)} NDI—>x

I—>x 4 ]
hD I7DE
9T Hou7

FAXVYUR DY RAMERR

)k Jk

~85 ~150 MB ~50 MB RAM ~80 MB ~105 ~8 MB/

MB (F554 RAM MB 5
yE%ﬁ-é E,:E:‘ Linux E%iﬁf“i\ RAM

Hugepagesize MDIE IE.
systemctl status

29)

— nessusagent AV2K TH R
ey ShoWEABISKEnE B
D& BEZF7. aﬁﬁ?éhéﬁﬁﬁ%
g [ZIE. T—2 o TaER0
S RAM 8 & € 114 Tl VAT
TAR LHAEYR B IZKa o35 & 12
HOfE TARIIRFSNDFrvia
g T—HLEENFT
b f=EZIE, x86-64 R—ZD
e Linux & 27 LCIEBH . 774
%)5 JUk D Hugepagesize i A
6 2048 KB DG & . MEAEIE
ey 200 MB %> 600 MB 0 B 1=
4 1 YEJ . Hugepagesize {EAY
R ELYARM64 R—Z D Linux

DATLTIE ZNUICG CTAE
VERELZRYFET (f=&Z
(£, TI4ILED
Hugepagesize M 512 M D5
B .EREIFRFH/NNIREL
TRIAINFT).

AVRURYRE v ZDNTDEE# IE. Tenable Vulnerability Management 1—+H—74 4K @M Tenable
MR 95 Agent ToTL—h %S BB L TS

RAN D AT LOF| A

I R O —TURFIRRITEOTERY. R DIER NG oNDIE B EEOTRWMEEMNDBYET .
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O

— % B9 1Z(X. Tenable Agent H¥# F 9% RAM [£50 MB ~ 60 MB T (§RTR—U U HE).
Tenable Agent &, 7AR JUB IZIZ CPU #ZEAEFE R LFEAD., PadERTHIFERAIELREE &
CPUZ& KX 100% FTHEA T HLIIEZ G SN TLET .

HWRETYIO—R T HLEEDRUE T AR ZR E § 57, Tenable (7 B IThf-oTI— 1y
k A5 Tenable Vulnerability Management ~D7v7A—k %36,000 4 #1858 LFEL 1=

s EHYAX(F1.6 MB TLT=.

« XA YAXIE37MB TLT=

o« 7Y7A—F£AED90% [£2.2MB LL T TLT=
o 7Y7A—F£H D 99% I£5MB LLTF TLT=.

o ARL—FTAVT Y RTLIZESTRZYZET A Tenable Agent O+ R(HK Lk 4K BE T 45 MB H'i5
60 MBDRAMZH&E LET .

R Linux IR 88 Tld. Hugepagesize MDIE (%, systemctl status nessusagent A<K
TRTRSNBFERAZEICKELEZELZEZFT . RRSNBEHEICFK. T—V b TOER
D RAM JE & B 21T Y RT LD ARIF BIKa o135 B ISTARVIR F SN S Fvy
aTALEENFET.

fz&Z X\ x86-64 A—R D Linux L AT LTIL@E . T4/ D Hugepagesize {E A%2048
KB D5 & . #{# A= (X200 MB m5 600 MB D& B (272 YEF . Hugepagesize fE K=
LY ARMB4 R—R D Linux & RFLTIE. ZHIZE CTAEME A B 52 AYET (eald 7
JAILE D Hugepagesize M512M MG & . R E (T FH/N\AFEL TR RINET).

» Watchdog ¥—EXIZ3MB #E&ELZET .

* T3UAUIE BEEI00MB DTARIVBRELTHELEFT (ANL—TA4V TV RATLIZESTE LY
F9). =L B E DEH T TIE TARVEEAT)DERE(T1GB UL EFTEZASATRE S
AHYET .

» Tenable Agents h'5 Tenable Nessus Manager & Tenable Vulnerability Management [T {9
BDRAFXYUMERIE. 2~ 3MB DEFE TY .

o FIUIAMEEIIVEELI0R T. BBIURTLAR (T—2b D% (ZE DULVT Tenable
Nessus Manager E7=(& Tenable Vulnerability Management [Z& T B ShFET .

Tenable Nessus Manager M/ \JA—<> X
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Tenable [&. 2 DM F1)AT Tenable Nessus Manager D/ \J+—<2R&TANLFELT=. FU)A 1
[%. Tenable Agents A\ Tenable Nessus Manager IZfEfit s, 3% R—)o LTV & T . &
F1)A 2 [£. Tenable Agents D7 TA4TIZAFv L AXYUE R E7YIO—R LTS5 S TT .

TANRIEE
Tenable [&. Thi5 2 DO FIAITR L TR OTAMNREZEALELT .
A
* OS: Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-75-generic x86_64)
* RAM: 16 GB
* CPU: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz
e O7:2
FIF2
* OS: Windows 10 v. 1703 (OS EJLK: 15063.447)
* RAM: 16 GB
* CPU: Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.59GHz

e O7:2

L F1)7 1: Tenable Agents /' Tenable Nessus Manager (3 #t st . ©ad%R—1)>45 L TLY
5158

1 @ IZ2EDITVIIR %57 I—21obDFH
B350 D (2%) R—I 5 H3A A85
1,000 20 33% 5% 0.60
2,000 40 34% 5% 1.05 #
5,000 100 43% 6% 1.7 %
7,500 150 92% 7% 3.22 %

_57-



10,000

1,000
2,000

5,000

200 100% 7% 3.26
SFIVIIRANE—EITEET I—U Vb DFEY
B2I— b D¥ (5%) R—=5E A HB5 E
50 38% 7% 0.88

100 39% 7% 1.14 7

250 54% 6% 1.73 §

17 2: Tenable Agents D77 T47IZAFr2 L. RAVUAERET7YIO—RLTWVSE S

1,000

2,000
3,000
4,000

5,000

4 CPU I—S1vh OF ) R—TF REpL—k
fERx F3A 7B5 8 DY X

65% 52% 1.16 % 363 MB

82% 53% 1.45% 726 MB

82% 46% 1.67 # 1079 MB

86% 40% 1.70 % 1452 MB

99% 47% 1.73 % 1780 MB
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I—orx DB
TSI R ESETBICE. RO EhES B LTS,

Tenable Agent DA A~ —)L

ZDEILIVTIE ROARL—T 42T AT LIZTenable Agent AV Ak —J)LT 34 % 2DV TER BA
LFEY.

¢ Windows
* macOS

e Linux

AR =LENTF=T—U ok [, 0~ 5 59 DTUA LIGE BE D% 2 Tenable Nessus Manager F7=I&
Tenable Vulnerability Management [ZUV YL EYS . B R 54§ 375 KEDI—V b ETIAM4F
1=IX 5 #2 B 3 B0F DRvk T—Uk 5T7099%H| i L . Tenable Nessus Manager F7=[& Tenable
Vulnerability Management [Zxt T 5B R 8 i TEFT . T—V b E R DRAFVURIBFICT
2= X—DDTSTAEAIUO—R LET . ZOTOERIZEEH H HD1di5 A AHYET . ThidT—
DIVMDREYUEE R TR TRIICE T I AREINHYFET .

Linux T® Tenable Agent D12 Ak —JL

R DFEZMEALT. Linux AT LIZTenable Agent #A VA —ILLET . AV ARR—)LE . I—2 1
k %< 3—+— (Tenable Vulnerability Management &7=I& Tenable Nessus Manager) [Z)> 2L F
9. TNITEY AVRR—ILDFE T R ITT—D b BRI T—ADE B ER IR TEDLIITAHRVET .

15 HAHHEIZ

* Tenable Agent V0¥ —ZE#BLES . FFMIZOVTIE. FALTLSTR—Ir—IZ LT,
Tenable Nessus 1—H—H 41K F1-I& Tenable Vulnerability Management 1—H—H1/K%%
BB L TIEELY,

e Tenable Agent BNEFT IV AT ALIZAV AR —ILENTWSIG G . VoI I5—%E #§57 i% (2B
FTEFLYOA—RADFEEEETS B LTSN,
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O

E & nessusd ZE 1T L TL\BEE 77 D Tenable Agent. Tenable Nessus Manager. Tenable Nessus A&+
F—hI TITFEE I DV ATLIZTenable Agent ZA VAR —)LT 315 & . 1V AR—)LTAERIZEY it DT RT
M nessusd TOLRAEFH & T INFET . COfE R AFvo 70Nk b5 & HHYET .

Tenable Agent #4542 O0—K§5

Tenable Agent DFOVA—R RXR—U T, ZF| B OARL—T AT AT LIZE B D1 \wr—2 %570
A—FLZEYS

I—xobhr\wr—oFAoU0—K Lizh, I—U s b BV ARN—ILLET .

I—x b DAVAN—)L

l AE:RDFIE (L root HERZHEELFET .

AR SAAA—D1—R%E AL T. Tenable Agent #/ > A —)LLET .

Linux 41> Xk —JLa<k Ol
Debian / Ubuntu

# dpkg -i NessusAgent-<0S and version number> .deb
Red Hat 8 LB Oracle Linux 8 LL[& . Fedora 34 LLi&

# dnf install NessusAgent-<0S and version number> .rpm
Red Hat 7 LA R / Oracle Linux 7 LLHi

# rpm -ivh NessusAgent-<0S and version number> .rpm
SUSE

# sudo zypper install NessusAgent-<0S and version number> .rpm

EVR: U OTBRINITINTZTA 2 IhEADRN—)LT HE. —EAVRM—LETHISHEEIND
HEEZFEOTCENTEFT . ChiE. TSI DIBRTEFIEE T 5 --file /\oA—4—%45
7 LTnessuscli agent update AR ZFE AL TITOIENTEFT . COIE X (L Tenable
Agent ZEA 88 9 HRTIAT O EAHYFET . il
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/opt/nessus_agent/sbin/nessuscli agent update --file=./plugins_set.tgz

DTS4y IE5 BURICAFL-EDOTHAILELHYET . AF®R SBEEBZSAH LT
SOA Yk Tk TIIVTSTA40DE0O0—K @ i BB ShET . REOTS710 vk
[%. Tenable Agent #™9> A—K R—I hio4 ™o O—K TEET .

3% : Tenable Agent #4/> Ak —)LLT-# 2. /sbin/service nessusagent start avFZFALTF
B TH—ERZRH IR TO0 EAHYFT . Tenable [&. KRR K3 2 &) 3747-1TMZ Tenable Agent 4—E ZHH
thEhbLS. systemctl enable nessusagent ZE{1TIHELHERELTLVET .

aAVRSAVEFERLI-I—2 b D94 1+

av R AV Tk Tl nessuscli agent link v REFALET . 4l

/opt/nessus_agent/sbin/nessuscli agent link
--key=00abcd00efgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=MyOSXAgent --groups="All" --host=yourcompany.com --port=8834

| FE: AR 2K EIE-L T, RLATISRE UM TR EABYET . ZoLENE IF—DRTEINFE |
..d—

DA B HHR—b T BB BIERDEESYTT .

518 W
--key O
--host O
--port O
--name X

--groups no

i
(678 RH— v —HVDHR 1§ L= %4 I L TS0,

IR—2v—hD o)X —EWMETHICE. FALTLDSTR—Ir—(C
Its CT. Tenable Nessus 1—H—H+K Fi=I& Tenable Vulnerability
Management A—H—h41F%% BB L TS0,

I—C b DARIEFRELET . -V b DR EIEIEE LGNS
& I—VI b EAVRR—ILL TWVBIUE 1—E—DE BT ST IA4ILE T
BEINFT

I—Cx b HFEMTEH1 DU EDI—D b I—TEEELET. A
VAN —=ITOERF TP b T —TEE E LLELME & | Tenable
Nessus Manager %71=I& Tenable Vulnerability Management T. )29
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O

51 WA &
NI EI DT II—TIZE DB N TEET

AR I-—CIVNIIL—TRIF AKXFENXFEXRIL. EFEIT—HT
BHLENIBYET . IV I—TL I R CTHOBL ENHYET
(f8]: --groups="My Group").

--offline- X Tenable Agent (& 7754 THYV RTLITAV AR —)LTEES . a7
install RSA2 AT ar offline-install="yes" ZaYKSAV A A1 IZE

MULZFEY . Tenable Agent [&. 7 # #1Z Tenable Vulnerability
Management &7=I& Tenable Nessus Manager ~DY2 9% #FE T

I—vrobparkO0—S— K TELEMEE 1 BRI CLTE R TL
F9 . Fo AU O—"F—IFHER TETELI VIR BT 55 S (E. 24
B CEICEEITLES.

--cloud X --cloud M5| # %45 & L. Tenable Vulnerability Management [Z1)>%
LFY.

--cloud 51 #{[X. --host=sensor.cloud.tenable.com --
port=443 %8 %€ 9 51=6HMD3—k Hvk TT .

& --cloud 5| # (&, FedRAMP IR 3 TIIHR—F SN TLEEA. --
host=fedcloud.tenable.com --port=443 %5 E T RALEILHYET.

B PE XL IZHS Tenable Nessus A¥+7—. Tenable Agents.
Tenable Web App Scanning X¥+7—. &f=Id Tenable Network Monitor
(NNM) Z4} L T Tenable Vulnerability Management [Z# £ #t L TL\5B &
[E. sensor.cloud.tenable.com Tl&%:< sensor.cloud.tenablecloud.cn T 5 9

BLENHYET

EE: T—2 12k @ Tenable Vulnerability Management ~A®M')2 122UV T
M # (L. Tenable Vulnerability Management 1—H—H4 K Dt4—n')
LoESBRLTZEL.

--network X Tenable Vulnerability Management [Z)> 93 fzT— b DI &
IV b EDRRLAYEN T—OITEMLET . ryk D—0%$E E LA
HBE . I—UVETIHIL ORVE T—VICB $AHIEITHEYET .
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E1E WA e
AR RV T—0& (F5| AR TEOBELIHYET (Bl: - -network="My
Network™).
--profile- X I— b DEIYY TR EGEDI—2 0 TAaT7A LD UUID (61
uuid 12345678-9abc-4ef0-9234-56789abcdef0). 5 #H (= DLVTIE.

Tenable Vulnerability Management 1 —H—H1/FDI— ok JOJ7
AIVES B LTS,

I—x A AN—)LL T YL =5, Tenable Tl v 2—Uy—D1—H—A(2 3 —DJ1—XATI—
VIR ERRLT. =V b ARR—Dr—ICIEE B 1T SN TWNACEEHE R 3 HIEFHEE L TLY
EXR

EVh: I—U b DO —2%F{E L. Tenable Nessus Manager E7=(& Tenable Vulnerability Management [Z')
OLESETBHE409 ISR R INDEE HHYET . COITT—IL. it DT UHY, /etc/machine_id FF=
[ /etc/tenable_tag 774 /LN D[E L UUID fBIZ) 3N t=t=OICR RENFT . COMEZRE R T I
(X. /etc/tenable_tag 771 /LDIEZEH %h7% UUIDV4 {E [CE Z=#: 2 FJ . /etc/machine_id 77/ ILAETE
LZLME & . /etc/tenable_tag ZHIFRL THLIMEZE K TEET

JoyEnt-T—o 1ok OREE

I—VxobEAVRN—IL TV D ROFIEITH ST IR—Vr—DA1—HF—(B—TJ1—XT
FLOWI—UUhERRLET.

* Tenable Vulnerability Management TU oSN =TI —U U EREE T 55 %
1. ELIZHE = REVEVIVILET .
ERICFES—avdL—UhRRENFET
2. EQFES—LavIL—UT R &EVIVILET.
[Settings] (% &) NA—U DR RSINFET .
3. [Sensors] (LY —) 24 IWVED)VILET S
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O

[Sensors] (T —) R—=UBKRREINFET . TIHILLTlE EBDFES— 30 AZ2—T
[Nessus Scanners] (Nessus X¥+v7F—) A\ R &4, [Cloud Scanners] (7577 X5+
F) BITDBTOT4TERVET .

4. EDFEHS— 3 A=a2—T. [Nessus Agent] #7')vILET .

[Nessus Agent] X—U gk ;x &4, [Linked Agents] (o Eni=-T— 18 ) 3THT7H
TAINITIEYFET .

5. VoUENF-I—C b DR THLWVI—C VR ER DITET
* Tenable Nessus Manager TU VSN =I— &R EE T 5A &
1. EEDOFES—32/\—T. [Sensors] (Y —) &9)vILET .
[Linked Agents] (V> V&SN f=I— b)) R—UNR R EINET
2. VoOINFI—C b DR THLWVI—C VR ER DITET

Windows T® Tenable Agent DA X+—)L

R DF IEZ%E A LT, Windows 2 AT LIZ Tenable Agent A/ Ak —)LLET . 1V RA—ILTOER
f (2, IT—U ok FYR—2+— (Tenable Vulnerability Management E7=I& Tenable Nessus
Manager) [ZVILFET . THITEY AVAR—ILDFE T & ITT—D 0 b BARFY T—RDE E R 1R
TEAH&INTGYET.

15 HHHEIZ

* Tenable Agent Vo 0x—ZE B LET . sFMIDONTIE. FALTLSTR—Ur—(Z LT,
Tenable Nessus 21— — 1K E£1-I& Tenable Vulnerability Management 2—H%—H1KF%%
HE L TLI=SLN,

e Tenable Agent NE R IZV AT LICA VAR —ILENTWAIE & . U o IS5—4E #3355 i% (2
I5FILIYCAR—RDEEES B LTS,

| AR AVAN—IVET T §50IaVEa—3—DBEHEZROONGEEHHYFET .

4 : nessusd #£ 17 L TL\5BE 7F M Tenable Agent. Tenable Nessus Manager. Tenable Nessus X3+
F—MF TIZFEE THV AT LICTenable Agent #/ VR —ILTBI5 & . A1V AR —)LTOtRIZEY it DFRT
M nessusd TOLRAEH & T INFET . COfE R AFvo TN HONDIEE HHYET .

-64 -


https://docs.tenable.com/nessus/Content/RetrieveLinkingKey.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/RetrieveAgentLinkingKey.htm
https://community.tenable.com/s/article/Nessus-Agent-409-UUID-Error

O
Tenable Agent D& O0—K
Tenable Agent DFOVA—R RX—U T, ZH B OARL—T AT AT LIZE B D1 \r—o %570
A—kLFET

I—Vxob/\wr—o%A300—K L=, AR SAVEFER L TI—V b E/ RN —)LL TS
TEFET . F=E GUI AV A=l F—FRZFRALTI—V b EAV AN =L TIV T HTELT
=Fd.

YR SA U E =AM A —ILEY 1T 1+

I AR AR SAUNSTIOALTIVITBITT. EEEBLANILDERHILETT .

FEE: COFE TIEavUR 512 %(E ofz Tenable Agents DT FOAIZDWVTERBAL TWET . 7OT4TT4LY
k1) (AD). S 2T L8 BB H—/ \— (SMS) BZ0M D MS| 1 Svr—S [ [FU Tk 7R 5 S AT L E . B0
Windows H—E X T Tenable Agents 27 JAA 32,1 TEFT . ThoDA L (KD T IO/ TODEH
(X, 3% Y TERA—DR XAV ES B LTS,

ORIV FE STLK DB DY I [H/35A—3—%45 T L T, Tenable Agents /> Ak —)LLY>
DG BHIEMTEFT . fil:

msiexec /i NessusAgent-<version number>-x64.msi NESSUS_GROUPS="Agent Group Name"
NESSUS_SERVER="192.168.0.1:8834" NESSUS_
KEY=00abcdoeeooefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabclO /gn

I—x b AT R A2 D) O 118554 —5—

ROV NFINGA—B—ZE A TEFET .

ADDLOCAL=ALL Tenable Agent 1—*—# 1K@ Windows T®D
Tenable Agent DA Ak —)LDF IE 8 D BH IZHE -
T. Tenable Agent Y AT L LATT)r—a %A
VAR —=)LLET .

NESSUS_CA_PATH RR—2v—DY—/N\—FEAEERI T ADIFERT
BNARLCAREHEZIEELET .
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NESSUS_GROUPS

NESSUS_NAME

NESSUS_OFFLINE_INSTALL

NESSUS_PLUGINS
FILEPATH="C:\path\to\plugins_

O

I—UIbhEEMTSH 12U LIV T I—
TERELET . AVRN—ILTOERF [Tk
JI—T%35 € L7 LM5E & | Tenable Nessus
Manager &7=I& Tenable Vulnerability Management
T )oIShtzI—2 b I —2 o JIL—TIT#k
MoE M TEFY .

FR IV JI—TRE KXFENXFER
AL, ERIC—HITIBLEIHYFET. T—Dxb T
W—T% 35| A CEOLELHYFS (B: --
groups="My Group").

IR BHOIIN—TEIRIDER . HBHWE
1 DDTI—T D2 il ITAR—ZDE FN TS5
Bk ZE5I AR (") CACLEIHYES . f

¢ GroupName
e "Group Name"

e "Group, Another Group"

I—x b DERIZFREELET . T—F DA R
ZHETELGWMES . I—21 b EARR—ILLTLNVS
O3 —DZRIZTIAIE TR ESNET .

Tenable Agent [&. #7514V THL AT LITAV AL —
JVTCEET . aAIUR A2 DA T3 NESSUS_
OFFLINE_INSTALL="yes" #aY K SAV A HITE
M LZEY . Tenable Agent [%. T & #IZ Tenable
Vulnerability Management #7=(& Tenable Nessus
Manager ~DYVERAFET . T—> b Hask
A—S—IERE TELNME S 1 RRICEEETL
F9 . Tz Ak O—S5—ZFEHKE TETEULIICK
M9 AEE (. 24 R CEHHAITLET.

— AR —IILDEITHISHE SN H EHIEZERE
5T =01, YT BRIV TSHA vk EAUR
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set.tgz"

NESSUS_PROCESS_PRIORITY

NESSUS_PROXY_AGENT

NESSUS_PROXY_PASSWORD

NESSUS_PROXY_SERVER

NESSUS_PROXY_USERNAME

NESSUS_SERVER

F—ILLET . TR SA2 DA T3 NESSUS_
PLUGINS_FILEPATH="C:\path\to\plugins_
set.tgz" #MAFY . ZZT plugins_set.tgz [F. A
F % 5 HLUADRFH DI (vt Dtarball T
T.AF%S5BHEBRAD T VWIS TIE. 7
IWISTAoDFI0—R hsk &l B (CRA IR ShET .
REFDTST1 9k L. Tenable #ooO0—K R—2
oAU O—K TEFET .

DARATLETETINSGZDM DRRVELLE LT,
I b DTGB EEZRELET . B
THE . BLUVIDER T DENE A A (2B 9 HFF # (3.
Tenable Agent 7704 X2k EA—H—H 1K DI—
DI b @D CPUYY—RIOVEA—/LES B LTS

LY.
TOXONFRIERZRINTWNALI—F—TI—1b%
BEBRITAESIE. —F—TIT—o b2 EEELE
El

A—H—ZELTHEELEA——T7HOU R D/IR
J—k & ELET .

TAXHP—N\—DRAN B F-XIP PRLARZIEEL
e

TAXSY—N\—~DT7IEREER I AT INTLNDS
A—H—THIUrBEREELET

H—/I\—DRANZ F =X IP PRLAZIEELET .

» Tenable Vulnerability Management [Z1)>99
515 & [X. sensor.cloud.tenable.com:443 &
AALFET.

» Tenable Nessus Manager [Z)> 03 515 &
[&. 7"—h 8834 %41 (+T. IRr—Tv—DIP F
f=IFRR B E A D LFET (Hi:
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O

192.168.2.1:8834).

NESSUS_SERVICE_AUTOSTART=false ARk —)L#% |2 Tenable Agent A% & LAz L RS

LET.

CONFGA—E—(&. BB AL ENF-TTAMAUNFT
23> (JSON F7/IVEE A LI-TIOM AU G E) T
RO AEEABHYFET -

FE: Windows Tld. T— ok H—EXD
StartType [d [Automatic] (B &) ISR E SnFEd . £
Df=6. Windows VR TLEB L EIT5H5EL. I—2 ok
H—EZANE [CFRBShFET.

I—2x b EAVRR—ILLTY O =5, Tenable TlE, ¥R2—Yy—ND1—H— A A—J1—ATI—
CIbERRLT I—VzVEARR—Dr—(CIEEE [TV ISN TSI EERER A A E L TLY

EXE

AV AR =L O HF—R Z{FE of=A R —)LEU 4T 1T

| EXE: Windows TAURN—JLESE T 51012, AVE1—3—DBENILELIZEEIHYET .

1.

2.

Tenable Agent DAV Ak —Z% A0 A—k LI=TAIWA—ITBELET

RIZ. TPAINBEZTTIVD)IL . AV A —)ILDTOt R%ER 1R LET . [Welcome to the
InstallShield Wizard for Nessus Agent] (Nessus Agent O InstallShield "4 H—K ~A&53Z%)
DAVR IR RENET .

. [Welcome to the InstallShield Wizard for Nessus Agent] (Nessus Agent @ InstallShield =

HP—REIZ%E) DR IT, [Next] (R~) &0 TR TLET S

[License Agreement] (51t X2 #) 942K T, Tenable, Inc. Nessus YV Ik D751 R
EHTRDJTO B DEEICBEZBLET.

[l accept the terms of the license agreement] (51 XL DEEICRIBELFEFT) &0)vIL
EX P

[Next] (R~) &0UvILFET .
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7. [Destination Folder] ({& 7 5t 743 —) 4R I T, [Next] (R~N) #0')v9L . TIHILE DA
Ah—ILIANEF—EFERLET.

-Ff=lF-

[Change] (Z &) #%')voL . Tenable Agents 1Ak —ILT B5| DITAINAF—ES B L TGEIR
L. [Next] (R~) E5)vILFT .

8. [Setup Type] (B E 421 7) 1 R 9T ROVWThAERTLET .

o I—VxUEVRTLNLAT IV r—30%E R LTAU RN —ILE B4, [Custom] (hR#A
L) ZEIR L. [Next] (R~ 9oL T, KOYTSA U AZa—TRDFIEZZE TLET. =
NIZkY, T2 TI—V Vb RT—ARER R TEET

SRTLNLATT)r—3> DR TE

Z14—Ib

&

~
x— (B 2R) RF—Vr—hoB G LI OXF—ZEALET -

IR—r—B o PF—ZFRETBHICUL. FAHALTLSIR— Ik
LU T. Tenable Nessus 1—*—4+ K F1-I& Tenable Vulnerability
Management 2—H—h1F%% BB L TIE&0N.

Y—/N— (B IR—Tr—DRARY—/\—F A A LFET .

 Tenable Vulnerability Management 2203 515 & (%,
sensor.cloud.tenable.com:443 LA ALZET

FE: FE XL I128H5 Tenable Nessus X¥+F—. Tenable Agents.
Tenable Web App Scanning X&+v7—. F7zI& Tenable Network
Monitor (NNM) %47 L T Tenable Vulnerability Management [ 22 #5 L
TULV515 & [Z. sensor.cloud.tenable.com TlA:<
sensor.cloud.tenablecloud.cn T #% 92 EAHYET .

A E: T—2 1k D Tenable Vulnerability Management ~M')> 912D
LT L. Tenable Vulnerability Management 1—H—H 4K D+
=D HES B LTS,
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 Tenable Nessus Manager 2299 535 & (& "— 8834 %4+ [+
T IRx—2v—D IP FFHRRAN B EA I LET (H:

192.168.2.1:8834).

GN—"7 I bEEMLEVEEEOI - TII—TEEELET .

AVAN—=)LTOERF [CT—U T I—THIEELEWNME S . Uoosh
F-I—C b E BRI I—CIN T I—TITE N TEET .

a. [Custom Setup] (hRZ Ltk 7V ) R—UBRREINET . TIAIL T VRT
L UATTVT—23 AV A =)L\ —D 128 FNTULEE A

Ié" Nessus Agent (x64) - Installshield Wizard

Custom Setup
Select the program Features yvou want installed,

Click, on an icon in the list below to change how a feature is installed.

imFeature Description

: Messus Agent Files
s ¥ - | Svstem Tray Application

This Feature requires 40ME on
wour hard drive,

Install ko

C:1Program Files) TenableiMNessus Agent), Change... |

Installshield

Help | Space | < Back I Mext = I Cancel |

b. [SystemTray Application] (SystemTray 774 —3>) K QYT Z O RvI X&)y

ILFET .
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h!!rl' Nessus Agent (x64) - InstallShield Wizard

Custom Setup e
Select the program Features yvou want installed,

Click on an icon in the list below o change how a Feature is installed.

- =3 = | Nessus Agent Files |'Feature Description

System Tray Application

=0 This Feature will be installed on local hard drive.

=18 This feature, and all subfeatures, will be installed on local hard drive,

Eay  This Feature wil be installed to run From network,

@ B This Feature, and all subFeatures, will be installed to run From the netwark,

=3 This feature will be installed when required.

Install b
e ¥ This feature will not be available,

Installshield

Help | Space | < Back I Mext = I Cancel |

c. [This feature will be installed on local hard drive] (C D% g Z=0—AhJL/\—K K54

TITAV A=V D) &)oL ET .

d. [Next] (R~) #0)vILFET

o YRTLLATI)r—2avmzE R ETICI—C 1ok E AV RN —ILT B2, [Typical] (1E
#)ZEIRL. [Next] (R~ &5)0ILFET .

9. [Configuration Options] (% € A7 ay) 4R IT. RDISII—VIVhF—DEFEA ALE

ER

H—/\—

(B 7A) RRF—Dr—hoB G LI IOXF—ZFERALFET

Y= r—D o OF—ZFWM BT BI2E. FAHALTNSIYRA—2y—IZE LT,
Tenable Nessus 21— —H 1K F1-I& Tenable Vulnerability Management 21—
Y—H1R%E5S B LTS,

(WH7B) IR—Dr—DIRAN —\—ZF A AW LET

« Tenable Vulnerability Management 2293 %15 & (%,
sensor.cloud.tenable.com:443 A 1 LZET .
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O

EE: P E AL 12H5 Tenable Nessus A¥+F—. Tenable Agents.
Tenable Web App Scanning X%} —. &7=I& Tenable Network Monitor
(NNM) #4t L T Tenable Vulnerability Management |2 #t L TL\515 & (£,
sensor.cloud.tenable.com Tl%:< sensor.cloud.tenablecloud.cn T & 50 &
HHYET .

EE: IT—2 1k M Tenable Vulnerability Management ~AM2 2122\ THD
£ #0(X. Tenable Vulnerability Management 1—H—H+4 R DtH—n\ o H%
S B LTS,

* Tenable Nessus Manager 2299 535 & (&, R—~ 8834 %4+ (7 T. <
F——D P FTHRAN B EA ALFET (i 192.168.2.1:8834).

GN—"7T I—Uz bEEMLEVEEEOI—2o b TI—T4EELET .
AR —ILTOERBP IR T IL—TEIEELLGEWME S . o oEshi-T—
CIVhEERIDI—IVNTIIL—T(E M TEET.
10. [Next] (&R~) &0UvILET .

11. [Ready to Install the Program] (FRJ 5 LDAV AL —ILDE 5 T ) 914K T [Install] (1>
Ak—=IV) #0)ILET

12. [User Account Control] (21— —7ho b il fil) AvtE—U R R EShizb. [Yes] (IELY) 291y
2L . Tenable Agent DAV Ab—)VEEFRI LET .

13. [InstallShield Wizard Complete] (InstallShield D4+ —K A5 T LELT=) 942K ™I T. [Finish]
(#T)ZEVIVILET .

I—2x b EAVRR—ILLTY O =5, Tenable TlE. ¥R2—Yy—D1—H— A A2—J1—ATI—
DIVRERRLT I—V b DAY= v—(CIEE 1T OSNTWACEFHER T A EFHELE L TULY
EXR

I FEE IR IR IV EAVARARN—ILLTWNROAVE 22 —DR R ZT I4I)L TR E ShET .

EVh: I—U b DHYO—2%F4E Y. Tenable Nessus Manager F1=(& Tenable Vulnerability Management [Z1)
DOLEIET BHE409 TR RENDGZE IHYFET . COITF5—IL. HKLM/Software/Tenable/TAG 7741
LT, Bl DT UHE C UUID B TU SN Tf=8BIZKR R SNFET . CORM 8 =g iR 9512,
HKLM/Software/Tenable/TAG 771/ )LD OE%H 317 UUIDV4 fEICE S A FT .

JooEnt-I—o ot OREE
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I—2xobhEAVRR—)LL TV YL G ROFIRIZHE T IR—Vv—D1—H—A(B—T1—AT
HLLWIT—2IUhERTLET .

 Tenable Vulnerability Management TSN izT— U R LT 55 %
1. ELIZHD = R2EI)ILET .

ERIFES—avdL—UR R EINET

2. EOFES—2avIL—UTRE] &V )VILET .
[Settings] (% &) ~—U MR RENFET .

3. [Sensors] (Z2Y—) ZAIED)ILET .

[Sensors] (LU —) R=U AR RTSINFET . 774U TIE. EQlOFES— 3o AZ2—T
[Nessus Scanners] (Nessus XF+v7—) AuE IR &, [Cloud Scanners] (757K ¥+
F) BTDBTOT4TERVET

4. EDFEHS— 3 A=a1—T. [Nessus Agent] =7 )vILET .

[Nessus Agent] R— A5k 7k &t1. [Linked Agents] (Joo&nf-I— b)) 2T0TFH
T4 ITIEYES .

5. VDUINF-I—V b DRTHLWLVI—C VR ER DITET
* Tenable Nessus Manager TUU SN -I— U 1R EE 54 &
1. EEDOFES— 32 /\—T. [Sensors] (Y —) &9)vILFET .
[Linked Agents] (VoSN f=I— b)) R—U DR RSNET .
2. VoUSNFI—Dao b DR THLWVI—C VR ER DITET

macOS T® Tenable Agent DA X+—)L

R DFEZMERALT. macOS AT LIZTenable Agent #f A —JLLET . A1V RAR—)LE . I—Dx
>k %< 3x—v— (Tenable Vulnerability Management E7=[% Tenable Nessus Manager) [ZU>2LFE
9 INITKY AVRR—ILDFE T £ ITT—D b BRFYT—RADE E ZF I8 TEDLIITHYET S

15 HHHEIZ
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* Tenable Agent Vo Ux—ZE#FLEY . s MIONTIE FALTLSTR—Ur—(Z LT,
Tenable Nessus 21— —H 1K E1-I& Tenable Vulnerability Management 2—HY—H1KF%%5
HE LTSN,

* Tenable Agent ME R ICV AT LIZAV A —ILENTWVSIE & . Vo VT5—%E# §57 % 2
TEFLYOAR—RDEBEES B LT,

EE DILTALINTHRRIE D— B DEEE TlE. I—CV kA IINTARITIRREEZD B LT 515 & 15
VUFEd . LI=H>T. Tenable Tl&. macOS [T/ A —ILENTWNBI—C M ZIIVTARI TR AVEZEF 7]
FTEHIELEHRELTLET .

£ nessusd #%E 1T L TL\5BE 77 D Tenable Agent. Tenable Nessus Manager. Tenable Nessus &+
F—MF TIZFEE TS AT LICTenable Agent #A VR —ILT 3156 . A1V AR —)LTOERIZEYiL DFRT
D nessusd TOLRAE H| & T INFET . COfE R AFvoT—AaANKRONDIE & HHYET .

Tenable Agent D& O—K

Tenable Agent DF IV O—K R—=U T, ZHI B OARL—TAU TV AT LIZE B Q1 \or—2%370
A—KLET

I—Vxob/\Wr—o%FF0a—k Lz, I—V b AU AR—ILLET .

I— DAV ARN—)L

| AR ROFIEZEITIBHICIE. root R AN ETT .

GUI 1V R =)L o4 F—R E1=[Eav R S/ E A LT, Tenable Agent 4> Ak —)LTEET .
GUI 1A=L

1. Tenable Agent .dmg (macOS TARIA A=) TrAIWELTIVIIVILET .

2. Install Nessus Agent.pkg & JILD)wILET .

3. Nessus Agent 1V Ab =)L —F &KL T LFET
OWUR AL AR =)L

1. Install Nessus Agent.pkg & .NessusAgent.pkg % NessusAgent-<version
number>.dmg MSERLET .
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I E R .NessusAgent.pkg 774 J/UIEE & macOS Finder TR RENFEL A

2. 3—=FIVEREFET
3. ATURTAUNG. ROARNKREA ALFET .

# sudo installer -pkg /<path-to>/Install Nessus Agent.pkg -target /

I—x b DAVAN—ILASE T LT=h. I—V b &R —2v—(2UILET

EVb: U OTBRITTINTSTA b EAV RN =L BE, —FEAVAN—LEITHITEEIND
HEEZREOTENTEFT . K. TSI DIBRTEIEE 35 --file /\oA—4—%45
7E L Tnessuscli agent update AWK ZFE AL TITOSENTEET . CDE % (X Tenable
Agent ZBH 88 9 HRTITIT O ELBHYET .

/opt/nessus_agent/sbin/nessuscli agent update --file=./plugins_set.tgz

DTS4 F5 BURICAFLELEDTHAIVLELAHYET . AFRSBEFBZSH VT
STA Yk TlE TIVTZTA0DE00—K g §l B (ZBRIR ShET . RETDTST 10 vk
[%. Tenable Agent #9>O—RK R—U M40 O0—K TEET

ORURSAVEFERLEZI—o ok DU O T
macOS TI—U b &V IT BITF RDLIICLEFET .
1. 3—FILERAEET.
2. aATURSA M5, nessuscli agent link AvoRZEERALET.
]l
# sudo /Library/NessusAgent/run/sbin/nessuscli agent link

--key=00abcd000Pefgh11111i0k2221mopq3333st4455u66Vv777777w88xy9999zabc00
--name=MyOSXAgent --groups=All --host=yourcompany.com --port=8834

FE: oA R 2R EIE-L T, BCTIBEUR (TR EABYFET . TOLELE. IS—HKRTS
nEy.

I—Vx bR A2 D) 4 11355 A—5—
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SOARUEDHR—b T B5| LR DELYTY -

518 A =

o~

--key (B 7H) Ir—Tr—hoEF LI=fEZfE A L TS0y,

< x—IZis LT, Tenable Nessus A—H—H1K F£f-I& Tenable
Vulnerability Management 2—H%—H 1 K45 B L TLEELY,

O
--host O IR—v—hB)o X —FRFEITHITE. FRALTNSTR—
O

--port

X

I—Cx b DERIFREELEST.. I— DL RIFEFELAL
BE.I—VsbEAMVAN—)LLTWVAOVEA—2—DE | IZT
THILE TERE SNFET S

--Nname

--groups X I— b EEMULEZVDBEFEDOI—C b I—TE B ELET
AVAN—=VTEERR IV T IL—TEEE LGS .
Tenable Nessus Manager #7=[& Tenable Vulnerability
Management C. Yoo fz=I— 1o hEI—D b IL—TIC
ZHADEMTEET

ER I-—COMNIIL—TRIFE AKXFENXFERFIL. EREIC
—BIIRBELIBYET. T—Cx T II—T & E5 A TEDY
EHHYET (ffl: --groups="My Group").

--offline- X Tenable Agent (& 754V THY RTLIZAV AR —ILTEET .

install aRURSA2 MDA T3 NESSUS_OFFLINE_INSTALL="yes" %2
IURSAV A BIZBIMLET . Tenable Agent (&, EHIRI I
Tenable Vulnerability Management &7=I& Tenable Nessus
Manager ~DYOZERAFET -

I—2xobAavhB—S—(3EHE TELRME S . 1 B CECE
HITLFET. -, avbO—S—IZIFEHE TETH)IIZE KBTS
BAX 24BEILBRITLES.

--cloud X --cloud M5| $1 %45 7 L . Tenable Vulnerability Management [
o OLES .

--cloud 5| #{[&. --host=cloud.tenable.com --port=443 %

-76 -


https://docs.tenable.com/nessus/Content/RetrieveLinkingKey.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/RetrieveAgentLinkingKey.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/RetrieveAgentLinkingKey.htm

--network

--profile-
uuid

X

X

O
HEE I 500> a—thvbTY.

#: --cloud 5| #[&. FedRAMP I & TIFHR—F ShTLVEE
As. --host=Ffedcloud.tenable.com --port=443 %35 E 9 %1
ErHYET.

EE: PE AL IZHS Tenable Nessus R¥+7F—. Tenable
Agents. Tenable Web App Scanning X¥++—. E7=[& Tenable
Network Monitor (NNM) Z 4t L T Tenable Vulnerability
Management 2 #; L TL V515 & (&, sensor.cloud.tenable.com Tld7z
< sensor.cloud.tenablecloud.cn T 5 95w ELHYFET .

A& : T—2 12k M Tenable Vulnerability Management ~®M')> 412
DULVTHEE M (L. Tenable Vulnerability Management 2—H—H41F
D=0 9ES R LTS,

Tenable Vulnerability Management [Z) & =-T—U 12k DiF
B IV EARRLAYNT—IITEMLET . vk T—0%
BELGWMES . -2 ET 4 DRk T—IZE 34
LITRYFET .

I—Tx b DEIYE TR ELGDI—2 o TOT74 )LD UUID (4
12345678-9abc-4ef0-9234-56789abcdef0). £l IZDLVTIE.
Tenable Vulnerability Management 2—H—H /K DI— b
TAI7AIVES B LTS,

I—x A AN—)LL T YL =5, Tenable Tl v—Uy—D1—H—A(2 3 —J1—XATI—
DIV ERRLT I—V b DR —Dv—(CIEE TSN TWVACEFHE R T EFHE R L TLY

FJ.

EVk: = b MHYO—2%4E Y. Tenable Nessus Manager F1=(& Tenable Vulnerability Management [Z!)
DIOLEIETBHE409 ISR REINDIHEEMHYFET . COITF—IL. /private/etc/tenable_tag 771/l
T, Al DT Uh R C UUID fE TV IS fzf=hIZR RShET . COR B EHE R T 5I2IE.
/private/etc/tenable_tag 77/ LD DIEZEH $h75 UUIDV4 fE [CE S 2 F 9.

JoyEInt-T—o ok OREE

I—VxohEAVRAR—)LL TV YL G ROFIRIZE ST IR—Vv—D1—H—A( B —T1—AT

HLOI—DIbERRLET
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O
* Tenable Vulnerability Management TU oSN =TI —U b EREE T 55 i

1. ELIZHD= R0 )0ILFET .
ERICFES—avdL—URREINET

2. EOFEF—LavIL—UTREI &V IVILET.
[Settings] (5% &) NA—U DR RSNFET .

3. [Sensors] (Z2Y—) 2AIVED)VILET S

[Sensors] (ZoH—) R—=UNKREINET . TIHIUL T T/ DFES—2 3o AZa2—T
[Nessus Scanners] (Nessus X2¥+v7—) H4E R &4, [Cloud Scanners] (757 R+
F—) BTDBTOT4TERYVET

4. EDFEHS— 3 A=1—T. [Nessus Agent] =7 )vILFET .

[Nessus Agent] R— A& 7k 1. [Linked Agents] (JooEnf=-I—C b)) 2T0T7H
TA1I5VES .

5. JoENf=T—C Vb DR THLLWI—C VR ER DITET
* Tenable Nessus Manager TUISN-I—U U 1R AL T 54 &
1. EEDFES—32/3—T. [Sensors] (Y —) &0 LET .
[Linked Agents] (VS fz=I—U b)) R—U R RSINET S
2. NIV DR THLWI—C VR ER DITET

Tenable Agent DFA 18 F1=I4f= IE

I M IEB TR EEZ—HHICELEL. I—i b 2EESLTTFT—ANEZBREATEED.
I—2x b DE IR ERIB X FSTINa—TA2 TR 3L DTENBHYET . £f=. Tenable Tlk. F &)
TIIT— bR T ITREEIMITIT—a b EE I THIEEHRELTLET.

LLF D193 T, 7RAk T Tenable Agent ZF 18 B&UME IE 75 DARRN TS50 T1 R&HBALE
ER

Windows
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1. [Services] (—ER) IZBELFET .

2. [Name] (4 il) 5 T [Tenable Nessus Agent] #7')voL %7 .
3. RODWLWIThAhEETLET

e I—U b MY—ER%EE IE 9 5IZ(X. [Tenable Nessus Agent] =5 7' )voL THS
[Stop] (IF L) &0')vILFET .

s I—U IV MY—ERZE L )3 5IZ(E. [Tenable Nessus Agent] 45 2')vIL TH
[Start] (Fta) #0')vILFET .

FrE ROIATRZERALT, a9k 40—V b 2R LIEVE L LIZYT HIEE TER
EE

BB F-(3FE 1k Windows <R SA R E

B 48 C:\Windows\system32>net start "Tenable Nessus Agent"
=1t C:\Windows\system32>net stop "Tenable Nessus Agent"
Linux

Linux Y AT LATI—Vz b ZRBFIFE L THICE. ROATIFZERALET .

iR F=EE L Linux avoR 5142 1E

aR # systemctl start nessusagent

®T # systemctl stop nessusagent
macOS

—

. [System Settings] (ATLERE) ITFEHLFET
. O REEIIILETS

N

3. & REVESIILET .

L AR ENRT—REAALET.

N
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5. ROWITNAERITLET

o I—U b MY—EREE IE 9 5IZIX. [Stop Nessus Agent] (Nessus Agent DfE 1E) /R4
DEDIVILET .

s I—U b MY —ERER A I BIZIE. [Start Nessus Agent] (Nessus Agent DB 38 ) K%
EY)ILETS .

FE ROATNEFALT, ARSI MR LIZUE L LY 528 TEE
EE

Bia F-3E 1L macOS aAvUR SR E

B 48 # sudo launchctl start com.tenablesecurity.nessusagent

=1k # sudo launchctl stop com.tenablesecurity.nessusagent

Tenable Agent D7v7T—hk

AR —=ILENT=T—U b [E FDTH—2v— (Tenable Vulnerability Management #7=[d Tenable
Nessus Manager DL\ Mo B B IC7YTT—RZEBLET

EE5NIR——DA1—H—AA3—TJ1—RATH. I—CVhEHISUERTELT. T—C b DE
BBk D/N\—U 3 %R E TEFET . MO TIE. Tenable Vulnerability Management 1—4—
AR LU Tenable Nessus Manager 1—H—HAK TR A SN TS F IE [ZHE o TSN,

FET7VITH

IT7F VT DRI T—001a—2 Ik B R EN TSR Vb D=0 EDRE DT—ATIF, IT—Vx
ATYITREFBTEVUA— R TR ELNHEHGEEABYEYT . Tz, 7YIT L EEHN DI -V
VMCEEAVRR—ILTHIEL — FETYIT—h I7M )L tar. gz & Tenable Nessus Manager T4L

JRVISAV R —ILF HEETEET . £F D5 S . Tenable Nessus Manager (& tar.gz 7w 7—hk

TPANERERLT, Vo 0Sn =& I—D 1o Py TR M LET .

SEE: ¥ #A % & TIL. Tenable Vulnerability Management (2 &i=-T—U ok (. /A= a0 A —f§ 28
B (GA) Shi=— BB & CGA IZ7YTT—h&nFET . i oT. DA LLEIT I Tenable Vulnerability
Management 2> Eh=I—C b EF B TR/ NN—2aVITTYITHIBE AL BB TYIT+H %
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513 5P BB I CRE 7 I AR )RR IRL TS, &7 S5CET. TSIk AR 0
\—Ua (GA) 1B B IS8 T —R Sz &SI YEd

Tenable Agent [T7YTT—k E#F B TAU R —ILT B2

IR UTOFIEZATFAVDIVUTRITTILELNHDE B (T AVF—RINTTIEATES YL UTF
IIE 155 3EEITLTZEN. FIE 3 DRI, A ovA—R LID7MIVEXTZAoDIIUITTaE—L. 751>
DIVUTFIR4EETLET

1. Tenable Agent Downloads (Tenable Nessus Agent 2> 0—K) R—J([ZF8 8 LET .

2. CEROARL—TAVIVATLITS LT, #000—R$5T—D 1o b YT T—h I7/4IVED )Y
ILET .

[License Agreement] (512 REH)) D4R INTRREINFET .
3. [l Agree] (BAI& 9 %) =0 )vILET.
TITT—R IPAIDTLUIEIoO—R EhET .
4. ZHERADARL—T4V T AT LI LT ROWTNHEEITLET

| AR UTOFIEZT T TAICE. EEELANILOERILETY .

Windows

RONVTNHIEITIET
o A O0—K LTtz .msi F7AIVEST IV )L T, BEE L DIERIZHELVET.

o AuO0—KLIz/\Wor— DG ET7MIVAEERLT. ROAY R ZFaATURSAoM4
B—DJ1—ATAHLFT.

> msiexec /i <path-to>\NessusAgent-<version>.msi /qgn

Linux

o OAXURFAUAUA—DI—AT., HFE LD Linux IR E E F D install £f=(% upgrade a<K
ZEALT, #o0—kL=070IVEAV AR —ILLET .
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macOS

a. #o0—KL7= .dmg F7MILEROUMLET .
# sudo hdiutil attach <path-to>/NessusAgent-<version>.dmg

b. /1\r—VFAVAN—ILLET .

# sudo installer -package /Volumes/Nessus\ Install/Install\ <path-
to>/NessusAgent-<version>.dmg -target /

ARL—T AT AT LIZEKY Tenable Agent 7T T—k WA A —)LEnET

BEIZEOTE PYIT—hEI— UM TE BEAVRN—ILT B HYIZ. Tenable Nessus Manager
[CI—P b PYIT—hTOISLEAVARN =T HIELTEFT . 237 5E. UvvEhi-T—U ok
[Z7YTT—hHE A INET

Tenable Agent MFT LUy \— 30 h\))—REh B L. Tenable Nessus Manager [$74—K 7y 77—k %
BLTENLDF LLIVA—D30FBEL . VoSN I—V oM TENeDT7Y I T—h E2ELET . 47

SAVEHIEIT 7 Xy TE—R TE § Shf- Tenable Nessus Manager [&. #iLWWVI— ok D/ —2 3

VEEFMNICIFEBLELA. ROFIEIHE ST, HFTD Tenable Agent 7T T—k J7/IVEF E T

AVARR—=ILL. I=C b DNN—DaVE B H T AU EAHYET .

Tenable Nessus Manager [ZI—U ok 7Y T—h2F 8 TAU RN —ILT BIZIE

B LT OFIEZEATIADIUTRITTIMENDDIEG B (F AVF3—RINTIEATESYLUTF
IIE 1&£2%E4TLTLZEL Zhhn, FIE 3 THUVO—KLIZI7MWVEFTT42 DI UITaE—LET

1. Tenable Agent Downloads (Tenable Nessus Agent 2 0—R) R—=J (T LFET .

2. nessus-agent-updates-<version>.tar.gz Z7MIEFAO A—RLES . COT7A UL,
Tenable Agent A Ak —)LTESTRTDARL—TAV T AT LETSIN TA—LDTVTT—
FI7AILDNE FNTLET .

INYT—U (3D AT LR TER % SN AT, BRiE & (Jh § MD5 FouoHLETILL TI7AILDE
AMERIEL TSN,
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O

3. tar.gz 774 /L% Tenable Nessus Manager 74L 2k JIZaE—L &9 . 7741 /LIE. Tenable
Nessus Manager T4L 7t VA D7V R0 824 B OF FHIWA—IZBEUFT ITHTEMNTEET .

4. BEVDIRNL—TAV TV RATLIIE LT, ROVWTAADITUREEITLTI—V b DO7YT
TR IPAIVEEHELET .

I AR UTOITNEERTIRCUT. EEEBLANILOERILETY .

Windows

> C:\Program Files\Tenable\Nessus\nessuscli.exe update <\path\to\nessus-agents-

update-<version>.tar.gz>
Linux

# /opt/nessus/sbin/nessuscli update </path/to/nessus-agent-updates-
<version>.tar.gz>

macOS

# /Library/Nessus/run/sbin/nessuscli update </path/to/nessus-agent-updates-

<version>.tar.gz>

TYITT—k 13—l /remote TALORJIZT Y asnEzd . COT(LINUAO—AHILI—D
R AR TELTHERELET

5. Tenable Nessus Manager 1—H—A>42—2Jx—AX®M [Sensors] (tz>H—) > [Agent Updates]
(= b DEH) &)L T o IBFA I b EE HMIZE #H §5K512 Tenable
Nessus Manager H5% & SN TSI LEHE R LET . .[Enable Agent Updates] (T—> 2 h &
FERNITTD) AT B T STWNBIG & (FATITLET .

o yEnf=I—2 ok [X Tenable Nessus Manager (2 i 89 [TF oo/ LET . REIT—Dx
U DRR—D v —TF DAL I2EEIT, FDARL—T ATV R T LISE A AT 827G 3T LUV A—
CavhB BRI INET

Tenable Agent D592 45 L —K
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O

Tenable Agents Tl&. Tenable Nessus % LBl D/ \—2 32D Tenable Nessus 2232 L—K TEFE
ER

BLBE OB ClE 2 DO FUAEBRBLET . 1 DET—S 1o TR D72 F B THOLIL—K T
FUt. £3 1 DFT—S b BH TS0 0B IR DIz h AE B IF T L— K T BT
<.

Bl 1. T b EFE TV IL—F

S

BH7€ZARA)—X10.0.0 2R AEETLTVT, GTD/A—232 8.3.0 [TH T L—RLILWE R
TWFET.

fiR R R
1. ROWVTIAIEEFTLT. VINITFOBE 7Y T—rE2ADIZLET.

» Tenable Nessus Manager T. &% il 5% & ® [Automatically Download Agent Updates]
(T b DEFITOTSLEE B A I0O—K §5) £=IE agent_updates_from_feed
EEMILET.

* Tenable Vulnerability Management T. T— x bk 5% & M [Exclude all agents from
software updates] (V7 Iz 7 DEFH Mo TRTHDI—V b FR M) ZE S ITLET S

e I—U I R T. MR E Ddisable _core updates #E % (LFET .

2. I—Vx b ETFUOAVAR—=ILLET .

3. HLWA—2av i\ —CEF ) T OVA—R L TAV AR —ILLET . 20O TlE. Tenable
Agent 8.3.0 T3

Bl 2. BN DEFH ISUNEHLETCI—V VN EFEHEIZAIVTL—K

A

BE7YIT—rEFIZL TS5 A . Tenable Agent #ED/N\—2 37 YT T—k 5% Agent
Update Plan (T—Vx b B To50) ITE TR ESNET . SO FIATIE. BFH T gal 3R 7E

ENTVET . I T—D VbR FT O— IR H (GA) J)—RICEBMICEFHINASILEZEKRL
F9 . IR Tenable Agent M GA /\—23> (10.0.0 5 &) #E R L TLVET
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LA, BEHISUDETE LD stable [CZEBLEL . ChiIZ&Y. IT—Ux b EEHEELE. HLV
J—REHEFLET .

BER

HFLOWVI—CzVhBEHTSUDRTEIH D T—2zo b O —23v[F FRITO) &3 GA/N—av &
Yy LWY—RIZEHEYZFET . LEADT. Iz h ONN—2 302 MR EICA HhEDEOHIC. REIT—2
IRDTYT TR EFTVITHE. IR EBE BMITH L= 30T YET . Tenable Agent

. mFTDGA/N—230D 1 DRITD))—RATHA8.3.0 ICBEM AT L—FLET .

Tenable Agent D/ \Yo 7y

Tenable Agent CLI a<K %{# LT Tenable Agent #/ 3\ 7vy7L. & hWSEE DU RATLTETT
TEFT (BHDIARL—TAV IV AT LTEHE LA BETY). Tenable Agent /Xy 7v7 454, @ A
% E (XMREFESNFET . Tenable Agent [FRF Y4 R X/ W7y TLEE A

EE: Linux X7 LEWindows & AT LEDM TIZY T+—LEFI\WITVTEE T EToEE
Tenable Agent 18 Jt L1z [T, R 1—)L%&{E i 95 Tenable Agent ME& E (RFr2 DR 21—)UiE E)
TEETOIBHELIHYFET . L BB OARL—TAV TV AT LTEG DALY =& MERA I TS
1z, SNEDTSYb TH—LOME TR Y 2—IUHIE L<SER & SNV TT .

Tenable Agent #/\wo 773 5IZI%
1. aAYUR2—=F)LHS Tenable Agent IZ7OEALET .

2. Tenable Agent /\yI 7T I71 IVEE LET .

> nessuscli backup --create <backup_filename>

Tenable Agent IZ&>TR DTAL IO TYTITFAILHME B SNET .
e Linux: /opt/nessus_agent/var/nessus
* Windows: C:\ProgramData\Tenable\Nessus Agent\nessus\

* Mac: /Library/NessusAgent/run/var/nessus/

RDFE

* Tenable Agent M8 7T

Tenable Agent D18 JT
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O
Tenable Agent CLI <K %{# FHL T. Tenable Agent DLLRET D/ \wo 7y & FE R LTEISEED
VAT LTE T TEFT (BLBARL—FTAUI VAT LTHE T AT AE). Tenable Agent Z/\wo 7y
THEEARTELREFESINET. Tenable Agent (FRF R (FE T LEEA.

FEE: Linux AT LEWindows ¥ AT LEDM TISY T+—LEFI\WITVTLE T ET B E
Tenable Agent Z1& Jt LT-#& (2. 7Y a—)L%E B 9% Tenable Agent ME& E (RFv2 DR a—)Vig E)
TR ETSBELIHYFET . L N OARL—TAV TV RTLTREE DALY =& MERA I TS
=8, SNBDT 5 Uk TA—LOM TR Y 1—I)UHE LLER & SN L=HTT .

b5 HAET IS

» Tenable Agent D/ \v 77

Tenable Agent 8 st 9 5IZl&. KL FZEITLVET
1. aAvUR2—=3F)LhS Tenable Agent [T7OERALET .
2. Tenable Agent H—EX#{Z 1L LFET

151
# systemctl stop nessusagent

Tenable Agent [Z&2TTRTOTOERIHE T LFET .

3. LRIIRTF LIz \wo7vTI74 )LHVs Tenable Agent #8 st LET .

> nessuscli backup --restore path/to/<backup_filename>

Tenable Agent [Z&2T/ X7y TMME T INETS .
4. Tenable Agent H—ERX%{Z1E L CRAIELFT .
151

# systemctl stop nessusagent
# systemctl start nessusagent

Tenable Agent B EA{E ZRBRIE L. /NI 7Y TIDo DR EEZFEALEY.

Tenable Agent M)V #E B&
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O

I—Ux b EFETIVIBRBRTEHE. I—D b ERR—Dv— DU OFE BT bR DIEH
AFTH BET IR E CHEENHREREINET T2 b EF BTV
B9 5L, FDI—2 2k A Tenable Nessus Manager F7=I& Tenable Vulnerability Management [
HEMICHEI T R2EEHBYEEA. I—Uz b DULOFRBRLTEH. I—U Vb H—ERB K (EE
It LFEFA. T—V Vb EHRRN E TETZER ITET .

# nessuscli agent unlink A¥2RZZEFTLT. nessuscli Y—ILMWSI— 1ok DY O%R IR
TEEY.

RP—T X —MoI =D DEBBRTHELTEERY . ML RO Fa AU ESRL TS
LY.

¢ Tenable Nessus Manager TI—_ ok DU OEFEBR § AIZIE. Tenable Nessus 1—H—#+
FOI—C b DV BRES B LT,

 Tenable Vulnerability Management TT—> ok D2 H% 2 B 9 5121, Tenable Vulnerability
Management 1—H—H4RFDI— ok DU IE %S B LTSN,

EVh:I—U o DU OfEBR LIS . Tenable Nessus Manager E7=I& Tenable Vulnerability ManagementT©
BN IV EXR—U—D DR EFE R T AT AZELES . U~V FHIBREIET
AV AR —)LT B8 & (L. Tenable Agent DI B} %5 BB L TS,

Tenable Agent DHI k&

ZtY 3Tl Tenable Agent Z RAN WS TUA VR —)LE 55 EITDWNTERBALES .

EE:RRNMII—U b EAVRN =L E=FFE IR—D v — oI —2 o FHIBR T 55 % 12DV T,
Tenable Agent DU VfEBR &5 BB L TZELN.

Windows T® Tenable Agent D742 Ak —JL

Windows 1—H—A>A—2J1—XFf-I& Windows CLI Z{£ FH L T. Windows WoI—S 1R ET A
AR—ILTEET.

45 OB I

o BIEY—ILHDI—U b ADYUUOERRBRLET.

Windows 1—H—A24—2J1—AXh\S Tenable Agent 7oAV A —)LE BI21E
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O

1. Windows T. [Add or Remove Programs] (704508 il Z1=(38| k&) F=IX[Uninstall or
change a program] (703 LDT7U AV AN —)VEITE R ) BN CEHERMIEHLET.

2. AVAM—ILFEATOTSLDYA T, Tenable Agent & @ Z:EIRLET .
3. [Uninstall] (7oA >Rk —IL) &5 LFT .

Tenable Agent Al Bx DE IRZHE R T LK HBFATATRIIANKR RENET .
4. [Yes] (IXLy) 0L ET .

Windows T Nessus B & D774 JLETAHIVE—D G RTHIBR SN ET .

Windows CLI AV Tenable Agent 7> A VA —)LT BIZIE
1. EIEE R T PowerShell ZB &% 3.

2. ROARUEZERITLT LY.

msiexec.exe /x <path to Tenable Agent package>

FEE: AT avDmsiexec /x 18X5A—Z—DF M IZDLVTIX. Microsoft K a4k D msiexec 5 BB
L TLEEELY.

RDFE

 Tenable Agent ZL AT LICTEAVAN—ILTEFEDHE . VoVI5—42E#T5HEICETS
FLYDA—ZDF EES B LTS,

Linux T® Tenable Agent D7 A2V Ak —)L
AR SA UG Linux EDI—V s ETFUOAVRAN—ILTEET .
15 HBREINIC

s EEY—IIDI—UI b ~DYIERRBRLET .

Tenable Agent # Linux W71V AN—ILY 55 i&
1. ZERA O Linux RARL—T4U TP RTLE A QHIBRaYUREA ALET .

Tenable Agent Hll Br a< 2k Dl
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Debian/Kali & Ubuntu
# dpkg -r NessusAgent

Red Hat 6 kU 7. Oracle Linux 6 &&U 7
# yum remove NessusAgent

Red Hat 8 LLB% . Oracle Linux 8 LL[& . Fedora
# dnf remove NessusAgent

SUSE

# sudo zypper remove NessusAgent

AR VAT LA Tenable Agent 258 £ I2HIBR 375121, BIBRITUF DETRIZT—2z0bT71)L
DARTLEF Y THIBR T AL ELNHYET

RDF |

* Tenable Agent = AT LIZBAVAR—ILTHF EDGEE . VOIS —%E@ 355 EICEAT S
FLUDA—ZDREES B LTS,

macOS TO Tenable Agent D7 A2 Ak —)L

macOS MoI—C I b ET7UAVAN—ILT BIZIF. BETBHRI—2 b ToLONJZEIBRL. IT—2x
VU H—ERZEHICLET .

b5 HAETIZ

s EEY—IHDI—DI b ~DYIERBRLET .

Tenable Agent Z macOS MNs7 VAV AR —IVT 55 i%
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O
1. Tenable Agent T4L Uk JZEHIBRLET . avoR TAVTE DS, ROATELEEFA ALET

* $ sudo rm -rf /Library/NessusAgent
* $ sudo rm /Library/LaunchDaemons/com.tenablesecurity.nessusagent.plist

* $ sudo rm -r "/Library/PreferencePanes/Nessus Agent

Preferences.prefPane”

E R AT LA Tenable Agent Z5E £ [ZHI BR 9 5(2(F. BIRaTU R DERTRICT—D UM T7ML
DATLEFETHIRT AL ELIHYES .

2. Tenable Agent DH—ERZES IZLET .

a. AvURTAVIR S ROIAXUREAHILET.
$ sudo launchctl remove com.tenablesecurity.nessusagent

b. fERINS. BEEH/\RTJ—RFEAALET.
RDF &
* Tenable Agent L AT LICHAVAR—ILTEF EDHEE . VoVI5—%E#TE5H EICETS
FLIOA—ZADEEFE =TS B LTSN,
I—TIVbDAT—ER
Tenable Agents [£. R DWLYTNHADRT—ARELZYET .

Online (A>3  Tenable Agent #& L7RAN (&, 3R 7 % #& & & T Tenable Nessus Manager &
1) f=I% Tenable Vulnerability Management &5& 15 L TLVE D .

Offline (775  Tenable Agent & LRAN (FIR T F L H Rk T—OITHEF S TOEE
£2) Ao

Initializing Tenable Agent [&. Tenable Nessus Manager E7=[& Tenable Vulnerability
(#DH#i1k) Management TOFTVIAH%E 1T TI .

Unlinked (')>>  (Tenable Nessus Manager M&) T— b (S 7SN TULVELMK BE T
J75L)
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CDAT—RANDI—L ok (X [Track unlinked agents] (J V& B S f-IT—
DI DB ) BE TS TWNSIGE S ICOAFELET .

3 & : [Unlink inactive agents after X days] (X B % E 7 o747 B I—C b &Y
VRBRT D) DR EICKYB BTV VB REINFZI—D VAU FAUICR BE
Tenable Nessus Manager IZEH B1 I [TV VSNFET . FEI T VZHERLIZT—
DI bE FETH L ITILENHBYET.
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&

Tenable Nessus Manager & Tenable Vulnerability Management Tld. Tenable Agents &> DAE
X E5% TE M TEET S

I—C1h Ry, =1 I—T = b TFUTL— IR E DRI OLNT
(X, ¥ TEALTWATR—2v—IZE LT, Tenable Nessus 1—H—H 41K E£1=I% Tenable
Vulnerability Management 1—H#—h 41 F%% BB L TLFEELY.
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B

Tenable Agent £% € [&. T—2 b YR—2v—h5!JE—k T (Tenable Vulnerability Management &
f=I& Tenable Nessus Manager). £fzIEI— b OOARUR SA A A—D—ATA—AILTD 2 & Y
DA ETHE TEFY .

Manager TH& B SN 55X E
7V)—XHME . OJEE k. TAFVRELE. FEAEDI—V IR E X IR—Dvr—( U F—T1—R
HoE% E TEFET S

o JUEINT-D2 MR ER E Z1 B LE Y Tenable Agents.

=JL ==

» Tenable Vulnerability Management — T— xR 5B 5E

e Tenable Nessus Manager—- IT—C bR EDNEE

s ADI)—X 4 R %tER . ZE . HIBRLFET Tenable Agents

¢ Tenable Vulnerability Management - 7\)—X1 K™

e Tenable Nessus Manager - 2! J—Xro4> Ko

* (Tenable Nessus Manager®#) I—Cx OSSR EEEBLET -

» Tenable Nessus Manager— OJ %2 & # 9 5

I—2z b TERESNIERTE

AV FAAA—T—REFEALT. IV b THMETE IO B FZEERE TEF
EE

FFHER E

I— b DR FAVAEZ—TI—ADF IR EEITOET. T—V Vb EF ETHRE TEF
T VAT LEERDI— MR E DOF (ZIE. Tenable Nessus Manager DEf #ll 5% & F1=I& Tenable
Vulnerability Management @ [Linked Agents] (V> 7SN izI—C b)) 3TDBE B TEHHDLHY
F9 (3£l [X. Tenable Vulnerability Management 2—H—H1/FDI—C b DHREEFES B LTS
LY). Tenable Agent [£. A NSNFfEZHEEELT. B LGERTEDHEHFRILEFT .
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O

Tenable Agent ME #IER &
nessuscli A—T4)T4ZFERALT. AR SA A A—TI—ATRDI—U MR E DA EETY .

aVR # nessuscli fix --set setting=value Z{ERALFET . ¥ # (L. Tenable Agent CLI <%
EES R LTSN,

EVb: 28 DI— 1k (10,000 LLE) ZH Z5EF R DIH S | agent_merge_audit_trail. agent_
merge_kb. agent_merge_journal_mode. KLU agent_merge_synchronous_setting DX EZEL E T
BIENTEFT . NMODREEZEETHE I—V b DRI YU R OI— ([THDVDEE I AR (TREE S
NFET. HEINDZFEITOWTIE. ROFE DA ES B LTS,

BE &5 BA T 74 AGE
agent_update_ (Tenable Vulnerability ga e ga-— N FE
channel Management [ZI>5& (GA) SR .
Nf=I—2 1ok DH) B ISR
M Agent 73—

I—JIVhEHISUE
BRELT. I—UUb N
BEMICEH T4/ —
TavEEELFES.

DIUNERFS
nNF¥.EFR:
DB TILEE .

N—230h— ik

E®E: Tenable
Vulnerability
Management [Z1)>%
IhTWbI—> ok
DiE &I T—ob
M nessuscli A—7«
JT4H% agent_
update channel O¥
RERETIBLEN
HYET . Tenable
Nessus Manager [Z!)
IINTWWSI—Vx
kD5 E I
Tenable Nessus
Manager @
nessuscli 1—7«!)
T4H agent_
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Eit BA

update_channel O%
VRERTIIRLEMN

HYFET .
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T4k

AE

@ Agent /13—
DEV NSl
T—hLET. @
Il R/ P S
U+, %58 fE] B O
RAZJTT .

stable- H &)
A IZER #T D
Tenable Agent
IN—2aV TR H
LFEEA.
Tenable H'i% &
L7=. Tenable
Agent D LY
N—23 %
LES. ChidE
B RO
YN A DS
Y% 1 1)))—XHi
DEDERZYFET
M. 7.7.0 &Y%
BT D/ \—32(2
[FEYFERE A,
Tenable Agent
MEFELLVA—D3
UM)J—R9 %
& I—o ok
XV ox7
IN—D3VETY
TT7—hLET
N mFTDI)—
AKYLET D/ N—
DavItBFYFE



B;E &5 BH TI4ILe BEME{E

ElE
strict_certificate COWBETAZNITT S no yes Ef=z[E no
validation & UE—R o

THo>TH. SSL H—

N—FEBAE EE [TREL
LES (Zr—v—nhME
FETEDIL—+ CAZE
RAIoBENHYEY).

update_hostname COWBETAIICTS X yes Ff=ld no
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NHMEESI SR T A REEABYFET . COLIE VAT LTIE. hA—RIVE BT ZA2T
IPv6 % 5 (29 B4 HYIZ. /etc/syscil.conf @ sysctl /\GA—2—%BL TIPV6 ZE%h [ZTEE
o CNIZKY. DRTLTIPV6 ZH 2T 5L B E UUID H—ERDBEBE T HKIITHYE
ER

net.ipv6.conf.all.disable_ipv6 = 1
net.ipv6.conf.default.disable ipv6 = 1

i, & E UUID Y—ERZE A LGEASHRRN TIPVE ZBARMIICERICLLOIETHIHEIZD
HWLZRITFYES . SESFQ Linux TAANJE2—2 3V A OF F1 D CIS AUFI—ITIL. IPv6
EEMIL TEHILIFH R SNGEARYELT-. 11=L. CIS RUFI—IDH LI T4 3Tl IPv6
ZEMNIETEHDIYRME (EDE NG EELTER DR ENMREERSATOET

AYEN ST IV a—Ta5

[Open Agent Port] (T— b iRk—b DA—T2) IZB 350515 (& T—2 b /AT LAR—k /3>
FiLE. RDTALINTHER TEET .

ANL—T1> .
s o= Ay 0% i

T RT L

Windows C:\ProgramData\Tenable\NessusAgent\nessus\mod\com.tenable.agent_
identifier_service\data\com.tenable.agent_identifier_service.log

macOS /Library/NessusAgent/run/var/nessus/mod/com.tenable.agent_identifier_
service/data/com.tenable.agent_identifier_service.log

Linux /opt/nessus_agent/var/nessus/mod/com.tenable.agent_identifier_

service/data/com.tenable.agent_identifier_service.log
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O

I—2 bR U—ERDEE L TULNDIEEHE R 3 BIZ%. 59142 191492 - Tenable T— ok
HBAEFRRLET. I bR H—ERDNJH—Sh, B Shi=T— 2k D Tenable UUID
IR ITEHE TITAUITERILANILOBREERZERLET.

NIAP [Z#£ #0133 Tenable Agent D&% &

Tenable Agent % National Information Assurance Partnership (NIAP) 12 # 5l & S 820 B HHD
55 BEETHERE DN NIAP R [ZEHL T 5K Tenable Agent 5% & TEFET -

15 HHHEIZ

e Tenable Agent A Tenable Nessus Manager 21> 2&N TLVA15 & [L. Tenable Nessus
Manager 0 CA I BH £ A% custom_CA.inc Ef=[& known_CA.inc [Z$H B EERE R L TS,

» Tenable Agent B Rk —ILEN TSR DARL—TAU TV AT LHMZ - T2 T4 RIME
S HEREANE B (T TWVAIEEERLET .

NIAP [ZZ #3975 &D Tenable Agent Z5% & 9 AIZIE RDF B IZHELET S
1. AR SFAUAR—TI—ADD I~V IV T IRALETS .
2. AR FAAE—D1—RZ=ERALTNIAP E—F 2B 3ILFET .
o OAVURSAUT. ROARNEAALFET .

nessuscli fix --set niap_mode=enforcing
Linux 0l

/opt/nessus_agent/sbin/nessuscli fix --set niap_mode=enforcing

Tenable Agent (XA FEE{TLFET .

3£ & : Tenable Agent AANIAP E—K D15 & . Tenable Agent AANIAP E—F DFEZETHAMR Y. Tenable
Agent [ZLL T DFR EEFH—/\—SAKLZET . NIAP E—RZE %) 129 %&£, Tenable Agent [ZLL I D&%
EICRYET .
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O

e SSL E—FK (ssl1_mode) % TLS 1.2 (niap) TA—/\—3/KLFET .

* SSLEEH Ak (ssl_cipher_list) ME% E % NIAP £ #LDEE 5 (niap) TH—/\—34F
LET. 259 5L. ROBEEHEEINET

* ECDHE-RSA-AES128-SHA256
* ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES256-SHA384
* ECDHE-RSA-AES256-GCM-SHA384
s BIBGEAERIAEZEALETT
o PREREBAZICCALRAEMG S GEAZE F—ZFAILFEEA.
« ZEL CAIBAEZERALT. Y—N\—FEHAZEZRLLFT .
o OJAUNOSATUN IR E R EE A THMRIC. VAT UMERAEERELET .

* Online Certificate Status Protocol (OCSP) £ L T. CASEFAZE DR RT—4 R
EFvILET . GEAENMYE SNEE. SFBAZE [IES ELTY—IENFET. BB
AMEWNMEE IR EZEFEMELTI—I2INT . DA EZTEILGE S ITTOER
MEF R SNFET .

° |:|.|.TZ Hﬂ = [Z. known CA Inc (s&é;ﬁ X)J —C1=I ﬁE —Cgé CA b‘&éu&%ﬁﬁ [t Li?’
Tenable Vulnerability Management & U plugins.nessus.org M CASFBAZ (L. 7
SOAT4L98 )M known_CA.inc [TT TIZHYET .

» Tenable Nessus Manager 293N TLV515 & |&. Tenable Nessus Manager M
CA EE B Z A’ custom_CA.inc E7=IE known_CA.inc 28 A E57E 38 L TSN,
s I—UIVhBEBIUTAIAN—XIEE L THIFT DIRFLE H FIPS BV a— /L& H| E 1T
LEY. FIPS EDa—JUERF VYU S LICRELFEA.

EENIAP E—F & %I E T BT, T—2 12k nessuscli 1—7 41 )T74M5 FIPS €2 1—)LA
BREIEITITARIENTEET . £ # (. Tenable Agent CLI A< R %5 BB L TS,

Tenable Agent 4> Xk —)LL 7= Windows &E7=(% Linux O3 —)LT4
A—T DIE L
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O

Windows FEf=(Z Linux D3 —)LT o4 A— (2 Tenable Agent AV Ak —)LF BT EMTEFET . ==L
RARCEITR E T DR EDHELI7TAIVELUVL D RN JEE BHYFET .

EE: 7MWV EEIBRBLUVER TAIET. I—C M EERZEBZICH LWLV I EE R LET . RARHT
NEDITFAINEE OTAA—2IlE SN LNODMDA A=Vl ESn=T— b E O &5EF B &L 409 UUID
S—EZ ITMYET .

LI DRTYITE R EERF (L root HEREZMLELLETS . ROFIEZEZET TN ENHLHDIE.
A A= T 35I—2 0k A TIZ Tenable Vulnerability Management Z7=I& Tenable Nessus
Manager [ZU2 23N TUVSIE & DHTY S

Tenable Agent AU RN —ILEN =T —ILToAA—DEE R T5H &
1. I—Vx b —EREEIELET.

2. RMDEKIIZ. prepare-image AR EETLET (FlEL T Linux B X ZEFEHR).
./nessuscli prepare-image

AR ERTTHE LLT DA A= AT DI )—TVTRRINEITENET
o I—UIbAIISNTVDIGE . BIRLET .

o I—Tx bk E DT RTORANZTZEHIBRLET . fz&Z (. Windows TIEL2 Xk JF—,
Unix Tld tenable_tag % &ETY .

o I—x b D UUID 774JL (fl: /opt/nessus/var/nessus/uuid F£f=[& macOS +>
Windows DE & 771)L) ZHIBRLET .

o J34> dbs ZHIBRLET .

o J/O—/\Ldb ZHIBRLET .

e master.key ZHIBRLFET .

* backups TAL I UEHIBRLET .

AR AA—DEERTDHET. RANTI—V Vb H—ERZBREH LAV TGSEN, I—V b —E
RAEER T HE. prepare-image ITURAS—C LF-UUID. 44, J7/ILA B £ i ahExd .

3. AR DETMNET LS. BB OREITE SNWTI— LT oA A—DEERLET .

-120 -


https://community.tenable.com/s/article/Nessus-Agent-409-UUID-Error?r=0&ui-knowledge-aloha-components-aura-components-knowledgeone.ArticleActions.handleEditPublished=1
https://community.tenable.com/s/article/Nessus-Agent-409-UUID-Error?r=0&ui-knowledge-aloha-components-aura-components-knowledgeone.ArticleActions.handleEditPublished=1

O

EBE T INTUoAA—CDAVAREIVRIZI—U b BT BRI —ILToA A= B Y TR E
SNTWAIEEFE R LTS A BEY IR ESNfO—IIToAA—DEFERTHE. EHOI—
VEHAREICUUIDZHEBL. ChICKVEE EE OB BEIRE T HRIREELIHYET

4. config.json XY YK #{E A3 BH. nessuscli I—Ux by AR EETITHIET,. I—

IWT oA A= DfE © DAV AZATI—U ok % Tenable Vulnerability Management E7=1&
Tenable Nessus Manager (21> 9L FET .

DAt D) —A

« KRB TTOAALE DHYHR—F

BERDT—ARET4

COBEE R DT—RARAT4TlE EREDHE %k DIRFE (2H175 Tenable Agent T7AA AV EHB AL
FT. NODT—RRATATIH. TELBRELETIAMAULDE B FEICERFZY TTHBALTHE

ER
» ACME #t MR £ (213 70,000 & D& E H#HYFET . ACME %t [X Tenable Vulnerability

Management 75vk 74—LEFF| AL TI—C Vb RX VIR EEZE L. BB — D Tenable
Security Center 12 AZRZ&FE AL T 40  DRFvF—2EHEL . Rk TJ—2& Tenable Agent
DA DT MBEREMELTHMLTLET .

FFHIZDOLTIE. ACME #t 5 BB L TIZE0Y.

Initech £t &, 30 LL £ DF &%t . 40,000 A D1—4—. 60,000 B DT/ (R, BELUL 15 FLL L
DT7IT47 |P PRLR%EEE § 55 0—/ VL1 % T . Initech (L. Tenable Agents & I 3 571=8
[Z Tenable Vulnerability Management & Tenable Nessus Manager D/ \AJ1)yk Y 12— 3%
f# F§ L ZEL =. Tenable Vulnerability Management [z 1—H—"J—4~XF—3> 0 Tenable
Agent 2Fv 42 /£ (2. Tenable Nessus Manager [EH—/\—EXUVZDth DIE A B LA TLI
AL 7FIfERASNEL Iz, D . Initech #t (&, 3 _TOD Tenable Agent R¥v>7—42%
Tenable Security Center [T/ R—k L. #i & SNFLAR—MERER T EETLTOET

FEHE(X. Initech%3 BB L TLZ&0N.

Sprocket #t (. Tenable Agent D& B LO—HILDAF YU ELVEEEFEHR . VE—F RV T—5
AFv M RE . $K&U Tenable Vulnerability Management APl 4 LT=H—K /8\—F4 7T )4r—
232D & |2 Tenable Vulnerability Management % FH L &L =,

SOV TIL. Sprocket 5 BB L TLEELY,
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ACME #t D7 —R R4 T4

ACME #t [X. B — @ Tenable Security Center 1> XA A% AL T 40 B DRFv+—%=EEL. £
1,200 [E & Dk D—OME S5 1 BTl 28 A E1TLTLVELE=.

ACME #t [%. BE 77 O A ETIVE 7T T—k L T. Tenable Agents Z#| Fi L T# 70,000 1@ D& E D
ST 5 R ZUNE L1\ &E 2 TLVELT=. ACME %t [&. Tenable Vulnerability Management 75k
IA—LEFERTEN(T)RTIO—FEREL. I—CV b AF Ui 2T E L. I—V 10 AFy
& B % Tenable Security Center [Z4 > Rh—k LT, 2wk D—9EI— b Ol A OFF il # R 24t
BLTHMELR— B ZEITULVELT=.

ZDH—ARET«lE. ACME %t A Tenable Agents DT FOA % HERRIZRE Shi-. ZEICE TS
FHEEEEEZ/NMFAFLTVET,

Eh:)

Tenable Agent 7O o DR B € T51=HIZACME #t NE H=E LB . R F7A2T75%
ARTI—Cx bR AL CGHEMGE E T AEWNETHDOEREBFIC. JE—F Yk T—URFr2 THE
BLTWVBHEDORIINI—VEBREZERE M THIETLE.

AEUE

s RIEFHDE E ST EA—NIVKRAN Ry, T—VI b EFERALTEERL. RAEDIERE
PO D—=IF I T4ATAX v SYL MR B U FEERZ. KB OT 2 5—holEHIC
RIS,

o I—UIbRAFXNEFERLTACME £ DRV T—IDEZERBL . SYEEITRFvo %
KITTEDLIITTS.

Y a— 3>

NI A—TS54XIREZ(F. Tenable Vulnerability Management & Tenable Security Center 0/ \A
TR TTAM AV AME A SN FELFz. T—P 2k DRF¥212 48 1ZIE Tenable Vulnerability
Management H%ih B TLTz. & E 45 # ELAR—K IZIZBE 77 @ Tenable Security Center 42 75hME
F &t ELz. Tenable Vulnerability Management #T— b AV A2 B IZF| H 9562&T. ACME
#HIFAVTUIRDY IS D7 ON—R IzT7ER B EETIT. ERDI—Co b EEEICEDETEE
B [CR7—ILTEFT .
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O

ACME %t (%, BX 7% @ Tenable Security Center 1> 75%F AL T. IT—U ok A¥4v7—4%
Tenable Vulnerability Management /H\5 Tenable Security Center [Z1 > /R—k L. #f & SthfzLiR—b
EREDPETSICET. B HEEIOISLDBEEEER LEL-. IBIEZLR—Fk (Tenable
Security Center) & B (Tenable Vulnerability Management) M 2 DDE 125 & 352DV )a— 3>
[Z&Y. ACME #t (T 59k T4—LDT—2MIGHEE IS BE5 A7 IR 1—F—DOLR—F IIX
NIV RZHRBEIL T HENTEELS=.

Tenable Agent ;& Fi & (Tenable Vulnerability Management)

iE FA /& (Tenable Vulnerability Management) DE %GB (&, T—V b EEB ET—V VR XXV D
EEEEITIHILTLY .

EITIh5H 8
R OTOtAEE HHZERE (Tenable Vulnerability Management) TfT HhhEY .
o T7OA4EN=T— 2k (& Tenable Vulnerability Management 2> L TLVET .

o I—UxlbF I—C b TI—TITHRmBEEINTVET . /1R —)LTOERF (2, I—D b F
Iz b T I—T(ZE Y TERIENTEET .

o I—VUIUhRFVUE IV TIL—TEN LTI b o5t il #E R £ E1F T 5701
- RVAY (I 35 N

 Tenable Vulnerability Management [2&>T. I—U b DTST A EN—230 D7 VT T—R I
HEMISERINET.

s BEKIF I—CobON\—2av 7y T DEEBE R EF TN TR TEET .
ERER

« I—U1ubIE. ACME #t 0% YTk Hr7E 5 JOHR (COB & (£ SCCM) %4 B L TF 704
nELT=.

o I—U I hTII—TITEFENBI—V UM E. TIL—TH1=Y 20,000 LL T T (HE 221X 10,000).
BI—Cx b I—TDI— b EHI R 95ILET. Tenable Security Center AR 4
B%#IEE ITAVR—k TEAKSITEYET . ZOH| IR (L. Tenable Security Center A7 7AA AR
D—ETHA5E 1ZDHEHINET .

o T—U VM RAFXYUIE. 1 HIZDE 1 DOI— T IL—TITHIBR ShTlhvEL =,
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ReportingTier.htm
ReportingTier.htm
AgentTier.htm

O

o I—UIURTI—TDAN—vTIF BEDOEMITE LT, MEEM LY — (FJHAT . A—IUi
E) Bl IFE L SnFELT=.

* ACME # (&, T—2z b TTOM AV DR (1AM —ILDR K . VDK B E) ZH o
(ATOZAT U RYVTRGE) TERLFELT=.

o I—Ux b EO—NILONE 55 14 FF Al DAHZEEITL . Rub T—UX—XD:TE il (SSL Ff=(3 CGl
Pk T—=OR—ZADOFM 75 E) [FIToTLFEHA.

o I—Y x>k A hitps://cloud.tenable.com & 1E TEASLDIZ. Ry T—0ET7AN—04—)LHVER
EINZFELT=.

R R Bt

At ORTIREH (X LLTDRYTY.

* ACME #t [&. #t R 7OEREY—/LEF| AL T, Tenable Agent Vb oz 7&7704/4LET .
e ACME # (£ 50~70 DI—U b T I—T#MHEILLET

* ACME #£[£50~ 70 DIT—Y b RV ELEFT .

L7R—k & (Tenable Security Center)

L7R—k /B DE 72 B ¥ 1&. Tenable Agent D& i & (Tenable Vulnerability Management) M5 E &
N=T—20D— TR i ELIR—ME R ZERT8EICT B2 ETLE=. BYYaR—R . 547, Lik—k . &
U Assurance Report Card BCDE TR FHShET .

EITSh5HEE
R OTAtEREME A HLHR— B TTHES (Tenable Security Center).

* Tenable Vulnerability Management 5\ T— 2k 5t i | R¥F+vF—&L T Tenable Security
Center [TEE IS FELT=.

* Tenable Security Center DI—> 2k ¥+ (&, Tenable Vulnerability Management /s I—
DIVE AR VU RERETALIIE ESINFELS -

* Tenable Security Center W% #7 « A aik—k . LiRk—k . KU Assurance Report Card A%,
FTRTOFE 24T (T—V o b BXURYN T—ORFvY) TR AT ELT =

FREER
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 Tenable (. Tenable Vulnerability Management NI—_ ok MO lfE R INETHRILH
[Z. Tenable Vulnerability Management NoT—U ok DRAFY4E R ZEH 3 5&51Z Tenable
Security Center #5% £ 95 _&% ACME #t ITHER LFELT=. ZDEKSIZER E 3 5&. Tenable
Security Center % E (SE Y] 4 H B X v T FvTEALIIALGYET .

* Tenable Security Center [ET—2 ok OFE R ZHR—b §51=OITE M DT—RVRION)ENHE
ELFELTz. URD R IEZENZH 50,000 {E 12 £ DE E LAVL I TEZ4E V. Tenable [ ACME
AT —U bk OfE R A IZ Tenable Security Center T2 DDEF LWVWIRD L JEHEL T 5%
HEELEL-

» Tenable Security Center 5.7 TE A Snf-I—CzVhEH QYRS YK, T—zok UUID %
A LT, # 2& % Tenable Security Center (21> ih—k T 5[F D— E M ZKYE U1 2B B TES
KOTHE-TLNET .

o ACME #t (&, I—U b RFVUAE R DA R—b Do CfzB I T—2 DI
CPU/RAM/HDD H&5[Tih B MEINEH BT 9 571-8. TR T D Tenable Security Center /\—k
VITHTE CINDMERIT TR EIHYELT-.

& DB &t
At ORTIREH (X LLTORYTY.
* ACME# (3. IT—Ux b DARFVUERZREFITH2 DDURD JEHEILLET .

* ACME #t[&. 50 «~ 70 DT— ok AFv2 % 3L LT, Tenable Vulnerability Management 5
BI—UIVh RAX VYR EZRMFLET .

* ACME # [&. 2 DD LLVWART R R TE I—V Vb AXVU DM B FITH BLETS .
* ACME # [J3RE D12 T5%Fffi L. CPU/RAM/HDD HAELITih EMNEIITHI BT LET .

Initech £ D7 —RARXZ T«

Initech #t [£. 30 LA £ OF £ 4t . 40,000 A D1—H—, 60,000 {8 DT/ AR, HLU 15 5 LU £ OF%
T471 IPEHE T HRBEGETTL— 3 IR B £ KT Tenable Security Center #88 B R T©7 704
AURLTULELT . Initech #1 (. KE & [CHEHH R (75 B ZE ZHRFvF—ZEEL. &8 Rk
J—kfe 55 14 FE (il 24T oTLVEL =,

Initech #t DLAR—F B4 (21X, S RTLDFE I ZXYSE B (2T 528 BEUPA——D/—k/Vari
BHHINTUOAREEH)E—F TT—ARFINE TEEELIITTHENE TN TLVELT=. Initech £t [ZZDA
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O

A% 58 % 9 51=1Z50,000 ##8 25 Tenable Agents 77O/ LZELT-. L T. Tenable Nessus
Manager & Tenable Vulnerability Management O/ 5 T/\AJUVR ETIIVEFE AL 2 LAER—L D
1=8I=F—%4% Tenable Security Center [C74—F L %L 7=,

D —AREZT 1L, Initech #t A¥ Tenable Agents DT TOAFHE OB (R RESINT-. BEICEHETS
FHEBEEEZ/NTAFLTVET,

=)y

Tenable Agent 7O =0k DRI &8I & 3 51=0IC Initech 3t ANE HF=E LB BIX. T—2EKYBEE
[TIREL. VE—FDRTLEFFML. 7L TVBRRELRIA—TIA XL KO FHREED
BEEEBTHILTL

Y )a— 3y

DI EA—TS5AXRE DI— 2k [ZIE. Tenable Nessus Manager & Tenable Vulnerability
Management D/ \A J1)yk 7704 Ak hME i S EL Tz, Tenable Vulnerability Management [£1—
HY—J—HXT— 30 Tenable Agent ¥4 4 |24 78 T\ Tenable Nessus Manager [&H—/3\—
BEUZOM DIE A GEALTUIRAVTIIE A LEL =

* Tenable Vulnerability Management DR7— U HERE . TYT A LREE 75K DR 4%
FMALT HATERTEIVTHVRAT—a R EBEOHMESR (IS LEL=.

e }TLIRY)a— 32 Tenable Nessus Manager ZE AL T, —/\—A2 IS5 ED LY
B DR VAT LDRX Y T—2%& &Y ITH 1 TESLIITLFELT=.

Initech %L [%. BX %7 M Tenable Security Center 1275 F AL T, T—C 1ok AFVT—4%
Tenable Nessus Manager # &1 Tenable Vulnerability Management A'5 Tenable Security Center 12
AVR—F LTI A SNLR—MMER ERD T EITICLT. B R EERTNISLOBEEEERLEL
1=

I—2 b MOTFOA4 AL (Tenable Nessus Manager & Tenable Vulnerability Management)

Tenable Nessus Manager ME 7% B B 1&. A2 TLEZRA275 (10,000 V ATL) DI—U U EE E
I— 1 b RXVAREEE T THIETLIZ. — A . Tenable Vulnerability Management [F1—4—
J—HRF—32 (40,000 £ RT L) DI—S 1ok & 1B ERFvARME 1SfE B SN TLEL T,

RITSh5HRe

- 126 -



O

TIAMEINF2I—U b & D RTLAATIZIE LT Tenable Nessus Manager E£7=1& Tenable
Vulnerability Management [Z> 93 E T

I—xob i =Dz TI—TIFRmBE SN TWNET . A1V RN—ILT7ORRAF (2, T—D b &
Iz TI—TIZE| YL THIENTEFTT .

I—D1Vb RFVUIE =DV TI—TEN LTT—V b ot il & R 201G 974701
HIshZFT.

Tenable Nessus Manager &7=I& Tenable Vulnerability Management [2&>T. T— ok D7
STAEN—230DOT7YT T BB EMISE A SNhET

FRER

Initech M$t RV Tk D= 7E i TAEX (O —XTIE. Altiris. SCCM. Tivoli. Casper iz £ &
LERRETITr—L) EFERLT. I—U b AT TRMShEL -

IV TI—TITEFNEZI—U oM & JIL—THI=Y 2,000 LT TY (HE2E (X 1,000). &
I—2x b TI—TDI—2 b %R 975Z&ET. Tenable Security Center BARFv 4% &
ZIEE [TAR—b TEDKIITEYET . ZOFIBR [X. Tenable Security Center A7 7AA A D
— B THDEEIDHERINET .

I— b REvvlE. 1 EZDEF 1 DOI— ok T II—FIZHI R S TLVEL =,

I—U1 b AN VERfH DN EME L L. T—2 10k REFvomR)o—IE, vk T—O X5
VXYL T KL=

AUTLIRY—IN—I—D ok DRF 4R IIE 8 7 OB DB B EH -9 1-0I2. &Y
THB CE S TERIRENIZARZ LA LI —LITHI R SN TLOELT=.

A—H—TD—PRT—aVDRAFYU 4R JIER K 24 B [ER E S S AT LN DA VI
IEoT=MADOLT T £ ITh/A—ENEKIIC. BHBEYRSNFELE-.

I—2x b TI—T A=y S E R IHEL SN, H A 12X TIHE B B F=(3h DE E
DEH(ZE HETHEIINELT-.

Initech %t (. T—C b DTTOA AU DR E (AR —ILDK L U ODK 73 E) 8
N (BTOZATU . RDVT 3 E) TERLEL=.

I—2 b FO—H/LOME 55 4 5Tl DAZEEITL. Fuk T—IX—ZDE 1l (SSL Ff=(X CGl
PRI D—=IR—RADE |72 E) [FToTLFEEA.
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O

o YN T—=HETTFAN—0F— )UK, A2 T5DI—2 b HATLUIRD Tenable Nessus
Manager EARZLR—MEHTEEL . —F—DT—IRT7—30n
https://cloud.tenable.com &3& 1§ TEAKDITER E SN TULVEL =

& D% &t
RETDRIIREE (X L TOREYTY.
e Initech #t (X, £ N TOEREY—ILEFIALT. T—2 b YOOz 7#T704LFT

* Initech £t [&. Tenable Nessus Manager & Tenable Vulnerability Management il 5 (230 ~
50 DI—U xR IN—TEHILLET .

* Initech #t [X. Tenable Nessus Manager & Tenable Vulnerability Management i 51230 ~
50 DI—U ok RXVUEERELET .

e Initech £t (. #E#: L TLV5 10,000 T— b #A0 3 TESH LK S(Z Tenable Nessus Manager %
HELIOEDI=ILET .

LiR—b B&UFR S T—UX X2 (Tenable Security Center)

LiR—bk B OF 72 B 89 (&, Tenable Agents LB 77 Db T—I XX v IR & SN f-7—42D— T #Y
BRI ELIR—MMERZERRE (T HETLIz. Ayl ah—k . 247, Lik—k . BKU Assurance
Report Card H’CDfE THI AHSNET

EI{TSh5HEE
R DTOEREE B H Tenable Security Center TfThnEd .

¢ Tenable Nessus Manager $ & U Tenable Vulnerability Management /1 T—2 ok % ity | R
F+F—&L T Tenable Security Center [ZIB IS EL 1=,

» Tenable Security Center DI—> 2k ¥+ [d. Tenable Nessus Manager & U Tenable
Vulnerability Management Mo I—Y b RX YU E R EWM G TAHKIIZRZ EShFELT =

s BFEDTAHETIUREST, T— b T LLWRSNJICR E ShELT-.

* Tenable Security Center W% #7 « A ak—k . Lik—k . KU Assurance Report Card A%,
FTRTCOFEE 24T (T—V b BLURIN T—ORFv) TR ASNZELT =

EFRER
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https://cloud.tenable.com/

O

* Tenable Security Center [ET—2 b DFE R EVR—FT5-OISEMDT—RIRO M )ELE
ELFELTz. Tenable [£. Initech #t AT— x5 B F DR B DOFF LLWRI K )% Tenable
Security Center THEIL §HZEEH R LFEL. InlE. R CURDMITI—D ok &b T—5

DFF i #E REHAES HEDE LIR—MMERK CRENRAE TEHABEMEAHA-HTT .

¢ Initech #t (. T—Y b AF v g B DA R—k hinsE Ui il T—2 D1=86I1Z CPU/RAM/HD
MESIZH B WNESHEH BT 9 576, TR 7E M Tenable Security Center /\—K ") 7E% & TR
WEETITIBLELIHYEL-.

o I—UIVhEREAE TSN, T—2H Tenable Security Center [Tf/ > ih—h =% . BEE D
Pk T—ORX Vv AEE RV —FF ML T TADEBEEHEE I Z 2B EHHYELT=.

& DB &t
At ORTIREH (X LLTORYTY.
* Initech # [ I—C Vb DRXVUAERER EITIE R DR IZHIILETS .

* Initech ¥t (X, 60 «~ 100 DT— x>k P 37%HE 31 L T. Tenable Vulnerability Management §5
& U Tenable Nessus Manager oI —I ok AFvUAE R EMFLET .

* Initech #t 1%, IR7E DA T5%5F{Hi L. CPU/RAM/HDD A& EMNEIALZHIBTLET .
* Initech #t (. R DRFvUBE /R —ZF LT T2DEEREMAFT .

Sprocket #t D7 —RAXA T«

Sprocket #t &, [EIFXTRTOE AT RERE B FHFDJ/O—NILE X TY . R ITHEELKELS
BMLIE-EHRRBEORD. 2Xa)74V)1—2 3 FE IR BLUVEE T T ICLKOA DR B Z18 2 TLY
FLz. ZD1=H. LT ZEEHTHY)a—2avh b B TLT=.

s DEDTHEUE—DH—IN— H5IK H—/\— (Azure EAWS). BLUREEE D/—k /vy
RED— ML T/IN( A% E £, 330,000 @ DT RTHE E TO—HILRFVvEZRB{—ELT
BNEEIZEAT

o T—HEUA—DRE A MR RISEL TV =80, rukT—VAFEZRERISNZS

s JA—/NUIRBLIEBREL DEDOTADIEITR G 5200, RIIFEREEDRE

. ITSURRT—T4 (hTIE BES B BEUE B T 510126 A S S 9—R /S—F(7Tr—a
DL AT B A
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» OT Security. Tenable Web App Scanning. 3> TR EDE M IZE HhETRY—ILTESY
)a—3y

Y)a—ay

Sprocket #t &, IR DT XTOE %& I 9578 Tenable Vulnerability Management Z#| fi LEL
fzo SOV)21—23 Tl B—AILDRAFYUBELVE B 1F R IZIETRTD Windows. Linux. macOS
T/ A RIZTenable Agents Zf# Fi L. JE—bt OFRvk T—Y v (2340 # D& 1B L i i5 (TH BT
AR—K ISR A RA XIZER & S 1= Tenable Nessus ¥ F—%{# A LEL7=. Tenable
Vulnerability Management [&. Y —F /S—FT 1 BLUVDREIA RSN =TT )r—a3 %5 B 51012
B APIBIRHLEL-.

Sprocket £t (X, B EBEEITHE DNVT, B ARL—TAV TV RT LA ITHRAIARENT=R D) T+ %1E
FAL T Tenable Agents #7704/ L%EL7=. Tenable Agents [&. ARL—FT ALV IV AT LEEERAE
[TE DT, 130 /IL—TD 1 2IZBIYE TonFELT=.

FL<HOE M

TI—21 b RFvDF I FR I D—ON—RDIF AL BB B 5 [ZF 1T TEES
V?

B RXUHEOH HE L BB PR E ORI TRRYES .

ROBEMEEES B LTULL.

* Tenable Nessus A¥¥F—# KU Tenable Network Monitor Z§ RXTHDRYs T—O1 T AN A
VAR —ILF B LA HE T HV?

o KUYV D Tenable Nessus Manager (fz¢Z1E. 1 ~ 3 D) EAVAR—)LL. T—V VA
RYTOTFAN—0+— IV EB A TIRE TEDLIITHA L ETTH?

o RA YRR TARTOVRTLNAUFATHEBSIATEY. IXNTORBREH/RELTLE
IHV?

© FARTDYRTLHMNAR)—TE[ZIE LLEE E 4. wake-on-lan [Si# U] [5G & L TLES HV?
* BNV AT LDHRTE DFRELTE %8 B F=3H G T DDIH FE & PLTWET A

o FwkT—2IZ. VPN #E H TR FEMERF YU TEREL FEEE DRV T—VICEEERS
NTUVEWEZITYE—FTEE T D/ /W avhEaENTHET A?
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T—21 ok PRI RF Y TE B ST 5T NEH T 5V?

% : Tenable Research F—ALl&. 7574 & ITEMLIY7YITT— LIZYLTWET . TSI DA
B9 R [ZDULVTIE. https://jp.tenable.com/plugins 5 B8 L T=&LY,

(FEAEDTSH 14 1E Tenable Agents EEELFET . il 4% (IR DESYTT .

e JE—FTRAHINDEFERICEDODVVTHELEY. VE—FEKICKYEITEINDT7IT1ET< (DB
H—/I\—~DOTA . TIAI DEIEIER BB 1=Y) DFAIT. FS7r00BEEDS| E L E) %
BRHELEYTDETST1.

o XYNT—OFVIIEEAETETSTMA.

Fo. FVIDERMNEERLTWSEELHYFET . F2EA [ RYs T—IOR—ZXZXFv TR LGELD
OS T4 H—TVoTaTEER L. P RATLIZOIT)EMNT TR XFv> 0D 0S DIEE G/ N\— 3w

JFIdL COEHICKYRINT—V L ORMBEEBREMEZAFT . IhlE. Rk T—0/\—230D
?ﬁ /,EJI OFE E DL HB1=6HTT.

TI—> 1k (4 Tenable Vulnerability Management / Tenable Nessus Manager/Z& D
KO T—REEELFTH?

I—2 1k IR OT—45% Tenable Vulnerability Management E7=1& Tenable Nessus Manager (2%
ELET.

o N—U3URR (T—2 b DIN—230, KRR DT7—FTUF )
* AVRL—)LENTLVS Tenable 7571 DN—2ay
e OS1&E# (l: Microsoft Windows Server 2019 Enterprise Service Pack 1)

e Tenable & % ID (f§l: Unix M5 & [& /etc/tenable_tag. Windows Mi5 & & HKEY_LOCAL_
MACHINE\SOFTWARE\Tenable\TAG)

o Vb T—0A4UE—T1—REH (*robT—042—T1—A% . MAC 7EL A, IPv4 7R LA,
IPv6 7R LR, KR % . BEUIEHATFE 515 5 (X DNS 15#R)

* update_hostname MNyes [T FE SN TLDIGEE L. RANE GEMIL MR TE 25 8)

o AWS EC2 fVRAVRART—H (5515 E)
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https://jp.tenable.com/plugins

* privatelp

e accountlId

* imageld

* region

e instanceType

* availabilityZone

e architecture

* instanceld

* local-hostname

* public-hostname

* public-ipv4

* mac

e iam/security-credentials/
* public-keys/0/openssh-key

* security-groups

OJEEIS

LL T Ok B9 Tl& Tenable Agent B9 774 JUZDWTERBALET . T—C b OY I7A JUER DT 4L
TEISHYFET -

ARV—FAVT L RT L 0% O

Windows C:\ProgramData\Tenable\Nessus Agent\nessus\logs
Linux /opt/nessus_agent/var/nessus/logs
macOS /Library/NessusAgent/run/var/nessus/logs

nessusd.dump
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nessusd.dump [&. 7/ AIERSINDII—2ob DA TOTI7A/ILTY

nessusd.dumpZi% & 9512

1. I—U b AR SAABZ—DI—REFREET

2. a<KR # nessuscli fix --set setting=value ZERALT. RDHKE EITLET.

A Al [B% 5E] g BA TIAIE BME
Nessus dumpfile_ TARIEIZRTESH 100 1 /5 1000
Dump File max_files % nessusd.dump 77 FTOEH
Max Files AIIVDE KB ZETE
(Nessus % LFET. CORET
2T IT7AI (& I71IVE DG TE
D K774 SNT-AEZE ZHE.
ILE) REE W T TP

MHIBRESNETS.
Nessus dumpfile_ nessusd.dump 774 512 1 Hv5 2048
Dump File max_size ILDER X B4 X (MB) FTOHEH
Max Size FERELET. TP
(Nessus YA XD K1 X%
Dump 77 1A BA L FLWILT
ILDE K Y T7AILBME R ShE
14 X) 9.

M. EFEMEREES BL TS,

neSSUSd.messageS
nessusd.messages [T—I 1ok AvtE—2 OO TY .

nessusd.messagesxi% E 9Bl :
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1. T—U b AR SAABZ—DI—REFREET

2. O<K # nessuscli fix --set setting=value ZE AL T. ROFEFITULET,

A8l [B%5E] & BA T4 AMGIE
Log File logfile_ Tenable Agent B 74RX% 2 15
Maximum max_files LIZRETS 1000 £T
Files (B9 77 nessusd.messages J7 DEH
AILDER K TIDERRBERELFE
T71IVE) 9. nessusd.messages

DOTIT7A IV HME E S

N-EZ#E 25,

Tenable Agent [(ZF+
WA 71 IVEHIBRLE

ER
Log File logfile nessusd.messages 77 10 1 5%
Maximum max_size 1Lz X 41X (MB) 2048 £T
Size (A5 77 EFRELET . I7AILY DEEH
A ILDEx K A XD R R YA RERE Z
1 X) A&, Tenable Agent (&

H LW AV E—2 RS T7A

WEERLET .

FHMIE FMEREETSRLTZSL.
backend.log

backend.log [FT— Tk 7\ IUR DAY T,

log.json 771 ILE&#w & LT, backend.log ®OY Di5 fr LO—T—L 3B IR %58 & TEFT . Fi=.
#F LU reporters[x].reporter 2923V EE L L THRALI7AIVE ZTE R T HIEITKY . hRE L
AJEHRETIHELTEET .

backend.logZ% & 9 BICI&:
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1. TFRANITA3—Z#ERALT. I T5TLIRIIZEHS log.json TP IVEREET

* Windows —C:\ProgramData\Tenable\Nessus Agent\nessus\log.json

* Linux— /opt/nessus_agent/var/nessus/log.json

* macOS — /Library/NessusAgent/run/var/nessus/log.json

2. backend.log M reporters[x].reporter €O a3 aimEFTHITER L. RDINGA—5—%

EMF-EFEELFT.

INGA—H— TIAIVNE EEAIREN?

tags log. info. warn. O

error. trace

-135-

Bt BA

OJ1z& $H5051%
WMERELET.

response —
Y —/\—
DT ITAETA
(mbya

info— ¥ ED
AR DIE RO
b

warn—3FE D
RROMDEE D
.

error — 5 F
DARYDT
>—04

debug — 7/\y

TN

verbose —
debug LY 1H
DL LT/
JH 7



type

rotation_

strategy

rotation_

time

file

HAX

86400 (1 A)

JEHESE
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e trace—H A
DB B (2 A
¥504

0974 IVOE %
RELET.

ATDI7AINET—N
1TIHEENTK
BIR VAR, F=(T
BIREREDELLT
HEMEHEELET .

BMEIE:

* size—max_
size DR E I
LN, YA X%
EELLTO—
T—avlLES

* daily —
rotation_
time DR FEIZ
L. R %
EELLTA—
T—avLES

BIREFRE (PO B

i),

rotation_
strategy Aidaily
[ZER E SNTLVSI5
BICOAEALE
EE



max_size

max_files

file

context

10485760 (10 MB)

ARV—TAV TV RT
LEOTT7A UG L
TELS

true

yes

JEHESR
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BERYAX (I B

i),

rotation_
strategy Hsize [Z
BRESNTWSE S
[COAERLET .

J7MI\BIR THSR
NS K I7AIL
.

BABIZIE. A2
T71ILHE £hndi=
&. 10 D max_files
[EALT7A4IL1 DE
INVITYT 9 DT
EINFT. O %
BodE GLaJE
Tenable Nessus [Z

FOTHIFRSNFT .

O 274 )\LDis Fr &
2R

T 774Uk @ Tenable
Agent O 771 )LD
BRIZERELI-E
. — SO M
ECOUREZER
TEELE AT REME
HHYET .

AT D&Y% DX ARk

BHREZADILE
EE



format system JEHE AR A DR KX ERE
LFET.

e combined—
I HY—/\—
DOEJIERS
N5k R TH
HETVET

e system—T

THILE DAR
L—T4 2R
TLOOTH X
TH AZTL
EX D

3. log.json 7/ IVEREFLET.

4 IS b H—EXEBRBLET.

I—Uzob kY. AR ENEHENFTT .

nessuscli.log

nessuscli.log [ZIEZ CLI ARk DLO—RHAE ENFET

KRB TTAA A DYR—b

RIEZBFTISONBREI7MINEEALT -2V b 2EBMISEELTCTIACMTEET . O
NICEY, RKIELGTITOMASE F AL TEET .

AVRR =R T OTI—C IV ERE T5E. I—V IRV IGREERHIELE TEINESIHE
FrvIL. RIZ config.json T7AIDHEINFVILEST . T—U o DY R EIRF(Z. T—D Tk
FZFDEHREFERA L TIR—y—IZUIL . BEBEEREZITLET.

AR BHRMRIELE M Econfig. json DA A IZHASEE . T—CVMIEADEREFEALFT . HET
SIEMAHD (LA IREBELE & config. json TREDIIF—ZHD)EE . I—VxVMNIREBEEHR
DIFHREFERALET .

FEMITONTIE. ZES B LTSS,
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s RIREH

* JSON #{# F§ L1= Tenable Agent @704

R 24

REZHIEODVTEREIDIEE . PEELTVSVIUREICRDIREE R EZIb T5HIEMT
=FI.

AR =)V I OTERREN T HE. (IR VITREERINELE ITHINEINEFVIL. RIC
config.json Z7AILHBEIMNFIVILET .

D D% TE
VODEEICE. ROBREEREFERLET .

* NCONF_LINK_HOST: )95 g B5t—Tv—DHRRAL & F=IX IP 7FLATY . Tenable
Vulnerability Management [Z1)>29 5IZI&. cloud.tenable.com ZfE AL F T .

* NCONF_LINK_PORT: Y29 51— v—DR—bt

* NCONF_LINK_NAME - Y2 OB% (2 FH 95 MD4% Al -

* NCONF_LINK_KEY: U209 HIf-—2v—D) D% —.

* NCONF_LINK_CERT: (A7 3v) Ix—Sv— D DR AL IE A 95 CAERAE.
e NCONF_LINK_RETRY - (A7 3v) WOt I+EB RT3 5ME 3.

* NCONF_LINK_GROUPS: (A7 3v) I—U Uk #EBMTSH 1 DU L DBEFEDI—2 b T —
To AR —=)LTAERFZT—D o J )L —T %3G E LA LNME & . Tenable Nessus Manager
F1=I& Tenable Vulnerability Management T, oS fzI—2 b & oI —S b T)L—
TIZEMTEFET . AVIR VYIRS TEB DV IL—TEIVRNLES . TIL—TE ITAR—ZH
EFENDIEE L VRN 2K ES| AR CEAFT . ffl: "Atlanta,Global Headquarters"

JSON %{# Fi L= Tenable Agent ®F 704

AVARR—=IE I OTI—Co b ER B THE. -V IR VIR B E BRI ELE TEINEINE
FvL. Rl config.json FZ7AIHHEMNFVILES . I— b DY EIFEEIRFIC. T—2 b
FZFDEHREFERALTIR—y—IZU2IL . BEBEREZITULET.

config.json 774 JLT Tenable Agent %7 7O4 3 5IZ(&
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1. config.json Z7AIEHRELET .

EXE: config.json [LASCII 2 XK THHW E HHYFET . PowerShell 72 ED— E DY—)UE. TIHIL
b Tih DF K DTRE TP IVEE R LET

ZHHTEE L-EEICFRESNFEA. DR E (L. R TFE TR ETEFT

| AR ITRTOEIIIVIFERAEETY . U aVEE HIELVE S . ZD1EYav(d Tenable Agent

link 923> Tld,. IT—U b IR —0y—I2 )0 T BB DR E R EE R ELET.

EVk: config.json TUL IR EZHREL. BRITHREEZE B DFEFITT HE. nessuscli T --
install-offline U5 #ZFERA LG E LR L RITRYET . ThITKY. #7510 THoTH.
18 SN f7R AR [T Tenable Agent AU RAR —)LENET . BRITRIBATEESNTLVGEME S . I—

[ %E] at BA

2 Al (AT av)

AXvF—D4 il -

I—C1 b DER I—CIVFDARIEEELGRMES . &
BIEI—2 b HFA VRN —ILLTWNSTaVE 1a—432—DE& Hi 2T
THILL TERESINFET .

[host](7RRk) Y5 13 HRA— v—DRAN B F=X IP PRLARTY .

Tenable Vulnerability Management [Z1)> 99 5[
cloud.tenable.com Z{# L&Y .

[port](?h—F) 2% DRE—Dr—DR—h .
Tenable Nessus Manager®i5 & : 8834 E£1=(FHhRZLAR—hk .

Tenable Vulnerability ManagementDi5 & : 443

[key](F—) Manager Mo 1§ L= o%F—.
[network] (fwk 7— (A7 3> . Tenable Vulnerability Management (2> o3 1=
2) I— 1k DH)
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‘E-EI:I

[B% %] BA

Yo OF 2T BARE LAY T—5 . vk D—9% 38 E LIE LS
& . IV METIAILL DRI D—DIZ R T 2EITHYET .

ms_cert (FFav)

T — T d— Oy —/ \—5E B 2 IR E |<fE A § B HRAL CA B
ZE

[groups](ZIL—7) (AT a)

AXvF—%ZEMNTS. 12U EOBEFEDORTYvF—5I)IL—7. O
UREYYYRN TEE DY IL—TE)ANZILET . YIL—T4IZ
AR—ZANEENZE B IE. VAN KR EZSI AF CEAFET.

f5l: "Atlanta,Global Headquarters"

I—Cx b FEMTS1 DU LEDOBEFDI—2 T IL—T,
AR —=)LTOCRF [CT—U T IIL—TH#IE E LG

& . Tenable Nessus Manager %7=Id Tenable Vulnerability
Management T. U IS izT— b &R MHI—DI00 T
IL—JIE M TEFET .

ORE Y YRR TEB DT I—TEIVARNILET . FIL—T4
[CAR—ZANEEFNDE ST VAN K E5| BFF CEAET .

f5l: "Atlanta,Global Headquarters"

EE I bITR AXFUNXFERFIL, EfE
[T—BITEILEIBYET . T—C b I—TR L5 A& °H
O EHHYES (: --groups="My Group").

[retry] (Uk34) (AT av)

B4 O 7 A% B LB S 2. T—U 1ok AR —U r— D
UL ERITTEHEE .

BETOREZENGIMGE . T—VIUMEIV OB HARIC
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https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/Networks.htm

[3% €] Eit BA
AITLES

R BRATEVIRETSE I—C UM EIR A DK KD 30
BRIIR—Dr— DI HFET . ROBHATIE. GTE O
BRTOFED2EORREITGYES . EXE BERITESIC
RELGE . IV RO, 30BE.2FR
DEEM>60 &R .3FBDKAMNMS 120K .4 FEH DKK
MNo240 & .5 F B DERBAS 480 B RICULIZERITLET .

[proxy](FEF) (AT a)
TaXH—N\—ZFEALTVSE & (E. ROLSITFEEHLET .
* proxy: F7AFIH—/N\—DRRA+ & F=IEIP PRL X,
* proxy_port: 7OFXIH—/—DR—+BFEE .

* auto-proxy (Windows O#&): HE#4EHEE . T—o ok
[ WPAD (Web Proxy Auto Discovery) Z{# L TR+
CEEERE (PAC) 77MIVEREGL. TRXEEELE
. CORTEIE MDTRTOTOFSEREICEBELE
T.EPLBE . I—CMNIRYDTOX SR EET
TAILNICLET .

FERE: R T I7MI/UZ auto_proxy & 6515 A (&, proxy
HEU proxy_port /35A—4—LIEETILELBYES .

e proxy_username: JAFX S H—/I\—~DT7 IR E[E B M
Fal SN TWBI——ThoUb £ .

e proxy_password: 1—H%—% ELTHREE LIz2—Y—74
9k DISAT—K

e user_agent: 1—H—I— 1 b F (FOXSTEHIE
EINTWS1—H—I—CIV bR ELRES).

* proxy_auth: 7OX> CE A HRILH %
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[B% %] Bt BA

profile uuid (FFLav)

I—2xohDEIYE TR EGEDHI—2 T TaT74)LD UUID
({5 : 12345678-9abc-4ef0-9234-56789abcdef0). ¥ IZD
LNTIZ. T Tenable Vulnerability Management 1—H—H 4K 1D
I—2xobTOT7MIVES B LTI,

RIEBRTE I avTE EFEHEREZTVET. FLIL R EZS B LT,

LLTF (X config.json 771 Lz &K Ol TT .

{ "link": { "name": "sensor name", "host": "hostname or IP address", "port": 443,
"key": "abcdefghijklmnopqrstuvwxyz", "ms_cert": "CA certificate for Linking",
"retry": 1, "proxy": { "proxy": "proxyhostname", "proxy_ port": 443, "proxy_
username": "proxyusername", "proxy_password": "proxypassword", "user_agent":
"proxyagent", "proxy_auth": "NONE" } }, "preferences": { "global.max_hosts": "500"

}}
auto_proxy Z#{# 3515 & D config.jsonMBIZLL FITRLET .

{ "link": { "name": "sensor name", "host": "hostname or IP address", "port": 443,
"key": "abcdefghijklmnopqrstuvwxyz", "ms_cert": "CA certificate for Linking",
"retry": 1, "proxy": { "proxy": "proxyhostname", "proxy port": 443, "auto_proxy":
"true" } } }

. CfE A OARL—T 125 AT L @ Tenable Agent 1V Ak — )L Syr—2 &A™ O0—K L TLTE
AN

. (Windows D#&) 1 \S/5—2F A AR —)LT BRNIZ, /W Tr—UFE B LT AV AM—)UEIZT—
CIVEABBMISEBLAVKIICT IR EIHYFET . INlE. I H—ERZEHTIE
B3 5EEIT. I—U b A config. json T IVESE HAE B B AHE=HTT .

INT—UHEE BRI AICIE. ROaATREETLES.

msiexec /i <agent package>.msi NESSUS_SERVICE_AUTOSTART=false /gn
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https://docs.tenable.com/early-access/vulnerability-management/Content/Settings/Sensors/AgentProfiles.htm
https://jp.tenable.com/downloads/nessus-agents

O

4. Tenable Agent#A/> Xk —)LLEY . 35 (X. Windows T Tenable Agent DA Ak —JL.
macOS T® Tenable Agent DA Ak —)L. Ff=[ELinux TH Tenable Agent DA Ak —/)LE&S
B LTSy,

5. (macOS M#) Windows &IZE 42 Y. Tenable Agent AR —)L3 BRI ICEH B I FADIZT
BHEIEHYFELA. LI=HDT. config.json ZEB ML TI—P o H—ERZERA IR 9512,
Tenable Agent Z# LLVK BE [ Vb T EAHYFET S

macOS T Tenable Agent ZH LLMRREIZER L. config.json ##REEL . config.json Zi#E H]]
BTALIRJICERE 95(2E ROATKRERTLES .

/Library/NessusAgent/run/sbin/nessuscli prepare-image --json=<path to json file>

£ XE: Tenable Agent DB EN#2 B &, Linux /7 — TIETIAILE TEITES>TVET . LIz T,
Linux 2 AL TS5 A& FE 3 L5 5 EMTEET.

6. config.json HE-A MG & . Tenable Agent T4L UM JIZERE LET -

ARL—TAV T AT
A

config.json T4L k1)

Windows C:\ProgramData\Tenable\Nessus

Agent\nessus\config.json
Linux /opt/nessus_agent/var/nessus/config.json

macOS /Library/NessusAgent/run/var/nessus/config.json

7. I—Ux b H—ERERBLET

8. ARL—TFTAVIVRTALITG LT, ROATUREEFTL T config. json IRIBER EXRIILE
ER

Windows "C:\Program Files\Tenable\Nessus Agent\nessuscli.exe"

fix --secure --1list
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Linux /opt/nessus_agent/sbin/nessuscli fix --secure --list
macOS /Library/NessusAgent/run/sbin/nessuscli fix --secure --
list

REMNEEICERAINCEEHERE LG, UV IVNEFET TY .

Tenable Agent F—k > —k

R
o JE WA 80 B SRR B B E R )Tz iR it

° RYb T—IR—ADAFVUEEITTHENE AW TIXEWE (TR GE THEUVMG T ISH T
JOATEET .

© A= MR IR B Aok T— 05k OB B OTUR KA (/—h 8k
&) 5Tl TEE T . Tenable Agents (. Uk T—oD5 R (CRA R LT /A RE R Xy
L. # RETHA—Tr—(H & TEET

® |:||.. a 'IFI #EODMIEh\Tg

°© BT TADITRAF DRI FEHEVLBEELFBA. TD=H. RIEFEHRHSIEE INI=EEIC
AXv B TEFORIEREFE TIYIT—ILIEY. BEBE . XV F—L. DERNTE
SEEHREE A LEYT IR EIIHYFLTA.

° KAAf vk A—>—. DMZ. & nIEFJ (CA) Tk '7—773(‘_’ JE—k D2 nIE77tx7b\tﬁi
LEWME T IZE T TO(TEEY .

s MEM
o Rk J—HR X DA —IN—AYREL KB (ZHI B TE=ET.
o A—AHJLIRRARN Y)Y —RIZAKRTFTBADT. INTA—TURAF—/IN\—AYR AR /INTTHET .

o kD —OHRBIEOLEENBYET . L. EE RV T—ITEH N TS )T
REICE->TEETY .

° wTAUMEENI=R IS D—DFEIFE MRS D=V L IZHBRFX VYV AT LDREEH
PRLET .

-145-



O

° Tenable Agents IS B IR 1——DIEEEL TR B MIZT YT T—h TE5120.
ATFURDERINTETHET .

° RN T—IICFEAER BES AT ITRARLGRK LTI 210 AFVUERITTER
EE

o FTOAAUR EAVRR—)LHE B

° TRTDEBEHARL—T1UT L XTLIZTenable Agents #4/A —)LL TR E TEE
ER

° J—=bXVAVIEED—BFHBEIVRRAIUEES 6. EZITTE Tenable Agents (2 Ak —
ILTEFET .

° Microsoft M System Center Configuration Manager (SCCM) 7 EDY I D7 E B O AT
LA LT Tenable Agents 27704 TEE9 .

il IR

o Rk T—HF TV - I—U b [FRUh T—OFTVIEE T T HLIICHR S SN TV ERA. Z0F-
O I=D1Ub XA DHADTIO(SNTNSIEH G HEDTFVAVIEE FFvsdhnd . B
BLEINFHA. RUb T—IRFNUET—D IV R—ZDRFYUE A E HENIE. ZOX vy T
IR HDHTEMNTEET

o JERER -FIVEMER TOARERITTESILEI—VIVMNIRIMLERA. F2EZ 1. DB
HY—IN—~DATA2, TIAIRBILE R DR AT (A T=Y). FST0vVBEE DI EGETT .

Tenable Agents DY AT LE 4
T—RA70—BLUVTI U RBEH [ZDOWVTIE R B H ESAEVRE H S B LTS,

IN—RHI7

Tenable Agents (. B € T. R/NE DV AT LI —RADAZEFERALET . — iR B (ZIE. Tenable
Agent AME A 95 RAM [£50 ~ 60 MB TY (§RTR—U U HE). Tenable Agent (& 7R JUEF I
(X CPU ZIZEAEFERALFEEADL. DITETHIERATRLZIE S X CPUZHR K 100% £THEAT
BEOEZET SN TLET .

Tenable Agent MY —RfE A & DFE M IZDULTIE. VI 97 7vk TR 5 BB LTS,

- 146 -


SoftwareFootprint.htm

O

R DF L. Tenable Agent DB 1E [THE B SN D/ \—F D7 DEx /N E ¢ DI E TY . Tenable Agents
T IEELRCEHER/-TRE I UITAVRAN—ILTEET .

IN—FHx

/DB
> =X
oty Ja7)La7 CPU 1@
-|j-_
Joty 1GHz KLk
YR E
RAM 1GB L Lt
TARY » Agents 8.0 LLF%:3GB # ((RAFARL—FTAU I ATLTHERASNAB E 1
B2 BEENTUVFERA)

« Agents 10.0.x LA[§: 2 GB #8 ((RRARARL—F AV IV AT LTHERASNIEE
TE& FENTUOELEA)

I—CrvbE B E DTOEX (plugins-code.db TISTME L E) DEITH I,
SHIZZELDEREFZVLE LT DA REEIBHYET .

TARY 15~ 50 10PS
R

VIO

Tenable Agent MY 7k Dz 7E 4 45 29 5121, Tenable Agent DYV 7 Dz 7E {425 B LTS
LY,

Tenable Agents DA Ak —JLE Y

UTIE AR SA & FE oIz AVAN—ILF BT . I—F—A23—Tx—REFEH LTIV RN —ILT
B4 %122 TIE. Windows T® Tenable Agent DA Ak —)LFET=IEmacOS TH Tenable Agent DA
VAR —ILES B LTSN,

Linux

INr—2F AR —ILLET
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Red Hat/CentOS/Oracle Linux

# dnf install NessusAgent-<version number>-es8.x86_64.rpm
Fedora

# dnf install NessusAgent-<version number>-fc34.x86_64.rpm
Ubuntu

# dpkg -i NessusAgent-<version number>-ubuntulll@_i386.deb
Debian

# dpkg -i NessusAgent-<version number>-debian6_amd64.deb

EE I 21 b EAVAM—ILLT=#IZ. /sbin/service nessusagent start AYURZETLTEE T
Y—ERZRABTILENHYET .

I—2 1k % Tenable Nessus Manager F7=[d Tenable Vulnerability Management (2> L9 .
avR AV Tk Tl nessuscli agent link v REFALET . 4l
/opt/nessus_agent/sbin/nessuscli agent link

--key=00abcd000Pefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=My0SXAgent --groups="All" --host=yourcompany.com --port=8834

R )V 2K ZFIE—L T, BLTICEE UM (TR BEABHYFET . ToLAELE I5—DRREINE
EE

Windows
YRS/ hs Tenable Agents 7T JAA LTI TEET .

msiexec /i NessusAgent-<version number>-x64.msi NESSUS_GROUPS="Agent Group Name"
NESSUS_SERVER="192.168.0.1:8834" NESSUS_
KEY=00abcdoeeooefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabclO /gn
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macOS

INr—2% AR —IWLET

1. Install Nessus Agent.pkg & .NessusAgent.pkg % NessusAgent-<version
number>.dmg MSERLET .

| EE: .NessusAgent.pkg 774 )ULE & macOS Finder TIER REhFEEA.

2. 3—ZFIVEREFET .
3. AR TAVINT. ROAYUREA ALFET.

# sudo installer -pkg /<path-to>/Install Nessus Agent.pkg -target /

I—2 k% Tenable Nessus Manager F1=[& Tenable Vulnerability Management (22U %9 .
1. A—SFIEREET
2. Av R FOVTk Tl nessuscli agent link aAv REFALET.

!l

# sudo /Library/NessusAgent/run/sbin/nessuscli agent link
--key=00abcd0000Pefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabcO0
--name=My0OSXAgent --groups=All --host=yourcompany.com --port=8834

Tenable Agent CLI <>k

Tenable Agent D— &8 DEEBEZ VR SA A A—DJ1—AMBE 179 HIZIE. Agent nessuscli 1—
TA)T1%EERALET

| EE: EDAgentnessuscli AR Y EEEEREZF DIV —LLTETITILEIHYFETS .

Nessuscli D& XX
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FRU—F45Y
PEIA

Windows C:\Program Files\Tenable\Nessus Agent\nessuscli.exe
<cmd> <argl> <arg2>

macOS # sudo /Library/NessusAgent/run/sbin/nessuscli <cmd>
<argl> <arg2>

Linux # /opt/nessus_agent/sbin/nessuscli <cmd> <argl> <arg2>

Nessuscli Da<v R

avoR &t 84

1FRDaTR

# nessuscli help nessuscli AVUFDYRLERRLFET .

# nessuscli -v Tenable Agent DIRTE D/\—avaRRLE
ER

# nessuscli fix --get IO bR EDREDEZRRLET .

<agent setting>
NJLUR—bkavokR

# nessuscli bug-report- DRTLEZ R DT—hATEERLET
generator

B M ZEM FICCOav R EFERATHE 21—
TAITAIZESTEZA DT HEIESNFET .
FFL a3 08| #

e --quiet - A—H—IZT4—K/\WI%ER H
B NG LIR—h DR L—E—DE
TEINFET,

e —-scrub-/N\JLR—kDRL—F—IC
£oTIPVA PRLADERE D2 DD 8 EY
kY ZRALXEINET
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avokR i BA
o --full-/\JLiR—k PR —F—IZkD
TEMT—2RESNFET
B & E RO
# nessuscli prepare- LLTF D&SICE 15 40 B R/ DY) —2 Ty TE4T LY
image F9.
o I—UIVRMIIINTINDIE S . iR ER
LET.

s I—U1 bk DT ARTORRN 2T %HI
B LET . f=£AI1E. Windows TIILP R
k)& —. Unix TlX tenable tag G &ET
ER

o I—U 1 b E DT RTHUUID F741IL%E
HIBRLET . #I:

/opt/nessus/var/nessus/uuid
(MacOS/Windows TlEZh &fF & Dt
D)o

o IS4 dbs ZHIBRLET .

e global db ZHIBRLZET -

* master.key #HIBRLET.

* backups T4LIVZEHIBRLET .
AT 05| ¥

e --json=<file>- BEIEREH® .json
T7AIVERREEL . WY G ToL Ik )ICER
BLFT.

O—A)LI— ok DavoR
I—V b RT—RADID YO8 RR . RREITOEOIERLET .

# nessuscli agent link -  Tenable Agent Jo9*F—%##EHALT. I—>x
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RetrieveLinkingKey.htm

O

-key=<key> --host=<host> k% Tenable Nessus Manager F7=[%
--port=<port> Tenable Vulnerability Management ()21
F9.
WHIBE D5

o --key- IR—y—hoEFLIZULY
*—.

e --host - Tenable Nessus Manager [Z!)
299 %15 & : Tenable Nessus Manager
DAVA—)LHR (TR E LT-E8 1Y IP 7R
LRFEIEHRRAN 4 .

Tenable Vulnerability Management [Z!)
T RIGE:
sensor.cloud.tenable.com (Tenable
Agents 8.0.x LLAI .
cloud.tenable.com MiF &)

¥ & : Tenable Agent 8.1.0 LL[& Tl
Tenable Vulnerability Management [Z!)
vhEnf-TI—o ok
sensor.cloud.tenable.comZ{E AL
T Tenable Vulnerability Management &
BELES. IT—CIVER
sensor.cloud.tenable.com [} # T
ERWNEE X K HYIC
cloud.tenable.comZERALET . Th
KYRTDN—2aoDI—I ok [,
cloud.tenable.com K A% & F L&t
PET

* --port - Tenable Nessus Manager(Z!)
209 BIZIE. 8834 Ffz[FhRALKR—k
ZEALEY.

Tenable Vulnerability Management [Z')

DO BITIE 443 % FERALFET
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Tenable Vulnerability Management M5 #

* --cloud - Tenable Vulnerability
Management (U209 BIZIE., 514K --
cloud #ELFY.

--cloud 5l ¥ (. --
host=sensor.cloud.tenable.com --
port=443 Z15 & 9 51=6pDa—k hvk
TY. --cloud AT DEE L. --
host BXU --port % E I HDHE (L
HYFEEA.

& --cloud 51 #I&. FedRAMP & &
—G[j:-'j-ﬂ_f_l\ éh—CL\EﬁAJO -=
host=fedcloud.tenable.com --

port=443 ZE E T AL EMNHYFET .

FAE:PEAXLIZHS Tenable Nessus
AF+F—. Tenable Agents. Tenable
Web App Scanning R¥+vF—. =&
Tenable Network Monitor (NNM) 24T L
T Tenable Vulnerability Management [Z
EHELTLDIE S (X,
sensor.cloud.tenable.com Tld74i<
sensor.cloud.tenablecloud.cn T #t 9%
WHEIHYET .

AT a3 05| #

=JL ==

* --auto-proxy — (Windows M) &% 7€
L5 E . I—V o 370X 2% E
9 B71=8IZ. Web Proxy Auto Discovery
(WPAD) %{# A L T Proxy Auto Config
(PAC) Z7A/IVERFLET . CORTE
X, DI RTOTOFLHREIEELE
v
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http://sensor.cloud.tenable.com/
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O

avokR

&t BA

--name - IT—Y kD& R . I— 1Y
FDEZFTIZIEELEWMES . B HTFI—
DIVREFARN—ILL TSV E 21—
A—DBFZTIAIVE THESNET .

--groups - T—CIVhEEBMTSH 1D
ULtDOBEFEDI— b TI—T . 4>
Ah—LTOERF ([CI—D N T
8 E LA LME & . Tenable Nessus
Manager E7=I& Tenable Vulnerability
Management T. J>&shizT—> ok
EERMI—DIUNJIIL—TIEMTESE
¥ aAUIR Y YVRE TEH DT IL—T%
JRKIZLET . TIL—T R ITAR—ZDE
FhdEE L. VRN &K%E5| FH#F TH
AHFEF . fl: "Atlanta,Global
Headquarters"

IR IV I—TRF KXF
EINXFERBIL. EBIT—HTINE
HYFES . I—CxhJIIL—T4IEEI A
FCEOREIHYFET (BI: --
groups="My Group").

--ca-path - IR_R—y—DH—/\—iE
BAZE DR AL 1< A 9 45h A5 L CAGEHA
=

= o

--offline-install— AT HE F
754> DIk BE TH Tenable Agent A2 X
TLIZTAV AR —)LENFET . Tenable
Agent [X7E # B [TTR—2v—~D2 Y
A AHFET

I— b Aarvk O—5—E #E T4
WMEE .. 1TEBBCEBHITLEST. OV
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avokR

,.E.?]I:I

BA

O

b O—5—(ZI3HE R TEDDTITER R
THAGEIF. 24BEEBHAITLE
Cl

Eb: config.json TULIEREZEIETE
L.BRITEREEZELHDEEITTHE. --
install-offline U5 $hEE ALY
ZELRLCHERITGYET .

--network - Tenable Vulnerability
Management [C2YEnfzI— b D
BE . IV EHRZ LAY T—D
[SEMULFT . vk T—0%EE LG
BE . I—C UM ETIAILE DRk
T—OICB T HIEITRYFET

--profile-uuid - T—Y b ZEE|YY
TAI—Y ok Fa774)L0 UUID (i
12345678-9abc-4ef0-9234-
56789abcdef0). £ #ll [TDLVTIE.

[ Tenable Vulnerability Management
A—Y—HIF IDI—2 b TAT7AIL
=S B LTSN,

--proxy-host - 7AOFL H—/\—D7RRA
b F=IXIP PRLR,

--proxy-port - FOF¥H—/\—OR—
l‘ % % o

--proxy-password - 1—H#—& &L T
BELIza—4Y—ThIobDIRRT—k,

- -proxy-username - 7O¥ H—/\—~
D7V EREFERMFRISNTNDI—
Y—ThoUr2.

--proxy-agent - JOFXVICERIE RS
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O

,.E.?]I:I

avUR BA

nNf-a—4H4—I—Cs bR EESNS

BEEND1—Y—I—1 b4,

# nessuscli agent relink Y PEhf=I—Iz k% Tenable Vulnerability
--host=<new_host> -- Management H\5 Tenable Sensor Proxy [Z.

port=<new _port> FrFZEDHIZHBIHILET .

SEE: CDav KR IE. Tenable Nessus
Manager [Z#ft Shi=T—> b 2IEx i LT

# nessuscli agent unlink  I—x k% Tenable Nessus Manager E7=
[& Tenable Vulnerability Management Hvs!)2
DBBRLET .

AT a3 m5| #

o --force—I—V IV HIR—Tv—&
BIETELGIMGETH. I—V b %
Tenable Nessus Manager F£7=(3
Tenable Vulnerability Managementhyis
28 H B Z)VfEBRLET . Tenable T
[&. Tenable Nessus Manager F£7=[3
Tenable Vulnerability Management &3&
ETELENWI—2 b DI OERERBR TS
1=, COTSTEFERTHILEHELT
WET.

--force I3V EER T HE A 1F.
Tenable Nessus Manager /=&
Tenable Vulnerability Management T
I—SxI b D) OEBRBRT B ENE

LAEEEHYET
# nessuscli scan- I—2 10k DIL—)IAR—RAR T ZDNTDEE
triggers --list HMEIVRSLFET .
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avokR

# nessuscli scan-
triggers --start --
UUID=<scan-uuid>

# nessuscli agent status

&t B4

* AXvA

o AT—%4X (uploaded (7v7O—K & #)
13 E)

s RRICTTITAETAD SB[ (RT—
BADBE TR RENFET)

o AFv DA

o R ORS—Z B O

o ERAREITHHE

o R&xvUhH—

o RXVUEETVIL—h

o AFX v ZERIR I AN
(nessuscli scan-triggers --start
--UUID=<scan-uuid>)

(Tenable Vulnerability Management [Z!)> &
nf=T—ox bk DH)

UUID [ZE DUL—IR—RRFXT U EF B TE
TLET.
I—21b DAT—RR, JL—)IR—RRFv>
DEHR. REBEFDOOIT. BEUI—2 0D
H—/IN\—Z L TWNSEIIER R LET .
OvURH AL ROEHRO— S HKR RSN
*9.
* Running (E{T7H)-IT—C AR E
RRA £E T7OTA4TTHAINEIDETRL
*9.
* Linkedto ()>¥5%k) - T— kA
SINTLSIR—Dv—Z R LET .

- 157 -



O

,.E.?]I:I

avUR BA

* Link status (VO RT—4RR) - I— 1>
b DRAR—T N —EDRIE DI AT—E
R&ERLFET .

e Proxy (7B¥) - I—Ux b AMERHEL T
WATRXIERLET (RLATHEE).

* Pluginset (7351 tyh) - I—2 ok
DWRE DTZT 1 bR LET .

* Scanning (R¥v> ) - I— b AR
HERRARZRFLTLSNEIDERL
F9. COEIF RE R DRFvP3T
D E. I—VM TR LTEHRESNFR
FrohA—DOBERLET (COE .
H 51 Tld smart scan configs (R <¥—
AXYUERTE) EGNIUFITENFT).

* Scansruntoday (§ H E{TSN-A+%v
V) —I—Tz b HAEG HETLERAFYY
DEERLET .

* Lastscanned (& X++v>H)-IT—
DIV R RICAFYEEITLI-H B
ZRLET.

* Lastconnect (¥ ##kA)-T—>z>
P TR —Tv—ITR % T LA B
ZRLET.

* Last connection attempt (& #& $i # &2l
7H)-I—Vzob R —Tr—IR

®IEKEATLEEERZRLET.
FFav 05| #

e --local — (T4t DEIE) RT—4
A BEQOCITH. REPOOaTER
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avokR

# nessuscli plugins --

info

,.E.?]I:I

BA

LET. 2OA T avlE. T—V ok R
T—HARERMFTH-OIZTOE B Y Ik
DITICHEHELEVLKSICLET . KHY
2. BR%& ORI ICIRE L-RFIER
MR RINFET .

e --remote — YR—Ur—hUaTHMN
MBI, AT—FANKRRINET.

¥ & : Tenable TlZ. --remote A7 3>
[CKBEEBRAT—HARFIVINETE
HELTWETA (B L OF B4
).

* --offline — Tenable Nessus Manager
F7-I% Tenable Vulnerability
Management [Z##E TELRLME S . &
#ZIZFvyasnfzI—o b AT—42X
R~ LFET

e --show-token—E BY—JUIZKUEE
BLUVREEEIFI BN, T—V b D
= %R RLET.

e --show-uuid — I—> x>k @ Tenable
UUIDZ&R~LFET .

I—2Ib DIIVEEUVAIARUNYTS5AY
ok DFFEMEIVANLET .

o AVAR—ILENTLVS/N\—D 3y
o RZBIIHIVO—RENT-H K
s RERICDEESNT-H B

s AMEIR - TST1 vt BEAR I
L BB B (DFY. TS5 10tuk B
B (T3 B3432%),
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avokR

# nessuscli plugins --

reset

# nessuscli profile --
show

# nessuscli install-
relay --linking-
key=<Tenable Identity
Exposure relay Llinking

key>

&t BA

T4 -T2 b RDTZ51>

EEMHEDY—RYAX

I—2x b DTZTAVIE TS LLT OFF
BFrUHEIEHRE—ERTLES.

s REBRICTZTAUNEFH INT-A B

RRICTZTAODEFEHER L1-H B
EME#&DTZTA)—ADE AKX
AR DTZTADEFTHAX
TSV T—ADE &
TARIEDTZTAODEFHHAX

TRTCDTISTAETSTAVIEAETEHT—H
ETARIDSHEIBRLET . T— k. HIBR
MNET LEE®ICTTST(0E400—K TE

FJ.

FE: ORI, I DTARIITT
STAT—ENHDBE S IZDH S VH—ENE

ER

ZLTHGE . I—UUTE| YL THRTL
% Tenable Vulnerability Management T—
o TOTFAIUE T HEREMBFLET .

I—2 k2 Tenable Identity Exposure &2
FaF7I—ZFARR—ILLET S

Tenable Identity Exposure 'JL—1)>0F%—%H
18 9 BIZ(X. Tenable Identity Exposure & #
EHAFDEX2TIL—%5 B LTS,
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O

avokR

VI T—havUr

# nessuscli agent update
--file=<plugins_set.tgz>

,.E.?]I:I

BA

install-relay [&. LLF DEE D/\TGA—
A—EHR—FLTLET.

e proxy_address — 7O%< A Tenable F
AMUICEET OB ENDDE T IER
F570%L IP £1zIE DNS. proxy
address A 19 %&. proxy_port %
ANTIREIHYFET

e proxy_address — 7OF< A Tenable F
AMUIEZETELEINDHDESEZEA
9570FL1R—hk . proxy_port ZA A
95, proxy_address LA N TEIHE
MNHYFET .

* proxy_basic_login— A% 045 4/>
MND1—H—4% . proxy_basic_login &
A 719 %, proxy-basic-password %
ANTELEIHYFET .

e proxy-basic-password —7EF> 00O
G4 1\AJ—K . proxy_basic_login
#A 95 proxy basic_login$
ANTELEINHYFET .

TOXSFEELLZLVE & X TOF/\5A—
A—%F— ) A I LENTZEL, BEEShTLY
HWITOXT%#$E E 9 5I2(%. proxy_address
Eproxy portZ A DLET . FBEESNTLND
70X %8 E 9 5I1E. proxy_address.
proxy_port. proxy basic_login. LU
proxy-basic-password # A 1 LZFET .

T5940 9 &F 8 TAVAM—LLET .
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avoR i BA

& EavR

# nessuscli fix --list I—2x b DR TE ETDEDIVANERRLE
ER

nessuscli fix --set I—VIVbEREEHTEDEITEINLET

<setting>=<value> o w1 = ~ = =
9 UV BEO— B EMBREFSEL

TLZ&LY.
# nessuscli fix --set Tenable Vulnerability Management &7=[&
update_ Tenable Nessus Manager DI— 2k FRRK
hostname="<value>" HEBHMICEHLET.

update hostname /\TA—2—I[J. yes Ff=I&
no &% & TEFE T . TIA4/ILE TIE. COIREE
BT IIE(THOTLNET.

X E: £ E % Tenable Nessus Manager TH
M BHITI— b —ERERREELE

EE
# nessuscli fix --set (Tenable Vulnerability Management [Z1)>0&
agent_update_ nt=r—>xk M)

channel=<value> o — = PN
I—ChBE#HISUERELT. I—V ok

PEEMICEHTE N —aF s ELET.
E:

e ga-—fRNF (GA)SNRE. BEH
([ZER 37 D Agent N—2auAERB i asnE
TR COBMILEE . /\—2avh
— R ABEIN-B NS 1 B/ ETT
BERGEF )T MBI LT 575D
N—232 M5 & . Tenable NMSE B(Z
NEAESNDIEE LIHYET .

e ea- BHi7UEX (EA) BHITU)—REHh
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O

avokR

# nessuscli fix --set
maximum_scans_per_
day=<value>

# nessuscli fix --set

max_retries="<value>"

,.E.?]I:I

BA

RE . BENM IR HT D Agent /N —23>
ANETYVTT—hLET . BE . —RAH
KYBLEGAM B LNV AMSVJTY,

* stable- B E1#IZ& 7 D Tenable
Agent /\—UaVIZEFHLERA.
Tenable A% E L 7=. Tenable Agent 0
BULWNA—Da ERLET . B
B .RFO— AR N—TavkYb 1Y)
|)—ZHIDEHLDELZYFETH, 7.7.0 &KUD
BT D/N—23V(2IEEYEE A Tenable
Agent BT LLVA—230hW)1J—R 9%
& I— UMY IR OIT N3 %
TITT—RLETH. JFEFDI)—REYE
Bl DN—D a3V ([T FYFET .

¥ & : Tenable Vulnerability Management [Z!)
DENTWSI—2obDiF & (F. T—2 b
M nessuscli A—T4)JT1h\ agent_
update_channel AYUREE T TILELH
JFEd . Tenable Nessus Manager [Z)>9EN T
LWBSI—Y b D5 & &, Tenable Nessus
Manager M nessuscli A—74)JT1H\%
agent_update_channel v R #E 179 %
EMhBYFES.

(Tenable Vulnerability Management [Z!)> 9
nf=T—ox bk DH)

I—2x b1 BIZDEEITTEOR K RA+®Y
VHERELFT. RBERT.EXRHEE
(348 T. TIAIME (L 10 &3YFET
agent link. agent status. Ff=[& agent
unlink AXUE DETHRICHFESHAELHS
8. I— VIV AER T IR KE B AR
EINFET . avk & ERITRHEIRZE retry_
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sleep_milliseconds [ZE&R E 5 &ETIRIE
FrEZ1R ~ [T OLAGAS. 15 7E B M hi=
Y, Ef L TEEITINET . max_retries D
TIAINEXO TY . &/IMEIFO T, RKIE
(10 TY .

f=&Z X, max_retries #4 [Z. retry_
sleep_milliseconds % 1500 (7 74JLE) [Z
HRELLEEIE. I—2obA 1 B B O 1T
#ICI5FME.2E B ORITERIC3IFE. 3
B HOHTRIC45HRBEARILELEDT.

EE: CORE (IATSADE FH LUK 24
FriEEBELTHoBERTINSGI VLD
FroIAUIZFFE LFERA.

# nessuscli fix --set agent link. agent status. Ffz[X agent

retry_sleep_ unlink IXUFDETHIFEENELTS

milliseconds="<value>" B. I b OBRITHERISUREART
BEINFET. TIAIUST 1500 YR (1.5
) T9.

# nessuscli fix --set Tenable Agent IZNIAP E—FZ#E A LZET .

niap_mode=enforcing NIAP E—F D #l I2DULVTIE. NIAP [T L5

% Tenable Agent DE% B %S B L TS,

# nessuscli fix --set Tenable Agent ® NIAP E—R##E % (CLFT .
niap_mode=non-enforcing NIAP E—K D #H (CDULVTIE. NIAP [Z# #L 3
% Tenable Agent D% E %5 BB L TE&LY

# nessuscli fix --set Tenable Agent & 1§ B L UT—IN—REE F 1k

fips_mode=enforcing (2% L Cax $T DR EE B & FIPS £ a— /L%
ALET. FIPS D a—/UIZRFYUREF1E(Z
HELFEA-

I A E:NIAP ®—F % A 94L&, Tenable Agent
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avR g5 BA
[EFIPS BV a—)Lb A LET . 5H#IDLVT
[&. NIAP [Z# #L 45 Tenable Agent W% & %5 IR
L TLFEELY,

# nessuscli fix --set Tenable Agent & 1§ BXUT—2N—RIEF 1k

fips_mode=non-enforcing (2%t L TFIPS E2a—ILEZERILET

FEENIAP E—FREEZITTHL. Tenable
Agent (X FIPS EVa— )L ENICLET . 5 H
[ZDULNTIEL NIAP [ #1 3 % Tenable Agent D%
EES R LTZEL,

TX1TERTEDEILE

nessuscli fix --list. --set. --get.--deleteadv>Fk
FHERALT. #FHAI—C bR EEEEL
nessuscli fix [--secure] YRR LEYT Ao ENTEES .

--list
--secure AT IVEEIRTHE, F iR E
nessuscli fix [__Secupe] 'I%E#&b\ iﬂé "':l?'ﬂ:a)iﬂiht E(»?ﬁ%?ﬁ(

--set <setting=value> RUFET.

nessuscli fix [--secure] i i BB SBLY o secine B e (s
. [& Tenable THR—k SN UVEE E L7551

--get <setting> 82 LTLEEA.

nessuscli fix [--secure] I—Cr R EO—EIT. RSB TEESEL

--delete <setting> TLEELY

# nessuscli fix --secure (Tenable Nessus Manager /\—>3> 10.4.0
--get agent_linking key LIEDH) — B DI— b o)X —FWE
LFY.

AR COOX—E =D E 0TS
B ) TOMAER TEEY . AFv—FEFF
/=R EDIYIZIFME R TEEE A

- 165 -


https://docs.tenable.com/nessus-agent/Content/ConfigureAgentforNIAPCompliance.htm
https://docs.tenable.com/nessus-agent/Content/ConfigureAgentforNIAPCompliance.htm
https://docs.tenable.com/nessus-agent/Content/ConfigureAgentforNIAPCompliance.htm
https://docs.tenable.com/nessus-agent/Content/SettingsAdvanced.htm

avR g5 BA
))—RE BTN

# nessuscli fix --set avoR

process_

process_priority 8 E Z#twb . BUi&E. Ff:
(FHIBRLETS -

priority="<value>"

" 1i fix --get _ _ .
nessuscli Tix --ge process_priority SR E&ZEAIHET. ¥

AT Lk TEAT G Ot IR OE 5 E 1Txt
# nessuscli fix --delete 9% Tenable Agent M#A xf B 75 12 5t FE il
process_priority ETEES.

BMGE. BIUARREDHEAEICETS
M (DL, ==k CPU 1YY —RTY
b A—)LES B LTS

process_priority

Tenable Nessus H—E X

Nessus H—ERE#E 8 £/ IIF 1k TN B HH D5 S L. TEBLITARL—TAV TV RTLDA
A—JD1—2ZAHS Nessus H—E Xk O—)L&F A L TS0,

f=f2L. AR A A 3—D1—RF B L TEIT A BE/ nessus-service #EELZ M HYFET .

nessusd VK [I nessus-service —/\—av R LR ITFE A TEET Bt ShdB 52K
=FEY),

# killall nessusd <K (L. Nessus DT ARTOH—EREE TH DAFTYEEZ 1L T 5-0HIZFE B
INFET .

I R EOANAVERBEREF DI DERIT IR ENHYET .

Nessus MH—E X#E X
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macOS

number>] [-a <address>] [-S <ip[,ip,--]>]

# /Library/NessusAgent/run/sbin/nessus-service [-vhD] [-c <config-file>] [-p
<port-number>] [-a <address>] [-S <ipl[,ip,-..]>]

vV N THEE TS5
AR A -q ATV avEE R LTI TEEY .

Linux

# /opt/nessus_agent/sbin/nessus-service -q -D

Nessusd D<K

ATy

Eit BA

-c <config-
file>

-S <ip
Lip2,..]>

--ipv4-only

—DOTR . nessusd —/\—ZFHCE) T 5E=F. —/\—BITHEAIND
nessusd X € I7AMIEIR E TA=OIFERAINET . 1Z# db DR HYITR B K
TE 774 ILDE A AR BETY .

nessusd Y—/\—% R 18 §5LE. RFv i (2 Nessus H\HE L § 5 <ip> #E#x D
Y—RIPZEBFILFET . COATLavld. TIAHILLDIP FELRADK HYIZEH D
INT)I IP PRLREE R TA5VNFHR—LE I EHRETIEEICDAEF AT
9. CDER TE H\E BE 9 HIZIE. nessusd X 1T HRANZINLD IP PRL Rty
k% E ZDEH DNIC HLE TY .

AT a3 TlE. B BE B (2 nessusd H—/ \—h35& & B [/ X959 K TE 1T
SN FEJ (daemon E—F).

N—30 BB ER LT TLED.
Y—RIN—TFT A& YT DT DA RA) AR R RESNFET .
OV DENERRL.ETLES.

IPv4 V4 ybk TOH )R LET .
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FFav BiEA
--ipv6-only IPV6 V7 yk TOH)VAULET .

-q Fquiet/ E—F TEEIL . T _XTOAYE—2% stdout ITHIFI LET .

-R TSTA0NDBUNEZEFLET .

-t IR B ISR TSV AV DA LRI TEFVIL T Hi=ICE#H ENETST10D
HEA I L ET .

-K RAENF—HDIRI—/SRAT—REHRELET .

YRA—/\RT—R HE& B SN TSI & . Nessus TIFRID—IZE FNLTATD
RO —LRIEHRME B L SINFET . NRT—FHEEE SNTLSHZE S . Nessus
Ul Do/ SRAT—F DA A ZRENFT .

RAZB—/INRAT—LERERIHKLIA5E . EEEL Tenable Y7R—hLET T
EFEA-
pER_ DL

nessusd 5 —k 9T/ TE T L TLVT. nessusd 24+ 88 & MM FE LB LKSITT 515 & 1%, listen_
address B i EX E &ITLVET .

DR EEITICUT. REETLETS .
nessuscli fix --set listen_address=<IP address>

DR FEITKY. PRUR <address> (¥4 TIECIP PR L R) TOE i DHZE)VAU T HEIITH—
N—IFERLET.
FSUALL DT IIF—h

R M [L. Tenable Vulnerability Management %7=[d Tenable Nessus Manager [Z)> 23N TLV5
I b DEDRTITAOTVITT— DEEERLTVWET

| EE: Tenable Agent (. Vo ISNI=RR—Dv—DTST AV B #H % 24 B CETFvILET . ]

VoShi=Rer— ZESEH INTYTT—h
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Tenable
Vulnerability
Management

Tenable Nessus
Manager

I—xob TS990
Tk DLNFThhE
Tenable Vulnerability
Management 5% 4
Utk DEHM15 B
LN THAEE .
I—Cx b FE D
TYIT—hEEFTL
EX

I—TIURTSTM4Y
twk & Tenable
Nessus Manager 75
JAotyk DEMS
BURNTHIEE .
I—CIVhFERT
STATYIT—h%
EITLET

I—2x M ZEDTST Ak DTS5 A HE L
BE. IV IRFNUBE ISR BERTSTMY
I DTSTAVDINTYITT—hEEFTLES. =
D=, T— M55 1 RFvoF=EARAUE
ALV RX Y ENOTEITTHEE - 'y
UIMNEDE DRt 58 T AP DO RV YR Fv
FYUELZDFIFIEBZEHATLHEETFT HILTG=E
LY.

Fo. IV TSTM R DT g
Tenable Vulnerability Management 754 1>ty
FDEMNISBKURWNGE . -V ETILT
SOATYIT—hERTLET.

I—Vx b BREAREGRE AR BT LHE K
FERDOIZTA1 b ZHIBRLET GEHIZONT
[&. days to keep unused plugins DFf %
EZZRBLWEEY). BREOE®RE . T—>1
MEERFERDTST1 2 FHIBRLET .

I—2 kTS5 14t 9k & Tenable Nessus
Manager 75514ty DE M5 B YR LS
B I—CIVNEIONTSTA TV T T—ERTT
LET-
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