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o You can enable automatic cloud updates for the Nessus Plugin Set

¥ Vulnerabilities & Palicy Violations
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Plugin Source Tot v X Severity Low, Medium, High+1 ~ X
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LI to verify Logix controllers are communicating with Rockwell...

Show More

The following text was originally created by the Cybersecurity and

Infrastructure Security Agency (CISA). The original

Solution can be found at CISA.gov....

Show More

https://us-cert.cisa.gov/ics/advisories/icsa-21-056-03
https://ww! ion.com/en-
us/support/advisory.PN1550.html
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Version 4.6.23, Expires Apr 2, 2026

9

F3

o All event actions are now available in Policy Violation Findings view

Network Events Search...

Status Log ID Time

Not resol... 9018 12:00:46 PM -
Not resol... 4 11:18:44 AM -
Not resol... 3 11:18:28 AM -
Not resol... 2 11:18:33 AM -
Not resol... 2632 12:19:26 PM -
Not resol... 10273 05:38:52 PM -

Feb 18, 2026
Feb 3, 2026
Feb 3, 2026
Feb 3, 2026
Feb 6, 2026

Feb 19, 2026

el

Event Type

Failed Unsecured...
Unauthorized Co...
Unauthorized Co...
Unauthorized Co...
Failed Unsecured...

Failed Unsecured...

Se..yY T

HITOERELNST09I12B &

Policy Name

Failed unsecured FTP login
Conversation in a Comm...
Conversation in a Comm...
Conversation in a Comm...
Failed unsecured FTP login

Failed unsecured FTP login

An attempt to log in using FTP has failed

Source Name

Source IP Address

Destination Name

Destination IP Address

Eng. Station #4

12:00:46 PM * Feb 18,2026 Failed Unsecured FTP login

Not resolved

Why is this
important?

A failed log-in attempt may be a
human error, but might also
suggest an attacker who is
implementing brute force to

< tha canmar

Event 9018
Details
Source
Destination
Policy
Status
B8 Q search

a\r m

PA - o8B0 2 AsM®

Go to Policy Violation Findin

c

Source Asset Source Addres:
Eng. Station #4

DESKTOP-JLPTS9P

DESKTOP-JLPT59P

DESKTOP-JLPT59P

Eng. Station #12

QT Device #219

Suggested
Mitigation

1) Track the station and user
that attempted access and
verify that it wasn't done by a
malicious actor.
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Event 9018

Details

Source

Destination

Policy

Status

12:00:46 PM - Feb 18, 2026

Name

Type

Risk Score

IPs

MACs

Failed Unsecured FTP login

Eng. Station #4

Engineering Station

Not resolved

Asset Criticality

Vendor

Purdue Level

Location

Description

Medium

VMware

Level 3

Unknown

Assets with Vendor and Family unknown
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<

4. TORRTEDEZ G & [/ V7ryk F¥TF+] (PCAP) E2—2FE AL T, £ DN ST T35

O Events

All Events

Configuration Events

SCADA Events

Network Threats

Network Events

@ Network

Network Summary

Packet Captures

Conversations

Network Map

“8 Data Collection

& Settings

~ System Configuration

Conversations

Start Time ¢

v Completed(10000)

Mar 6, 2026 12:59:59 PM
Mar 6, 2026 12:59:59 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:49 PM
Mar 6, 2026 12:59:49 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:47 PM
Mar 6, 2026 12:59:42 PM

Mar 6, 2026 12:59:42 PM

Search...

End Time

Mar 6, 2026 01:01:28 PM
Mar 6, 2026 01:01:28 PM
Mar 6, 2026 12:59:59 PM
Mar 6, 2026 01:00:55 PM
Mar 6, 2026 01:00:55 PM
Mar 6, 2026 01:00:55 PM
Mar 6, 2026 01:00:55 PM
Mar 6, 2026 12:59:49 PM
Mar 6, 2026 01:00:01 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:47 PM
Mar 6, 2026 01:00:42 PM

Mar 6, 2026 01:00:42 PM

Duration

1 minute

1 minute

4 seconds

1 minute

1 minute

1 minute

1 minute

1 second

12 seconds

1 second

1 second

1 second

1 second

1 minute

1 minute

Bytes

484
568

1440
1500
1500
1500
1500
2916
3605
3888
2916
2430
129

1320

864

Packets

30

30

30

30

Source Address

Destination Ad... Protocol

DNS (53/UDP}
DNS (53/UDP)

NTP (123/UDP)

CINEGRFX-LM (17...

ENCORE (1740/U...

CISCO-NET-MGM...

3COM-NSD (1742...

BROWSER (138/U...

HTTPS (443/TCP)

BROWSER (138/U...
BROWSER (138/U...
BROWSER (138/U...

PANDO-PUB (768...

TRIPE (4070/UDP)

CISCO-SCCP (200...
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InternalError

DnsError
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TimeoutError
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ProtocolError
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AuthenticationError

LimitExceededError
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NoAllowedClients
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loT

ServiceUnavailable

lotConnectorSecureModeError
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OT 24—F:

Pll/Suricata/Nessus

OT Z714—F:

Pll/Suricata/Nessus

MissingFile

InvalidFile
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OlderVersionUpdateAttempt
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Check
Prerequisites
Install <
Configure
Use
Expand <

System
Requirements

Access
Requirements

Network
Requirements

. Training-An
Firewall | i :
Considerations i Introduction to OT

Security

Install OT Security
|ICP Hardware

Appliance Appliance

Clean Install Tenable
Core + Tenable OT
Security on
Tenable-Provided
Hardware

Install OT Security
ICP on Virtual

Connect OT
Security to Set up Tenable

Network EoE

Install OT
Security on
Tenable Core

Configure OT Security
Settings using Setup
Wizard

Activate License

Enable OT

Start using 0T

Security Security

Exposure Management + Tenable OT Security

| Training - Tenable

OT Security

Specialist Course !
i and Certification

-68 -

Optional
Required

Tenable One
License


https://jp.tenable.com/education/courses/ot-security-specialist
https://docs.tenable.com/OT-security/Content/GettingStarted/StartUsingOTSecurity.htm
https://docs.tenable.com/OT-security/Content/Installation/EnabletheOTSecuritySystem.htm
https://docs.tenable.com/OT-security/Content/Installation/OTSecurityLicense.htm
https://docs.tenable.com/OT-security/Content/Installation/SetupWizard.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityinTenableCore.htm
https://docs.tenable.com/OT-security/Content/GettingStarted/IntialSetupTenableCore.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm
https://docs.tenable.com/OT-security/Content/Installation/CleanInstallTenableCoreOTSecurity.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityICPVirtualAppliance.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityHardwareAppliance.htm
https://university.tenable.com/learn/courses/303/introduction-to-tenable-ot-security/lessons
https://docs.tenable.com/OT-security/Content/FirewallConsiderations/FirewallConsiderations.htm
https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/GettingStarted/AccessRequirements.htm
https://docs.tenable.com/OT-security/Content/GettingStarted/SystemRequirements.htm

: Training - An !
System Access Network Firewall | . 1
Chegk. Requirements Requirements Requirements Considerations | Introducthn o |
Prerequisites Security
Install OT Security Install OT Security
|ICP Hardware ICP on Virtual
Appliance Appliance
Install <
Clean Install Tenable
Core + Tenable OT
Security on
Tenable-Provided
Hardware
Connect OT Install OT Configure OT Security
Configure Security to = ug(]’reenable Security on Settings using Setup Activate License
Network Tenable Core Wizard
| Training - Tenable |
Use Enable OT Start using 0T | oT Sgecurity :
Security Security | Specialist Course :
i and Certification
h e Optional
[ ] Required
-
@ TenableOne
License
Expand < Exposure Management + Tenable OT Security
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o BIIR&E M — OT Security OV AT L. IN—KR9x7 KRB . SAEURICEATI2EHZH-EZELET.
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-69 -



O

o 7HHAE # —Tenable Core + OT Security % 17§ 51=8DA 2 —xvb ER—k (B8 3
PEHEHRLET.

o wbD—4ICBA 9 5E EEIE — OT Security [T #t §5=HDR Uk T—H 48 —T1—R
EHERLET

o I7AN—04— U 9 5F& EEIE — OT Security A1E LA RE T H=OIF L TLVDOL &
rHHR—EHERLET .

 Tenable OT Security D & - FL—=20 & # %5 AT, OT Security [CDWTDEfE %
EOHFET .

OT Security ICP DL Xk—)L
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OT Security #A/ A —JLL TR ELET .

OT Security A2 AR —ILT BIZIE. RDELIITLEFT .

1. OT Security ICP DA AR—)L

» OT Security ICP /\N—FxF7 7547V ANA AL —)L - OT Security Z/\—KF 97775
ATVRELTEIRTYILET .
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https://docs.tenable.com/OT-security/Content/FirewallConsiderations/FirewallConsiderations.htm
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TCP 8090 INVITITEB T T H1=0DZE HTTPS &5 .

7AWV T7yTA—K H—/N\—EDZFERE.

il

EIENTT1YD

R DEBAR—h ~NDEEST71v0EHFRALET .

R—k cST499

TCP22 JE—hFRFL—UEHBZEZS D, XS SSHES

TCP AT LTYITT—h B M appliance.cloud.tenable.com &
443 sensor.cloud.tenable.com D& H—/\—~XEEE

UDP 53  OT Security £ XU Tenable Core D77k /32K DNS @& 15 -

Tk D—YICBH 9 45E EEIE

OT Security 77547V R (ME LR B OFE 5) (21&. 4122—T1—AA—JLERE (5. LIKDODDFRU
D—IEHE AL E T,

S ETHTAITIITIDAA—TT—R

ZDAB—D—RIZK TTSZATURDE B L5% T E1T 51=DRIs J—OTF7 o X%/ 35 IP 7R
LAMNT1 DERESNTNVET . SO A—T1—RIZKY, FTTSATURANTITATHIT)EE T T B8
[ZHRYs D=L DEEIZTTIOERATEET HREHIMEE).

S O—/)LETITATHOT)O—)LD7 B (FR—k 53 &)

B ETITATHOT)DO—)VE 2 DDERIGBAEZ—DI—RIZH BETEFET . ThIZKY. =& X B
EEHMTOIT XY T—I9DEE TIOTATOIVEERLTOT EEIZFTIERTB=80D OT v
b D=~ ED [THEMNTEET
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O
FD=OIZIE. FRNFNOO—IILERA D2 DDA 3—IJr—RAEFRELTEKELED.

ICP L RT Lih\ vk J—0# &35 A L TLVBRR Y., 7OT4TVTA8—T1—XT ICP ~DE K
BREBERNIFRIISN. BELET.

OT Security b 7Y7E# T AR ICE B KA EITBYET . R—b 5B EFIT1T VTR
[T RO TE TEFT -

Tenable &t D/\—K Iz 77 IS4 T2 ATIlE. OT Security A, T Ik DA A—Dx—AO—)LHVER
EINTLWS (BB O—ILETHTA4TOIT)O—)LHEE LTS IKEE TEH IS/ VR —ILENE
ER

EAE MmMADAA—T—RIZEIL IP PRLARZER E T5I5E . Tenable (FE B O—/)LE B DA 3—
TI—RIZDHTIHIN T —b DA R ETHEETHELTWVET . R— D EIDR EBEFIZ. TUOTA4TY
IVERAOT—k (% E TEEY.

FZARGAR—T1—R

1D EDFRYs D=0 A 3—D1—R%E I\ TRk D=0 R B IE R TEF9 . /WO TEZR)T
(SPAN) /> A—J1—X

o DM DOk ST000FFE=R)TLTIRELFET .

o RAYVFDIZ—)T . RAYFR—k TFHZ54H%— (SPAN). JE—F RAYFR—b 754 H—
(RSPAN) DW\FNIDTRATAR—2av A A—J1—RIHEH N TLDBEHLHYET .

EB L TIGATURAA—DI—ATEEE=AR) T TELRWNN S99, OT v 9—F=IdhTtIL
{£1JE—k SPAN (ERSPAN) S EZFE L TIN&E TEFET .

T7A4N—o+— U 3§ 5EZ EEI1E

OT Security ¥ AT L%EE% TE 95K . Tenable Y AT LMIE LLENETBHELIIT. A—ToR—h &% 1
FETHILEEETT . RDOFEIL. OT Security ICP EXU OT Security 29 —TE 3 57=HIZF
W ER—b . TOT4TOITVEE T I 51=-0I12b B4 7R—bk . Tenable Vulnerability Management 4>
Tenable Security Center ED# & [T B/ R—kERLTLVET .
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(F. FLIOA—RADEEZS B LT,

| EE D I7AN—IA—ILDBE B EF A T AN EHEHS Tenable DT HA L ER AL DY [ZDUNT

OT Security Core 75vk 74—L

OT Security Core 75wk 74—LED@E 1§ DF=IZ. R DR—b [ LV=FFITL TSN,

TEDMEIDYEYS .

| SEEEM T— ik Sni=7yIT—h A& RE 97 5IZ(F. ICP A%R—b 28305 5K U8 8000 (TCP) IZEI &

Tk N
V] N

TCP 443

TCP 8000

TCP 443 £&U

TCP 28304

TCP 443 £&U

TCP 28305

TCP 22

TCP 443

TCP 443

OT Security 7T5A4 7 AD
x4 B —T1—R

Tenable Core Bz A>

A—TJ1—R

OoT to¥—

OT Security EM

SSH 7O ABT7ITSA4TVA

Tenable Security Center

cloud.tenable.com
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OT Security ~NDITZ0HT7IEX

Tenable Core ~ADIS59H 745+t
A

EA—OREE . AT £
YR DR E .

ICP &£ EM OR7YLG
OS F=ET7TSA T AADIY
RSAUTOER

Ha D=OIT—4%E(E

R DOITT—4%E(E


https://community.tenable.com/s/article/Which-Tenable-sites-should-I-whitelist

TobN  SESELGESE

IR HZ7okajL

7ok TCP 25 Ff=(&

7 587

F7ok/N  UDP514

7oksN UDP53

F7oks\ UDP 123

Fok/N TCP 389 Ff=I&

7 636

T7ok/N  TCP 443

7ok/\  UDP 161

T7ok/\  TCP 443

7ok, TCP 10146 (4
Uk FaT7HR—k)

*FToaH—EX

PLC/arkO—5—

77—k A=)V —\—

Syslog H—/\—

DNS H—/3\—

NTP #—/3—

AD H—/\—

SAML o/ (45—

SNMP H—/3—

* tenable.com

*.nessus.org

loT a4

-87-

TOT479IL)

SMTP (75—t A—JL. LR—Fk)

RS —A Rk 75—k & syslog
Ave—CFEIETD

% Bl f# iR

RALY—ER

AD LDAP 323

UGN

Tenable Core =%t 3% SNMP
BItR

BETS5914>. 7T)r—a,

0S 7y T—h**

ICP % loT a3 T— kI
EHRITD



OT Security £ H—

OT Security T2 H—,DE & DF=HIZ. R DOKR—b ZF W-FFRITL TER EHHYET -

427379 TCP 8000 IIABA—T1—R IA—H—GUI ADTSIHF 7R
ok
A2\ TCP22 SSH 7O ART7ITSA4TVA OS F=ET7TSA T AADATY
KR KSA2T79tA
79k TCP25 75—k B A—)LH—/3— SMTP (75—h *—JL, Lik—Fk)
UK
79k/N  UDP53 DNS H—/\— £ |l fi# iR
R
79k UDP 123 NTP H—/\— B4 LY—ER
UK
79k/8  UDP 161 SNMP H—/\— Tenable Core 2%t 9% SNMP &
R v
F7ok/N  TCP 28303 ICP/OT Security ELSNTULVEL, BLLE/ W T
N o —hoEEFEE. DHDEH—HE §5

ICP/OT Security T2 {2
79k TCP 28304 ICP/OT Security o H—LICP B DEREEFH | &
I (SSH) SRRV
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TCP 443 =TT Df=H0 SSH
(HTTPS) B
DB EEEE.
ICP/OT Security T2 {E

*FToaH—EX

TIOT479L)

FOTATOTVEERTHICE LT OR—FZR W -FEIL TEDL ELHYET .

¥ & OT Security (. ThoDTAL LR K ITH 50TV EHR— L TOVETH. TRTOIIUAE
BEHRDIRE ITE A SN TIEHYFERA . B LHE R E1F 5701, OT Security (F7=[& OT
Security 2 HY—) & B DUE—h T/ A X[l T, YRR SN TWSR—t Db WS TESEZTZ KDR—+ %
B WTLEEWY, COT7OavIkY. IEFEGE B EOTUNE BE TR YET .

Jokaj

ICMP — i 1z

TCP 21 — % /ZDith

TCP/UDP 53 DNS H—/\—

TCP 80 — % /ZDith

TCP 102 Siemens T/
R
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Tk T—ILALDE E & H /ping

FTP 274 )LEE 3%
K AL 3—L T L (DNS) fR R 5T

HTTP J42A—J U b B8&UITT (Y
B—T1—RT7 7R

B3 Avt—2 4 # (MMS). IEC 61850
LEH



Jokall

TCP

TCP

UbDP

TCP

UDP

UDP

UDP

TCP

TCP

TCP

UbDP

102

102

111

135

1kE7/

138

161

443

445

502

1069

Siemens T/\(
A

Siemens T/\A
A

Emerson
Ovation 7/
A

Windows T/

A

— f% /DAt

— f% 12Dt

— 18 /F DAt

— % /FMDfth
Windows 77\
A

OT T/M MR

Cognex hIAS
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T EFHEUV SCADA T/31AD IEC
61850/MMS

B &1t T/\1 RD S7/S7T+IMMS & {5

Ovation ® RPC H—ERX & /& H

AT LBEXU RV T—VE E O WM
21

Windows 7wk J7—2%& i D NetBIOS
#—LH—EZ (NBNS)

Windows 271U ) 58— EF D
NetBIOS T—49 5 .LH—EX (NBT)

SNMP "= T E LU ZVT B 1

HTTPS 24> A—)Ur BELUVR £ %
HrJH—ERX

LRTLEE O WMI/SMB 1) (— &
DT—ATIE 135 [T D)

Bl

PLC XU A—4—ED Modbus TCP &

=

Cognex ELav AT Lt H Ak ajL



Jokall

TCP

TCP

TCP/UDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

UDP

1911

1962

2001

2001

2222

2404

3389

3500

4000

4444

4800

BMS aovkA—

Phoenix
Contact 7/
A

Profinet 7731
A

Siemens T/
A

Rockwell 7731
A

SCADA T/\A
A

Windows T /31
A

Bachmann M1
TINR

Emerson T/
A

Schneider

Electric

Moxa T/\ X
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Niagara FOX JEBE &1t 7Ok ajL

PC Worx T2 =7)oFELUark
AO—JL&EE

vk O—5—&U /0 B a—ILD

Profinet T/\1 & E

SICAM/PROFINET (l/ﬁ“‘/—BJ:Utai
BFFDT/INR)

ControlLogix/PLC & {§ ® PCCC Ak
)b

RTU $&UVZE E FT&{E D IEC 60870-
5-104

RDP (JE—k TR vyF7ORall)

Bachmann M1 3>k B—5—& 1§

Emerson ROC 4000 a>k O—5—7—
A/avkBa—)L

SmartX 3>k A—5— (EcoStruxure

Building Operation)

Moxa T/\f A& H JokajL



Jokall

TCP 4911 BMSavkA—  Niagara FOX %27 (TLS/SSL) Ak
7 )b
TCP 5001 Bosch T/3 X Bosch PSI (FO4S5< TS AT LAY
A—TJ1—X)
TCP 5002 Mitsubishi /% ~ MELSEC PLC MC Ak 3/)LA—/\—
AR TCP
TCP 5007 Mitsubishi 778~ MELSEC PLC ;& il & 1§ "—h
AR
UDP 5009 Mitsubishi 778~ MELSEC Finder 7O—F F+vXk (T/31
AR AR H)
TCP 5033 Siemens 7/ P2 7AkaJL (LA —Siemens B B 1k
A RATLTEHR)
TCP 5050 Saia-Burgess Saia PCD avkO—5—@& &
TINR
TCP 5094 HART-IP AX—h AR LA T—2 32D HART-
IP #—/\—TCP
TCP 5313 Yokogawa DCS CENTUMDCS T2 =7V oo 45—
J1—A
TCP 5432 SEL IHRILF—T /31 RD PostgreSQL 7—%4
(Schweitzer) 7 ~ R—X7ItX
INR
TCP 6626 WAGO T/3fRX  WAGO /O & E BLUTOI5305
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TCP

TCP

TCP

UbDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

7700

8000, 8008,
8080, 8443,
8800

9940

12321

18245

18507

18508

20256

20547

24576

34964

Schneider

Electric

— % /2Dt

Yokogawa DCS

Honeywell 773

1R

Schneider 7/°\

1R

Emerson T/\(
A

Emerson T/\(

A

GE T/\ (X

Procon

ABB T/\( X

Siemens T/\A
A
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5@ HTTP/HTTPS £ & R—k

CENTUM RT—2XELVE2 ¥

Honeywell FTE UDP #& 1 /7t & T4

M340/M580 PLC @ SRTP (Schneider
Y7 ILEAA LT Ok a)l)

Emerson ROC/7O0—yE1—4—
(FACE 7Ok a)L)

Emerson 77— L7 77T L—K H—
EZ (UPGD)

Proficy iFIX/CIMPLICITY SCADA M
PCOM ZBakajL

PROCONOS JE—hrEHE A 2—T1—
A

7 E T 5 811k @ ABB vk J—4a bk
O0—JL (ABB_NC) 7ok o)L
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Jokall

TCP 39329 Emerson T/3f  Ovation/lVNME R—XMD3ark O—JLY AT
A N
TCP/UDP 44818 OT T/ (R Rockwell 77731 X CIP (Common

Industrial Protocol)

UDP 47808 BMSavkO—  EYHEEELT/\MADBACnet/IP & 1§
5_

TCP/UDP 48898 Beckhoff 773 = avkO—3—HBLUVIVOZTFYLJREIE
A @ ADS/TwinCAT Ok aJL

UDP 48899 Beckhoff 7/\1 ADS/AMS #& H (TwinCAT/Beckhoff
2 IPC)

TCP 50000 Siemens 7/3f  SIPROTEC4 JL—& 15
A

TCP 51966 Honeywell 778 Honeywell FTE (Fault Tolerant
AR Ethernet) & 1§

TCP 55553 Honeywell 778 Experion PKS @ CEE (Control
1R Execution Environment) & 15

TCP 55565 Honeywell 7/%  Experion PKS DT & 14 D1=6D FTE
1R (Fault Tolerant Ethernet) & 15

OT Security D &

Tenable Vulnerability Management &1 Tenable Security Center O#f & EDI&E 1E DT=HOIZ. XD
R—bZR W =FFRL THL ELHYET .
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Tk N TCP cloud.tenable.com Tenable Vulnerability Management M#f

N 443 a
FokiNyr  TCP Tenable Security Tenable Security Center % &
N 443 Center

OTI—>zx ok

Tk INTUR 443 OT Security OT IT—Cx b EQWBIRTYLYT

Vdw N WAMIN 28306 OT Security OT I—Ux bk EDHES: -

loT IRYZT—U ok

Fok/35y  TCP 10146 (EFa7/R—bk)  loTak%y  ICP % loT aRyFI—C b TSR

N 5 ERG)
Tk TCP 10104 (R £ T loT a4  ICP # loT aRrVAIT—U b ITHE#
N R—F) el 3%

OT Security ICP DL Ak—)L

B #: OT Security ICP ZA R —)LL TE A TEAIRBEICLET
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15 HHHIZ
s FIIREHZESHBLTIZALY.
OT Security ICP ZA2V AR —JLL THRYs D=1 45 95121 B E (TG L TR DOF B IZHE LVET

» OT Security ICP /IN—K 9T 77 TS5ATOADA AN —)L

;¥ & : Tenable 12 #it M Tenable Core /\—FK 7<% Tenable Core + OT Security BN 71 AR

f—=ILENhTWVET . T WTTSATUARIB R DT ITSATUREAVAN—ILTBIG & 1. 9)—A
DAL —=)VEBIRTHIELTEET . ML, Tenable 12 #£ /\—F 9= 7~® Tenable Core +
Tenable OT Security DP')— AV Ak —)LES BB L TSN

* OT Security ICP R T7IZATVADAV AL —)L

RDRTT

e OT Security DAvbk J—94 5

OT Security ICP /I N—F Dz 77T SA TV ADA VAR —)L

OT Security 7T SA TV RIESVIIZBR U (15HN, F=EHM A EDT & IR E TEFT .

Ek: Tenable (. 7ISA T RETVI0FDM Ot -5 T (TR 8 3 5HTIC. EERFERLTWNASTA

4T Tenable Core Dtwk 7v7 LUV OT Security b 7T o4 —K T BASh TWVAEKREZETE L
Tk TYTERITLTHLCEEHENOLFET .

FYII Ik

OT Security 7ISA TV REIZHE 19 AU F VI YA (TB121E. RDESIZLET .
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O

1. —/\—1=yhZ5VIDZENTLVA 1U AOYk T A LET .

FE
o IYUNE KM INTULNDIEXRE R L TS
o INVIINRIUZHBEE T7oOE S A EM YT IIRILDBE R FLASSHAN TGN EEHEER
L TLZELy

2. IVIORIVNR TSI ((HB) #5 vV ISE S 354 (TR LTLWEEA) TOYIIL—
LICEIEL A=uhZSV7ICEB ELET .

3. FEDACERT—ITINEI)TINHILDERAR—MIZZELRAH RIZT—TIVEACER (FE
B)IZELIAHFET .

m
OT Security PISA TV AEFE IR E T 5I21E. RDOKIIZLET

1. PISATVRAIZYNZ B WK GE (MR E) ITEEFET.

EE:
o Ml EMNFESTRNTLNDIEFMERL TSN,
o INVIIRRIUZH DA E T7UE K O EN YT NRIUZHZE T L BSSHNTLVENZ &%
FEER L TLZELY
e AW EMDBER B E—HITBE ITIHEE X 1 \VINRIUBHLFEN T7DE &
T RGEAR—REERL. BUIGEKEAHAEITVET

2. FBDACERT—TNE)TNRINDERR—ZZELAA RIZT—TIVEACER (EE
R)ICELAHFT

EHOFEMICONTIE. Ryb D=3 5Z EEEHEFS B LTSN,

RDF IR

OT Security DAy J—94E 5

Tenable & ##t / \—FK D 7~® Tenable Core + Tenable OT Security 7' )— A2V A+ —)L
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O

Tenable Core + OT Security [&. Tenable & # DA X /N\—F D 7IHAZE & [ TTIAVRb—ILENT
WET . IHEITEoTE V=AUV RN =L (B 75V 288 (INb) R SN TLET .

| FE I HLWTISATOREZ (TR S=EN DG & (X, COF IEERFVTTEET .

45 DI

LT AR TLVSIEZfERLES .

)T IVTr—D )L

8GB L EMDUSBKSAT

PuTTY L EDU )T IE—ZFILT T )Vr—3>

2B AT REAR USB 750 2R SA T T74—< b LTHE B § 51=0D 7 )r— 3> (Rufus 2 &)

Tenable Core + OT Security ISO 71 )VEA VA —)LF BIZIE. RDEIITLFET .

1. Tenable MF 2 O—K Woix 1 DA TZA2 1ISO T/ IIVEEToO—K LET .

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. USBFS47%PCIZELiA#. ISO % DD E—F TIZvL ak 541205y alFd .
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https://jp.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'e/ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

. #& T L1=5. USB K54 J% OT Security 7FS5A 7V AMD USB R—k (22 LA HFET .

L AV =IVTIWAAR—DI—REBLTT T4 T RIZHEK L (8N1 5% F T 115200 bps Dh—
L—k). BEREZANTET.
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ght (C) 2024 Emerican Megatrends, Inc.

r setup.|j

5. 7OV I AR TIN5, <DEL> £ LTk PYFIZAVET,

6. YRTLEYNTYIT. REIX—%HEFALT[Boot] ({£8) £V avIBELET.
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 TEEsm s e Y
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. [Boot Option #1] (2B AT 3> #1) ZEIRL. USBRSATIEEBLET

;¥ & : UEFI (Unified Extensible Firmware Interface) 777> a2 % {# A L TSN,
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O

EZP COM6 - PuTTY — O X
Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

jalsle}il Sove & Exit

Boot Configuration =sets the system boot
Bootup NumLock State [On] Yorder

Launch PXE OpROM [Disabled] T

UEFI Boot [Enabled] ¥

Quiet Boot [Enabled]
Boot

WD PC SN740 SDDEDR

UEFI OS5 (WD BC SN7Y

Boot Option Pri

= Oracle
Boot Option #2 SRUNAEEEEN =
= UEFI: SanDisk, Partition 2 =
Boot Option #3 SNELidl] =
Boot Option #4 =
Boot Cption #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] ¥YF2: Previous Values e
==F3: Optimized Defaults
SF4: Save & Exit =
SESC: Exit
Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

B TISATUVATHR— SN TWAELI Do av 2 8) | BE 4 A T F 9.

8. [Save & Exit] fRTEL T# T ) £33 T. [Save Changes and Reset] (Z E &R EL TUtYh)
EIRLFET.

9. TISATVALE & EI L= . 7R Tk T [Install TenableCore using serial console (ttyS0)]
()7)Lary)—)L (ttyS0) Z{E A LT TenableCore A Ah—)L9 %) Z:EIRLFET . hik
Y. AR =L A BT TZAT AR J7INALY) —)UE K IR (ST ashE Y.

EECEAON—FOI7NEZA—H B (VGA. HDMI) ZH7R—k L TULVS15 & (F. [Install
TenableCore] (TenableCore ARk —)L) T3 &8 IR TEET . DY —ATIE 1V AR—
ILDE A FEHE L-EA—IRTSINET.
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Ef COMG - PuTTY — O X

m

I 1 sing le (ttys0)

ion.
'c' for a command prompt.

TISGATOADAVAR—ILASE T §5NFFHFET . VATLNMER B BILENTH5 S HHYE
9. A017a TR AR TSN /RN —IUETR T T —EBDT7TSATUATIE. 1R
f—ILSE T RIS ATLIA Ik BT BHENHYET

AR DA TOVTR AR REnt=% 1. DATLONKODIDIVAR—ILEIEEZETTHEE
MYZET . Tenable Tl 5 £ >THS Tenable Core yk 7YT o4 HF—K ZR I8 3525
#HHOLET.

10. AVAR—ILASE T LTHS. USBRSATERYSM LET.
R DF E

OT Security DAvk J—4 &

OT Security ICP R BB 7ISA TV RADAV AL —)L
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O

Tenable Core + OT Security & VMware {x 2 v > &L TT7AA/9 5IZIL. Tenable Core + OT
Security .ova 77 IVEF I O—K LT, NA/IN\—/\AHF—ZTTO(F 2 BEHLHYFET -

FECBRIREINTLS .ova DR DYIZ .isoT7MIWVETITOATBE A £ RDESITLTEELY,
« Tenable Core + OT Security D> AT LE [T LVET

o BUNTYITHEEFRIRTSHTIOLT AR R ENI=5. [Tenable Core DA Ak —)L] Z:& R
LZEd . Tenable Core + Tenable OT Security D9')— A2 A —)LES BB L TSN,

o RETLLAVY—IDAVAS —ILA—HF—AA—D1—REFE R LTIV AN—)LTOtER%E
ETL. BFZA)HGLET . AR —IILTOERIEE 2 IZHE Bk ShTULVSED. 1 XR—)L
NERIH T ITEAETURTLEEELIENTESLY.

15 HHHEIIZ

o DATLEHIZREB INTLWAISIC. FRRENVAZIVADFER B MWEYHR—LLTWNAZE
EHEZELET.

o POLRZEH THBEASNTNEERIIZ, 13—k ER— DT VLRIV RZVADE R B ZE
HR—b LTS ILEHERLET

% 8 ¥ > &L T Tenable Core + OT Security 27 7049 %5 i%

1. Tenable A2 O0—K R—U His Tenable Core + OT Security .ova 774 )LEA0O—K LE
ER

2. INI8—/I\(H—T VMware R 83 V2R EET

3. avEa1—4a—hi{R 8 < (. Tenable Core + OT Security VMware .ova /> R—kLE
ER
R8T MER E ([TDLVTEE LLIE. VMware F X3 AV %5 BB LTS,

4. b 7vITOUTE T BB ORNL—C ——XEE . HLUVOT Security AT LE 4
[ChdEHhEmI-TLIIRBILUERELET.

5. Tenable Core + OT Security 1> A2 RERELET .
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https://jp.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html

O
A—ZF IR IR BT DR B TOEANKR RENET . BB TORADTE T IZIFEK
»hhbigE HhHYET .

EE 0S40 TR AR FTENER S SRTFLAK DD DERERAVAN—ILEIEEZETT
515 & HHYET . Tenableld. 4 & >THS Tenable Core bk 7yIT o H—K ZBB8 95
EEREHLTLET .

Eb: ## DOT 2R L—2 =—XITH G A DITTARAVBR E &1 HOLIZLME & (£, Disk.
Management (T4 RVE ) #5 B L TS,

RDF &

OT Security DAvk J—44E §%

OT Security DAyk T—1E i

OT Security &, Yk T—IF=RIGETHTA4THIT)OM A I12fE A TEFT . KR IS CTHRYST—
DA% LTS, M X, Rk D=V §5F EEIEES B LTS,

EBETIT4THTY

WMHEIZG L. BIRLI=RUN D=L 8—D1—R% . ICP ADE B EHEH A THLIIEESNT-
IR D= RAYF A BZ—DI—RIFEH LET .

Tenable Core M. E R L1z OT Security 7ITSA T AL A—Tx—RIZH LTI EDIP PRLREE
DAt D4z e 8% T 8% E LTSN

EEO-ILETITATOIT)O—)ILERN BT HE A E. BIRLER AV E3—D1—ANE FH R(YFA 45—
TI—RIHEHREINTNDEFTE R L TS ZNENIZIP PRLRZFEIYY T, @ 5 OB BE Tk
T—II2Z|ZE TESALIIRAYFAA—D1—RHFHZ ELET

HMICOWTIE. EBO-ILETITAI0T)0—ILD5 Bt ((R—hk 2 El) 25 BB L TEELY.

Y D—OF=R)G
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O
N TR D=0 B RISEIREINT=1 DU E DT TSATURABA—DTI—R%E  TYsT—D XA UF
D& E FHAR—FI5—)0 T TRAT14%—3> (SPAN/RSPAN) /1 A—DJx—RIHEHLET. OT Ry
rO—o70RLEBIEFE Y IZAI IR L TEBLSITR—F IS5 TERTETHINLEIHYFET .

EEBTIGATURABA—DI—ATEEE=AR) T TELRWNNS70901&. OT v 9—Ff=IdhTtIL
it JE—F SPAN (ERSPAN) % E ## Fi L T ¥ TFrTEET

OT Security 7FSA TV REvb T—I28 5k 954 ik
IN—ROITFTITSATORADIG &

Tenable 12 # D/N\—K D77 TSA T2 RIZIE. SFESFELE O T (RI45 =& SFP) DRk 7—04
A=D1 —AhMF B LTLVET . OT Security [ZIE. & O—)LA T I4/ILh TEIRSN TS A2 —
TI—APNTVA VA —ILENTWVET . B E TS LT COREZEINCEE TEFT .

Tenable 12 # TIFELWN—F 7 TlE. & O—ILA DA 2—T71—R%E R L THS. OT Security 1>
AR—=ILTAEREF E CHIBTAILENHYET . K O—IILTH AR RER A F—TJ—RFIE LER
FBHEIILTLEELY,

RETISAToADE &

ova I7ANEER L TCTIZATUREZTIAALIAG & TFDRTTIATURIZIF 4 DRI T—014>
B—DI—AMNEF R EINTNET . TIAS AV R FETE IS, (EHODRYST—IF7ETH—O(2
A—TJ1—R%Z=E M TEZXT .

.iso &Ff=lZ . zip (Hyper-V) 271\ EE A L THREALR B 7 ISAT7UoREZTIO/L =S A (X BB
DRI T—I(408—T1—R%EH E LT,

DATLEH THEINTUOWDEH IR >TIRB IV UEZRTELTESN. REID ORI T—Y
R FEI2DOWLVTEE LLIE. VMware K a A bk F=ld Hyper-V K XaA 5 B L TS0,

OT Security ICP D&% &

BE: VINDITZ DT ITAR—2a & [HBLET .
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https://docs.vmware.com/
https://learn.microsoft.com/ja-jp/virtualization/

O

OT Security ICP 4> Xk —JLLT=5. OT Security 5% & TEEY . X EICITRDF IELE FEFNFET

1. Tenable Core Mtryk 7v7 — CLI Ff=ldA—H—A242—Jx—R%{F F L T. Tenable Core MO#]
R EET TLET.

2. Tenable Core ~M OT Security D1 Ak —)L — Tenable Core ~® OT Security DA Ak —)L%&
SETLES.

3. wubk 7vI o4 —F A L1 OT Security D/ TE — b 7T o4 F—RE2FEHLT. OT
Security ICP OE AR EZITLVET .

Tenable Core Dtwk 77

Tenable Core M#) # 5% %€ [X. CLI & Tenable Core A—H— A A—J1—ADEL LML TEHEITOIZTEN
TEEY,

RAETITSATORADT IO AU D& E EHR T 95121, Tenable Core A—H— A A—DJ1—R%EES
WHEIBHYFET .

l FE EINTYIT TR0 S LLRITE T LEWME S (. TTFATUREB R B L THEEL.

Tenable Core 1—H—A3—DJ1—REF S5 T

Tenable Core A—H—4 > 4#—2Jx—X (https://<mgmt-IP>:8000 T7 XAl #&) TH #A 3% & #17 I
(&, PTSATUAANDIRYE D= H AL E TI .

(1

EIEIP7RLRZERELTLVGELME & (&, B #E K Shi- PC F£(38E U1 28R & Shfzruk 0—0%
FEALT. XROLFhHhHS Tenable Core I—HF—A 2 A—DJx—RIZFIEATEET .

o DRTLR—k 1-IP 7FL X 192.168.1.5/24 TERIFRE SNT=. TIAIE DE B A E—T1—
Ao

o VRATLIR—F 4—IP PFL X 192.168.3.3/24 TERIHR E NI TS =F7o T4 3—T1—
R BHSZEBELLGME S IE. YA/ TOERI(FEHTEET.
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O

PC E£f-I&/—k /8> m5 Tenable Core [THE ¥4 9 5I121F. RDESIZLET .

1. PC &£ OT Security 77547 ADE R % E SN TLDWNTDDR—k 4 —HHRvk 5—T LT
EHELET.

2. Windows Twin+tR ¥—Z# LT [77//ILB ZBELTEIT] Z/E. ncpa.cpl EAALT[RY
o=Vt ZREET

= Run X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

E" This task will be created with administrative privileges.

Cancel EBrowse...

%

G‘Oﬂ“n Poetwork st Intermaet » Network Conmectased » = | by || Searn Merwars Commectarns
Organize =
=L Local dAeea Connection = Wnleit Metweork Connacticn
tietacr etwnikOverioad.com
C % Diable ol Compact Wineless-G USE Adapter

3. Rk DU ((A—HLTUTHER] ELSRET) 26 2U0I0 . [T &R RLET .

[A—HILI) TR TO/STA] D4R ODBR REINET
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s [ S

Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(Contre ]
Thes connecton Laes the following fems
i T8 Chort for Microsoft Metwords
W B0 S Packet Scheduer
o JBl Fin arci Prreer Shanng for Microsoft Netwerics
¥ 1 ltenet Protocsl Vemen & (TCRAPYE)
W i intemat Protocsl Vrsion & (TCP/Pwd)
W i Link Layer Topology Discoveny Mepper L0 Driver
B -4 Link-Layws Topology Discovery Rssponder

4. [A2A—2ykTOR2)LN—232 4 (TCP/IPVA)] Z#IRL . [TR/NTA EDIVILET .

[ 8—Rwk FOR TLN—232 4 (TCP/IPVA) DT O/ 5T 4] 4R 9hE RSN ET .

-110-



Internet Protocol Version 4 (TCP/APwd) Properties o
General

You ¢an get [P settngs ssngned sutomatcaly if your netwark supports
s capabiity. Otherwse, you need to ask your network admanstrator
fior Ehe appropriate [P setings.

(C)Obtamn an I address automatically
() Use the following TP address:

[P address:

Swlbrest sk

Deefouit gatevay:

Tbitaen DNS sérver address automatically
{#Use the following DNS server addresses:
Preferred DS server: [
Alternate DNS server:

[ waledate settngs upon ewt s

[ ] come

C[RDIP FRLAREFED B RLET .

. [IP PRLRIARYIRIZ, L TWSAA—DI—ADE Y 42 IP PRLAZEA ALFET . F=EA 1.
DRTLIR—F 1 DT IAHILTRLADE (£ 192.168.1.10. S AT LR—k 4 DT IAILETRL
2D & 15 192.168.3.10 TY .

. [HI R RO Ry RIZ, [255.255.255.01EA ALET .
. [OK1 &9 )vILFET .

. Chrome 7574H. https://<mgmt-ip>:8000 IZ7YtALZET .
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Tenable Core

Server: tenable-bztwsz8g

Log in with your server user accoun

10. BEEHEI—HY—THIOULEFELRELTOELME S (X, 3CICRETESTOVTRBIR REINFE
9. ZIhoFH LR LIz-a——TH ERJ 1o LFET. 5 #ll L. Create and initial
Administrator Account (¥] 1 E 3B & 7HhUk DIERK) 25 B L T=ZELY.

EETHIUREEB LI=S. Tenable (XEIE IP PRLRAZHR TE TAEEHEIOHLTLET .
split-port R EZF A ITBE AL AUF—T—ANBE Y LRV D—DIZ5|E TEL LR
TLEZELY ML, Rvb D=1 92EF EFIEES B LTS,

FECEEIP PRLREZHREF-IEZLE | §5I2IE. Tenable Core 2O A L. EHEBT7HER%E
BIZLT. Rk D=0 EZmE LTS,

CLIZFES#WHAZE (A T>a)

CLI Z{# FH L T Tenable Core %% & 9 AIZlF. RDEIIZLET .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

1. Tenable Core + OT Security M) — A2 A —)LTER BA SN TS ESIZ. P U7)Lavy—)LE
AL TOT Security 77547V RIFEHE LET

2. 1—H¥—4£ wizard. /ARATJ—K adminZEHELTAY1ULET.

[k T—IRA—D—] B—ZF WAV BZ—DI—RABPR RINFET

2@ COM6 - PuTTY

(AT BB IP PRLRERETHICIE. y EAALET .

EECOFIEERYYTT 55 S 1. sudo nmtui ARUREFERATBIET. LWOTEHEIDA T3
INTFHOERTEET .
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O

a. [System Port 1] (9 E|7/R—h 5% & 1 FH L TL 515 & & [System Port 3]) Z:# IR LET .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>
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O

b. Enter & LE9d

[t DR E] F1F DR RENET .
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REIRVIRT. AT avc <BE> o <FH>~EELFT.




O

o XA <TI0, Tenable AR L L TLVELWN—R D7 Tl R—k 1 (X B ) IPv4
%% (DHCP) IZERIER ESNTLET .

o Tenable HMRH T BF7TSAT7URATIE. ih—bk 11%£192.168.1.5/24 |ZE 7 % E
SNTWET . COR—bZFE>THEIR E DF-DITTITSATUANE #E i L
ZD X Tenable Core M Ul @ [yk 7—F2 %] 275, CLI H5 sudo nmtui 3
YULEFERALTEERE TEET

d XHX—ZFALTHBEL. BRELZIPTFLR, TI4) 7 —k x4, DNS H—/\—% %
ELFI. COREIFETEETEEFS.

e. TRHNTEEOD—BFE FTETHEHL. <OK>FERLET.
[RIk T—=IIR—D—] AR IR R EINFET .
4. <Quit> ZEZIRLET .

[FIh T—IIR—Tv—B—ZF I MR IR TSN, EBEBETHIUNEER T5H1=DT0
VIRBRTRENET .

-118-



.
Ef COMS6 - PuTTY

ount now? ( ) I

5. yE*AAL. TOVTNAE-TEBETH IV EERLET . ZOFTHIk (. Tenable Core
(#—37 /LAy —IL. SSH. Tenable Core 1—H'—A2A—T1—R) ~NDATAUIZD#FE AL E
9. OT Security 7)7r—2au ISR OF Aok %48 A L TS0,
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EF COMS6 - PuTTY

command to re he confi guration menu
T T A T 0 T A TR TR A 1 TR T T T T TR T T

An administra f nt r

4d4liiliiiliiiliiiiiiluiiiuiiuiyiiluiyiuliiuiyull
m T

6. THOUMER & . 3V —ILEFRvk D—04% it (SSH Ff=Id Tenable Core /> 2—2J1—X
(https://<mgmt-IP>:8000)) Z{# A L TA—3FJUZF7VEAL. AT1LET .
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Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

Networking

Stor:

SNMP

i 28 << 245 Tenable AME it L TLVE LW \—R r2= 7T, Tenable Core > OT Security X— (2
OT Security 1Ak —JLF 51=66DTOV T R RENET .

R DF |

Tenable Core ~M OT Security DA Ak —)L

Tenable Core ~M OT Security DA A~ —JL

Tenable 12 # D/ \—K D77 T54 72 RIZIE OT Security 7 )r—av BN T)A VR —ILENTLNE
T o DRALN—R D7 FEITMR B #1ZOT Security 27 TAM49 515 & & 1V A—ILTOVREF F)
TRHIBTOILELIHYET.

FEE &M= —RIZO—)LEE| YL TTHD. OT Security 7TUr— 3> DAV A —)VEBIRL T
{fZ&LY, W49 Tenable Core TAUA—J1—REHREL MU GEKRES Al THKIITRINT—0127
SHEEE LTS, FEMIZOLTIE. Kb D—2(CB95Z EEIE & OT Security DRvh T—78
S BB LTSN,

-121 -


https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm

I8 $OAHEIIZ
o EETILANGDHAHELTE R LTSN,

e Tenable Core R XU IE 7TS54/4 7> AT SSH Ff=Id Cockpit 7O ANBDHELZHEZELT
{F2&LN,

FECEBETHIONE. EEMITHAVADLTIRT—REBHFLAWNE 7OERTELRLL S
Al EEE ABHYFET . /SART—F DEAR I NITKVE B 7HOU B avysntiz & (& VE—tOyy
R A—TA)TA4EERALTTAVUNERVIR IR TEET . 7TAVUMAVIT IR N FE & LT-15

B . ZDA—T14UT4IZKY. ICP [T i SNt H—ZE—b TOYY#HE IR TE. OT Security
Enterprise Manager (EM) (3% & SN 1= ICP #)E—t TAOVIE R TEFET . COA—T1)T1D
3 A 2DV TEELLIE. FLYyP R—REEE Leveraging the Remote Unlock Feature in Tenable
Core (Tenable Core ME—F Ov/fE R REZFI A 5) 5 BB L TS,

Tenable Core T OT Security 4> Xk —ILF BIZ(E. RDESILET .

1. Chrome 75945 https://<mgmt-ip>:8000 [C7+ AL T. Tenable Core [CAJ /2L E
ER

2. OT Security (BB EILET

[OT Security] R—U AR R ENFET S

FERBEIIUBELUIE Tenable /\—K D7 Tl&. OT Security Z/>Ab—)LF5TOV TR A
RIRINFT.
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728
https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728

indegyadming ; .
o Administrativ s € Session -~
tenable-

Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 () v

Management (The OT Security WebUI) ens192 (1

Storage Install OT Security
Accounts

Services

Diagnostic Reports

Terminal

Update Management {
SSL/TLS Certificates
Backup/Restore

SNMP

3. [Tenable OT Security 4> Xk —JL| &V )vILFET .

Tenable Core [FA/V A —)LERIEL . & & O/\F—IZI 0T SecurityMAUAb—)Lih Fi=l&
TYIIL—R T, COEEDNTE T LTHSHEUME A TELLSITHRVET . |DOAVE—UHE
RENFET
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indegyadmi

N - Administrative access Help ~ Session ¥
tenable-yg6sekl7 @ 2 °

Q Search
@OT Security is being installed or upgraded and will be available again when the operation completes
QOT Security .
OT Security
OT Security is configured to use ens192 for both active queries and management
URLs: https:// 443
License:  Status Unavailable (not-found) Change split-port settings

Overview

Service Status:  Stopped Start | Restart
System Log

% Error: OT Security install is not complete enough to determine application

. Application
Networking Version:  Version
Role Interface Mac Address Ip Address
Storage RPM Version:  4.2.40 Active query ens192
SPAN / Passive Monitoring ens224
Accounts
Management ens192 1

Services
Diagnostic Reports

Terminal

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Remote Storage Filters Q priority:7 identifier:tenable.ot-install.sh

Update Management

SSL/TLS Certificates

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables

T Fasiens 1:14 Py DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables
SNMP

AVAN—=IINSE T & BRDNFT—AHEZT, [SAEVR] RATEFAM[E AR H] 5% R
MHE] CEDYFT
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indegyadm
tenable-

Q Search

OT Security

Overview

System Log

Networking

Storage

Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management A

SSL/TLS Certificates

Backup/Restore

SNMP

Administrative access

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  httpsy//1 1443
License:  Uninitialized Change split-port settings
Service Status:  Rupning  Stop | Restart

4.2.40

Application Version: \ __\\cq. 7/23/2025, 1:14:48 PM

Role Interface

RPM Version:  4.240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192

OT Security installation/upgrade v

Last 24 hours ¥ tenable.ot-install.sh (]

M Identifier

Priority

Filters Q priority:7 identifier:tenable.ot-install.sh

i Starting OT Security
1 DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology.service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService

4. (EFB)A3—D01—AB—)LEERLFT .

@ Help ~

Mac Address

c Session ~

Ip Address

FE I TIHINEREEHMFTITEELTEET . TIHILN DA E—D1—REE E Tld. AR—k 1 (X
EI + PHOT4THI). R—b 213/ TEZR) UGB YET .
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Administrative

OT Security

OT Security NSTALLATION INFO:

OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443

License:  Active, will expire in 353750 days Change split-port settings

Service Status:  Running Stop  Restart

System Log

ORK INTER
. . 4324
X Application Version:
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO

Diagnostic Reports

Terminal

Remote Storage

a. [R—t5 20k

] o av T [ R+ EIORELEE]|E7)0ILET

il

[OT Security 7 &1 5% & OF S L/ER L] D1 IBNRRSNET

Active query nicO (

nicl (eriooionc B
nict ()
nic2 ()
nic3 (

SPAN / Passive Monitoring

Management (The OT Security WebUI) nicO (°

Update split port configuration and restart OT Security | Close
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O

b. [ (OT Security WebUl)] Ry R T, & BR—k£R DA 2—T1—X (i : R—k 3) =
BELET.

@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

|~ Active queries gateway ‘ |

Active query nicO (°
nic0 (1 n *
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () v

Update split port configuration and restart OT Security | Close

c. (EE)[TIVTA479TVT—IxzA| RYIRIZ. =924 IP PRLAREA ALFET .
d. [R—F92E|HEET7YIT—rLTOT Security #B 2 &1 3 5] #)vILET .
Tenable Core [IZ&Y. B E TS CTEE B F-(EAM VA —ILAREIBINET .

EE OIS MO7YIT—REAVARR—ILLTEEY. BE S LI-YLAZLTLESLY, /12X —)LT7OER
58 T £TICHE B ADDBIE & hHYET . 1R —ILT Ot RE 5 W LA L TLEELY.

AV AR —ILASE T L1z, [URL] Ry ZDY 9% )L T OT Security 1—H—A22—2Jx—X[ZO
A TEET .
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

R DF |

tyk 7yI o4 —K %{E B L1= OT Security D% &

Tk 7T 04— %&{E A L1 OT Security D& &
OT Security Zyk 7yT o4 —R (X, R ARG AT LE EEZITS5IAERENARFLET

FECORERFBHEITIGCTEEIY—IL (A—Y—AU8—TJ1—RA) D[R E|EEH CLEE TEE
-a-o

Tk PYT4F—RIZ7 O+ RT BIZIE. £ OT Security EE ALY —IUZOT( T EBELAHYE
9. EEOY—ILOOY ALK E DLV TIL. OT Security & IO Y —)ILADOY (L ES B LTS
LY,

TN TFYT MR EFERALT. U TERELFET.
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1. 2—HY—IF#H
2. FINMR

3. L CEHEETITATIVTIDR— R ENZHRTETSH

l FE IS TYT AR T % . OT Security MoV ATLEZBEE T5TO0VTN AR RINET

OT Security & E a2 —)LADOT (>

OT Security @ a2V —JUZAT A3 BIZE RDEIITLFET
1. ROWTNHETULET .

o A—HRUNT—TIEFERLT. EEBIVY—IIT—IRT—130 (TARAYMYT . /—k/\Y0
13 &) % OT Security 7TSA 7V ADR—k 1 IZEE#EHKELET.

o B —IL)—HRT—a Em RN T—HO R FIHEHR LET .

FEBEOVY—IVIT—HIRT—3uhN, OT Security 754 T RER L HIT Rk
(192.168.1.0/24) MD—ETHSD F=EA=YM [TIL—T 42T Al BE THAHEFTE B L TSN,

2. OT Security 7IS5A TV Rk T 518 ROFIETERH IPEHRELET

a. [RYNT—HEAB—IUR] > [RUh T—0ER- B A > [TETZ3—REDEE]IHEH
LET.

[k D—08#R] BB AR RSNET .

|
@"Ci"l“" Metwerk and Intemat 5 Network Connectans = | g || Search Network Commections
Organize = =
- Lecal Asea Conmection - ‘Winrleit Metwerk Connechen
Hetwork B MehsoiOveriad sor
& mig all Cormpact Wineless-G USB Adsgber
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O

l EE: Windows D/\—230(2&KoT, FES—2auhE FELBE & HYET .

b. [A—hILIUTE] 2R 7). [TNTA #EBIRLET

[B—HIVTZYTEH] 21V IORR RENFET .

Connect using
Q‘ Indel(R) PRO/1000 MT Netwerk Connection

|

This connection uses the following fema

| ¥ 8 Chant for Microsolt Networks

¥ JBloS Packet Scheduler

i 4% File and Printer Sharing for Microsoft Networks
W i Intemat Protocol Version 6 (TCP/IPvE)

v 4 infernst Protocol Varsion 4 (TCP/IPvd)

¥ i Link-Layer Topology Discovery Mapper L/O Driver
W 2 Link-Layer Topology Discovery Responder

i Instal. . ' Urunstsd Fropasties

Descnption

L OK || Conce |

c. [MA—=xykTOka)L/N\— 32 4 (TCP/IPVA)] Z&4R L. [TO/\T4] &)L ET .

[42 48—k FOR 2)LN—23 4 (TCP/IPVA) DT 0/ $54] 4 R 9k RS ET .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically

() Use the following IP address:

[P address: | ' ‘ ‘ j
Subnet mask: | s e |

L

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 5 8 . : ]

Alternate DNS server; | . . . !

(L] validate settings upon exit | Advanced...

o ] come

. [RDIPFPRLREE I ZRIRLET .

. [IP PRLA] RYIRIZ. 1192.168.1.101 EA ALET

. [P Ruk RRY] RO RIZ, [255.255.255.0 | EA A LET .
. [OK] &)L FET .

OT Security [Z&UFT LUV E Al i ShE TS

. Chrome 754, https://192.168.1.5 [C7HUtALFET .

T TYVT PR DK EBEIFHEET .
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| AR A —AUE—DJ1—RIZTFTIERTBICE. mF/\—23>D Chrome Hih E T,
i. [Eys7YT o —K DR &0 )vILET
ok TYTO4 =R AR E. [2— B R R—V IR TEINFET.
R DF |E
A—H—IE R
aA—H—IF R
OT Security Zyb 7YT o4 H—KR (& ERM GO RAT LR EZIT570CREHAFLET .

FE CORTERF BEISSLCTEEILY I (A—F—(U4—J1—R) D[R E|EE CLEE T=E
j-o

21— %

-132-



Set-up Wizard

English (English) ~
User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

[1——F M A—2T1——TFThHOUNEREADLES.
EE N TYIT YR TIE EBETOOUSORIEFERERE CEFES . 12— —(05—T1—X
[COTA % BN OI—F—FAIUNEER TEET . 21— —T7hOUb OFMITONTIE, 2 —H—&
O=)Lt92a0ES B LT ALY,
1. [A—5—B1RVIRIT, SRATLANOATAVIER T 51— —RBEANLET.

A—H—ZDORIF12XFET. FRATEIXFIINXF EHF OHELYET .

2. [A—Y—RDOBAA]RVIRIZ. A—F—RBEHBAALET.
3. [FILr—L]EIavT.REBEAALET.

| FE INE AYE—N—ELRTLOTITAETADAJIZR RENDBHITY .

4. [SRT—R]RYIRIZ, Y RFLIZAT AT B0 SAT—REA FILET . /SRT—R (213 1<
LLLUT%E D0 EABYET .
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12X F

1 DDRXF

1 DNDINXF

1 DD F

1 DOHF 7K X F

5. /SRT—K DB A B RYIRIZ. IRRT—RE#B A HLFET.

6. [RANZV)VILFET .

T TIT IR D [TNAR] R—UHFHEFET

RDOF
TINR DEETE
TINR
OT Security b 7YT o4 F—R F BRGSO RT LR EETI7OEREAAFLET .

FECOEREF BHEISLTCERI Y I ( A—F—AU3—TJ1—R) D [RE| BETERE TEE
EE
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Set-up Wizard
English (English) v
° ®
User Info Device
SITE NAME

The name of the site where the Tenable OT Security ICP
device is installed

Otenable o1 security sie

(B tnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anonymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

‘© 2025 Tenable™, Inc. Version 4.2.40 (Dev) < Back Complete and Restart

[T/3 A R]: R—T T, OT Security 7ovb 74— LI 51EHREA ILET
1. [AR &RV XIZ. OT Security AV AR —I)LLT=UAF DL RIEZA AILFET .

2. (IEE)IET—HDEMI] FTILES)YIL T, OT Security BT LARYT—2ZIREL. [V
=Rt A TP OERTESLLSIZLET .

3. [ETLTEEE]ZV)VILET.
OT Security "BEELFT .
R DF g

s BRLTEEETITAIIVTIDR— R EZHRTETSH

» OT Security A ADTIT4RX— 3>

BRLTERETITAIITIOR— R EIZHRE TS
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O

COFIEIFEETY . R—b DB DATLIEBIR LI (TIOTATVITIAA—D1—RAO—)LEE B
A—)L&5 Bt 9 51=8) 15 & . OT Security 7T 54T ADEHUZ)A 2 B—D1—R%E Y] 15 vk T—
YARAYFAB—DT—RIZHE 5 TEFF (Tenable Core TZEIL TLVELMEE).

HMITOWTIE. EEO—ILETIT4THI)O—)LD5 B (R—k 5 E) 25 BB L TEELY.

EEAR—NIERITIAE
1. OT Security 7TSA TV AT A—Yrukr—JIIL (T |8) ZAR—b 3 IR LET .

2. ZO7—TIVERIE D—D R yFDiR—h TR LET .

OT Security 4V ADTIT4N—3Y

HE L OT Security A—H—0O—)L: BB H
B#: A RT7ITAR—L30 CORT L gEZ OV IR R LET .

Tenable [F. Y ATLRD—E D IP DR DWNTSAEVREETE LET . IP PRLAZEIZE Bl DS
AR E TY ., 1z&Z 1L, Tenable (X BH DT/ ZAHMBEL IPEZEFTHH5E5 0. BAL/\woT
L—UI RSB R OT A ZANEL 3 DDIPEEETEHEETH. —EDIP OHIZE DTS
AU RERELET . LENST. THAAL RO B D BERSAE AL 3 DITHYET.

OT Security 7ISA T REAVAN—)LLT=& . 54tV RETHT4TIL TEFT .

¥ E: OT Security 54tV RET7YIT—h FIEB W H 1L 350 B h\$H535 & (£, Tenable 7hoo k<
F—r—TE# L TESLY, Tenable 7hOUk RR2—V v—ZKYSA U AN TV T T—h SN . &
BERIIE 9 TIMEVADTYIT—F PE P L ATEERIIAHYFET

Tenable One 128175 Tenable OT Security DT 704 Ak 054/ X1 5 12DV Tl Tenable One
TIOA AV AARES B L TZELN.

b5 HBHI 1S
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm

O
e OT Security FISAT7RAEHRE LFT .

o TINMAME X B2 Tenable ™53 (TE o1=5/ 2 RXa—K 20 X F | 8F) hdHAHEEMERL
7.

o AUA—RYNIZTIRRATEDIELAMER LET . OT Security T/ AL A—RUk ITHEFH SN T
WEWNME A [ EE DPC hoSMtEUREE R TEET.

» Tenable Account Management IR—RILADT I REDHHELEHER LET . 7IERMEIZDLN
TIZ. Tenable Customer Success Manager [ZE[ LS HrE<F=E0N.

OT Security AV ADT7 71471k

OT Security AV RETIT47IL TNIE. EEEZEETE5H LLVFANE/ER T518D Tenable
Account Management R—43 JLZ 6 B [Z{E FH TEET .

Account Management 7R—% JLMEE # IZDLVTIL. Account Management IR—2 LR Fa AV ES L
TLIZAELY.

OT Security A2 RET7 T4 TBHITIE. RDIIIZLET S

1. OZ2=TT7H9kZ{FEFA L T. Tenable Account Management R—4%)JLIZAS A LET .

[FHOUR | R=TUHBRTREIN, RIRTDIT7IVERFABHLIA T avNR RINET .
2. Tenable OT Security 4t R&E9)VILET .

Tenable OT Security [F£#l] R—2hR RENFET . OT Security F1/ 2 RE ZDEABR . H
SHEARR . A R T 5 a3z IP EHA- DE R EDF AR RESNET S

3. [7UT4R—3>a—R] 5 his. 20 #T D OT Security 4t Xa—FZ#aE—LFT .

4. OT Security T, 7OT4RN—L3 it HEZTZEBLEFT .
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://account.tenable.com/
https://docs.tenable.com/quick-reference/account-management
https://account.tenable.com/home

O

a. OT Security D [ZA 2V RADTITARN—23V | R—=DITEHLFET
b. FIE1T.[HLLSAELRI—KDA A EIIWILET.
[FHLLSMEoXa—F DA A /3RIIDE Bl TR RSNFET S

c. [5A4t>Ra—K]HRvIXIZ. Account Management R—%2)LhsaE—Lf=a—K (77«
AN—300—k) ZBh YR ITEFR T

d. [REE]Z0')0ILETS .

OT Security |&. [7OTA4RN— 3 ViEBAE DE L] O avEF #ITLET
e. GEEAZEDEM] 7 )VILFET .

[FEBA & D& K] / SRIILDR RSNET .
f. [TF¥RREY)YTR—RI2aE—] #9)vILTHG. [SE T #9I0ILET

OT Security TaE A E ME L ESNFT . YA ZE M9 B, Tenable Account
Management "—%)JUIZZ D BH E 2R I TOLELHYFET .

. FE I [7OT4R—ava—R DA AT, [BILFH—ER] 9% 41 )v9L T Tenable Account

Management R—2 L&A EET .

[THIUE B R—2NR—D R RINFET .

l FEFMEAMETOTAIIL T BICE. [C3EVIVI V%D IILETS .
EQFET—L 3 RAUT, (B @] EV)vILET

[RAB R RO R IRENFET

. OT Security D20 fi DM Aa—F#FALT. FAHALTWSEHAEZERLET.
ZTOH E DF11ERA3—R %# D OT Security & & AR RINFET .

. [BARBTEDIVILET .
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https://account.tenable.com/home
https://account.tenable.com/home

9.

10.

11.

12.

13.

[HAR] 2TNRRENFET
YA Z BT BHICIE, [ DEE] > [HA-DIEK]E)VILFET .
[# LWL DIE K] 21k ORRRENFET

a. (AF2av) [N RVIRIC, YA DA FTEA A LET

EVR TRV D4—IREERLT. T/ RFEILICP DA R ZE HHZEMNTEFT . TN
WEAT FHIEITRY, SESFLE VAL ER G THIENTEET

b. [HAR]RYIRIZ. COYAREIYLBTEHIPFRLRADEZEA ILET

EVk: SAEVRIZE|IYY TOHNT=IP PRLRADE DA B 12X, [HA X RYIZADT IZHBR
SAF—EEHTEFT .

C. [POTAR—a i sEBAE] Ry RIZ, OT Security CaAE—L-5F A E 28 U (HFET . F
g f %25 B8 LTSN,

d. MEm]ZEV')ILET .

BATATRIIRIZTITAR—230a—F DR RENFTINIE 1 BIR YA SN EHa—F
T. OT Security /> ARV AIZAE—F 2 EAHYET .

e. B ARIVEDIVILET .

f. MER1ZED)IVILFET .
OT Security 1RV AIZRYET .
B3 79T4R—230a—R DA B 2923V T, [TIT4RN—230a— R DA Q] &0 )9ILET .
[7OTAR—2323—R DA D] ARIDE Bl IR RENET .

[79T4"—3>a—K ] RyYRIZ. Tenable OT Security Account Management R— HhisaE—
Lz1 BRYVEREINDSI—FZREYM ITET . FE 8e 5 B L TZELY.

[7OT471L]1 &0 )9ILES .
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OT Security TYRATLWIE & [T ITAR—F ENFTEER T AVE—IU MR RSN, OT
Security 12 3—J1—AMR T INET

14. [Ashik]) &0)voLFET .
OT Security M8 #1273 Y. A TESKRBITHVET.

15. Tenable Account Management Ri—2JUZR Y. 1 B R Y& L SNBT7 I T4N—> 30— DFA
TATHRYIRT, [FIOTAR—230 Ao RERTF L EFE R LET FovoRwIRE D)9
LEY

16. [HERR1 &V )VILFET .

#FLGEMENT=HA kA OT Security @D [HA+] 2TIZR RENFT S

A RETVIT—h T3

BEDERZESIZEEFRY. S/t RBBEER LY. S/ REZATEEBLIYTR5 68 1. 5
A RETYIT—hTEET . SAEVRETYIT I35 E . BED20 DS/t RAa—K%#
ALEY.

15 HHHIZ

o FHILWLWSAELRDT7YITT—RRIIZ. Tenable 7HOUk RR—2v—DU AT LDSA R E R E
TTICEHF LT ITAIERYEEA.

o AUB—RYRADTIEADWLE TY . OT Security T/ AL AMNA L A—Rub [ TESHRME S
. EEDPC ootV REHEFHKTEET .

AV RET VT T—hTBIZE. RDESIZLET .
1. RE]|>[VATLEE] > [GAMEUR] IBELET.

[ZAELR] D4R IR RENET .

- 140 -


https://account.tenable.com/home

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. [FHav] A=a—hs [SAEVADTYIT—R #ZIRLET.

[EEBAE DE ] BEU[TITAR—230a— K DA A DFIENRTENFT

License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to o
; ’ . Enter Activation Code
activate your evaluation period

Cancel

3. [(1) 7OTAN—La il AE DA AL RYIRT. GEAE DE ] &V)0ILET .

[FEBA & DL ] / SRILDR R EN CONRIUZTITAN—2aiE A E AR RENET .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. [THRRNED)TR—RIZOE—] &)oL ThS. [SE T1EVI)VILET.
AR NRILDEALET .
5. [(2) 7OTAN—23ra—KR DA A RYIRT. [RILIH—ERR—2I YO0 )L ET .

OT Security [Z&Y. [Tenable 7hOU bk E B  R—2ILD [RATHIOUR] R—=VIYFAL IR ENFE
ElR
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https://account.tenable.com/home

O

EE: FEMMA OB S (E 25 B QUL IEIIIL TSN S AEATTAVE R TTY
JF T %S BT

6. Tenable Account Management R—2JLTHAF DFMZERELET .
a. EQOFES—3aRA(UT (B R EVIVILET .
[RAE R R R RINFET S
b. OT Security ® 20 H1DZA L RAa—FZFEALT. FHALTWSE RERELEFT.
ZD4E E DT Aa—R %# D OT Security & # AR TSN FET .
c. ALV RI—REI)VILT. BB DFEMERTLET.

Tenable OT Security R—2 (2. B G OB E . FREVITRIT av . AR EDFEMIE
AR RSINET .

Account / Produets /

Tenable OT Security

ACTIVE Code: |

Product Overview

Activation Code Product SKU
My B -, TOT 1€

Register Date Sites Licensed Site IPs Licensed Expiration Date
2022-10-24 11:66 AM EDT 13 /1,000 4441/6,000 N 2026-09-18
3

Billing & Subscription

Purchase Date Expiration Date
2022-09-19 2026-09-18

d. [YAR]2TED)VILET .

[V 2o avhRRENET
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https://account.tenable.com/offline-activation/ot-security

nt / / Sites

Tenable OT Security

ACTIVE Code: |

Product Overview

Activation Code Product SKU Customer ID Customer Name
2 TOT 2
L

Register Date Sites Licensed Site IPs Licensed Expiration Date
2022-10-24 11:66 AM EDT 12 /1,000 4,241 / 65,000 2026-09-18

() Biling & Subscriptior, Assigned Contacts

Sites (12)

Start typing to search...
(1] Columns 1to 12 of 12 Page1of1
Status Label Created Date Expiration Date
Active SE30-HQICS .33 [ ———— " —— - ] 2024-10-10 58686-09-28
Active HQ Lenovo SE30 | 2024-10-10 658686-09-28

Active HQICS 57 | 2024-10-10 58686-09-28

e. MEITDIVALDITIZHD -~ REVEVIVILET .

AZa—HREREINEFT.
f LI DRE|EIIVILET .

[ DRE]| R—CHRTSINFT.
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Edit Site Details

1 Update Details

2  Review Seat
Optional label for the site
Warehouse .30
Size
Number of IPs allocated to the site

160

License Certificate

Enter your Tenable OT Security license certificate

() Updating...

 WEIGCTHEMZERBELET .

. [TOTAR—3 A E ] RyH R, OT Security @ [FE B & DA ] 21K oTcaE—LT=
EERAEZREUSTITET

i. [ZYITT—R]E9)ILET .

R—RIUZTOTAR—230a—R B EH SNAAMTOITRYIRDR RENET . Thld 1
B BR Y4 Bk St $a—k T. OT Security 1 RAVRITOE—3 2 BEHHYET .
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Edit Site Details

{1 | Update Details Enter this one-time generated activation code in your Tenable OT Security
instance to complete activation.

2 Review Seat Activation QGde

AT

Confirm Activation Code Saved
Please save this activation code. Once you close this form you will no longer be able to access
it.

| confirm | have saved this activation code

j. BIREVES )L [RERR] &V IVILETS .
7. OT Security {2 RAAVRIZRYET .
8. [2) 7UTAR—130a—R DA AV RVIRT, [FTOTAR—230a—KR DA B &0 I0ILET .

9. [7OT4_R—ara—R] 7Ry RIZ. Tenable OT Security Account Management XR— HhisaE—
LTz 1 ERYE K SNDSI—FZERE YT (FFET
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Enter Activation Code x

ACTIVATION CODE *

10. [7OT471] &0 LET .
OT Security TVRTLMWIE & TP VTAR—k LIzZEER T AVE—UNR R EN. [T1EUX]
R=DITFYTT—h EIN5A O RDEE M HR RSNET
AV REFITSAE—RTTYVIT—hT S

1. AV RETYIT—hT5E0 a3 THRIESATLNS, FIE 1 54 EETLET.

2. [(2) TOT4R—230a—F DA B RYIRT ©ILIH—ERR—ZILDI0EI)ILET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

[OT Security ZA 754 TP IT471L] D4R D LWV T TRIEET .
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code

Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Te

| have read and understand the Tenable Software License Agreement

Submit

;¥ & : URL https://account.tenable.com/offline-activation/ot-security Z{ AL T. />4 —2Rvk
[ZEE&E SN =T/ 1 AD\S [OT Security 4754 TT7IT47IL | BIE IZ7 I EATEET .

;¥ & tenable.com [ZAJ AL TULVELME & [F. A—ILPRLARENRT—RE#ERALTASATE
F9. OJAUIUETA VR REZ (TR o= A—ILTH I EE R LET . ATA VR HEHR N
BWME S X [SRT—FEBENEE]E0)yoLTITRU TR IZHE 5D Tenable 7hook 34—
Dr—ITE K LTSN,

3. [7UT4R—2ara—R]RYIRIZ 20 XF DALV RIA—FEAALFT ([FA4EVR] 218D
MoaE—L TREYT (THIENTEEY).

4. [TOTARN—2a L AE | RYVRIC, TOTAR—LaV st A E R UM (TET

5. [Tenable Y Ik 0z 754tV R ZH & BFELFEL] FovoRvIREIIILET .
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on offline
activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code.

Activation Certific
Enter your Tenable OT Se

Please review and accep

~ |have read and understand the Tenable Software License Agreement

AR DAV RZ N ER R T BICIE. [Tenable Y Ik D754 AE 3] DU 9% )99 L TL
20,

6. EE] =0 )VILET .

OT Security [E7OT4R— 30—k E#E B LFET S
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Tenable OT Security Offline Activation

Enter this one-time generated activation code in your Tenable OT Security instance to complete

activation. For detailed instructions on offline activation, visit the documentation page.

Activation Code

Please save this activation code. Once you exit this page you will no longer be able to access it.

View My Account

7 FPHOTAR—L3va—REaE—FBI2F. & RavESvILET .

8. OT Security D[4tV R] 2T IR Y. [FITAR—30a—F DA 7] E0)0ILET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

[FHT4_R—ava—R DA A HAR SRIUDE R ENET.

9. [TOTAN—230a—R] RVIRIZTTIT4R—2a0a—R & U T, [7OT4T1E1 &0yl FE
EE
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Enter Activation Code X

ACTIVATION CODE *

HARNRILAEAL . OT Security [C&YSA VA TYTT—k ENET S

A RAEBIHILETS

AL REBNHILTEHE DVATLEBF DMV AT ITAN—2aV ER BRIZ, Y RT LMD E
DALV ADEIBREN. FILWSA VAT ITATIL ENFT . SV REBNHIL TEILENHSD
BE FHLOWSMEURZZ TR OGR) (. ROFIEZETLET .

l EEEMSAE AT IE—BSAEURIZE T —E DSMEAa— R AHYET .

15 HHHIZ
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O

o #H LM Tenable 7H Ok IR—T—D, DRATLTHE=OFH LWLVSAMEUREZT TIZHEITL. S
AEVAO2—F Q0 ZEHF) ZHE-IARBELTLDBIRLELHYET

o AUB—RYN ADTIERADWLE TI . OT Security T/ REAA—RVb TR TERME A
. EEDPC hoIM U REEHFTEET

T4V ADB A TBHIZIE. ROEIILET

1. RE]> [VATLEE]>[AEVA] I LET.

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17,2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE
COMPUTER ID

2. [7O2au] AZa—hm% [SAE ADB A b Z&IRLET
HE IR IONRREINET

3. (BRI ZVIVILET .

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.
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O

[SAE2R] 4R IIZ3 DOB A ATVIHRREINFET

License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

4. [SAEVRADTITAN—S 3] 29230 T VAT LR FIE (RFYT 1 ~ 17) [T 2T, 51¢
VRETIT4TIELET

TIOT4R—2300—REA DL . BEODSAEUREFH LWVSA U RICEEB ZAONET

RDF R

OT Security AT LNDE 1k

OT Security itz B}

B#: SRTLEREL. OT X )T/ D=—XITEHETERAZRBLET .

Tenable Core + OT Security 8% & L1zt . AT LAY OT Security DfF A #FA 18 TEAKIITLFET S
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ot_reinitialize_step1.png

O
1. OT Security YV ATLDE 1L — A RETOT4_X—k L1=#& . OT Security VAT LEE
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Connect using
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically
(8) Use the following IP address:
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() Enable Usage Statistics

Enable this option to turn on telemetry and to access the OT Security Resource
Center. After enabling or disabling, refresh your browser for the change to take
effect.

Naote: When enabled, Tenable collects anonymous telemetry data from your
account. This information cannot be attributed to a spedific individual; it does not
include Personal Data. We analyze this data in-house and also send it to third-
party partners for analytics and optimization. We use this data to identify ways of
improving the user experience in future Tenable OT Security releases. We may also
use the data for other reasonable business purposes in accordance with the
Tenable Master Agreement. You can disable this option at any time, in order to
stop sharing usage statistics with Tenable.
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DETEHT I avE FE DEEZATIOHEELTHET .

e a
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27,2024 06:52:31 AM  Unknown  ControlLogix 5560
rinmware
20.055
Details

Overview Backplane View
Code Revision NAME Rouge
Backplane #4
; PURDUE LEVEL Level 1
IP Trail 0 1 2 3 4 5 6 7 8 9
STATE uUnknown
Attack Vectors amn A ol
OOITONAL 5 O B @O @ B @ @ @ O
fx g Iz 3 Ix 3
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 e - @ 2
Vulnerabilities g % i i i i I
) VENDOR Rockwell £ £ 3 2 3 £
Active (3) 3 3 3 ] g <
MODEL NAME 1756-L61/B LOGIX5561 < < < < < <
Fived (0 £ £ £ - w £ £ £
ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 3 3 £ E e 2 £ £ 3
o o o > < & o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nic1 (Local),nicO (Local)
Related Assets NETWORK SEGMENTS Controller / | Controller /
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D
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P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
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P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIXS561  Nov 27,2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
20.055
Details
Overview Backplane View
Code Revision Rouge
Backplane #4
IP Trail PURDUE LEVEL Level 1 0 ) 2 3 4 5 5 7 A g
STAT! Unknown
prack Vectors B 8@ 8 0O @ © )
S I o rh
Open Ports ADDITIONAL MACS
v Vulnerabilities FAMIL ControlLogix 5560 % E E % E i
T T 3 T T ks
Rockwell £ 2 g £ £ =
Active (3) 3 3 3 g b 3
1756-L61/B LOGIXS561 < < = < < =
Fixed(0) E E E = ® E E E
e 06:52:31 AM - Nov 27, 2024 s g § 3 2 2 5 5 £
Events 09:53:34 AM - Oct 30, 2024
06:51:44 AM - Nov 27, 2024
Network Map No card selected...

nic1 (Local),nico (Local)
Related Assets

Controller / 10.100.101.X | Controller / 10.101.101.X
Sources CRITICALIT High

General

Rouge
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s EDAX YU ERHE

= @tenable‘ 0T Security ‘
~ & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ) Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECT IP
DIRECT MAC
Queries Management v Vulnerabilities
VENDOR Tenable
Credentials Active (73) 0s Tenable Core
> @ Network Fixed (D) LAST SEEN 08:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local)nico (Local),Nessus (Nessus),Active-Ot (ActiveQt)
Sensors Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... T o
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors
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ABB Jan 27, 2025 10:08:18 AM  Unknown
Details NAME IED#2
IP Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Forts DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controlle
Network Map
CRITICALITY High
Related Assets RISK SCORE 15 |
IEC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24

SCD 7/ ILOEFMIZDLTIE. L TES B LTS,
* SCD 771 JL
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PLC @ Finished taking snapshot successfully X

IP MAC Vendor Model

\ \ | | C |C Rockwell ~ 1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details
Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search... 0o
Code Revision
IP Trail Compareto  Previous Version - Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM
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Version 1 Snapshots List

User Initiated Snapshot
08:02:10 AM - Nov 10, 2021
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EE NI ER—RSAVEL TR ELIS IR ETHDE. Z0E @ #{F ALt & =1+
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[N—DaV DR RAU T R=RSAEL B THN\—Dav R IRLET

6. [RELEK ] FVIRVIRED )VILET .

7. [RELLE: ] FoyoRvI R DT4—IUE T ROYTEIAZa—hS [R—RFA LD/ —S 3]

EERLFT.

[RFYTavk DFEM] RAUIZ. 2 DDN—230 B DT ARTDE VDR RSNET . TE LIS,
EELEBE DA THT7AALTREINET .

AT avk DYE L

AFvToavk (EF &) TR TEFEJ . Tenable (X, H i & [CKDaAO—S—DIE EEZEDRTEIZR
FVIL VN EERITTHEEREHLET .

Ok O—o—NDRFYvI a3y DIE L A %

ARV > [AvkB—Z—] B E T B OOV O0—S—%FERLET.
2. [@—RYUEDIV BTEVIVILET

3. [RFYTavk DEFEM RAVDA L I12H5 [R YT avkEE R #0IvILET .

A—H—hBIE LRy T oavk AMER S ET

EEMNEASNLEWNMGE . HLOV AR AT oavk B #i/ N\ —2avD [JEDav B R RA
VISEMENFET .. EENH AN SNEES . —FIESIVDEBEZRIFHLILVN—"avhME i anE

ER

|P &L

- 243 -



[IPEEER] 2T12IE. COE FEICRETEHTATDIP AR RINFET . [Ryk T—UA—R] A& ZDE
E TERASINDS RIS T—IH—F DVRAF DR T SNET . Rk T—Ih—F D DX ED')ILTIR
FERREAL. HB NI TL—UITHEB SN TODITATOEED IPERRLET.

Rouge

PLC

20.055
Details

Code Revision
P

IP Trail

¥ 1756-EN2T/D | Slot 1(1)
Attack Vectors
Open Ports ~ 1756-EN2TR/C | Slot6(1)

v Vulnerabilities
v 1756-ENBT/A | Slot 8(1)
Active (3)
Fixed(0) ~ 1756-L81E/B | Slot 3(1)
Events

Network Map

Related Assets

MAC

Start Date

Oct 30, 2024 09:53:07 AM

Oct 30, 2024 09:53:48 AM

Oct 30, 2024 09:53:58 AM

Oct 30, 2024 09:53:07 AM

L Y

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Now 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

End Date

DAMZIE IPPRLADER ORI B &R T BAEFENET. £ T BOATLavERDEESYTY .

* FUOTAT-BE.IPFRLRAFIDE EIFERAINTOET.

o (B /BERE}-IPFRLADCDE E IS LTTIT4To-RE DB R (@% 30 HLURIZFY

TAT o145 8).

o (Bt /BERE} GETUTA4D)-IP FRELADNIDE E ISR LTT7IT4T7 o & DA K (B % 30
BLLLETOTATIAIEE).

* ETFUT4T-IPTRLRIERI DE E ICEO>TER SN TLET

WEFX
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WEEIX A T—ODMESEE. DFV B R IZFBLCEELEEICTTIVERTHIET. EELRT
JERERETHAENTEETT . EELREE IR BOR R (TRATAR—30) THY. WEHK K ITK
BENTDEEIZTIERTBH=HIERITBHIL—+TT.

WERBRZHANTDIEE

B—oh B EMEESNDE VATLIK. COBEEADTIEAER RICT DR REEAHLT N TDHE
ARG ERBETEL. COBEEZERISSOTIAIARLE VVEREZRELFT . RVEKRL
WERRERTE I5-0. HEICFEHD/N\GA—E—2F AL, YRIN—ROT7TO—FZFERALE
T o RDINGA=E—DBYFET .

o BEVYRILAIL
o NAMESX
s EEMBMDEEAE

o SERBEIE (13 —2ob /1 A) ENEREE DEL IR

R TYS

EBRL-EBREEALT BENGREDOIRIVZR/NRIHNZSEEERATVIICEUTAEE
nEg.

s WERRICEFNDIE E OEEVAIVRAITELIWME R YRV ZATZER BT S

o SHER RV D=0 (AU F—Rub =T A Rk T—0) ADRVS D=7 7 RE R /IME F=FFR
9%

s BIERBODBREZRAEL. TOCLANOBEEZRITH. TNEEEETHVLLOE. BEHY
BB EREGT=OIZAIR T (R—hDI/0—X, Y—ERDBR ELE).

W IR IR DE R

WERKE EEIIIVINEBECLUFHTERTILELSHYFT . ThiE. BHDF—S Vb
BEDMERR]YTTIONET . REBEREZERTBITUT2 DDHEIHYET -
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* B8 -OT Security [JINTOEBAMLGHERREZTML. RLLBERBERELET

s FH-BHTEDY—REELEIETE I 5. OT Security [, 32— B EADTIERIFHTES
BEMLGRE BEILIEE)ZRTLET.

B B) OB 2 4% B DA Ak F IE
1. BHOA—TINEEDEEFBIN—"IBBL. [REER]|Z2TEVIVILET.

2. [£R]ED' )L, FRYTEIUIAR DS [V—REB B ISR IR E20)0ILET .

Details
.

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

BEZERNEBSMIER SN, [REE]2TICRREINET.
FEOREZIR DL FIE
1. BHMOA—TINEED[EEFHRIN—"IBBL. [REER]I2TEVIVILET.
2. [ER]ZEY)IL. ROYTF IR DS [V—REF ENTER]| & 0)vILET .

[V—ADFEIR] 4N INRRENET .
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

EE: T4 TR V—REERVRYVZAT7IRISE ATHEY . RREREEAELEY. BHO
BEZRRLLYTETT.

3. BB REEEZERLET.
4. [£ER]EVIVILET .

KERBRME SN, [ RERR]FTIRTINET.

WERZEORT

Details
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate o]

Code Revision

IP Trail
Attack Vectors
Open Ports
v Vulnerabilities U
. ° 9 AN
Active (3) \
NetBIOS (137/UDP) NetBIOS (137/UDP, (€D >)
Comm. Adanter #60 OT Device #59 \y/
Fixed (0) @
Events S O
Network Map

[REER]2TICE EESNA—T B EISH L TERSNERLDF LV ER RO MNR TS
NEY . [EHK]REOE DRVIRIZE, RIRSNFEREZROERBRARTINET . HEZFR
DEZIE. ROERIAEENET -

s MERKITEEINDAREEICIDONT. YRILRJLEIP PRLADNKR RahEd . EETFA/IEY
LT ZDVARVER I THEMDEMER RTLET .

o b D=V LI BETOMILLRRENET .

c INWITL—VERBEIHEEDS A EEFATAFENTOET .
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AE[(MEFE]|2TOE LIZHAINVTREVED )T HE WEF EEEDRBAIR TSN
FJ.

A—ToR—k

[A—T2iR—k] 2712 CDE E DA—ToR—k DUYRN AR RINFET . 7A—TR—+ ZeIC. E H
$57aka)L. BEEDGREA . TANRERICEFHF IN-B . R—FAFHVTWSIEERTIERY —
R(TOT479T). R—hIvEY . %t 5E . Tenable Network Monitor E7=[& Tenable Nessus Z¥+>)
(CRA 3 25 M AMR SN FET . EE TR RATEEA IP ZUIT. A—TR—k O Bl DURE HFk R Eh
FT (HE/NWITL—ZB L TTIEREINDR—b L EHFT). IP DB DX EY)ILTIRN %=
FE. A—ToR—rERRLET.

e

IP MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details
Search... o Actions v Update Open Ports
Code Revision
ﬂ Port mapping is turned off Configure Queries  *
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports v | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active(3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
443818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16, 2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

A—TUR—b OZA LTI B H . R—EDFELFH VTSI EE R TRHREZELLGVNEE .
ArDSEDA—TUR— DB BB ICHIBR ESNES . T4 OEIE L2 8B T . [A—TFoR—+D
HRUINEIME] ORSEZR BT HITE. TNARES B LTI,

F—TUR—k RXVo DINGA—E—F. [FOT4AT DT THRELFT . BRLE-EEDFHITVEE
LT A—TUoR— b DURF B HTH5IEETEFT

- 249 -


ActiveQueries.htm

F—TUoR—DE#H

W E 7 OT Security A—H—0O—)L: B E | R—/\—/\(H—, X1 )T(IHR—2rv—. X2 )T47F
YR~ A ARL—2—

A—TUR—bDURNDF B EFH A iE
1. (AR > [AvbO0—5—/ 2w )—VEE|BIE T BEMDEETERLET.
[& M B & AR TIhES.
2. [A—ToR—R12TEI)VILET .
3. [A—TUR—RIRA2DE LIZHDB [A—ToiR—t DFE F | #0)vILET .

FLORFYUNEITIN, 2OV O—F—IZR RINTWEF—TUR—bAE FHFINFET .

[A—TiR—R 2T DZEDM D7 3>
BEDEED[A—ToHR—r]2TT. BEOA—ToR—k I LTRDTIL IV EEITTEET .
o XXy - BIRLIAR—FDRXFYZETLES.

* RIR-TINMADITTARA—TI—RIZTTIERTHIET, TINARIZEE T 5FDM DFF # L52
ERTLET

AXvUDET
¥ E DR—b TORFY2DEITH &
1. [AORUR)] > [AobB—5— /3 —VEE|BEE T BHDEEZTERLET.
[& M) BEARTINET.
2. [A—TUR—R2TEI)ILET .

3. WEDR—ZEIRLET.
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4. [7oav]| A=a—&0")wILET .
5. FAYIH I AZa—ho, [RFVU] EEIRLET .
OT Security [LZ RSN fzAR—F TREYUEETLET
& ER—2ILOEK R
BEER—2ILDOXRTFIE

ERCOA T avE, R—h 80 (VT 7UERIMER) BA—ToR—t D1 DTHAHIS & ICDAFER T
=FY

1. [ARUR)|>[avbO—5— /2y D)—VEE|BEE T BEMOEETERLET.
[& M) BEARTINET.

2. [A—ToR—R12TEI)VILET .

3. HEDR—FZERLET.

4. [7Oav] A=a—E&0)ILET .

5. FAYTH I AZa—hb, [RR]|EERLET.

FLWISOHRTAFE. EDE E DE ER—FIHARTEINTTS .

e 55 1%

[BE 55 1% ] #F1ZI&. OT Security 755 MUk > TR Stz B ESN-BE IS EEXE5 259 XT
DI B DURR DR R ENET . P ATLIE. IBR D Windows ARL—T4 U5V AT L. i 55470
FLDE R T DFATDTNARIZESTRE R FIEE E TRV EDD hoTWbSEA—T iR
ER—IEEDMEHEMEFEELET. BB FOTAITEEEEFAD2 DOATIIVZH ITTIRRE
NFEFT ZRURMNIE. BB OME LTOFRZEICBATIFMIARITIINET . COFTITRRINDF
|ITIEESN-EEICBEEITAIRBERLTHIOR—J(ZRREINBZIEFRR T, [URY] > [ 55
] R—DICRRINDERERMLTY . MEFBHEEROFRBEICONTIE. FEFEHEES B LT,
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| @ |Roee a
PLC
P MAC Vendor Model Last Seen State Family
1} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details
Search... 0o 202411200946 Actions Update plugins S
Code Revision
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings %
IP Trail
Attack Vectors Name Severity + VPR Plugin family Plugin ID Source owner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500002 Tot I?
S
]
Rockwell Automation Logix Contraollers|... Critical 5.9 Tenable.ot 500451 Tot “
~ Vulnerabilities
tems: 3
Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed (0 .
xed(0) Plugin Output
Events .
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIXS5561

version : 20.055
Sources

AUk

[ARUR] 2T(21E. OT Security TS5 AUk >THR B Shtz. EE CBEETHRIk T—IR DA+
DF MR DR TINET . RIRSNDINEL TN DB ERAETEHILT. RRBEENRAITYAIXT
EFET . ARNUNE SESFELGHTI ARV IAT . RRNE . RV —RBBE) I >TTIL—TE TS
F9 . Fon AINVMJRREY—FBIUTINWA)TLTY . REBEERTLIZYTHIEELTEET . hRA
TARBEBE DR B IZONTIE BBV —IDI—H—A U B—TJ1—REFHS B LT,

=
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X ]

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
rinware
20.055
Details
5 a
Code Revision
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10 | Comm.Ada;r 10.1
Attack Vectors Notresol.. 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.loce A10| Comm.Ada; 10.1C
b
Open Ports Notresol.. 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C 2
&
Not resol... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 1010
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Notresol.. 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0)
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low  Not resolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME e | e o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source
Sources A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done
Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination DESTINATION NAME Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter #44 When not part of regular operations, a operation is approved to perform this
Polic code upload can be used to gather operation.
v DESTINATION 1P ADDRESS information on the controller behavior
o as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 3

operation, check the source asset of the
event to determine if it has been

N—TU DT EIZIE BIRSNIANVBE TEHMIFERIFTID B SN TR RSNFES . BRL:
ARV DARUSBATITEHE T HITDHDRTENET . ANV DFEMITDONTIE, ARNVEES R
L T2y

RAVDE B [Fo2 ] REUDBYES . CORFERE ST ERLIARUR SR LTR DTV 3
VERTTEES.

o RIR -CDARUZERIRFHELTI—ILFET .

o FNTFNYI7AINDEIEA—R - ZDANUE D PCAP J74)VEFO—R LET .

o RUL—DDERS - ZDARU DR —FR S EERRLET
NEDTILIVDEMITDONTIE, ARV DEFS BB L TSN,

BARVNRR IR RENDIFEHRICOLNT. RDFXR THALET .
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FLZ

Y—R7
FLZ

ARV ES BT E=DIT AT LIZESTE R ENS D,

ARNUEAREL-BE.

ARV EN A= =T OTAETADEATDERE . ARUEE. SRTLIZERE SN TL
BR) =2k TE B EINET . SEIFHRAATOR)S —DER B (DL TIE. RS —
DEATES B LTLESLY.

ARV DRANELANIVERRTLES . LT IE AT RERE DR T .
 ZL-IDEEIFFETT.

o 1B} -BHWE R TIROE EHYFEAN. BEDRWEEITFHER TILEIHYF
EE

c BEE -BEMICEOHAITITAETADFEELICETH TEFEEDREZE
LARILT. #E DR NEEITH LT DB ELHYFET .

s EX-BEMIZZEOHATITIETANRELI=EITRHTHEZE DS LILA

LT, 9IS 92 BEHLHYET

ARV TAE LIRS —DR AT & RTIE RS —NRRADYU 175 5TOET .

ANV TR LB E DR AT COT71—ILN & BEVARAD)IITE5THET .

ARV ZERIE L& ZE D IP £zl MAC.

ARV ZR IR L& ZE O IP £zl MAC.
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L
AR

vapa=l)

E

AR DELEEZ 11 IP E£f-1Z MAC.,

BETH5EIE COIRUNEEF LR EIERIN-TOLERLES .

ARV D— R GEHTIVERRLET .

FEER[ITARATOARUA B EICNE TRTORATDARUE DR REINES . ThTh
DFF TE DANUHEE IZIF 18 E SNFATIIDARU S DHANRRSNFET .

LT ARUE AT OB B8 B T (FMAHRBASOLTIE. R —hTIE

YIHATaVES B LTS,

« BMEANUL -2 DOHYTATIVNE FENFET

o OVFA—F— R ARU - ThoDRYS—IE, Ryt T—o DUk B—5—TH
AIHEEZRELES.

o AUEBA—S—TFITAETAANUS - FOTAETARID—IE, b T—UTHEES
BT IVTAETAIEELTOET (DFY. rybT—IDE EM ISR ESNIOT
k1)

e SCADA AR -avkO—Z—DT—2TL—2ITin 26N t=Z B % 5l 351K
—T9,
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fRIRE

fEiR B

AR

o FINT—DBERANUS -CHoDR)D—F BADEBBETRT RIS T—IRS
TaVIERELET .

o RYRT—DARUS - RYNT—IR DE E HLVE EM OFEIE AR )—LIZE &
Li=/R)>—T9 .

ARV DRIRFHELTI—ISINTVSNEIDERLET S

FRIR B AHARUNIDONT, EQL—HF—DARUFZRRFHELTIY—ILIDETRL
FI.

FRIRF HARUETONT, WDARUE AR FHELTI—ISN=DERLETS .

ARV DFFREFISEMSN-OAVRERRLET

Tk I—ovT

[k D=0V T] 2T1E. B E DRI T—IGEI 57490 TRRLET . COE1—(ZIE, BRL
BEEMNBE 30 BEIAT oI RTOERARRINFET
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Search...
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O ===|

CDATIZRRINDER L. [Rvb T—IVT| B E TR RSNDHEHREFB L L TOET A, ZIITK
RENDER IO TEOE E IR ETIEBRICERESINET . -, COE@EIZE Ry T—I7y
TDAVEE TR INTNDEIEE E DT I—T~DER TIIEL B ¥ DEEADEHEHIR TS
NFEF. COFTIZR RENDIE | DB 12DV TIE. Ryk T—o3v %S B LTSN,

FTARTDE E DRI T—OTVTH#R R TBIZIE. [Ruk D=0V T I8 & KRB E D )I0ILET . Yy
995%E RV T—=OTVTDEIMIZHE KL CDE EIZTH—HAL T, thDE E T IL—T~DEHxEER
RLFET.

TUTE DEJKENEEDNITNIEDIVITHEEDNEEDFEMARTEN. BEERZDIVIED
T HEERL-BEEDHMEEICEELES.

T I\ AR—b

[T/ RAR—F ] 2T ERIE T—O R YF DB TR TE Tk T—ORA(vFDR— ICEA 5 NS
FNTLVET . OT Security [£. RAYFIZxF §5 SNMP YTVEFE R L TCDT—AEFRELFT . B R
INBHE R—b DFMIZIE. MAC PRL R, AR B RT—2R (TYTETFI), TA)T7R. 5 BE
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MAC Name

P1.11

P0.2

| P1.15

p2.1

P1.1

P1.3

P1.7

P1.8

P2.3

P2.5

P1.4

P1.6

vlan1

P1.16

P1.2

Status

Down
NotPresent
Down
NotPresent
Up

Down
Down

up
NotPresent
NotPresent
NotPresent
Up

Down

Up

Down

Down

Admin Status
up
Up
up
up
up
up
up
Up
Up
Up
Up
up
up
up
up

Up

Alias

vian1

Description

Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...

Siemens, SIMATIC NE...

Type
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
L3ipvian
EthernetCsmacd

EthernetCsmacd

Time of Query

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...

May 28...

TR CDETERTIBITUE. FAVUTEDHBEZE HICLFET . COMREETIT4T1L T B,

Tenable H7—k (Z

BEEEE

% LTSN

BEEDMEEEE]N—DIZE RAFSN=TRTDE E DVARDR RENFET .

[BEEE E]N—DITTIERTBHE

L [AURUR S [TRTDEE]T—INT. EEZVIVILTEEDFERR—D

2. ERIDOFET—2aoRA(UTEAEEE]| 0 )VILET .
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(B EE E] R—UBRRSNET

rouge

PLC

IP MAC Vendor Model

\ | 5] | Rockwell  1756-L61/B LOGIX5561
Last Seen State Fam\ly Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset T Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP: 10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

s3umas

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Sources

ROFMESC[EEEE]|N—CHIRIRINFT .

IN—tFT—EE B & & E D% .

R R o B & & E DB R DEAT R R

TIERA A B E LT/~ FT—DE OT7 I EADAE [ .

& BEEI(TOFHM . f-EZ1E. ControlNet Ff=IE IP.
#EHEZER OT Security "CDE EZRAICHE R LB .

=RIAHEZRA OT Security "CDE EZ&RZITRHE LB 1.

AR ENT-E E DFF
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FRRSNI=T A REF TRTS5TT)ILADYIa0k B—F5— (PLC) D\ TL— 0T NARADE HR T
K SN TULVS PLC E=I3Z0fth D # A #| & AT L (ICS) ED 2—ILDZETY . chlk. BIETH
TE—CEHEEHESNAIEREBESAT (VFD) I TWET . RAMSN-EEDEMERTTD
[ZIE. B EE]R—DT. RRANSNFE E DU 9%D)ILFET . OT Security (77 74 % E
FALTHRRAN SN=T/INA(RERLET .

@ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details

Overview Backplane View
IP Trail NAME comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports @ L H:E ]
ADDITIONAL 1P i P
¥ Vulnerabilities ADDITIONAL MAC g 2 g
o - =] ! <
FA ‘ 5 <
Active (0) FAMILY ControlLogix £ - £
£ 2 = =
. - [e] =} = [}
VENDOR Rockwell v > n o
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LASTSEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
FIRST SEE -54: . Communication Module Details
Network Map RST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
nic1 (Local) RISK SCORE
Sources Controller / TYPE Communication Module

[RARSNT-E E DFM] R—V IR OFMBEHRARTINET .

i3>  EREA

M= BHI/NTa—LA)L KRB B IPGEDE EDFEHINEENET .

— A% DFIVEE . J7—LI9TT7/IN—230, TINRBAT, I\ TL— S . AOU&E
EREDFEMINE ENFET.

1IN T INVITU—2 DI FT40IEA—NRRENFET . 1\WITL—2Ea—DT/INM(RBEY
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L—> 3 BE [BIEEDI—IDFEM] FTE[RARSINI=T/INAR] ZTHRRRTINFET.

IEC 61850

7w 78—k &t 1= Substation Configuration Description (SCD) 774 JUZE DLVT. OT Security [F&!
& Avt—I Bk (MMS) LIR—k DURNEEBLES . ChoDLAR—k I EEMEERBOBEIZD
WTERBAL TLVET . OT Security (&, SCD 771 JLE% E T sl SN TULVEWLWTOERZI R EH T4&. T
T—AvE—C%RRLET . SCD I7/IILD7 YT O—F OF#ITDLTIE, SCD I7/IILES B LTS
Ly,

IEC 61850 R—JIF o€ R 55 ik
1. [AURVR)]| > [TRTODEE] ITRRELET .
[T RTOEE] R—UHRFRENET.
2. IEC61850 R E£R R AN R DB EF-FLEEHRERRLTRIRLET.
& DR MR—SHE R ShET.

3. EAlDFES—32/3—T. [IEC61850] &R LET .
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&R SN [IEC 61850] R—T (&, R DFMAE FATLET.

.| @ EN100_E+ IED_Indeg

ED
P MAC Vendor Last Seen State
) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown
Details
106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details
Code Revision
IP Trail
AddFiter Search 0
Attack Vectors e .
Open Ports
P 108MMSReports  GroupBy - & O
¥ Vulnerabilities Report 1D Report Name Dataset Name Client Name Substation Project
Active (13) IED_Indegy2PROT/LLNOSRPSurchZ01 urchA TEST HMI_M Substation Station Indegy ]
Fixed (0) IED_Indegy2PROT/LLNOSRP$urcbCO1 urebC TEST Client Substation Station Indegy
Events IED_Indegy2MEAS/LLNOS$RP$urcbJO1 urebJ Not defined Substation Station Indegy
Network Map IED_Indegy2PROT/PDIF28RPSurcbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RPSurchbB01 rcbB Not defined Substation Station Inde
Related Assets B a SRESU b " Y : fonindegy
IED_Indegy2CTRL/LLNO$RP$urcbAO1 urchA Not defined Substation Station Indegy
|IEC 81850
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
Sources
IED_Indegqy2CTRL/QOCSWITSRP$urcbB0O1 urcbB Not defined Substation Station Indegy

Li—hk LiRk—h D— & D Al F &L TH EE 95 MMS LR—F ID.
ID

LK—h  Li—h O— B OB F LL TR BT MMS Lif—H 4 .

T3ty  LR—MIEFENETERAUEDTI—TEEETSH. MMS LiR—k 2D
2 nf=T—3t vk DL 7.

D247 LR—bEYTRI)TavB R LTRIETEIIAMT7UNTIVr—avF =gy
E2 AT LDAR -

EERR MMS LiR—kZ&E K95 IED (Ao TV BF T/ MM R) HERE SN TS

ZER.
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Javzy LR—hEZOREIR—RUN B TS, BIEML IEC 61850 TOP k&
k FIES AT LERE -

4. OT Security WEH LB EBEROFMER R IIHE AXA—V L BIZHLITT—AvE—D T,
[BEf D5 O—R] #9)wILET .
OT Security (5% #i% CSV 2 KX THooA—KLFET .

FE IS AUvE—CR DO MMS LiR—k O34 E OF E [SBE A ShET A Fovn—kshi-
CSV 7/ JUZ(TFT RTDE E DeF M AE FENFS .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details

J—R

BEDNV—ARR=DIZE. BT 3M7. R EREISRESh-RHREGE. EEDY—RIEET
BIRTDERDPIR TREINFET . BEDY—RIE [AVRUR)] > [TRTDEE|R—PD[V—A]FIT
PR BIENTEET.

[V =R R=DIT7 IR DA &
1. MRV > [TRTDEE]T—IIVT. BEZVIVILTEEDFMA—CEREET .
BEEDHEMA—UHARTEINETS .

2. EIOFES—avRAUT[V—R]&EI)VILET .
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[V—R] "= DR REINET .

e |Rouge - F— = »

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmware
20.055
Detailt
Code R
Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail
nicl Local 5 C Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local NOV 11, 2024 08:32:56 AM NOV 11, 2024 08:55:07 AM
Open Ports

¥ Vulnerabilities
Active (3)
Fixed (0)

Events

Network Map

Related Assets

Sources

[V—R] R=U R DF M EEBITRREINFT .

it 45 &t BA

£ Al Y —RADA Bl (Bl : O—hHJILY—RD1G & [E nic 1 £=[X nic 2. V=RV H—DiH &
[T H—%).

BT Y —ARDEAAT (A—HIVICP =&t v—)

wmES Y—REEZTRETETDHIPTFRLR,
ni=IP

WES Y—REEEZRETETAHMAC PRLR, o Y—hE EEZB R TEHIFIER AL

hi= % & . OT Security (EMAC PR LREHRELET . B H—DHEEMISEBENTINT

MAC 1. Lo - DR FEEEH R LTS5 E . OT Security [(FEREE SN IP 7R L ADH
ERELFET

HEHR V- REEIRRICRESNEFZ

==
=
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MEH VREEIRADIHRESNFFEZL

==
=

WE L OT Security A—H—0O—)L: §IBEH | X—/\—/\(H— A FRL—F—

OT Security [&. R &8 T—R2ERIE T—IOTOTITAETAITE DT EE DI(T LA R EZEEMIIC
HWAILFET . VATLACOERENETERNEF CEPH A AEE TEVEERDONIE R IE E
B UL DD, F=E CSV I7MIVETYIO—R §HETINDOINGA—2—45 iR E TEET. BED—
R0 ER B A=k DS FT DFRBAZB N 5 &L TEFT .
UlIZKZEEFHDORE
1DONEEDNEEFMERE T DT RDIIILFT .

1. [AUARUR] T, [AvkB—5—] F=E [RsT—0EB E1Z 0 IWILET .

2. REBEEZEZRRLEY.

3. AYE—IN—D [T AV REVED)ILET .

4, FAYTHIU)ZANDS, [fRE] ZRIRLET.

[&EFMOERE] V1 FONHEETT .

5. [RA4TRYIRT, FAYTHIURN & EAA1TEERLET .

6. [& BT RYPXRIZ. OT Security Ul TE EZ# A T5ONDBREIEZA ALET

7. [ERE]RVIRIZ, VRTLIZEDTDINDEEDEREDLANIVEAALET .

8. I NTa—LANRYIRIZ, BEZATIG LIoNTa—LANIVEAALET .
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10.

11.

12.

[\ TL—U RO R (AvkB—5—/) 12 BE MM URR—ILEN TS/ \WITL—2 D4 il
EANLZFET.

[(ZHAT ] RYVRIC. BEEDGFTOHRBAZANLET . ChFEEDI(—ILLTY . T—2IF EE
T—IIWECOBEED[EEFMEEISR RSINET .

[ERBA RUORIC. BEEDHRPAZANILET . ChIFEEDTA—ILL T . T—RE. COEED
(B EFH] A—DICRTENFT

[(REFIZIIIOLET .

OT Security [Z&Y. fRE SN =F M MRTFINET .

BHDEEDRE (—HETOER) FIR

1.

2.

[ARUR] T [AvhA—5—] FE [RokT—OB E]| &0 )0ILFET .

B DR & EDEICHATFIVIRVIREEIRLET .

[—$&E 7023V AZa—E9 )L, FAYTF VRN DG [fRE] R IRLET
[—EREKIEE T, —ERE TE/N\TA—E—DBRTREINFT.

WETIENGA—B—(BAT. EXE . /IXT2—LARIL, R T—IETAUN 5. HRBE) D
HMIZHEFTVIRVIREERLETS .

EE AN T—IRTANE—RBRRETIEE . FTEEF [F4T| TIIIWA—LTHD., —§F

RETHIEEZERL LS. EHDIP PRLRZE DB E L. Rk T—owT AV D— 1

WMEICEOIENTEFHA. R EEEZFHTRETILELHYET
BINTGA—EA—FEIIGCTEELET

R REEE] —IFICADLEERE. ERSNEEEDREDABTETRNTH—/\—5
ARLET . 1\GA—E—DEDFTIIRVIRERRL . BIRABEAALGIMGEE TL. £0/3\5
A—E—DREDEIXEESNFT -

[(REF1EDIVILFET .

OT Security [Z&Y. #F LULVEE E TRUS—DMRFSNFT
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CSV m7y7n—KR (kD& E

O

HHOmE

CORETEEFHMEREIDE UITFETHRETORDYIC, csv I7MULTH ZDE EERE

TEET. COAEEFERALT. 447, &Rl EXE . N\Ta—LAL, HAR.

DeFMlEwmETSEY -

CSVTEEFHMEREIDOFIE

1.

ERBH. hRELT(—ILE

[AURUR] T [TARTODE E] [AVbA—5—] E[ED 21—, [RYkT—DE E] DT hhED

JyoLES .

. [TORR—R | REVED)VILET .

Controllers and Modules

+ AddFilter v Search... I}
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected ﬂ]
Name Type isk Score | Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il High 10.100.105.27 & Schneider

~ Backplane #103

~ Backplane #104

v Backplane #106

v Backplane #112

~ Backplane #115

~ Backplane #137

ARUN)D csv T7AIDNETIoO—R ENET

AoO—k LEzIENDI7/ U BB L TR EET .

- 267 -



O

4 & ] [ 2] L ¥ @ H I ] L3 k L] L] L] L3 a E ]

1 [ =] ot Rl Trpe LAty Cribcaldy AddmraesvVendor  Farmdly Mlociel Famwaw Wt Purder Lt Ween locstion  Axiples Decrption

2 i P A A O T O L AT HaghCrtici B L0 W0 Bockhoff L-Sasri 2 BL IS Unicewm Lewelll LLLE L LEL ]

¥ o e T AT ST SUMAATIC L 5Y HaghCrtri B3 100 10 Sevmeei. 7000 OPUA12SE.06 Pt Lewei]l  SSwaRmsd Sarrraren, SAATH 53
A g T e 0T ] iy e 30 HaghCrng 33 180 18 Hpbriain etk P[P P 1V Unioagen Liwel]  aommises T B

5 LT e e Cviroller 30 ingh iy 53 LB 1S Towas Inwinsmendy Uringwn Lewel]  Eddsiasd

L] o B B NORC 1 L) HaghLritac: 30 L8O 5 Schurepadier Mcdoon PO MO 1% Uningeam Lewel]l mierfEnd b S huragicar [lactric M
L LD D 4 AVALe bbb mo M HaghCrbers B3 L0 (K Senern. WPROTEC FLIRY Uninown Lewvell Ll Ll

& Pt MLLAO  PLE 81 HaghCeel B0 DE0 B Rohowed  Microlog IMSLENE 10D Unkscwn Lewell  aswassse Al By 1PE-L
L ] e T R T == T Haghllrtes FLAG B Emevies S5erws  30Ms BL Y Uiy Lewnd]  SEERRESE gt Traas Earitaty - 50 Pl Skl
L O S T EAC AT BT 0T T3 Commana 6] Mghtc) 33 100 18 faprspra ST-N00 OF MLLDER Uringeamn Liwdl]  EEnmmEd estiratrn LRLAT b
11} MMM i DO R DN ¥ PaghLrder, 33 LBOLJS Tenadde Undncean L] (L]

12 O s AT W well) PUT RN W PLE M HghUrBci 30 LE0L 1K Sewmera.  HFROTIC PUTERNAY GET00 Unincwn Lewell L e WPFRDTCCA [NDOD L

BN BEZEB LT RETTRE/N\SGA ISR ELTIHRETTEL/ \TA—E—(F. 24
T.RBEEXRE. /\T2—LAL. HFr. BB hDRELT(—ILE TT .

AR REDATL A EBBEETDINGA—E— (84T ERE . N\ Ta—LANEE) IZFE R
T—BREANTIREIHBYVET . ERLTATHEWNGE . IS ITIHEEFEHFINFLEA.

. T7AIE csv T7AIWAATELTRTFELET .

AR EBLIEBEEDHD AT LACEH INET . csVIZEFENTIVEWEE . FITEELT
WALMTIE. SRTFATE B INTEA. Tf-. COSF E2F AL TE EEYIBR TALIEITEEE
Ao

. RE|T.BRERE]>[RIT—IER] ITBEBLET.

[k T—UF B N—UDARTINFET .
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Network Definitions

Monitored Network Edit

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16
172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. [CSVEFERLI-EEFMOEH] £/ av T, [7YyTO—F]EIIDILET.

8. TINAARDFES—2arTaVT ST, RFLIZEDND csv T7MIVET7YTO—FLET .
BEHSNETRETR IR AVvE—CUHARTINFT.
[CSVEERLI-EEFHMOEN] /avD [&ETYITO—F B RUIRDNEHFENET .

9. 7vIO—FDHERICETAHFMEMRE I DHICL. [CSVEFERALE-EEFMOEH] riay
T, [LR—kOFoO—R ] &0 LET .

OT Security [&. YT T—hSN=E E ID E7VTT—h TR B LI=& E ID XL LT=csv 774
IWESTUO—RLET.
BEDERT

1L LDEEZEEANVNIDSIERRICTIIENTEEY . ERRILEBEE 1ORUMY)
[CRRENT . TIL—ThBIBRENET . 1L, ERTDE E DIV ERVST—ITIT1ETA
[F. BIEMERTINETS .
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ERTDEENERIX. RE]|>REKRE] > [FRTDEE]|N—UHOTEFY .

1 DU EDNEEFERTKICTTSFIE

1.

2.

[AUARUR] T [AvhB—5—] F=E [Rob T—VE E]E0)0ILET .
HIBR 95 1 DLl E D& E OB OFoyoRuIRERIRLET .
AYRE—/IN\—T. [T a3 &0 )ILET

AZa—MRIIINFET .

[(BEEZERRICTTD) EERLET.

[ERTDEE]| R—IMNKRTREINET .

(FATLav) [AAUR RVIRT, BEICETHTXRANIAVNZEBMLET .

FERAUMERE]>RRERE]> BERTDEE]N—T 0. HIFRShT-& EDVALTK
RENFT.

BERRIEVIVILFT .

OT Security [Z&Y. [AARUR Y R=DE[TII—T|R—DTEEIERRITHYET.

2 i O HORAR—k

BEFEIEEIN—"TOZHLR—EIIRR—F L THIUA—R TEET . ZOLHR— DB, BIR
H OZDM O EZE 5 ENTEEY . COLR—k% Tenable Y7h—b IZHBF LT, FMLE D T EST
STEMTEFT . TNETND=_—XIIG LT EEARUNMNSE # . FzIE Tenable Core EE A
B—DJI—ADOE M ETILTEET

& EZ W LER—k OTORR—+
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BW LR ETORR— T57 %
1. ZEROFES—S 2N —T. [AVAUR ] > [FRTOR E] OIE (BB LET .
[FNTOR ] R—UERENET

2. [TRTHDEE]T—TIT. ZWILER—F DIZHRKR—FZE DB 1 DFELIFEHDE EZTERL
9.

3. RODWLWINAIEITLET .
s 1 DNEEDGE: ALIZHD[TIVaV]> [ DIIAR—N Z0)VILFET
c BERHOEEDSS: BLIZHL[—ETIVAV] > [BEDIIRAR—F Z0)vILET .

OT Security [Z&Y. BIR LI 1 DFEITE B DE E DZ B LKR— BT ooO—REnFET . 2
LiR—bk (& tar.gz 740V T, & E OF # (& json T7MIUZE FENTLET

W LR—k DR RIIZIX. B E DL R F4LRET . OT Security D/ \—23uhE #NET .
=EZIE RDESITHYETS .

1 DNE E DB A TOTS_Rouge 3.19.15 2024-06-03T07_05_27.tar.gz
B DEE DA TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. ZWLR—bZEHME L. o120 5701 Tenable Y7R—k [CHBLEFS .

Tenable OT Security £ W L7Rk—k MI O X7R—k (Tenable Core)

r STV a—T42 5 D=8, Tenable Core A5 Tenable OT Security B & D M LR—tEFE R L
TIVAR—FFTHIENTEFT .

I8 $HARI I
s BEEETILANDDHEFTER LTSN,

W LIR—EER T DA A
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1. Tenable Core [IZAF A4 LET .

2. Kl OFES—32/\—T [Tenable OT Security] #7')v L FET .
[Tenable OT Security] R—U MR REINET .
3. [OT ]I a T [HLWOT EXaTAZ W LiR—k DIRE] E )L ET .

DARTLIZEYZ B LR—h BE RSN ET .

Tenable OT Security

Available Diagnostics

File Size

x
Stats1478722762026-02-09T11_43_00.tar.gz 104 MB

x
Stats38633062352026-02-09T11_48_16.tar.gz 104 MB

Collect New OT Security diagnostic report

[Tenable OT diagnostic report collection V]

AL
Last24 hours + Priority Only emergency + Identifier  diagnoster o -
Filters Q priority:7 identifier:diagnoster x - > Pause
February 9, 2026
3:12 pm Diagnostics file was written to 126-02-09T11_43_00.tar.gz diagnoster
3:12 P [36mINFO  [Om[09/02/2026 11:43:00.844+02:00] Diagnostics file created [36m@fTag [Om=Diagnose [36merror [Om=nil [36mflow [Om.. diagnoster
3:12 pM [36mINFO  [Om[09/02/2026 11:42:13.033+02:00] Getting container logs  [36m@fTag [Om=DiagnoseContainerLog [36mcontainer [Om="[/r.. diagnoster
vw
a »

4. Foon—KJBLHR—k DE(ZHS [FoO—R] &0 )0ILET .

Tenable Core IZ&KYLHR—k B RTLIZEHO—K EhET . Tenable Core NOYF&E L L 1=
% . TEANT /NI OT IR RENBETITH 9 HhWhdiE & AbYET .

EEDT—

W E 73 OT Security A—H—0O—)L: §IBEH \ A—/\—/\(H— A FRL—5—
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Tk T—OR DTN ZH, OT Security T2 DLL E DR ©* DEEELTR RSNBIGEEIBYET. Z
NI IO TRSTVIDBR . I—TA4V TR E . EEBROFRLEEIZKY. N TEEZEFHHN
[ZR—U TEHWIENR E TY .

&K T—ORT—2ay, Y—N\— AU B—F— L EDTIIFHR—LE T/IARIILEE . SFEIFQ
FYR D= TEIE TEDLIIHEHDIP FRLANBYFET . =l RAYF. IL—F—. T7{ ¥ —
VA—ILDRIE vk T—O A 3—D1—R1E ZoNFET . Thiold 1 DO E Ruk T—0T /1 1 2D
BRI R THAICHLIDDET . TNENDERLGLIE ELLTEHRINDIAREEELIHYFET .

ZD&IGIHEE  [BEEDI—V) AT EERALT2 ONEEEZY—UL. ERZHIRTEES. 2O
AT avIUF [ARVR ) R=DFE 1 DDE E DF M R— ST IERATEET.

l R COTIVAVETICR T ENTEFEA-

BEEI—IUITDHAE
1. ERIOFES—2avAZa—T [AVRUR)]|> [T RTOEE] DIBISFEENLET .
[TRTDEEIR—UDARTEINFET .
2. [IRTOEE]T—IILT. ROVFTIHEITLET .
s X—UIBHETINEBEEERERLET.
s BEIDEDIVILT. [BEDFMIN—CERESES
OT Security T [772av] BB MITZYVET .

3. [T ar]> Bl DEEER—V]|EIIVILET .
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Inventory =

All Assets Controllers & Modules Network Assets loT Assets

Search... 0 + Add Filter v

880 Assets Group By v &

Name View ype Risk Score Criticality P Subnets

testigy it @ PLC 62 il High I
pLC #?ql Merge with Anotherlm ol 50 4l High
Hide

RTU #1 @ RTU 59 il High

Export Diagnostics

@ PLC 59 il High

CPU A2 .

testgy <

PLC

P MAC Vendor Model Last Seen State Family Firmware
Schneider BMX P34 2020 Aug 28, 2025 09:28:24 AM  Unknown Modicon M340  3.51

Export Diagnostics

Details
Overview Backplane View
Code Revision
NAME testi
& Backplane #7 |:|
IP Trall DESCRIPTION CPU 0 L 2
Attack Vectors PURDUE LEVEL Level 1 () ) @ ©
B =
Open Ports STATE Unknown 2 S
o
< 5]
I : - 4
v Vulnerabilities ADDITIONAL IP ? E 3 >
¢ S g z
Active (30) ADDITIONAL MAC
Fixed(0) FAMILY Madicon M340 No card selected...
VENDOR Schneider
Events
MODEL NAME BMX P34 2020
Network Map
LAST SEEN 09:28:24 AM - Aug 28, 2025
Related Assets
FIRST SEEN 03:03:32 PM - Aug 27, 2025

[BEDOY—2 | V—RE E ORIR] \RILDRRENFT .
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Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. J—REEE TN TFEIIBREBELET .
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5. 3—INEBEELI—VIDH/REEEERLES.

6. (ATLaV) [BHEIFRE T5H5HE THREFINITT—F B FovIRwIRERIRTLHE B E
BHRLTI—UTEES.

7. [R—ULTHIR] Z7)vILES .

OT Security T/ —RE EMHIFRSN. TORM LR B BRIV INEEITR—USnFT .

BEEZEZN—UIDEEEDHL

BET—CTOERTIE, VATLE2ADTHADESHEHTFLAELNS. 2 DDEEE 1 DDIVTA
TAIHEELET .

COBREIZIE. ROEGERELAEENETT.

s BEIJONTADHE: EENT—USNDE, ZOTONTAETRTAR—L 3V B EITN—3N
F9. ALTONTAIZH L THE A DEEDENELGDIFE . DRATLIIEEIERL DAN=X L%
FRALT. ELoDEZRIFTINERELEFT . ChizkY. 7—USh-BEICRVEE T T
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@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

HITHME T §51=UZ. OT Security [TFT LWVT—RIZRE DNVTEDE E DVATLT—REEHLE
ER

e 55 1%

-281-



O
OT Security [&. FYr T—ODE E I B E5 ZDIFIFEIAMTOBRBEH A LET . FHLULVHESS
IR T AEMAFE RSN T/NTIWIR AU T— NS5 E. Tenable JH—FRAyII%
Tenable Nessus hZDHfs 55 14 ZH H TEAK3(TT0T S LEERRLET .

hoDTOTS L& TS5 12 [Eh. Tenable Nessus Attack Scripting Language (NASL) &LY5
Tenable Nessus & B DRYYT+ § B TRl SN TLVES . TS5 /0. CVE. BLUFRYE T—UDE
EICHEEE R8I HIMDE B (G VAR —TAU TV AT LA fEBATONLOER . i
B/RA—ToR—bGE) ERELET

TI2TAUNTE B HERER. —BRHWGEELE OEINIMAT, X7/ EHF 7E LELDE
EBEIH57INTVALINEFENTUVET.

T554 9k DT7YTT—R ZDWTIE. BB T 25 B LTEEL.

ife 38 1% DR =

HE 4 OT Security 1—H—0O—)L: B E | R—/\—/\(H—, XTI —Dv—. EXa)T47F
DAK | AR FRL—2—, R AIRYVEF

[BE 55 1] R—IZIE. Tenable 755/ UIC&->TIR SN, Rk J—0EE E ISR E X R IZLTLNST
RTOME B HE DIRR R R SNET

RRSINDINER DU BEEZRETHET. RRBEEHRIVAATEET . hRAZITA XKL BE DER
BIZDOWWTIE. EEOVY —IILDA—H—A3—DJ1—RE R HS B L TEELN,

(=232 319 OH) ERIDFET—2avnN—I2H5 [TUT1TEEE %] LB ESh M5B 1] OF
TLoavEERTHE RBROMBELEEEFHDRBEEEZEINENR R TEET .

l JEE: OT Security TIX BESNI-RESE M BIRINITZEHET 1 FRARFSAEFS.

- 282 -



= Otenable ot security | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview
T o Plugin set N v _
Vulnerabilities SEEIC 2 202410280920 &
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> iZ Inventory Name Severity + VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 o] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 o] Tenable.ot 500084 Tol «
Compliance o
Rockwell Automation Logix5000 Progra. .. Critical 6.5 2 0 Tenable.ot 500092 Tot :
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
2 Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 o] Tenable.ot 500125 Tol
> 2. Groups
Rockwell Micrologix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
& B
> @& Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 Q Tenable.ot 500170 Tot
Rockwell Automation CompactLogix 537, Critical 59 3 0 Tenable.ot 500201 Tol
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TS5540H A
| EE IRTODTISTAVTISTAUE WSS hITTIEHYELA-

Tenable Nessus TS5 142 DTS55 14 H 1 DI

MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213) -

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Last Hit Date . Type Risk Score Criticality P Category v
Affected Assets

Jul 10, 2023 09:52:26 PM engineerings.. [l Medium (Direct) .. Network Assets R

Tems.
WIN-180FIPB12HM (Direct)  Engineering Station [l Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\VBA\WBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security 75512 DTS5 42 H -1 0l

- 287 -



Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595)

501226

Last Hit Date +

Jul 18, 2023 07:05:36 PM
Jul 18, 2023 07:05:36 PM

Jul 18, 2023 07:05:35 PM

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module - Jul 18,2023 07:10:14 PM

Port: 0 / tep Source: : Tot Hit date: 07:05:36 PM - Jul 18, 2023
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

Configure Settings x

@ Vulnerabilities 4O Policy Violations
Search... o) Status  Active, Resurfaced v~ X Severity Low, Medium, High+1 ~ X + AddFilter ¥ Remove All Filters
1080 Vulnerability Findings Group By v & m
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 ® Critical Siemens SCALANCE, RUGGEDCOM, SI... TCP 0 '
CP-420FAB ® Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... ~ TCP 0
ML1100 o Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation products using G... TCP 0
Findings
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
¥ Vulnerabilities £ Policy Violations
N] Search... 0 Status  Active, Resurfaced v = x Severity Low, Medium, High+1 v x
+ AddFilter ¥ Remove AllFilters  Save Filter
40989 Vulnerability Findings Group By v & O
Affected Asset P Severity 1 Plugin Name Protocol Port
 Critical A TCP 0
 Critical 3. TCP 0
® Critical ). TCP 0
® Critical 3. TCP 0
RTU #2 » Critical TCcP 0
RTU #1 # Critical TCP 0

RHEER] ORITIL. ROFEHLEENTOET .
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o o @ Vulnerability Medium @ Active
Findings
Recursive DNS Server Detection
@  Youcan enable automatic cloud updates for the Nessus Plugin Set T Z Port 53/UDP

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

Plugin Uutpul Copy to clipboard (&
Search... 0 Status  Active, Resurfac
02:42:57 PM - Jun 10, 2025
Severity Low, Medium, High+1 v X + AddFilter > Remove All Filt
13 Vulnerability Findings ~ Group By Vulnerability Details
Affected Asset P Severity 1
Overview
Medium
SEVERITY Medium
Medium
AFFECTED ASSETS 1
Medium

Medium Plugin details

e PLUGIN SOURCE NNM

peditm PLUGIN ID 0

e e s
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

O Vulnerabilities O Policy Violations

Configure Settings

FullEvent Log (4

Search... 0 status  Active, Resurfaced v = X + AddFilter ¥ Remove All Filters

58 Policy Violation Findings Actions GroupBy [
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® Medium Unauthorized Conversati...  Eng. Station #1 |
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #101
Active & hMardinm Unauthorized Conversati Ena_Station #1

Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

¥ Vulnerabilities £ Policy Violations

Configure Settings X

Search... jol Status ~ Active, Resurfaced v X + Add Filter ~ Remove All Filters Save Filter
4029 Policy Violation Findings Group By v [E31i] Full EventLog (£
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® High Change in Firmware Ver... '
Active ® High Rockwell PLC Stop
Active ® High Rockwell PLC Stop
Active ® High Change in Firmware Ver...
Active ® High Intrusion Detection
Active ® High Change in Firmware Ver...
Active ® Medium Failed Unsecured FTP lo...
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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= Otenable o1 security ‘

®
08:25AM  Monday, Nov 11,2024 @ =
88 Overview
All Events Search... fo) Resolve All =
~ [ Events
Status LogID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resal... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol... 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload .
Py
i)
SCADA Events Not resol... 63024 08:21:50 AM * Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload =
aa
Not resol... 63021 08:20:41 AM * Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload

@ Policies tems: 63026
+ = Inventory Event 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code Upload Low  Not resolved
All Assets Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME
Controllers and Modules Why is this Suggested
s SOURCE IP ADDRESS important? Mitigation
Network Assets ource
5 DESTINATION NAME The system has detected an 1) Check whether the upload
estination upload of the controller code was done as part of scheduled
loT P P:
DESTINATION 12 ADDRESS that was done via the network. maintenance work and verify
" When not part of regular that the source of the
¥. Network Map Policy DESTINATION MAC ADDRESS operations, a code upload can operation is approved to
PROTOCOL P (TcP) be used to gather |nf0rrpat|0n perform this operation.
Status on the controller behavior as

> @ Risks

part of reconnaissance activity.

2) If this was not part of a

DATLTRELIZTARTDARNUED, [TRTDARUA] R=TVITRREINFET . AU D E DHT
Uk AN B E AL SCADA ARUL vk T—0F Bl FUk T—IARUE DB ARV HTIID
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All Events Search... Jol Resolve All B O
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
o Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection |
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload MUALU.DILINSEYIULE 10 102000
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi... ., L,
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -
tems: 63027 Selected Items: 1 Deselect all
Event 62952 07:48:59 AM - Nov 11, 2024 ARP Scan Not resolved
Details ARP scans are used to map devices in a local network
Affected Assets SOURCE NAME OT Server #5
Why is this Suggested
. SOURCE MAC ADDRESS important? Mitigation
Policy
PROTOCOL ARP ARP scans can be used for Check the source asset to
Scanned Addresses network mapping. It is determine whether itis
important to know what assets expected to be generating ARP
Status are mapping the network and scans for monitoring purposes.
to verify that such mapping is If not, contact the source asset
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Nessus 7591 Ax v ld. CIDR &IP PRLADYAF THE Sh-E EIx LTS591>0D1—F—
FEEVANEEITTES E’ Nessus AXvU R EILET .
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O

OT Security [&. § £ M7= CIDR W DI & I 5E E [T L TRFvE#ETLES . 7z7ZL. OT 7/«
RE{R & T B1=6IZ. OT Security [34% F DEEF (PLC LL4}V) THER Shizwwk T—0& E DHER
FrLET . OT Security [£. RFVYUNSIVRRAUNIA(TDE EZBRHNLET .

OT Security 4.1 A& TlE L T DA T ao#F AL THLWAF VYO EER TEET .

BEMLETANEET TS - OA T3 TIE. Nessus (TS5 105 E THEME ATV EE
TTEFT . INIZKY. REU(THDDEE I AR KRBT BETE ABYET A JAR 70 IL0AY
Ar—ILENTULVS Python SAT5E. KYHMGIERZX R ITHDIRIBET.

BV RMEDOWLIE - ZOATavIickl, RAvUISHEEE M (TR 58 M OF MIFHREIRE T
EFLH&INHBYFET . COBHREFERALTRFVYR BB R DO STIN a—TAUTETITENTE
F9 . F=. ZOF T avIzkY. Attack Path Analysis & Nessus R gt T—4%E A TEF
ER

FIs D=8 4 LTk (B AL) — RR+ DDt & #H 15 9 5F T Nessus HMF# LA (Th (%
BV KR . B RARRN TREYUL TSI & (L. 3 FIE 0T 2emTEET . TI4LE
(X 15%# TY.

RAL B1=YDEx K B B Fuo3 — Nessus H7 KA 2R LTEIT T ELIHLEFVIDRE K
. TIHDFoE L2 TT.

AXvo =Y Dix K FE B RA # — Nessus HE] B [CRF YU TEBRAN DR K# . T4k
DRAF#(E 10 T .

78 5E AF+v> D Nessus A AF (21X R DFMHE FTNFET

o XEDEFEGZAEYY

Bx & DAX A E e

X % DIE & 7438 5 A¥vy
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= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPT5DGAOH « M

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025

Nessus RFEv NE$R (IR D &R I HET .
s FMFAEELRTMDE EXIBIETS.
s BEEMNDIHARATVYUEFERIERAF VYU DELLDX R ITTE>TLNAOLIEIRIE TS,

o RX VLB BRI T AINRAN TI3I0TAREETT 5. 1zEAIL. Windows. Linux #EfTL
TWBIT 24T DE B (T3t L CHEFE M4 5Tl R X v 2R 1T TEET . BRI FHROE EITHHDHS
T AXYUITHE B DEDIE E DT AV H—IIANRN B E44 £ Dl 5 T B ShTLVShEEE
i 5DIZILEET .
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OT Security M Nessus X+ (. Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management ME K bk J—IXF v R LR —ER EZE A LET . M — DE LK. OT Security
DINTH—IVAFTL 3o TT . LLTF . OT Security M Nessus REXv>D/INTA—IVAA T3V TH .
NEDATLavE. [AURUR)] > [TRTDE E] R—UHDIE B 5 [Nessus A RFvr ] 1IZHE
RAsnZxEd.

s RIRFICTFFAETHKRAN 5@ (&xK)
o RRAFHI-YDRERIBFFVI 2 H (xX)

o Pk D=5 HABRYDRA LTI 157

;¥ & : Tenable Nessus [&. ITIBE CHRBEICH{ETHE AR Y—)LTT . Tenable Tlk. BHE DOEI{EIZ
F 9 Bu getE A DT-6. OT T/31 XA TO Tenable Nessus OfF A IETHBEI HLEH A

EED1DONDE EIZNessus E AR XXV 2E 179556 (X EEREFE D Tenable Nessus ¥
DEITES BLTEEL,

Nessus 7551 XX DE /Bl

Nessus TS5 12 A¥v> D B F JIE

1. [7OT479TU]> [VTVEE] B ELFET .
[FOTATOTVE B R—UDARTENFET .

2. [TRRE]> [TOT4T0T) I ELET.
[7OTATOTVE B R—UDRRINFET .

3. [Nessus RFxv) 270 ILET
[Nessus RFv] R—=UMKRREINET .

4. BLEDREXYVEER]IEDIVILET .

[Nessus T2 A UAN RExv2 DIE ] 71 SRILDR RENFET .
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Create Nessus Plugin List Scan

®

IP Ranges Plugins

Nessus plugin list scan runs a user-defined list of plugins
o only on network assets within the specified IP ranges
(CIDRs).

MAME *

IP RANGES ¥

CREDENTIALS
Mate: if many credentials are defined in this site, the first
option isn't recommended, as it might prolong the scan or
cause other issues
© Try All Available Credentials.
Do Not Use Credentials

Use Only Specific Credentials

() FERFORM THORDUGHTESTS (D

(P HiGH VEREDSITY PROCESSING (1)

NETWORK TIMEOUT {IM SECONDS) *3

|_ 15

* 0
MAX SIMULTANEDUS CHECKS PER HOST

|'2

MAX SIMULTANEDUS HOSTS PER SCAN * ®

|1o

Cancel
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EEE B IFF LU Nessus RX YU EE LT B=0DTIAHINEZRLTWES . TIHILNMET
AXvHEERTITEHEE . ARV UIEENLURI DRAF VU LEILER E TEITSINET .

5. [&HI] Ry RIZNessus RX ¥ DL EIEA ALFET .
6. [IP & B ] RyoRIZ. IP =% CIDR Q#EEA 1 LET.
. ROWTNDDATL 358 IR LT, Nessus AX YU DRFIFEHRZENYY TET .

c BRIEREEALLGV - FRERFVUERTIHEE . COATLavEERLET .

EVh BB OB EFHORIAE R MIDLIGE . CNERRTHERT YR G DA HE
DB DT CDFTLavERFYTL TS,

° *IJ FH EI E?”\'C(Dm. = 'lﬁ $& %ntj— X#"V/-C*IJ FH _.I- &j—/\—co)nu nj.E |ﬁ *& én-\: j-iﬁ
Bl COATLaVEERLET .

* BFEDRLFHROAZERTD

[fﬁm DFEMEHRDAZFERATH) ZBRLIZZEE ICP TERINTLST AT
nL. r.|.|.—|: IFI %E ODUXI“ fJ‘bZ\%Euu n.|.—|2 Iﬁ $E€L ?R in_d—

8. (AFLav) (BEMLETAN FIIVEDJVILT. FEMAXv 2B/ ILETS.

FE[REMNGTAN AT2avlE REvU B SNRGDABEE DHEITZTIUNE FnE
FH. JAR T7A LAV AR —)ILENTLVS Python S4T30 E. kY #7515 # % Nessus X
XYUDERTEIDIEZILLET .

9. (AT av) [KUBWLWREME]MIWES)VILTRE Y 2B L. IE 55 1% (CR8 9538 N DFF
HMERHELES.

FEIEVEVWRREHIZEMITTEILKY. AFvU(IHE5E5 14 (2R 9758 N DFMIEHRZR
HLFET. NE AFVUREBER DN STV a—TAU IR I THIENTEFT . Ffz. 2OF
T avIzkY. Attack Path Analysis (& Nessus Ry 4E #t T—42% 8 A T=FET.
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10. [Yk T—93 4 LTk (B B AL RV AT, RRAR HSDIG & 1S §5FE T Nessus HiiFHEL
HEINIEESEWNVGERKEBERBZEA ILET . BRARRXN TREYULTWVSGE S (L. B EFE T
EMNTEET . TIAI DEIALTINE 15 TY .

11. [RRk HzYDix K B B Foyo$] (2. Nessus H7RRAN T3t LTE T T8 EHHEHFTvIDEx
RBEANLES . TIANUSDFTIIE2 TS,

12. [R¥voHi=Y Dix K FE B RRN $] RvI X T, Nessus 3] B (R TESHRRAN DR K %
AALFET . TIAIL DFRASE X 10 TT .

13. [RAN &)V ILET .
[T2TA4N RAVDRTENFET .
SEE: OT Security (EZDT/N\ARICEH DTZT10DHEIRN R RLET . FILWITST152F

(TER BIZIE. SA U ADE T DIREE THADLELAHYET . S/ REFEBHITHICE. AR
NE %5 B LTSN,

14, [TS59420772)—8 15T W BRTSTA 773 )—EB IR L TRIYUICEHFET . B E IS
CT. BRIDFH TE ©« DFSTA>DF oy IRVIREFIITLET .

https://jp.tenable.com/plugins/nessus/families %2 B8 L TLI=&LY,

| ;¥ & : Tenable Nessus 755142773 —DF M IO Tl

15. [(REF1ZEDVIVILFET .

#H LU Nessus A& h [Nessus AEyU] R—UIZR RTanET.

B B 7 @ Tenable Nessus R %k & £1=(3HI bR 37521, ZDRFV2 28 )00 . [k
R FI[HIBR] ZEIRLETS.

Nessus 7551 AXvo DE 1T

Nessus 7554 AxvDE 1T F IE
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1. [Nessus RFrU]| R—U T, ROVWVTHHEERITLET

b

o AFN TR V)L [SICET]IZERLET.
o BT TAHIRXVYUEREIRL. [TV ]>[§I<CETIEVIVILET.
[Nessus R&xv2 D&EFR] FAT7AT DR RINET .

2. AFXUIZ0T T/ ADE FENTULVEWZENDOLIOTULVSE & &, [COFFEHE 1T I B Z20)vIL
7.

SA4 7O HE L. OT Security BARF ¥R TELET

3. RAFxYUERTIBICE. 25— ERXVATEEVIVIL. [SICETIEERLES.
[Nessus RV DE R FAT7AIHB URKTINET .

4. [COFEFRT IR EVIVILET

OT Security BR¥FvLEETLET . BEDRT—HRITE LT, REvLE—BEIL/BE. &
IE | FIEER G T TEET .

OTD R¥v> DE B

W E 47 OT Security 1—H—0O—)L: EH &

OT Discovery (OTD) RF+v> o HF—RZF AL T, AT5AV AT D— EDRF VYU REE &H TS
F9 . OTD RF¥rURE TIE. BIFEHR . ATV 1—)L. §IREE. RAVYUDRITHENEZINE
ER

R—2TJNRE I - b AX v TOTD RV BR EEFE R TH5 K (CDLWTIE. R—2T)LOT I—
Db FFER LRI ES B LTS,

55 P — R & LT OTD RV & KT 57 &
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1. [T—2REK]> [7IT470T) ITBBLET .
[FOTA4TOTVE B | R—UHRRINET .

2. [I—=D ok RENU)RATED)VILET
[OTD RFrU] R—U MR RINFET .

3. [OTD R&vo DERR] 0 )L FET .

[OTD Z¥Ev>DE F] /SR ILIE T SNET .
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Create OTD Scan X

NAME

‘ scan2_floorz ‘

DESCRIPTION

Floor 2 scan

Credentials

SNMP V1+V2 = w

Monitored Networks

192.168.0.016 = ~

* Network Areas

Sensor #1 (Sensor) ® floord =

OTAgent #1 (Agent) =

@ cnaBLESCHEDULE

REPEATS EVERY *
‘ 4 | Weeks “

Cancel Save

4. [BRET] RYIRIZRFNY>D—E DRI EA D LET .
5. [REA] RYIRIZ. AFYo DX AR FIEFMIFEHRZEA ALET

6. [FREE®]FAVTFIIURVIRT, YRR Do BRI ERERIRLES.
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10.

11.

L (#ATLav) B L DOFIRDEM] EV)VIL T AV UICHIBRZE A LET . 5L, HIR DE

zES LTSN,

[E=R)U 5% & 2k T—9] KOYTEIURY IR T, AFvo DY IRvh % 1 DL EEIR TS
M CIDREHEZAALZET.

EERI[EERIIITR BRI T R—OTHIRVNEZRIICA L TH2EE.CIDREEFA B
LTZDI—IF N TEESIRIEERTEHELTEET .
[ D—HT 7] K OyTEHURYI R T, 1 DL L DRvs J—HT )7 RIRLET

FEE [T T| R—=UTHRINT—IITYTEBRIICA DT 52EE. Rk T—OT)T7 D
LWERIZAALTIDI—ILNATEERIINT—IITT7EERTHELTEET .

BN I—VIVbDEE I A7V a— IV EERLEFT
a. [R72a—ILDBEMILINITNED)ILETS .

b. [{YRLMER]FOYIF I RV AT, SHEEOMRES . K. B . BOLThADE I
THEELFEY .

c. [BR]tYLavT. AxvUEEITIHEETERLET.

d. [BZI] FOYTAEIURYIRT, RV EEIT IR EEIRLET .
[REF]ZVIVILET .
OT Security IZ&Y OTD RFv &R EAMREFEINET .
RDF &

HR"—RTILOT I—U b EFE A LRy

T—H)—A

OT Security D [T—2Y—X] o2 avZlE. RDFFER—IHE ENET .
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O
s TUH—— Y —ERTBIVEEL. BE L HY—ORTILT VI IR & B E-IFA IR
L. oY —I&oTEITSNETITATVTVERELFET . o Y—ZS B L TZELN.

o I—Ux bk —OT I—U b EHERL T, B Y—ZF A AR —ILTELWVE—F D Windows <2
VEAXvOLET . OTI—U b S B LTS,

o loTaARIE —FTARTOEER R E/DAE3—2Uk (I0T) TINMREENENDT I )r— 3>
H—N\—ZTEVTLET . loT ARI4DNE B S B L TEEL.

* PCAP JL—Y—- R g SNI=Rvk D—IT7IT1ET1ZE L PCAP 7 )VET7YTA—K L. Th
% OT Security TTE 4 |L. T—2%& AT LIZHR AFRAOTENTEET . PCAP JL—Y—%5 &
LTS,

s FHTVIR—F

s CSVEFERL-EE#FMOEH —CSVTUIL—+2ERLTEEDEREEHLE
J.[CSVEFERLEEEFMOEN] 25 BL TSN,

o FENKDEEMDEM -CSVTUIL—+2FERALT. EEVAMIFLWEEZEMLE
T [FEICKDEEDENM]ES B LTS,

e SCD 774 JL— Substation Configuration Description (SCD) 774 JL%& OT Security [Z7v7
A—FLT. EEITXIHRI R 1. IEC61850 % E - HEVDIRE IR T 52X )71
YA ZEFLET . SCD I71IVES BB L TSN,

* Rockwell 7O x4k 774 )L -Rockwell .L5X IJ7AIETYITO—KFBHLET. BEZE
BL. EEDFEMETESE. IT7FX VIR E O0 17 4 A% IR S i-IR & T& E ff OB
ZERETEET. Rockwell 7O 5k 71 )LES BB L TLEEELY,

-

Tenable Core A—H—AA—DJ1—REFE R L TR H—ERTILTTBE. [TOLaV] A=Za—THRE
BERE. — B {Z LA HIBRMAEZERALT. HILLWRTULIERBLIZY. to 2R TELUVE
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B L 1=YT BT ENTEET . [LF—DRFUT TR DE BRE] FFILEEALT, £ —<7
UL PHTR DB BRBEE S HILE TEET

FEE N30 2214 KYLFTDEUH—FET UL, ICP £ H—R—D[CR R ENFFA. 112L. ThE
THEYKRZBIEE—F THEATEETS

SFEEICP ERTYITED L H—OHITHI R (THYVFERAD, TTSA TR EIZE & SPAN
(Switched Port Analyzer) k 574972 [CE R AHYFET . 1zLZ(E 10 DEH—FN TN T 10 ~
20Mbps i £ TEAE TEFI M. b FIT400L K TICP OFIRZ## 2 TF G YFEEA. FE#IZDOLNT
[%. Tenable Core + OT Security A—H—HARK D L AT LE B ESA BV RAE | ES B LTS,

T —DXR R

W E 47 OT Security 1—H—0O—)L: B E . R—/8\—/\(H—, XTI —Dv—. vXa)T47F
Y& AR ARL—2—, T HIYE FH

[ —] T—T UL S RTFLRA D/IN—23 2.214 LB DT RTOEUH—DYAR AR RENET
TR DHRIIAXF EITONTIE. BBV —IILDA——A U 3—DJ1—RB FFS B LTSN,

There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page

= Otenable ot security (B 12:16 PM - Thursday, Jul 17, 2025 & Mr.Admin v

& overview Data Sources

& Inventory
Sensors Agents 1T Connec tors PCAP Player Manual Uploads

> L) Risks

> £ Events

> @ Network

¥ “8 Data Collection

Policies
ssssss Actlve Queries Actlve Query Networks. Name Last Update

Active Queries
@ Paused Disabled Sensor # 12:15:58 PM - Jul 17, 2025 43.53 Oracle

5
@

Data Sources

> @ Settings

[EoH—] T—DIUZE. ROFEMAE FNTOET .
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TOT479
T
TOT479
T3k
J—

£ |l

B B HT
H

oY —i#
Al F

N—3Y

oY —DIPv4 PRL X,

TP —DAT—ER: [ FE A [EFH (RBEL)]. [KERFB]. [VIE]. F7-
F[—BEL].

EE: RVLIHET THE. TRTOEA—DRT—RAN [~ B 1k ] LR R &
nEy.

o |:|.|.TZ éhf_t/ﬁ_O)XT_axj‘C_jr E -d—%)' (j: fk 0)%:— "[E % L\-i-d—o
OT Security TEHY—%2H V0L . AT—5R% [— B {E 1E] HhS [k
BAHINIEBLTTIT4IIZLET

e RMASINTIVENWEY—DRT—EREZEE I BHI2E. ROFIEZEITULVE
ERE
Tenable Core + OT Security 29— T. [OT Security > H9—] > [X71)
VOB B avITBEIL. [T E DB R 0y L T [HEHR R
T—RREEELFS .

TN —DTITATOTEEHEE: AR EBH . ZELL.

T H—HE|YH TON TS RYs T—otT AN,

AT LA D H—DE I

TR HRARRICEH SNA K.

UUID (Sensor Universal Unique Identifier). €>42—%vk £ DA TP o Ff=lET

TAT1E— B A I 5=-OIF A IS 128 Evk DIE .

o H—n/N—3,
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Z2IL—Ty o H—E N L TR )= 5EN TS T—4E DA EE (KB/ #).
~
ZIETHEH—RTFYLTYHGIRNEFFH TH R

S E 7T OT Security 1—H—0O—)L: EHEE

[EoH—DRTIVT)IIZAN DB B AR R EIADINVEZONTIVGE S RIETHE R
TIVIVITAEF B TR B LGVEE B ITEKESNFLEA.

T —ARTIVGVITIANEF B} TERRETIA
1. [T—53RE]> [T—EY—R] R—U T, [t 9] 2TEIIWILET.
[EoH—] R—UHARRENET.
2. AT—RAM[ERBFL] DT—TILHDITEIIVILETS .
3. [7U2av]> [ERBIEVIITHEM BV AZa—his [E B ERIRLET

Sensor pairing requests are pending approval View Requests

= Otenable oTsecurity | 11:50AM  Tuesday, Nov5,2024 ® & Mr.Admin

88 Overview

sensors Search. 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates (53
> O Events ) ) Approve
P Status Active Que... Active Query Networks Name .ast Update +
O3 Policies Delet
{» Connected Disabled Sensor #90 11:49:52 AM - Nov 5, 2024

> 32 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> © Network

ulnesa

> & Groups

v & Local Settings

TR Y —ZRIRIBE S (X [T aV] > [HIBR] 200009 50 B V)vILTHIBR] 2%
RLFET

TOTA4TOT)DERTE
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W E 72 OT Security 1—H—0O—)L: EEE

TUH—ARI TR TR SNDEE BIVE TONTLSRYN D=0 T AV TTITAT VT VEET
FBLINEUH—FERTE TEFET . VTUTDRIN D=V T AV EIRE T OV EABHYET .

TR EUY—(F COREICE R FATRLEITASNTORIT AT/ TRk TR HEET
LFET.

TOTATIOIVEHRE T DA E
1. [T—3RE]> [T—E2YV—R] R—D T, [BoY12TEIIILETS.
[LoP—] R—UHARTIEINFT .
2. RT—RAN R FEH] OT—T IR DITEIIVILET .
3. [7OLav>[wmEIEI)IVITEMN BEVIILTHRE]| EERLET.

[LoH—DRE] 1\ RILDRRENFT .

Edit Sensor

HAKL

Test3

Acthve Query Networks
ONE CIDR PER LINE

D Sensor active queries
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4. EUHY—DRAZEE T BHICE [BET RYIRADTHRAERELEFT -

5. [79T47 9Tyt DJ—9] Ry AT, CIDRREEFEALTE ¥ DT TEHIRUsT—H%E
mL. oY —>DTFOT4TOIVEEAE TAEE RIS T—ITAVNEEMF-ITRELET

FEEVTVIE ERA R ORYs D8 H (Z& Fhb CIDR TOAE T TEET . COEVH—H
L7t RATES CIDR OAFEB M TBHEIIL T EZEN. POERATEL W CIDRZFE M T 5.
ICP H¥All D7 ik TENLDET AU EI TS B RE 1T EES - A REE ABYET .

FE EUY—DEETIRINT—ID—EBTHHEE . EETHRIINT—IDIP FELAM [T
HT4THI) Yk D—I| BRI RIZR REN. TREF A ITHE->TLET .

6. [EoH—TFOT4TOTU NI IVEDIVIL T, POTATOIVERHILET.
7. (IRE1EDIVILET.
IHRILDEALET . [ — T—IIND [TIT4TII)] FlIZ. B —m[E 5] LR TS
nEY.
Yo H—DFE &

W E 7 OT Security 1—H—0O—)L: EH &

N—232 3.16 LLE @ OT Security ZoH— (. X REZEE LTS ICP AoV Iz 7EtFal)Ta
DR FHITOISLEZ (TMYFET . B AT TSNz Y—(F B BEGZ OS LY I IIT DR Hi %
R I AHEEZICDOHALEFERALET . B DV IR VI7DE #HEF (TER DI=HITBH B DIE. OT
Security [ZF| ZF TEAHIEZITTY . OT Security D— Tk iz [ H—] R—U s, TRTOEY
Y—ZRB I TESET

;& OT Security (. — Tl SNFE FHTHIZA42 ISO ZE AL TLVET . ICP IZER Y IF5NTLVS
FTRTOEBEE SNt —%— T E#H I BIZE. ICP @D /srv/tenablecore/offlineiso/tenable-
offline-updates.iso [ZICP/ Y —HI5/42 ISOZFEE LET .

& (OT Security EM A—H—MD& %%t R ELTLVET). OT Security [£. — Ttk SNF=BE #H (A T5A
VISOZEERALTWEYT. EMZN LTICP IZRUM IToN TSI RTORIE SNt —%— Tt &
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9 BIZIE. EM @ /srv/tenablecore/offlineiso/tenable-offline-updates.iso [CEM A235
VISOFEELEY.

TH—ICEHFARELIS ST LT OB R T77—hEZ (TRYET.
o B
o EUH—LICP R DARTULIDE T B
s ERFIVY

o [E#F OER] AT aw0fE Ak

EEJENEU—EBE H T AICE. BEEC&oTEUY—% OT Security EXTV T T 20 BELNHYE
T RV T2 M & £ —DRT5%S B LTS,

ICP#FERALTCRIAF Ao Y—%/1\—2a 316 LIEICEFH I5FIE
1. [T—3IE] > [T—3Y—R]| R=U T, [ Y] 2TEI)VILFET .
[Eo ] R—UBRTSINFET
2. [\=2aV] A EFIVILT. N—2av A HEID FLEEHF AL EIEINEHEELET -
3. N—UaUDEHMBELEEE. ROVTIAEITNET .
12O0E—2EHITIEE
« BHIDEH—ZER VUL, [EFHIERRLET.

s B DL H—DEIZHAIFVIRVIREERL. [7oaV] Ama—ho [BEH]FERL
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2. [T—2xUbBTED IVILETS .

[T—C R | R=UDNR R EIN, TIAALZOT I—U ok DYRR R R EINFET .

Data Sources e

Sensors Agents loT Connectors PCAP Player Manual Uploads
o Add Fitter
3 Agents Group By [} AUTO-ARPROVE AGENT PAIRING REQUESTS (D) Auto-upDates () Generste Pairing key
IP/Host Status Last Scan Result Active Query Networks Agent Name Host Asset Scan Schedule Last Scan
@ Connected Completed 192.168.0.0/16 OTAgent #1 AgentHost Every 2 days at 01:09 PM  Feb 16, 202
© Scanning Completed 10.0.0.0/8 OTAgent #2 Every 2 days at 01:09 PM  Feb 13, 202
© Scanning Completed 10.0.0.0/8 OTAgent #3 Every 2 days at 0:09 PM  Jan 1, 2001
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11.

Generate Agent Pairing key X
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[ICP IP/fRRR] RWYRIZ. ICP D IP 7R LRE - [FHRR & EA S LET.

(AR FOYyTEOURy R T TI4)Lh D 90 B 8 DFFIZT 5. F—HEAR
P E2FECORHEIEELET.

ERBA] RUVRIZ, F—DHRBAZA ALET .
[RANZED)VILET .

OT Security ITRURTYL T F—DE K SNFT .
B REVEY UL R TF—%aE—LET .
GET1Z7)VILFET .

OT Security IZ&EYU/ARILABALFET .

Windows RRR T UICRYET .

[RF7VTH—] RyHRIZ, ICP hHaE—LF=RT7o T —ZBE YR (HET .
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ICP Pairing Configuration X

© Pair Using Pairing Key
O Pair Using Username And Password

Pair Using API Secret

PAIRING KEY

The pairing key can be generated in the ICP under Data Collection
> Data Sources > Agents

Cancel
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Sensors Agents loT Connectors PCAP Player Manual Uploads
Search... 0o + Add Filter
2 Agents GroupBy v & O AUTO-APPROVE AGENT PAIRING REQUESTS ‘) AUTO-UPDATES (’ Generate Pairing key
IP/Host Status Last Scan Result Active Query Networks Agent Name Host Asset
& Connected OTAgent #2
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Configure Agent

NAME
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Active Query Networks

Io) These are the available credentials. To define more, go to Data
Collection > Active Queries > Credentials
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* Tenable #7>A—RR—2)LS OT I—U ok DAV AN —F—F&A0O0—R LET .

R7)TEF—ZEFRHALTOT I— b EAV RN —ILTBIZIE. ROATKREEFTLET.

msiexec.exe /i "<OtAgentInstaller.msi>" /qn PAIRING_KEY="<PairingKey>"

& & D& BA
* OtAgentInstaller.msi [EARAc—I)LT7AILTT,

* PairingKey (. OT Security @ [T—32IR&E] > [T—2YV—X] > [T—V b 2T E K T5
*—TY.

51 -

msiexec.exe /i "OtAgentInstaller.msi" /gqn PAIRING_
KEY="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXOXXXXXXXXXXXX"

A—H—R ENRAT—REZFERLTOT I—S 1o b AV A—ILT BICE. ROATUREE ST
LFET.

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_USERNAME="<Username>" ICP_
PASSWORD="<Password>" ICP_FINGERPRINT="<CertFingerprint>"

% BB % BA
* OtAgentInstaller.msi [EAVRAr—I)LID7AILTT,
e IpAddress [XICP D IP 7KL ATY .
* Username [£ICP [CRJ AT B1=pD1—H—% TY .
* Password [ ICP O/ \RTJ—K TY .,

e CertFingerprint (% OT Security TE R §ALBHE TT .
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msiexec.exe /i "OtAgentInstaller.msi" /gqn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"

APl F—%FHLTAU RN —ILT BIZIE. ROATNAEETLES .

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
FINGERPRINT="<CertFingerprint>"

({£ & D/ $5A—4—) INSTALLBASE=""<FullDirPath>""
% &B (D% BA
* OtAgentInstaller.msi [EA/RAk—I)LI7AILTT .
e IpAddress [XICP D IP PRLRATT .
* APIKey X ICP M4 ff Stz APl F—TTY .,
e CertFingerprint [XICP ho& SN =SEBAZE TY .
* FullDirPath [FAURr—ILTALIRDINZATY .

1 1:

msiexec.exe /i "OtAgentInstaller.msi" /gn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="KXXXXXXXXXXXXXXXXX_
XXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX

{5 2: INSTALLBASE /\SA—43—%{F AT 5

msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="xX.XxXX.XX.XX" ICP_APIKEY=""XXXXXXXXXXXXXXX_
XXXXXXXXXXX=""TCP_FINGERPRINT="XX:XX:XX:XX: XXt XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX XX:XX:XX"
INSTALLBASE=""C:\Program Files\AAA"'

OT I—Cx ok DT7UAVAN—IVE &

msiexec.exe /x "<OtAgentInstaller.msi>" /gn
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(+) Agent Status: Idle

Control Panel
Scans
Executions
System Log
Settings

Version: 4.7.44
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= Otenable or security Managed by: 05:49AM - Friday, Jun 26,2026 [1 We are in: new area
T CO ntr0| Pa ne| ol Displayed Results: test control panel (Jun 26, 2026 09:52:04 AM) +
@ scans . ) .
Agent Status Active Scan Duration a minute Assets by Type Assets by Criticality
© Executions @ Since Jun 26, 2026 08:53:32 AN @ Completed: Jun 26, 2026 09:53:33 AM | § 1Encpoint [\ 1iow
i= systemLog X :
Next Scan Undefined 1 Discovered Assets
& Settings @ 0 Controllers

Available Scans for new area See Al Scans

Scan Name Networks Generated By Status Recurrence Credentials

test control panel admin @ Active SNMP V1+...

By aR—K (2, POTATTITDEE DRAFvUAER IR AR FNFET . BEDOTVTER VT
2avk DAL LRRVTNA LIZRRENFT

AXNUNE NG B (X, [AVk A=)k R—=DIZ, AX N T/ IVETYTO—K 3 BhH\. ICP &XR7Y)

T BEIDAT VB RRESNET

Control Panel

Welcome to Tenable OT Agent!
How would you like to proceed?

Is it a portable agent for covering remote network areas?

2. Upload Scan Files
OR

Is this agent stationed in a network for online use?

@ Online Pair with ICP

~

S aih—R
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J—hDE . BIRL-TU7ERLET

06:14 AM - Friday, Jun 26,2026 | [] We arein: new area v

olo Displayed Results: test control panel (Jun 26, 2026 09:52:04 AM) v

y Type Assets by Criticality

| I 1Endpoint | v 1Low

Ay
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[RAVU RO BNRRENFT S

= @tenable OT Security Managed by: 06:16 AM - Friday, Jun 26, 2026 [1 We are in: new area v
88 Control Panel Scans
‘-
© Executions i * haafiler ¥
i= Systemlog 1Scans erowpBy v [ [0
@ Settings Scan Name Networks Generaf ted By Status Recurrence Credentials
test control panel admin @ Active SNMP V1+V2 (Sn...
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Tenable OT T—U b IZKY [ 3V AZa—D B ITHYET .
2. [§ISETIEVIVILFET
Tenable OT I—V U MRFYUEERTLET . AT—RAN[EITH]IZEDYFET

FR AXNVUEF LT BHITUF AFVEE V)VIL TR L] Z0)ILET .

R1T
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COR—VEFERALT. BEDRAFVYUER PRATvU O EREZHERE LY. EREFVVA—FLE:
YTEFY .

[(RIT]|R—DITT7IERT DA &

-433 -



O

s EDFES—13AZa—T[ETIEIIVILET.

[(EITIN—DHRTEINET

= Otenable ot security Managed by 06:53 AM - Friday, Jun 26,2026 [1 We are in: new area v
.
88 Control Panel EXBCUUU”S
@ Scans
+ AddFilter ~
© Executions
System Log 4 Execut Group By v & O

@ Setting Time QOutcome Trigger Subnets Network Area Duration Downloads
2026-06-26T02:14'5... Success Manual new area m36s 2
2026-06-26T06:47:2... Success Manual new area m46s 0
2026-06-26T02:52:0... Success Manual new area m29s 0
2026-06-26T06:12:0... Success Manual new area m28s 0

[ET] T MUIE ROT—TILBEFENTLET .
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« ERITANETIUO—RTEREVUSEREERLET .
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[ AT LAT] R—D (2. Tenable OT T—U b D7 I TAET+ DB R 5| DL R A& TN TLVET .
AEXvUDRBESTE T  T7AIIDEIO—K | TUTDEBELE DATLE B AN EXYTFrL.
AN TEITSINET I A ETRTUBETEHIENTEET .

[ AT LA R—VITF LAY HAH E
s EDFES—23aVAZa—T [P ARTLRI ZI)VILET .

[V AT LAJI R—UDNRREINFET .

88 control Panel System Log
@ s
Search. o + Add Filter v

@ Executions

i= SystemLog 20 System Log Group By ~ (311

& Ssettings Time Event EntryID
02:10:24 PM - Jun 26, 20... Scan results downloaded — 1 execution(s), file: otd_scan_result_CB_a. System
01:49:09 PM - Jun 26, 20... Scan 'test control panel' completed (1Tm46s) System
01:47:23 PM - Jun 26, 20... Manual scan "test control panel' started — networks: System
01:13:36 PM - Jun 26, 20... Scan 'test control panel' completed (1m28s) System
01:12:09 PM - Jun 26, 20. Manual scan "test control panel' started — networks: System
12:49:41PM - Jun 26, 20... Network area switched from 'Global' to 'new area' — 1 scan(s) in scope System
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FEUIYBE ZHTENTEET .

ICP AL ZAURTIYT

Tenable OT I—U b EICP B DAV SA VR ERELET . AVTAUTRTY TSN EL ICP AY
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Settings

Managing Site: Switch Managing Site ~

If you are using this agent as a portable scanner, select the site you're currently
working under. All scan files, actions and execution data apply only to the cumrently
selected site. You can switch the managing site at any time from here.

ICP Online Pairing

Set up an online connection with the ICP. When an agent is paired online, its activity is
managed by the ICP. To regain control over it and use it offline. it is required to
disconnect it

Localization

Language English (English)

RV X—HF >TRTPI) I T BH &
1. [ICPERT7YLT &9 )vILFET .
[ICP RF7YUIHFE]| ZFATATDHEET .

2. [P THF—ZEIRTIVI| ZERLETS .
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ICP Pairing Configuration X

© Pair Using Pairing Key
O Pair Using Username And Password

Pair Using API Secret

PAIRING KEY

The pairing key can be generated in the ICP under Data Collection
> Data Sources > Agents

Cancel

3. ICP T. [F—42IR&E] > [FT—4Y—R] > [T—S 1R DIE I B L. R7PUSTS—FE B LET.
4. RPVTxF—% [RTITX—] Ry RIBEUR ITFET

5 [EE]ZIIILFET.
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A—H—Z ENRT—REFE>TRTITT5F i
1. [ICP &RT7IYLI &0 )vILET .
[ICP R7YLTERFE]| FAT7RTHRHEET .

2. [A—H—R LIXRT—REFESRTII| & EIRLET
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ICP Pairing Configuration X

Pair Using Pairing Key
© Pair Using Username And Password

Pair Using API Secret

HOSTNAME/IP OF THE ICP *

| |

USERNAME *

PASSWORD *

| Leave empty to keep existing password @ |

ICP CERTIFICATE FINGERPRINT

The fingerprint can be found in the ICP under Seftings > System
Configuration > Certificates

Cancel

3. [ICP MOFRAK & /IP] RV RIZ, ICP MRAR & =L IP FRLRAZA ALET

4. [1—H—R]HRYIRIZ.ICP A—H—ZZA HLFET.
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5. [/XRD—R]RYDRIZVICP INRT—FEZA A LET . BEFEDRFFHA/NRT—FZHRFITBIC
(F. COT1—ILEZZE DFRICLEFT .

6. [ICP SEBEE D4 H—F Uk KUY R T, ICP DIEBAE J4oH—T ok 28 E LET .

ICP D4V H—TVUME [RE] > [VATLRE] > FEAE] CHE TEFY. FMIOLT
(T, EEBAEZS B L TS

7. [EE1EV)VILET .
APl —OL kB STRTIV TS BH &
1. [ICPERTILIN &I IVILETS .
[ICP RPUUTEE] FATATHBREET .

2. [API =9y Z#ESRT7I) T #ERLET .
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ICP Pairing Configuration X

Pair Using Pairing Key
Pair Using Username And Password

© Pair Using API Secret

HOSTNAME/IP OF THE ICP *

API SECRET *

The API key can be generated in the ICP under Settings > System
Configuration > APl Keys

Leave empty to keep existing APl key @

ICP CERTIFICATE FINGERPRINT

The fingerprint can be found in the ICP under Settings > System
Configuration = Certificates

Cancel

3. [ICP MR & /IP] R RIZ, ICP MRk & F-% IP PRLREE ELET .
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RTAESHEXEIDAE
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ARL—TA TR e Windows XP. 7. 10. 11. Windows Server 2003. 2008. 2012.
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e Ubuntu 20.x F£1=[% 22.x

»EY 1GB
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CPU FERDOCPURE M 10% KL £ HEH/N—Fx7.

loT aARYZIIDY
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INVOTORRD AT L, KENNRIVEE, BB RODIRTOT/INRAEAHR—MLET .

loT ARV ZIEAL TR DERIZEITTEFT .

loT IRIEDIE NI
1. [F—2ULE] > [F—8Y—R| X—U T, [loT %95 8T& IV ILES .
[loT IRIF] R—=U AR REINFET .

2. ALED[loTARIEDEM]ZI)VILET .
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. T—AR—RTHRANEN TS VMS [THE#t 97 5I2IE. [VMS RBEETFE ] M TIVED )Y

ILTEMIZLFES.

OT Security [&. VMS ZBEEE M [CH ELGBEE T —ILEZEBHILET

. [F—AR—ZD IP PRLR] RyZRIZ, VMS ZHRRR L TWST—AR—ZD IP 7RL R

ZEMLES.

. [F—ER—ZRR—R ] RYIRIZ, H—N—~DE A DR—FFEEFEMLET.
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DESKTOP-BMF3PP8

re  VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown VMware Virtual Platform  Microsoft Windows
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1. [loT aRxHF T—TILT. ROWVTNIEEITLET .
o TANT B loT ARIEDITER VIVIL. [TA &R 2R IRLFET .
o TAMT S loT ARVRZEIRL. [FU2av] > [TAMER] &0)VILFET .

OT Security [&. TR EE T L TIARIZIENZFE TEIMNEIDNERIELFET -

loT ARV wmET D
1. [loT AR5 T—TILT. ROVThHERITLET .
s WMEIDloTARVEDTZERVIVIL. [RE]ZERLFT.
s WMET D loT ARVFTEIRL. [7V2aV]>[wREIZVIVILET.
[T—U ok JE—b AP B H T loT a4 FwRE] /SRR RESNFET .

2. BWEICGLTHEMZEEERELFT .
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3. IRFEIEVIVILFET .

OT Security H¥ 0T ARVIDEH AR EREFELET .

loT 3R O2 DA B
1. [loT %548 F—T LT ROVTHHERTLET .
* HIBRT B loT arV2DITZ2H V)vIL. [BIR] ZERLET .
* HIBRT B loT arY2%FIRL . [7U2av] > [HIR] #0)vILET .

OT Security [& IoT aARxI2%HI R LET .

SEE loT axY2%H| B9 5&. OT Security (75— 32 H—/\—H5 loT ARIFAI—V 1>
FEFUALVRR—ILLET . BT — 2 — —E I— 1o 8 B TS T B1SIE. OT
Security 0T ARV B I—V Vb EBAVAN—)LT 2L BELHHYET .

Windows T® loT ARI2IT—V b DAV AR—)L
WELGO—)L EEE

OT Security Tl&. EEBINTWSE/ DI E—2 Uk (10T) DT RTDT/NAREZTNENDT T )r—
DAY —N—TRVEV T TEET . TNEITIICE. loTARIEIVOUEREL. B E D7 T )r—3
H—N\—hoE EEFRYLET. TIV—ao—n\—%I—C VMR H TESR 512 OT
Security loT ARV FIT—V Vb AV A —ILT 2 EDHYFET .

OT Security loT ARIRZI—V b FA VR —I)LT BIZIE

1. [Tenable #9O—KR] R—J(ZATAULFET .

2. OT Security R— ([T LET .

3. [BEX loT ME[ 1] oL a5, Windows [oT ARIFAI—U ok 1 \whr—U%4T0O0—K L
EX P
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Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 180 MB Checksum
2012, Server 2016, Server 2013, Server 2022, 7, 8,
10, and 11(B4-bit) (v341)

& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, Z4.x(amdB4)(v341)

. Ao0—K L= Windows loT A3 I—Vxob i\wyr—2% AV ARR—ILT 37 T)r— 3>
H—/\—[ZaE—LFT .

. [Tenable loT YA IT— b I H—RZEETLET .

ARIEI—V b =R B H L h THHEE TR T AVE—U MK RSN, [Tenable loT I
FORI—V b DI TYT I HF—RIZKITF] AR IR RENET .

RN ZED)ILFT .

[GAE2REZ ] IR IR RENET

L [RMICRABLFT]EERL. [RANEVIVILFET
[58 & TALUL VEER] IR IDRTENFT .

 NoT ARYAI—V b EA VR —ILT B TAL I UEIE E L (F=IET 74U DT4L IR )%EE
). [RAN]Z0)9ILET

Tenable loT ARIZI— b DAV A—ILAFIBSNET .

. AVAR—ILMSE T LT=5. Tenable loT AR 8IT—o 1z b H—ERNERITINTNNAIEFRERL
9.

a. [EfT]av R4 R DT, services.msc EA AILFET .

[P—ER] IR OhEEFET .
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b. I E1TH DH—ERDYRL(ZOT Security loT ARIE2I—U 1ok BR RSN TNAIE
ZHERELET.

AVAR—ILINSE T Lt 7V — 34— \—% OT Security [ZHE# TEFT . JE—hI—2 1k
ENLTT7IVr—Sao—N—IE 55X IO TE. I—C VR TloT aRI%%E M5
5 BB LTS,

PCAP JL—Y—
HE A OT Security A—H—0O—)L: BB EH . R—/\—/\(H—

OT Security Tl&. 2 8 SNT=rIk T—0T7 O T1ET1%E £ PCAP (1 Vrok v TFv) D74 INET VT
A—K L. OT Security CTTH 4 13 52EMNTEET . PCAP J7/LET B & 1 95&E. OT Security (4
FD—ORSD499%BE R L. FETHRINT—IRN TSI E LMD RHSIh-E E .
IS T—IFITAETA B HEICEATHITATORmER R LET . CO¥EE (L. >3al—>3avDE
B TERLEY. RukT—o05 &8 TH A 35 OT Security [CE-TE B SN TSS9 9F S L
=UTB=DIE R TEET . =EA1E EfRTLDIHBLETT . ¢

PCAP Player = [ ctors « [l piossrenrre | expon |

¥ & PCAP JL—Y—THR— SN TWBT7AM AT
[%. .pcap. .pcapng. .pcap.gz. .pcapng.gz T3 . OT Security £=(FZFDfth DRVt T—H8 17—
IWDAVARZ D RAIZEOTRE SN T7M IV EE A TEEY .

PCAP J7/)LO7vy7A—F
PCAP 7/ L7 y7a—K F B
1. [FT—2URE] > [T—4Y—R] R—Z T, [PCAP FL—v—] #T&5vILET .

[PCAP JL—Y—| R—U DR RSNFET .
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2.

3.

4.

[PCAP 274 ILDT7y7A—K] &5 )L ET .
T7ANIHRTO—S—h B EET .

B DPCAP SRR EEIRLFET.

B &0y ILET .

OT Security [IZ&Y PCAP 74 ILAY AT LIZ7yTO—R ShEFT .

PCAP J74)LOE £

PCAP 274 )LOE 4 F |

1.

[F—5UR&] > [F—5Y—R] R—U T, [PCAP FL—r—] 4TEIUILET.

[PCAP FL—¥—] R—U MR RENFET.

. BEXE9HPCAP R EEIRLET.

LTIV > [BEI TV IVILET

[PCAP OF &£ ] 1 HF—R R REINFET.

[BEEE]|ROVTEIURYIRT, VAT LN I7AIVEBRETREFRIRLET.

AT aviE. 1X, 2X, 4X. 8X. 16X T,

| SEE PCAP J7AIVEB A THET ANV ATLIHASINET . COBEZETICR I ILETE
¥ EITINLLE L TEFEA

[BE]ZIIVILFET.

PCAP 74 ILHE £ ENFET . PCAP IJ7M DT RTDHRYN D—0F I TAETADY AT LIZE
ke, DATLAIZEOTH A SNEENE EAARUNISEMNSNET .

l IR TFMAILOBEFRIZHIDPCAP D7/ IIVEB £ 35 LIETEFREA.

FH7YIO—F
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W E 47 OT Security 1—H—0O—)L: B E | R—/8—/\(H— YA+ FRL—4—

[FE§7YIE—F] 2TIEU T HEFERET.

s CSVZHALEEEFHMOEL

s FHICLLEEDEM

 SCD 771J)L

e Rockwell 7O 4k 774 )L

CSV ZE A L& E &l DE#

[TRTHDEE]RZECSV IFAINTIVAR—I L. FREEZMATHLT7YIO—K TEFET. 4147, £
Bl EXE./\Ta1—LA), OFr—2av, 5B BEUVITARTOHRELI—ILK EiRE TEET .

EENEEBIREINTLNAIEEDH.CSV I7 I EERAL CEEDHMEZEH C=FT . EEEE
DA—F—I[L. CSV I7AMILEIHRFR—r L TZYyIO—F L TWAR IT—BMICEEZIYEZ. £
NE.CHELEDEEZICRIIENTEET.

BEEDHEMDCSY I7AMIVETYIO—KT5h %
1. [T—RIE] > [T—AEY—R] R— T, [FH$7YIO—K]|2TEH)ILET.
2. [CSVEFERLEEEFHMOEH] wIavT. [7y7O—KR] &9 )vILFET .

3. CSV I7MIhdBiGEES B LT7YyIA—RLET.

FHICKDE EDENM

OT Security TEZE E MR H SN TUVELTH AVURUN)EB BT 51012, FR B LTSt D& E
ERRSEEVDERSIMLAERA. ZDHB S L. CSV I7MILEAHOO—RLTIHREL . FZ7MILEV R
FLIZFYTO—RFBIET. INoDE EEAAVRNIZFETEMTEET . 7YyIO—R TEDDIL.
AT LR DEEF DE EICFH>TEEFERASINTWVEWNIP ZHEDEEDAHTY . BL IP TRk 7—4
EFNLTCREELTVWAEEZVATLIMBEE LGS DATLAIFRE SNZE E COVWTIEFLIZE
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HEFERAL. LAY LEERELEELES . RV T TEENRIELTNDIEEVRT
LA T5E VATLIFZEDE EZEBE D& E EL TR OIKIITRYFET .

7YIO—RINE=BEDIP PRLRIE. S RATLIAEVAD—EELTHIURENET .

7yIO—K &nt=-& E DAY A7, OT Security [CE->THRH SNEETIHO0 ERTESNFET .

IR EEZFHTEMLIIEE . OT Security ARUk T—ITODE EDBEERHTHET. Thb
DEE DAV IR E ShERA.

BEEZFEBCEMISAE
1. [T—2RE]> [TH2/—A IBHLES.
[T—3Y—R] R—U R FEINFET
2. [FHT7YIO—R| 47T [EEZFHTEM] /2 avITBHLET.
3. [PHav] A=a—h5 [CSV FoIL—h 24890 0—R] £ IRLES.
OT Security [Z&Y tot_Assets T FTL—k K FaA MO0 O—RESnET .
4. tot_Assets TUTL—hRFFaAUNEREET.

5. I7MIUZH B RIZIEHE IZHE DT tot_Assets ToTL—hEFREL. HIAVI— (L il . 21T
E) EA A LERIFITR A ESIZLET S

6. MELIIFMNEREFLFT
7. [EEREIN—VIZRYFTS .

8. [7Uav] A=a—m5 [CSV &7 y7O—R ] Z:EIRL. BBIDCSV I7(JUBHLTHAE. 7
Jo—KLZET.

9. [EEZFHTEM] T, [LR—bDFIoO—R]EI)VILET .

LR—ZE L CSV I7MIhR TSN, [FER] FI I EXBATRENET . T5—DFH (3.
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[T5—] 3l =R R &hET.

| A B [4 [2] E F [] H [ ¥ [ L (] M
1 |Hame Type Criticaligy 1Ps BT Family Model Firmware 05 Purdue Le Location Descripdic Result [Ermoe
P LT (4 HighCritic 1010030, aa:bicord Siamsens  ST300 231 Lawall Tealy Siarmens, Faibune |IP lD.!M.B}.!lJIMtﬂT’IxI:hI
I Bon Seret  Medeamt 1020030, 30 Wi Windgw Saner 2014 Sutgirid
4 |oCc Swirlchi Ak:biord: Catadyst C3560 1x3 Lewedd Sufreas
5 DDDD  Unknown MoneCriticality Linisr Leveld  lsrael SUDCRSE
i
SCD 771 )L

Substation Configuration Description (SCD) Z7/JUZIE. ZEEFDEEEEDNEHEMBEHRIE F
NTLVET . SCD 774 L% OT Security IZ7y7O—K L T. EE . IEC 61850 % 7 [Zxt 9750 7 1% .
BIUBEVDIREICEAT5EX1T4M AN EFBIENTEDLSITHYELT =

SCD 77/ LDIE # IZF DULVT. OT Security (X% & D% T SRICEE 375 R DL574 1R H & R &R
HLFET

o BRI SN TULVGEWNISAT U DODR & Avt—D R (MMS) LIR—k ~ADT7 71X,

* SCD I7M U B SN TULVEWER I SN TUVEWIZA TR A MMS LiR—k 25T R9YT 3
VEHELEIELTVET .

¥ & OT Security [&. SCD 771 ILOR DR X DAHZEHHR—LLET .

« Substation Configuration Language (SCL) /\—3> 1.0 XU 2.0
o ZEEEA1 DD SCD I7ML

SCD 7M1 IVE7YIa—k 954 i
1. [T—2RE]> [TV —R] ITBEHLET.
[T—3Y =R R—=UBRREINET .
2. [FET7YIO—F] 4T T. [SCD 77/ IS a I FELET.

3. [SCD 774 &9 3T, [7vTa—R]1 &0 IILET .
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SCD Files

O

-

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

Upload SCD files to import sach of your substations’ configuration and defina IED
device communication settings according to the IEC 61850 Standard.
Note: only one 5CD file i allowed per substation. The most recently uploaded file
containing the same substation name will override previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).scd Substation 03:59:12 PM - Jan 20

huh SBUSServer.scd 02:16:48 PM - Jan 2€

S/S 8860 SBUSServer.scd §/5 8610 02:50:54 PM - Jan 2¢

NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

EECEEBRCECI DDOSCD 77MIIVDAHTYIO—K TEFET . ALEBERAZESCEEIZTY
TO—RENt=074ILHN. FDRIDT7AINEF—IN—5/FLFET .

4. 7yIO—R$HT7MIIVESRBLTEIRLET.

OT Security £ SCD F7/ILETYTO—R L. [A2_AUk ] > [ #] T E[IEC 61850] 4T TH 7

DFEMILR RINZET . SCD 771U

IREIZADHDEANUE IS, [l ~N—D&

|[EC 61850] R—C DL & ITHR IE 7V ERADIZ—AvE—U AR R EINFT .

5. (A7 av) BHFER OFEMESIVO—RTBHICE T5—AvE—DT[#EHOE VO] &Y

JyILET .

OT Security [F5£#iZ CSV 2 K THoA—KLFET .

Rockwell 7AYok 774 )L

Rockwell .L5X Z7MIVETYIO—R$5H5ET. EEEERL. EEDFERERESE. I7F TR
BOAREIFIRSNIRTE TEEROBERERBETEET. TOC I DTFAIHAXITER K 50

MiB TY .

EE: T4 TIE. ProjectFilePopulatePrimarylLayerAssetIPs [ True IZ.
ProjectFilePopulateNonPrimarylLayerAssetIPs [ False [CZERESNTLNET . B—DIP PRLR
R OBEEXEVEROTOC IR I7AINVETYTIO—RTD5E .
ProjectFilePopulateNonPrimarylLayerAssetIPs #&fk/\OA—3—% True [ZERE T HET. B E
NEEFREETEET . IhIZkY. DRTAIFETSAIIANY—IHIEEDIP FRLRER R TE5
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FONHY. . BLIPFPRLREHE DEEZ 1 DDEELLTRRLT. B/ \WITL—UICELKEEE T 5
CEMTEZET . B TE DZE FE (2D TIE. Tenable HR—k 2B LS HE<EELY.

Rockwell 774 IVE7vyIO—K 3545 i%
1. [T—RURE] > [T—2V—R] IFEFHLET.
[T—2Y—R] R—UHRTEINFET.

2. [FFHT7YIA—KR]12TT. [Rockwell 7O TH T74IU €I av I ELET

Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. [7Yy7a—KR]1%#5)vILFET .
4. 7yIO—KRTBHI71MIESBLTGEIRLET.

OT Security & Rockwell 7AYok 77/ )VETYTA—R L. [AVRUR] > [E#M)| 2T TEED
HHMARTINET.
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ggl

OT Security M % 7] o 3vIZ(F. OT Security D% E R—L DIFEAENE TN TLVET .

TOTATOT) - DT REET ITATIL FIFZETIOTA4TILL . T E LR EEZRELET. 72
TATOT)ETEZELN,

oY —— Y —ERRELVEEL. BEET—ORTIT)I)IR R BFTHEIRL. £
YL TRITSNASTITATIVTVERELFT . LY —ZS B L T,

DATLETE

* TINMRA-TNARDFMERI T—IERERTELIVRELETS . 12EXE D RTLEFFZI .
BEIOU7I GETOTATRALTIN) 18ETT .

;£ &:DNS H—/\—IZ. Tenable Core TR & T=%9 . 5 M1 DLVTIE. Tenable Core +
Tenable OT Security I—H—HAF DI #289 IP PELRAEZF B TR E 5155 B LTS,

o R—hFERTE - T/\ARDR— HDEDEIITHRE SN TSI ERRLET . R—RE DFFMI<D
WTIE T/ RES B LTS,

o TVITT—h =TZTA0DT7VIT—hE. VIIREIFA T4 T, BEIHIITFEF B TEAT
LES.

* SEBAE —HTTPSAIBAE IS I ABMERTL . VATLTH LLOWHTTPSEEBAZE 24 TS
MEB OHTTPS IR EE7Y/0—F952LT. REGEKREERLET . YV ATLREES
R LTS0S

* APl ¥——API ¥—%4£ B LT, ¥—FK /=T« 7TUAAPI #& B T OT Security [T 7R TEH &
SIZLES . FRTOI—F—A AP $—%1E B TEES . API I3, TUEME B LI=1—5—0
O—JUTHE LT, 201~ —ER L 70w RB T HET . API $—(£. B4 14 B ShiEElc
—ERTINET. B THEATIHIZOF—ER BB HIRETILENBYET. AP
F—OE B ES LTS

o FAEVARA-—FAEVADR R TVIT—b . BERATEET . A RES B LTS,
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ActiveQueries.htm
ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

RIE RE
o RYNT—UEH

o INVOTEZARNYG — 1N TEZAR)TEF FNIZL T, OT Security A& E & HH TE5H &
SITLFET . 1\ TEZARYTES B LTSN,

* CSVZEFERL-EEFMOEH —CSVTUIL—+2FERALTEEDEREZEHLE
9. [CSVEFERALEEEFMOEH] S LTS,

s FHICKDIEEDEM -CSVTUIL—EERALT. EEVAMIFHLWEEZEMLE
T . [FENIELDIEEDEM]ZFS B LTS,

;£ & Tenable Network Monitor 3% 1§ T= % IP i B D& K #1 (X 128 THS1=8. Tenable [FZ
DHI PR ZEHE 2L EEHENOL TULVET . 8 FE Shf= IP EF (20 2 T. OT Security 5wk 74—
LDYTHIN A DRAS F=FEE DT ITAETAZE T LTS T/INMADNE EEL TR ESNFE
ERE

s ERXRAUI TV - VATLHNEEZRFEIDIPEBOENERTRIVHEELFTT . E=
BT R AV T—0%S B LTZELN.

* ERTDEE —VATLOERTDEEDIANERRTLET . Thld, BEE AN DSHEIRSE
NEEETY . AUNRVEIESRBLTEEL. COR—UNLERTDEEZE T TEEFY .

o NRARLIA—IK —HARBLI4—ILRZERLT. EEICEEFEHREIIAFITTEET . HDRASZL
T4—IRIETU—TFRMNTBIEE . A BB —AADI DT B TEET .

¢ ANUNISAZ — ARV ZE R ITDHOIC FEESNI-FRER A TRE TIEBDEMU DA
RNUNEDFARAFETEFT ANV IFRZZFZ R LTSN

e PCAP JL—Y—— Bk SNf=RVh T—OT7HOT4ET4%E L PCAP J7AI\LVE7v7O—K L. Th
% OT Security TTHB A IL. T3 AT LIS HRADENTEET . PCAP JL—V— %5 1R
LTSN,

¢ AP —BFIVA—L-FRTOI—F—THIUEIIERERT . RE . VAR LE
ER
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o I—H—HE - BESRTLCOTLLTNSI—F—IB T HE R (F)LR—L, 21—
P SRT—R) ERTBLCEEL . 1~ (8T ATHEATHS B (K.
AAE. HEE. J5URE. KAVE) EEBLET.

e O—h)lA—¥—-EBEI—H—L HEODI——RADO—hIla—F—T7hoor%1E
BL. FOT7HIUNZA—ILEE|YY TARIENTEET ., ——BEHES B L TEEL,

¥ 1Y EEESBLTLEL,

» R HY—/\—— Active Directory 7 ED LDAP H—/N\—%2F AL T. A7 avTca—4—3532
AEEMEBNYE TEHIENTEFET . CDIFE - 1—H—HERR (& Active Directory THEE &
hFET. I——EBF#S B LTS,

s ME DTSV T+—LEDM A ZEERTE LET . OT Security [FIR 7 . Palo Alto Networks X
X 74/ v—4—)L (NGFW) & Aruba ClearPass. £&UZMD1th D Tenable & & (Tenable
Security Center & Tenable Vulnerability Management) EDff & ZHR—hLTWET . i & %S
BB LTSN,

¢ Y—N——VRTLTRENH—/N\—ZRTER.HBELFTT . LT D3 DA it I 51E
Al DEE AR TSINES .

e SMTP H—/\——SMTP H3—/\—IZ&Y. [ RV BN % E A—/)LTEE TEETS .
* Syslog H—/3\——Syslog H—/\—IZklU, 1RV O5%4} &8 SIEM [TER 82 TEET

* FortiGate 774 ¥—4—JL— OT Security & FortiGate D#ft & [Z&Y. OT Security vk
T—P AN ZE DNTIT AN —04—)LiRJ>—DiR E % FortiGate 774 ¥—"74—)LI
EETHIENTEET .

o VRATLTIAY -V ARTLTITAETADYITAZa—%RRLET . YT AZa—IZER DA T3
UhBYET .
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e HETBDERTEIZEIN — T RTORELZHFHEDOTIAIINZELET . HERHR DR E I
vk TEDADIE. EBEH F I X 1 )T74IR+—2—DH T .

| 25 COBRERRICREFRA. Y ATLDTRTOT—AEANKONET .

LLF WA TS 32h, Tenable Core Min&E iR 8] RE [T YEL =,

o VRTLINYITYT — 3.18 LLFE . Tenable Core @ /\wO7v T BT R—U%FE AL
T. OT Security D/ \WI 7 vITEE FTEITITENTEFES . FEMITDLVTIE,
Application Data Backup and Restore (V) — 3o T—30\wo7v T E ) %
SHBLTIZEWN. CLIZFERALTERTSE S CLIZFEALTIT S/ \WI7vID
BErxEsBLTZAL.

o IHRKR—LERTE - OT Security Fo vk 74—LEK E % .ndg F7f/LELTO—A)LaY
Ea—3—ICTHORR—bLET . L PRTLEVEINTHIEE L. HLLOT
Security oYk TA—LIZAVR— 5158 D/ \wI7vTEL THREELET .

o FRTE DAUR—k — .ndg F7AILELTA—HILAVE1—3—ITR FSNI-OT
Security 7o vk 74—LE EEAR—b LET .

o WM T—AEA IOk - B T—3%& LT74 )% OT Security 75Uk I4—L4IC
fER L. B—hLlavEa—43—IRFELET.

o BHEE) —OT Security 759b 74— LEBEBLET. ML . B EDRELEEDT
HTAR— AV THETY .

o MUY —TRTCDERTITIETAEENELLET . ERT7ITAETAIEILDOTEE
ET79T471L TEET .

o kA2 —OT Security 7o vk 74—LE vk Z OV LET . BIREANDIC
[X. OT Security 77547V ANEFERFEBLES .
o VRATLOY -V ATLATREELETRTDVATLAIRUNDOTER RLES . =EZI1E RS —
MAvIZEnt=. R —DMR E SNz, AIRNVEDRR SN, BETT . OJIEX CSV I71ILEL T
THRR—hFBHIED . Syslog y—/\—ITEETHIELTEET . L RATLOJES BL TS
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

LY,

DATLERTE

OT Security D AT LEFER—U T TIVMVOEHEBSHMIZELRY. TSIV DEH%
FEHTEITLIEYTESIFM T/NARXHTTPSEEAE . APl F—. SA U RICEHIHFMERTEX
VE#HTEFT

TINR
W E 73 OT Security A—H—A—)L: E B & . X—/\—/\(H—

TINAZAR—T (21, OT Security 3% 7E 1B TAF MIFMAR REINFT . COR—DTHREZHERL
THwRETEFET.
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Device

Site Mame

The name of the site where the Tenable OT Security ICP device is installed

Site Name

Device URLs

Dievice LIRLs alkows you to set multiple URLs from which the system can be
acceszed (FQDNAP) in addition to the locally configured IF addresses. (Change
requires restart.

Maximum Log-in 5ession Time-out

Dretermines the session period after which logged in users will be logeed out
automatically and required to log in again. (Requires kog-out)

Lag aut Afler 2 Wigaks

Maximum Inactivity Time-out

Dietermines the inactivity period after which logged-in users will be logged o
auromatically and required to log in again. (Requires kog-out)

Lag aut Afler 1 Hour

Open Parts Age-out Period

Discovered open ports will dizappear from the list after a certain period of time.

Period 2 weeks

(O Packet Capture

Turning on the full packet capture capability will cause Tenable OT Security to
record all traffic from all its sensors in a continuous process to files, aswell as to
delete older files upon reaching maximum storage capacity limit.

@D Auto-Approve Sensor Pairing Requests
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OT Security 7ISA TV AND— & Di# Al F T .

T/31 X URL

DARTLIZFY2ATES 1 DN URL (FQDN) 5% € TEET -

BEE: . T/INMAURLOREFEELLTETT. HHLLVFADN (FEE R TIhFEA. TOH. XF
B % IE FEITAEL TEAVEWNEL—H—A L A—D1—RITTHERTELLLGYET . $E 1T HR1I1. b 2
REINDIEEME R LTS,

A4ty a4 L7 DEx K E

A—H—AEHMICOT T IR SN TEOTAVEE R INEELSILEFETOEY IV T . 04
oty avDEALT OB EE B IAHICIE. [RE|Z0)ILET . Fl A TERHAM OA T av(E.
28R .30 . 1EHE.45M.12BMB.18.18H. 28/ TY.

ETITAETAZA LTI DEx KIE

OJA A——AE #H M ICOT 7o SN TEOJAVEFE R EINEESITHEDETODIET7IT1ET1HA
MTY. E7ITAETAHMEL BT HITL. [(RE] EVI0ILFET .

A—TR—b DA R ) U A R

CoTHE E LI AYE B L THR—h AL TV AL R TR R ER ELBLE A . 20—
Lt—h DURK AYE O [4 7 5 4] B AVRHI RSN ET . FOAMRE 2B TY . M1
AU JES BTSN,

1o FXTFv

ILINTIR T TFAAMEBETAUNZT BHE RIRT—IRA DT ARTDSZT49T9 DIV T Ik T TFvD
B BENTITATIEEINTET . TNIZKY. FSTIo a—TA T ETAL DI B # R kR TS
FT. ANL—CBREMN18TBERB ADE. DATLIFH WIPAIILEEIBRLET . FIB R BELET7MIL
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[F. [Rvk T—D]> 1V ok T TFH] R—UTRRBELVEIUO—R TEFT . RukT—OD I 3>
S B L TSN,

INTIS X TFETHOT4TIL TBIZIE. [1 Ik ¥ TFN] KT IVED )OI L TNk T TF5EH 3
[ZLFT .

l EE RAYFEATITYIYE ZBIET. 1Yok T TF i e 20V DTHE I TEFET

T —DRTIGIVI IS DB B A& R

ZIECT—ORTIVGVIIRNDE AR BEE N ICTHE BENMDEEELLT, IXTOEY—
R7VIGVGIAN BNER B EINBESITHYET . COATLavERZ IR LG WNME S . HiLLEV—F Rk
D—II3& R THI2E. RRMEBFEFRBHIVLETT.

RIE LY —DRTILG VIR DB B R RBEE T BICUE. [RIEA—DRTIUTVIIRE
BERRBINIWEI)VILTEBSRRBEEILET.

DEINT—

OT Security [Z/\F—ZEB ML T, VILIz7EEB L TCT—RITT IR TESILERLET .
NF—FEBMTBITE FREIEVVVILET . NF—EBMLE=D. [R AT NIWEDVILTE
MIZLES .

IRET—H2DEIE

IR & T—2DE $h 1t ] AT a>%F ->T. Tenable A OT Security T7OA AU [ZDNVTHE & DTL
AT —REWNETEINEINEIRELET . BRITTSHE. Tenable (F4FE DE A IZFE LELTLA
FUESRZINELFTFT . COBERMITIEHLANILTOARE SN, B A T—F20E N4 E TEHE R
(PI) [TEFENFBA. TLUANIER LXK TOERALIER—D . FAHALLEAR—FEFY 2R—FR . &R E
FAHBEREICBE 5T —2ZHE LET M. ChoIZRE ShFEHA. Tenable [&. Tenable AR ZHIE
€ -T. 43k @ OT Security J)—RATA—H—IHRRNYIVREHNE 510, F-ZDth D& E 7R
ESHRRALEDETTAREERLET . COREIETIHILTHETT.

TLANREZER TR, [ERRRIETIMAFEROENL] N TIVEIIVILFET .
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I FE O TIWDRAIFEDIITEHIET. WETIDEBFENDOTLEMICTEES.

GraphQL Playground
TS9% N D GraphQL IDETY . A& IR & T Playground & F L TAPI VT)ETRRT5I2E. —D
FIWER N ELITEDICLET.
R—b 5% E
N—23v 4.1 LR 7R—k 8000 @ Tenable Core 12 2—Jx—ANH Bl R—h R KL TEETHE
MNTEFT .
AT AT Ry aR—K D& TE
W E 73 OT Security A—H—0O—)L: B EH . X—/\—/\(H—

T—AREERTREEIC[AVTIATUAR] Fvoah—E NS B 51X )T4IL—LT—I%FEETD
CENTEFET .

[AVTSATUR] By aih—k D% E E1TII2IE RDELSITLET
1. ROWTNHETULET .
e BE>[VATLEE]>[AVTFATUR] I LET.

o [AVTFATUR] BV aR—RR—U T, [EFaITAIL—LT—IDEERE] V0% )L
FJ.

[AVTIATUR] B ER—UDRITINET .
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Compliance

Compliance Dashboard Preferences

The frameworks that are selected here will be referenced in your Compliance
Dashboard.

SELECTED FRAMEWORKS Not Defined (Default)

2. [AVTFATUOREY  AR—K DR E] V3T, [wEI1 &7 )ILET .
[BREINDAVTIATURIL—LT—IDRE]| RAVDNR RENFT .
3. MERAVISFATUVARAIL—LT—VEERLET . ROFTLavhoBIRTEET .

* 1SO 27001 B XK

CAF [ Al

OTCC HIF AAY

NIS2 & & (% 21 %)

NERC-CIP Z

|IEC-62443-3-3 & 4

4. (REF|EVIVILET .
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OT Security (& AV TFATURIL—LT—VDFREEZRFL. I8 E SNIERE LB oL THE
DAV TIATUREFvILET . OT Security (£, AV TSATURAFVIDERE [2TSATY
R Sy aR—F TR R LET .

TYyIT—h
WHELEOT Security a—¥—a—)L: EIHE RX—/\—/ A H—. X AYFATR— —

Tenable Nessus 7551V ER AR U AT L (IDS) TPV —)IL vk R F/A\—2 a7 yIT—
k%<&, OT Security hV& E ZE=2)JL T, &1 OBE X1 Dift 55 1 AVE LT RTFovIL TN E
9. OT Security IZI&. DFE (Dynamic Fingerprinting Engine) @259k 7y 57—k T. %8 . 773
)= ALY ETYIT—h 27T avh®HBYES . 7vIT—hIE VTR ZELCTCEFTEFH T
EITTEATSAUTHLETTEET

;¥ & : Tenable Core ME # Mt # IZDLV\TIE. Tenable Core + OT Security 1—H—H AR DE H DE
HES B LTI,

Updates
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

» DS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

O
I EERMEHE]> [TV DT VT TR hoTYIT T EERTTHELTEET

AR A—Y—TSM ROER RIS E HFLWTFVI TR EE 0547 awa7nyy
SN, TSI ETVTT—h TEGLLGEVET .

Tenable Nessus 7571yt OF7vTT—h
TS5V DE B IR FYIT—h DR
IS4 DB BTV TR ER T HFIR

1. BRE]> [VATLRE]> [TYITHIBHLET.

[7YTT—b] D4R IORR R ENET . [Nessus TSI 1tk DUSOR 7T T—R] o3>
(2. T4k D BRI T7YITT—bB . PYTT— R 1—ILHBR REINFET

2. [Nessus 7551 tyk DOSIRT7YTT—R N TWEDIILT. BEI7TYIT—EEZILE
El

T2TATYITT— DI E DR &
1. BE]> [VATLEE]> [TYITH IHEHLET.

[7YTT—k] D4R IR RENZFET . [Nessus T3 M1 tvk DOSIR 7T T—] €Iy
(2. TS5T10tok D ZRET7YIT—rB .. 7YITT—h RS a— IR RENFET.

2. FMEOREIEI)IVILFT .

(48 FE DR K] AR /XRILDR RSINFET .
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. MBRYRLIEE] V23T BIEEZA HLTRAOYITEIURVIZAOGEE ] OB 1 (B F=158)
EEIRTHET. TITMEEHTORMRERERELET .

(Bl ZRRLISE . TSV TEREHEERTIIERAEERLET.

4. [BFZI] €23 T B TIAVEVNVILTHREEZRRIINF B TREZANLT. T3J4
VEEH T AL (HHMM:SS) 285 ELFT -

5. (RF1EVIVILFET .
HEANEE I[CEBESNIEET T AVE—UARTINET .
TSTAVDF B IFIRTIIT—ERTTH

T2JAVEFETTYVIT S HFIE
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1. BE]> [VATLEE]> [7TYIT—H IHEHLET.

[7VTT—k] R—2 D [Nessus T5T 1ty DOZIR 7T T—R] AV, TS551401 9k
D .. ZREHB . TVIT L RTD 1=K RTEINET

2. [§IKTYIT—REDIVILET .

TYITT—hDET LTSI EEHR T HIAVvE—UDNRREINET . TVIT DT T 5.
[T3TAE IR ISREDTZT1 v DB AR RENET .

EVk: TSTAIk DT YT T—h DE T B IE. TSI 9 R 9B W =FRITL TR—CFF &
LA LTLEELY,

A4 T7VTT—h

OT Security 7/ RIZA U A—2b # #i HVE L5 & (L. Tenable Community Portal oz $t DT 55
AN EZIO—R L., I7IVETYIA—FFBHIET TSIV EF B TPYI T TEET

TSTA A T4 TTYIT—$5FIR
1. BE]> [VATLERE]> [TYyIT—H [BEBLET.

[7YTT—h ] R—=UHRREINFET . [Nessus TS5 1 vk DHUZIR 7YTT—R] I3,
TS540ub D B TYIT—EB . 7VTT—r AT a—ILAR RENET .

2. [IFANDDTYIT—R ED)vILET.
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[D7AIWDSTYTT—R] D4R IBR REINET

3. FEHIUO—RETOTNVEWMG & (F. Yo D&V IVIL TR I DTSTA0T74IVES I a—R L
THD. [F7AILEE] 21V EJIZRYET .

EE I ODSRIT OTTTAT7ANESIO—R TEDDIE, 13— F vk [T Shi=-PC
BREDAUE—FUr EREN LIIEE OHTT .

4. (BB %5 )vL. OT Security Customer Portal hho%0O—K LE=TS9 AV R E 7714 IUFE
BLET

5. [7VIT—REDIVILFET .
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IDS TP UIIL—ILEvk DT7YTT—k

IDS TP VL= vk DB B V5K 7T T—k DR E

IDS TP V=L yk DB BN YSIR TYI T EERETSHFIR
1. BE]> [PATLEE]> [TYIT—HR ITBEBLET.

[7YTT—R] R=UHRTEINET . [IDS TPV IIL—IL2vk DIFIR 7YTT—R] 2 IL—IL
b D X TYIT—B . TYI TR ATV a—ILHBR REINET

2. [IDS TP U=ty DOTIR YT T—R T NES)VILT. BEI YT T EEMICLE
ER

IDS IOV IIL—ILEyk D7 VT T—EE DiRE
1. BRE]> [VATLEE]>[7YIT—H]ITFBELET.

[T T—R | R=OHBRREINFET . [IDS TP VIL—ILtvk DYTIR 7T T—R] 2. IL—IL
ok DF . X TVIT—B . TVI TR ATV a— R REINET

2. BEEDREIEVIVILFET

8 O ] 4K/ SHLAE T ShET
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Edit Frequency

REPEATS EVERY ™~

Dy

AT

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. MRYRLAEE] V23T BIEZA HLTRAYITEIURVIZADGEE ] OB 1 (B F=158)
EEIRTDHIET L= EobET7YT T IR EHEREZHRELET.

[B]&BIRLIIEE L -l evs DBR7YI T EETIIEEERIRLETS.

4. [ €723V T  BETAAVEV)VILTHEZZEIRIOINFH THEZAALT.IDST
DO ET YT T B %] (HH:MM:SS) 258 ELEFY .

5. (REIEVIVILET .
BEAEREICEAIN-IEERTAVE—CHARTEINET.
IDS TPV IIL—ILtyk DOTIR TYTT—rEFENTEITTS

IDS TP UII—IL I EF B TTYIT—TBHFIE
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1. BE]> [VATLEE]> [7TYIT—H IHEHLET.

[T T—R ]| R—U AR RENZFET . [IDS TP UIL—ILtvk DYSIR 7T T—R] 2, IL—IL
Ik D L TYVIT—F B TYIT TR AT 12— IR REINFET

2. [§IKTYIT—REDIVILET .

TITT—hHETLTWDIEEFH R TEIAVE—UNRRENET . TVTT R T §5&.
[JL—ILEyb | RV RIIRE D IDS TPV IIL—ILEyk DE AR RESNFET .

A5 T7VTT—k

OT Security 7/ RIZA 22—y B V5L V5 & (X, Tenable Customer Portal hioix # DJL—IL
wykEFOoO—K L., I7/IVETYTA—KR§HILET. IDS IO UIIL—I)V b EF B T7YIT—H T
FFT

IDS TP ULtk EATSATTYVIT—THFIE
1. BE]>[VATLEE]> [TV T ITBELET.

[T T—R] D4R IR REINET . [IDS TPV IIL—ILEyk DITIOR 7yTT—R] 120 IL—IL
Ik D ZETVIT—R B YT TR AT 1a—IDBR REINFET

2. [FPANDDTYTT—RED)vILET .

[P7AINDNSTYTT—R] D4R IR TEINET .
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. FEERFDIDS TP UIIL—ILEYk TP IVEZTIoO—R LTULVEWE & (X U 9F D)9l TH
ovO—KLET.
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EE UMD ERFTDIDS IOV IIL—ILtEyk TrAILDE I O—K FBIZIE 12—k [THE
EN=PCLE. /13— R E(THRYET .

4. BB %)L . OT Security Customer Portal iAo 0—K L= IDS TPV )L—)Ltvk I7
AIURBELFET .

5. [7YIT—R1EDIVILFET .

DFE OS5 9K 77 T—k

[Dynamic Fingerprinting Engine (DFE) D 7v7T—k] 023 % A LT, OT Security & AT LNDE
BZEEHLEY. LWV EZEMLEYTEERT .

B &1 ~59K DFE 7vJT—k DR E
B & DFE 7Y T—h&2EMITHAE
1. BRE]> [VATLEE]>[7YIT—M]ITFBELET.

[PYFF—h] R—UHE R ENET . [DFE DYF9R FyIF—h 2o aviclE. BB7YITF—k
DHERE  REEHE . 7yIT—h OBRE D/ —Sav bR R SNET.

2. B 7YIT—hEE T BIZE. [DFE DUSIK 7T T—R] CTIVES)DILET .
DFE 7Y/ T—h DIEE DR &
1. BRE]|> [VATLERE]>[7YIT—M]ITFBELET.

[PYFF—h] R—UHE R ENET . [DFE DYFIR FYIF—h 2o avIclE. BB 7YITF—k
DHERE  REEHE . 7yIT—h OBRE D/ —SavhR R SNET.

2. BMEREIEI)IVILFT .

58 DR ] K/ SHLAE R ShET
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3. [MRYRLAEE] V23T BIEEZA L LTRAOYITEIURVIZADGEE ] OB 1 (B F1=158)
ZEIRIHET.DFE7VIT— DB RERELET .

[B|Z#RLI5E E. DFEZ2BET7YIT 5B B ZERLES.

4. [BFE] 23T Bt 74 &2 0 )L TR ZERITONFEI TR EZA ADLT. DFE%®
7T T—h 9B (HH:MM:SS) 2% ELFT .

5. [(REIZEVIVILET.
$EME B IT7YI TR SNCEE R TR AvE—U AR R SNET .
DFE 95F 7YIT— b &FHTETTS
DFEZF B T7vIT—+r95A &%
1. BE]>[VATLEE]> [7YI T ITBELES.

[PYFT—h] R—ShE R ENET . [DFE DFF9K PyIT—h] €55 avIsid. 8B 7yIT—
DHEERE . BRUEHE . FYIT—h OBRE O/ —SahE R ENET.

2. [§IKTYIT—REDIVILET .

TYIT—h T LTNBILER R T o AvE— VMR REINET . TVIT—HE T §5&.
[/ \—3u] RyH RITEFE O DFE /N—U 3ok R ShET .

A4 0TI T—hk

OT Security 7/ RIZA 22—k 5 AV M5 & (L. Tenable Customer Portal Mo # D/ \—23
EAUA—K L., I7MIVETYIO—R§5H5ET. DFEZF B TPYIT—F TEET .

AI54TCDFE 7Y T— £ T3 5HHE
1. BE>[VATLEE]> [7YIT—R] ITBBLET.

[T T—R] D4R IR RENET . [DFE DUTIR 7T T—h] o avIZlE. BE7YT
T—rOHEERTE. . REREHBE . 7VIT—LDREDN—2avhR R EINET
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2. [FFANDDTYI T EI)IILET .

[P7A DT YTT—R] D4R IR TENET .

Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel
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FEEOUO—R LTOENME & ([ UL oEIUIL T, BH DT/ A RB & T74 LEL Y O—F
LET.

TR RFOTNAREZZ I7AILDIVIoDE 00— [F, 18—k [T Shi-PC 7%
EAVI—RUN R EN LTDHTAFET .

. [BBB1%E5')vHL. OT Security Customer Portal o592 A—K LT=T/AARE & I7/ U &)

LET.

[7vTT—R1 %0 )9ILET .

OT Discovery T (OTD) ®7v7T—hk

W E 1 OT Security 1—H—0O—)L: G & . R—/S—/\(H—, £¥ayF4F7FYRL

OT T—Yxk [&, OT Discovery (OTD) TP U FE AL TR B EZRAFYULET . [TV —X] >[I—
CIVN R=UHSFHELIIEE TOTD TP UETYIT—hTEFET. OTD TP UET7TYIT—h
BRI, T HREFT D OTD J74)L%E OT Security [C7VTO—K T 2% EAHYET .

15 HBRIIZ

o ArooO0—KR—42)LHvS OT Discovery (OTD) TPV I7AILESHLO—R LET

OTD T V77 I\VETYIO—KTBhH %

1.

[BRE]> [VATLEE]>[7YIT—F] ITBELET.

[7YTT—R] R=TUHRRINFET.

. [OT Discovery Engine (OTD) ®7v77—k] £92 3> T, [7YTA—R] #9)0ILET .

[274 LD T7vTO—R] 18R ILDBR R INET .

[ZB]%5')v5L . Tenable 5 O—K R—2 LA™ O—K LT=OTD T2 U I74 U &
LEI.
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https://downloads.tenable.com/

O

4. [7vyFa—K]1&9)ILES.

5. OTD TP E7YTT—h 332l OT I— 1ok O7YTT—h OF B 12HE > TLEELY,

sEAAE

W E 7L OT Security 1—H—0O—)L: EE &

HTTPS ;E BAZE DX X

HTTPS SEBAE (Z&kY. Y RTLD OT Security 7T SA TV RABEIUH—/IN\—~DR 2 HEHKEEHAL
TWAIEIWMREIISNFT . R DIAE X2 ETANHEMINAEFT . HTILLWVECERIAHEE
WOTHLERTE. ANHRIF1ERMTY.

l FECHLVGERAZZE R T HE RAEDIEAZ X LEESSFT .

BCERAEAEDERTE
1. REI>[VATLRE]>FEAE] IHEBLEY
FEBAZE] 2ok IOhRRENFT

2. [T Aza—hm [BECERMBAZSDER] TERLFET

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Securi ty

SSUED BY Tenable OT Security Download Certificate
SSUED ON Oct 31, 2023

EXPIRES ON Oct 30,2025

CERTIFICATE FINGERPRINT

[FEBAE DA k] HERR AV IR RSNFET
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® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.

3. [(ER]IEVIVILFET .

OT Security IZKYB CELEHAENE RSN, [(IAE | R—D THER TEET.

HTTPS LB & O7v7a—K
HTTPS St FAZE D7y 00—k FiE
1. BE]>[VATLRE]>FHAE] IBEBLES.
GERAE] 71 R ohRRENFT.
2. [79vav] Aza—h% BERE O7YIO—R] &8 RLES .

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Security

SSUED BY Tenable OT Security Download Certificate
SSUED ON Oct 31,2023

EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

[GEBAE O7v7O—R] AR/ RILBR REINFET .
3. EBAE I7MI 2o avT[BRBIZV)vIL. 7YTO—R I BHET7MIUBELET .

4. (MERI7AI £I2av TSR EI)VIL. 7YIO— R TEMBERI7AIUBELET.
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5. [MER/NRIL—X]| RYIRIFZ B D/ISRIL—XEA AW LET .
6. [7Y7O—KR]&5)yILT. F7AIWET7YTO—KLET,
HARNRILOEFALCLET
;¥E:Tenable Tl SIBAZEFE S Z1-1% . ToUY427%)O0—F LT . HTTP SEBAE AHEE(C
TYVIT—hENBEITHIELEHELTWET . 7YITO—FRNRBK LB A . OT Security [Z&Y
2L Ar—URARTINET.
AP| —N4 i

WHETL OT Security A—H—0O—)L: BB EH | A—/\—/\(H— X1 )T/ —Dr—. X747+

AR, A ARL—2—, HBYE A

APl F—Z 4% 5942 &ET. OT Security 48 # A Ot X274 Y—ILOD XATLICH & LT <Y
E

OT Security TAPI F—%4% 355 &

1.

BRE]> [VATLERE]>[API X ITBELFET.

[APl F—] R—U AR RENFT .

BLD[FX—DER]EV)VILFET .

[F—DE L] I \RILDR RENFT .

[B S EIR] RYVRT. API F—Hh AR Y NI DETOE R EEIRLFET.
[F%BA] RV AT, APl X—DEBAEA I LET .

[£ R Z0IVILETS

[F—DE FL] /RJUZ[ID] &£ [API F—] AR REhET .

B REESJvIL . APl F—%aE—LET .
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7. ETIZ7)IILFET .

[APl #¥—] R—UDKR RN, FHTLGEM SNz APl F—ID AR RENFET .

ICP & Enterprise Manager DR 7%
W E 7 OT Security 1—H—0O—)L: EE & . R—/\—/\(H—
| AR CO7O—I&. OT Security 3.18 LI THI A A g€ T9 .
Industrial Core Platform (ICP) & OT Security EM X7 IE. TRTOH A EE B TEET .

EEEM ERTYUT LIS Ak EFDE—DR T /N—2a0 D7 YT T—hEZ (TR A LS. TT
DT7VTT—REZEMLARITEFTITEILELNHYET.

15 HAHHEIZ

RDEEHER LTS,

OT Security EM (% APl #5& LT ICP [JH&# T 3

ICP A\ OT Security EM ~Mi& 1§ A IZTCP 443 & TCP 28305 M A TLYS

ICP & OT Security EM MRS IZHTTPS #E# AEE LTS

(A7 3v) OT Security EM TAPI ¥—%4% . §5
l EE: ChIE. API X—4TLa w2 E AL TRTYLY T 515 & [COHBETT .
ICP & OT Security EM #X 712459 3121E

1. OT Security T. & €] > [ AT LE& E] > [Enterprise Manager] [ &1L F T .

Enterprise Manager R—U MWK RENET .

- 484 -



2. [EM XTI 2923V T, [R7IVVT DR &0 )vILET .
[EM RTULTEERE] I\RILDR R ENFET S
3. ROVWITNAZEEIRLES .
o A—H—F LNRT—REFEoFRT)T

* APl S—IL b EESF-RTULT

E R 7oav
A—H—F E/I\RAJ—K 1. [[RRFZ/IP] RO RIZ. EM DR & E£=E IP 7R
i of=-R7Y Y LRZADLFET.

2. [A—H—&]|RYIRIZ.EMDEEEDLI—H—L %
AALFET.

3. [/SRT—KR]RYHIRIZ. EM O/SRT—KEA ALE
9.

4. [EMESEBAZE D H—F YR 12, EM O [SEBA E]
R—UoaE—LT-SE A E ZBE YT (+F T

Evk: COFIEEZERAFTYILT. EMR7YUGR—=D
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MoREBAEZF B TRE ITHELTEFT .

;£ & OT Security EM @ [A—HILER E] > [V AT LA
BE] DS FRAER—VITTIERTEETS .

APl F—ZERALTRY 1. [[(RRRA/NIP] RYORIZ, EM OFRRS 8 F=IE IP 7R
g LRZAALFT

2. [API =YL vk ] RUPRIZ. EM hioaE—L 7= API
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

If the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. [E#T5IPEE]RIRIZ. IPEEE % CIDR X TA A LET (Fi: 192.168.0.0/24).
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Add Duplicated Network X

® @®

Metwork Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save
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d o
Duplicated Internal Networks Add Network
IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.

If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks

CIDR Sensors In Use - Discovery Queries InUse - Nessus Scans

192.168.0.0/16 Sensor #1
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Monitored Networks

Add Filter

4 Subnets Grouped By: Type Expand All Collapse All & O Add New Subnets ~

CIDR Monitored O Network Name Description

~ Default IP Ranges (4)

192.168.0.0/16 Q Private - Small/Home Common SOHO range. Often from VPN users or unauthorized "shadow IT* devices. ©
10.0.0.0/8 [ o] Private - Corporate/Large  Used by large enterprises. Monitor for internal threats and lateral movement.

169.254.0.0/16 Q APIPA / Link-Local Auto-assigned when DHCP fails. A spike in this traffic signals a DHCP server or network outage.
17216.0.0/12 [ o] Private - Mediumj/Guest Often used for guest Wi-Fi or IoT. Monitor for segmentation violations
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AT7v7 1. OT Discovery X ¥ 5 E & TS
F9.0OTDERE MY —FREFERALTOTD RX VYo &2 ERTH2LELHYET .
1. [T—3RE]> [TIT4T0TI) ITRBELFETS.
[7OT47VTVE B R—U R RINFET
2. [OTD R¥+v2] 8TEDYVILET
[OTD RF+vi] R—UhiR R ENET .
3. [OTD A&y DIERK] V)V ILET .

[OTD RE&voDIERK] /1 \ARILDR RENFET .
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Create OTD Scan X

NAME

‘ scan2_floorz ‘

DESCRIPTION

Floor 2 scan

Credentials

SNMP V1+V2 = ~

Monitored Networks

192.168.0.016 = ~

* Network Areas

Sensor #1 (Sensor) ® floord =

OTAgent #1 (Agent) =

@ cnaBLESCHEDULE

REPEATS EVERY *
‘ 4 | Weeks “

Cancel Save

4. [BHET] RYIRIZREFY DL FIEA ALET.

5. [BREA] RYIRICS RA YU DX AR E-ISFEMIBEREA ALET .

6. [FRILFER] FAVITFTIURYIRT, VAR BEGERIIFHREZERLET.
RTYT 2. BT RIS ERVE T—OTITE TS

OTD RFx+v> o H—F AT, BIRUb ERVE T—OT)T7E) IS D ENHYET .
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1. [EZRVVTR K Rok D=0 EAYTHEIURYIR T, RFvo DY T RwbZ 1 DU EEIRT S
M CIDREEHZANLET.

FEE I [EERIIITR R RV DI R—=DTHI RV ERRIICA AN THEL. CIDREFHZEA B
LTZDI—IR A TEHESIRINEER THIEETEET .

2. [#wk T—HIUF] K OYF YU RYIRT, 1 DBl E DRk T—HTU7ERR LES .

FEE [V T=OTIT] R=OTRIN T—ITITZEFRRICA N THIEL FILLWRRTZA AL
TCDIA—ILN N TEE RIS TV TR THIELTEEFT .

3. A7V a—IVEEELFT.
a. [R72a—IDBEIEINTNED)VILETS .
[#& ViR LEARR] F BTSRRI RN T T4 T 175 YETS .
b. (AT7LaV) R EITELT. MlRE. 7. FfE. B BOEMLTHEELET.
c. [BB]EV2avT. AxvUeETILERTERLET.
d. [BFZIFOYTFIOURVIRT, AXYUEERITIIHZNERIRLET .
4. (RTEI1ZDIVILETS.
OT Security [Z&Y. OTD RFvUhMEFESNET
ATV 3. R EFI—CIVNCEEI TS
1. Windows OA—AIL OT T—U b AU B—DJ1—RIZTFUEALFET .

FEEI—Ux k&, OT Security ~DE#t Z2HE L 957U, FI A AT E R ATV R EZB B
MICREALES .

2. RTTBFEEIKXICP ERTVTTET7YTO—R T7AIVEEIRLET (B F=TA 1Y),
3. AFNUERTI BRIV T—IUTIT7EEIRLFT

ATV 4 AXv %ETTH
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1. A—AWILDI—V b A A—DTI—RADBRFYUEETLES . R—2T VKB TIE. T— b
[& Tenable OT Security ~DZA T 5 A2 <TH . FBIR L= vk 7—21xf LT OT Discovery &
ETLET

2. RITOJTRAFYUOETRRERRL. BREFVO—FLET.
ATVI 5 HERETYIO—RTD
OT Security @ [F & 7YIO—R] &E T, R EZ7vIO0—FLFET.
1. [T—52RE]> [THV—R] [ZBBLET.
[T—3YV—R]| R—I PR REINFT
2. [FET7YIO—R]2TEDIILES.
[FE§T7YVIO—F]| R—IBRREINFET .

3. [OTD R&¥2 77/ o avIF L. [FyIO—REI)0ILET .

Data Sources ©

Sensors Agents loT Connectors PCAP Player Manual Uploads

OTD Scan Files

Upload results from scans that were performed remotely by offline agents.

4. O—HQLDOTD RExVvUER I7MIVESBL. BIRLTZYIO—FLFET.

FE: COT7YIO—R ORI ZHRIr D—OTYTEEEHT RN HE BRINTLVELME S (&, OT
Security MNoBEENFET . DATLHE EAARUNJIZA BT BRI, BEREZBRF ORI T—
STUZIZN 0T FHLWRUS DT 72 R ERLA AT THER 2L ELNHYET .

5. AVIR—bENF-EET AR F[MURUM R=VIZRRTENFT .

TR TR R vk T—
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W E 7 OT Security 1—H—0O—)L: EEE . R—/\—/(H—

BE R 3 R Rk T—OM% FE 1Z(F. OT Security DE=ARLIIEREZEHET5—ENDIP EH (CIDR/
HI3ub) BE FNFEF . OT Security (£, SR EN-EEAN DEEEFEBALET.

T 74Uk TI&. OT Security [& 3 DDT 74Uk D/\T'1)yo % B 10.0.0.0/8. 172.16.0.0/12,
192.168.0.0/16. HLU)>y0—Ah)LE B (APIPA) 169.254.0.0/16 258 ELFT -

JEE:5,000 EEEEAHE=R) TR P TRINEERTE LIZHEE . OT Security (X D& #) 0 5,000
BRIV TES . COUVE THRELTE. S RTLMCODRE M (FHYFEEA-

Nessus Network Monitor (NNM) 32 7R—RUk D5 & . OT Security (IR #) D 128 T DAHZLIEL
EXE

T4 DEE DOWTNUAZTE (TS, FIFEALTOSRIED—IISE LT-EE ZE
MY BIZE ROEIILFET

1. [RE]>[REHE] > [E=HI TR E R T—I ITHBELETS .

[E=2) T8/ KAV D=V R—UHRTREINFT .

Monitored Networks

Search. jel + AddFilter -
4 Subnets Grouped By: Type ~ Expand All Collapse All & 0 Add New Subnets
CIDR Monitored ©  Network Name Description

~  Default IP Ranges (4)

192.168.0.0/16 o Private - Small/Home Common SOHO range. Often from VPN users or unauthorized "shadow IT" devices =]
10.0.0.0/8 e Private - Corporate/Large Used by large enterprises. Monitor for internal threats and lateral movement.

169.254.0.0/16 () APIPA [ Link-Local Auto-assigned when DHCP fails. A spike in this traffic signals a DHCP server or network outage.
17216.0.012 a Private - Medium/Guest Often used for guest Wi-Fi or loT. Menitor for segmentation violations.

2. [RE]>[RBEERE]>[RbT—VEE]ITHBELET.
[k D—OE B R—U TR [EZAIVITR R 2ok T—I] 3THTIHILE TRRENFET .

3. BEIIGLTT—INEDRETAALEY . T—IIWDHRIYARX%ES B L TZELN.

4. [E=RIDTRE RV D—I] T—TIUIE, ROFEMMNEFENTLET .

- 509 -


https://docs.tenable.com/OT-security/Content/ManagementConsole/WorkwithLists.htm

¢l &t BA

TIHIEDIPEEEEL [TIHILE D IP & E] £ avIZlE. OT Security TR E Shfz
UHREL P &5 H TIAIE D IP EE AR RINFET .

[HRZLIP & H] o avIld. a——B S IMERLT- IP &

MR IREINFET .
CIDR [CIDR] 3 [ZIF. E=RIV TR/ KR DIP PRLANKR RENFT .
a== UMNZZFE UL T BREFHDIP TRLADE=R) V%8 3 F=ldE
BMILES.
vk I—9% Rk T—IDE HI .
2t BA |P &3 BH [ZB8 9 %87 A .
! EISh—VIVEEDHET, [aF—] & REVERRLET. CORE

VEERLT, /\OA—E—{EZIE—TEET .

HIRvk D& N

TZA)T T HYTRob FEH TRk YRS EB I TEET .

FLWHIRUNEEMT B

1.

ERFES—2avAza—T  [RE]> [REHRE] > [E=RIVTRH R RO T—I &V IVILE
ER

[E=R)U TR & Rk D=0 R—U AR RShFET .
BLOEFEFLWMVIRVOEM] Z9)0ILET

AZa—hARRSINFT .

. ROVWTIhHERIRLET .
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e 1 DY TR MEM — ZDATLavEEIRLT. 1 DO ITRvbZEBMLET .

o YTRUMJRFDENM — ZDATLavE2RIRLT, YTRIUFDURREEBMLET .
[HTRuk DB /3RILDR RENET .
4. 1 DOYTRIEDEMERIRLI-ZE
a. [CIDR]ARYPRIZ. IP PRLREEZA AALET . (l: 192.168.1.0/24).

b. [E=A) Tt & T ILES)yIL T OT Security ZE 2L FST4v9%FvTFvL. IP
EEARNTTITAITOIVEETLET.

FE BRI TR RN TIVET 4 TR BTG STOWES . BRI TEA DT SIS
[F [E=RITR RIS TNET )L TEMIZLET .

c. (AFTLav)[Ruk D=L RYIRIZ. FYT—ODEHTIZA D LET.
d. (AFLav) R RVIRIZ, TR DFFBAZEA HLET .
e. [(REIZVIVILFET.
5. [HTRYN R DEMEERLIZIGE | [FITRUb DEM] /ARIILTR DR EEITVET S
a. [CIDR]7/Rw2RIZ. CIDR DYRLZE 147121 DF DA HLFET .

b. [E=RULTH & (BMENIFRTOYT k)] kFILES LT, OT Security 45
T4EFNTFOL . VAR ENEF RTOYT ROk OF T4 IV TVER T T HEEH AL
ES

FEE[EERIVIR R T IUIT 74V TE R TG TWES . BRI %A D123 5IC
(F. [BE=RUVTR R (BMESNI=FRTOYITRURN)] T ILEI )L TESITLET .

c. (REFIZVIVILFET
OT Security [ICEYHTRob MR F SN [EZRIVITR R Rvk T—I] R—VU TR RENFET .

HIT Rk O 5
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IR ERELTE R THIENTEET .
1. YIRINERETHICE. ROVTIHEITVETS .
o [EEAV TR R RV T—I] T—ILT. HwETHIPHEDITITH—VILEE HEFT.
OT Security IZ&Y [7o2aV] A=a—DF HITHEYET .
o [EZAVLTRE RIS T—D T—IILT. MEITDHIPHEDITER YV )VILET.
AZa—PMRIREINFT
2. [HIrob DIRE] B IRLET
[T Rk DIRE] 1 \RILDR RENET
3. BERBEEZTLET.
4. (RTF1EDIVILET.

OT Security IZ&kY, HTRIN DEBEIMREFINET .

Tk J—oT)F7
HEL OT Security A—H—0O—)L: BB H

IR D= ITYTHIH TRV ERE DGR IZIVEL T LET . COVELT X BB HLRIGFTIC
FHBEETHIPHEAINDRF Y T—AEEX A THDIKRIBET .

[k T—OT)T] R—VIZE PATLTEESNTLDTRTORYN T—ITTHARREINET . 1Y
FO—OTITIE RD2 DDEGEHNTIVNDESINFES .

s BEN: toY—FERHN I b N R INFEEITD AT LICESTHERENET .
s FENEEEINR—AFINI—VIb RXYUDTL—RHRIA—ELTHERLET .

[k T—OT)T] R—=CEERL T, YITRINET LTI T H1=00ATIVEERLET .
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b D—OT) T DR R
1. [RE]>[REHRE] > [RTIEER] ITHBEHLFTT.
[k D—OE B R—UHBRTEINET . TIHI DFTEX [TV TR R 2ok T—I] TY.
2. [k D= )P 2TEI)VILET

[k T—OTIT] R—U MR RSN ICP THRE SN TSI AT H—ET—D b hi—
ERTINFT.

= Otenable o7 security QB 0731 AM - Tuesday, May 19,2026 @) P

owsmeveen > Network Management

88 overview Monitored Networks Network Areas

€ Inventory

—_— Network Areas

> @& Network

> “8 Data Collection
B setti Name Description Online Sources Reported Sources Assigned Duplicated Subnets
v & Settings
Sensor #1 (Sensor) Sensor # OTAgent #1| Sensor #
> System Configuration
OTAgent #1(Agent) OTAgent #1 OTAgent #1] Sensor #
v Environment Settings
eeeeeee >_Floor1 OTAgent #1 | Sensor #1
Network Management
Global OTAgent #1| Sensor #

[k D—OTYT7] T—T Ul RDFEMHE ENTLET

5 &t B4

% il Yk T—OT)T7 D—FE DFHE A F .

ait B4 Uk =TT DR R TR

o214 ORI T—OTVT7ICERE M TN TS T RNTDAU AV I TAT 4,

Y=

A

HES ZORYNT=HOIVTICEE S (TN TS TRTOLHR—F I T14T 1
nit-
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CIDR & B & EDYITRvbEH F 5T XTORYST—ITUT7DH TOH 3% Ruk
T—OT)TDR B ERITHIE—FRTLET . 12EXE, 5 DDRINT—UTYTH
DOYTrvbEH BT HEHE . COF DOFHTRvkHENTN 1/5. 2/5. 3/5. 4/5. 5/5
ERTRSINFET .

DYk 7—H T 7H Nessus ¥+ Ef=[ OT Discovery (OTD) RAx ¥ TP U747
[CERASNTOSNEINERLET . [ERAFR] Ev—ISnf=-rob T—0TUT7IL. B &
2T NTDRAFVYUMoHI R SNDETHIBR TEEEA

JE—bk Fybk D—H )7 DB N

1. [REI>FRERE]>[RVT—IEE] ITBELET.

[k D—0E B R—UARRINET .

2. [RUhT—=OTYTI B TEDIVILET .

[k T—OT)T] R—U MR REINFT S

3. BHLEO[JE—FHRIFT—HITYFDE M) EHIVILET .

[VE—hRYr D—OIT)TDEM] IRILDTR RENET .
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Add Remote Network Area X

NAME

| Floor 2

DESCRIPTION

Network area for floor 2

Cancel Save

4. [BAETRYDRIZJE—RTUTDREEZANLFET
5. EREAIRVIRIZ. EELTVAIE—FTUTORBAZA N LET
6. (RFEIEVIVILFET .
OT Security IZ&kY. JE—hk vk T—OTUTIMRIFSNFET
Y —ADTRYS T—I T T~DF% Bl

B—ORysI—OI)T7THEE DY —RETI—TIL TEFT . =LK B EO7O7FIZEY NI D
DEBBEH—ZE>TEZARITEINTWSIG & . Tning 1 DDV T—oIYTIZTI—TIL TE
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F9 .2 O0EYHHY. KEMIZ4 DO H—DHDIEE . 8 DDHI * DIYF7TIFAEL. 2 DDAk
J—HoT)7 (BT L1 D) FRETHEFTTEHET.

BEDOLR—LY—RE 1 DDV T—ITITIHEE THH &
1. [RykT—=9TYT] T—=IILT. ROVTIINERITLET .
o Y—ADHBE T LG BRI T TERIRLET .
OT Security [Z&Y . ANVF—D [7H2 3] A=a—DF 3 ITHEYET .
o Y—RAOBE T LG BRINT—OTYTER I )VILET .
AZa—hARERINFET.
2. VRO ERRLFET

[V—RADH B /S RILDRRSNFT .
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Move Sources X

Sources to Move

Sensor #1 X hd

Move to Network Area

Remote_Floor1 v

3. BENITEHY—R FOVTFIURYIRT, BETEHY—RE 1 DU EERLET.

4. [#vk D—OTYTIRE B K OvTHIURYIRA T, YRR hoR2—7 vk Dk J—9T)7ZEFIRL
F9.

5. (RTEIZEVIVILFT .
OT Security (&Y. BIRLI=Y—RHME E SNk D—OTUTIHEELETS .
JE—h Rk D—OT)T7 DR E

B DUE—F RO D—OTU7 DR B LRAZHRE TEFT .
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1. [RYhD—HTYT] T—TILT. ROVWFTIOEERITLET .
c WMEITDIRINT—UTTERIRLET.
OT Security IZ&Y . AYF—D [T 3] A=a—DEF N ITAZYET
s WMETHRIIT—OTITERVIVILET .
AZa—HRTFSNFEYS .
2. [FFHOOmRR]IEERLETT .
[F¥#l DI K]/ SRIDR RENFET .
3. BEISLTHMZEERELEY.
4. (RETF]ZVIVILET .

OT Security ICEWE BAMRF SN BEF SNF# A [Ruk 7—OT) 7] T—JIUR RENFE
ER

VE—h Rk =07 DHE| R
BB (g2t VE—h ok D—OTUT7ZHIBR TEET -
ERCBRE [EAP] EX—IShTOS Rt T—ITUTZRIBR T A LETET A, RbT—0T)T%

Bl BRI 5I2I&. B&E T (TN TSI RTODY—RZHIBR L. 77147759 XTD Nessus ¥ &OT
Discovery X+ hinf| RSN TLND T EE W 37 52 L TEELY,

Rk D=0 T)TERIBR T 75 &
1. [k T—=9TUT7] T—TLT. ROVITIAERITLET
© HIBR T HRuk D—UTUTEERLES .

OT Security [Z&kY AYFI—D [7I2aV] AZa—DBEMITHYET .
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s HIRR I BrvbhD—0TVT7ER V'IVILFET .
AZa—HRTSINETS.
2. [HIFR]ZZERLET

OT Security IZ&Y. ZEIR LF=Rvk D—OTUT7HEIBRSNFET

1—5—E 8

OT Security AV —ILADT I R(E. ZO1—H—IZIR B SNE TR A %8 E 51— —7H
DU IZEoTHIEIESNET . ——DOTF7 I ERHF A L. 2—F—DFYH THN TS :L—*:“‘—/J“) L—7
[CEOTREINFT . & 1=V IL—TI2UE. ZDOAVN—DF A TED— B DTV RHFAEE
FTHO—IHENYE TOENET . LIzhoT, FzER K YA ARL—2—a—HF—J )L—TTH A AR —
A—QO—)LhHDIEE . TDTIL—TIE YL THR TS T RTOI—Y—ITHA b ARL—2—0—)L
(ZREE T (Fonf-— E DTV ERF A AT E5ESNFET.

DRTALIZIE. A AT EEE O (B EBEI——JIL—T]>[EEBEO-I]. BEU[TAAR
L—3—a2—H—5)IL—TF > [FA b FARL—E2—0—)U] 1.E) 10 s T 55— & DHEHI E &HE anf-1—H—
TIW—ThHYET . DRBLDA—H—T)IL—TEE R LT, AN\—DO—)LEEETHELTEFT .

DARTLTA—H—%E R T BIZIE. 3 DDA EHIBHYET .

e O—A)LA—H—ME N — A—F—TFh IOV ZERLT. @ ¥ DA—F—NRTLIZTTIOERTS
CEERBLET. O—IIEEE T HA——JIL—TIa—5—%E| YL TFET .

o BRI H—/\——FF B # # DR 5L Y—/\— (Active Directory. LDAP i3 &) ZE L T, 1—H—
MO RTLIZZOARTBHEHHAFE LET . Active Directory DEE 7 DY IL—T(ZHE DT, OT
Security A—/)LZE| Y)Y THIEMNTEFT

e SAML — 74T T4T47 0/ (& — (Microsoft Entra ID %2 &) &M & vk 7yIL . A—H—
% OT Security 77— 3 (28I YE TET S

O—Ah)La—y—

A—F—IN—T
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& BlE Y—/\—

SAML

O—AhjLa—H—
W E 747 OT Security 1—H—0O—)L: &

EEELIHYI FLOVA—H—THIOUEER LY FEOTAOUNERELYTEFT . &
A—H—E, I—HF B YL TONO—LERE TS 1 DU EDA—4—JIL—TIB YL Tonz
EE

FE A—HY—OTAIUNFEEA— TR R F IR E RIS, 12— —F1—F—T)IL—T
[SEMTEFT .

A—h)La—H—DR T~

[A—HIaA—H—] D4R DI D RAT LA DT RTOA—AILI—F—DIAN PR RINFET

Local Users Search.. o Mdduser B
Full Name * Username User Groups
Mr. Admin admin Administrators

Supervisors | Site Operators | Security Managers | Security Analysts | Read-...

[A—A)LaA—HF—] DR I ROFHIARIINFET.

T)LR—Ls dA—H—DI)Lr—L.
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1—H—4% OJAVIERAENSGI——D1—H—2& .

1—H—HN—T 1—H—AEYE THR TS I—F—F)L—F,

A—Ah)La—5—mE in

A—H—TFhHIoUrZERLT. @ 7 DA——DBORTLIZTIERTAIEEARELFT . HF1—F—
. 12U L DA—H—5)I—TIZBNYE TONBDLEAHYET .

A—Y—T7HIU+ DR F I

1.

2.

JBE]> [A—V—BEE]> [AB—HIL1—]IBELET.

[A——DE M Z0IILES.

[1—H—DEM] NAUHBRRENET .

[DILR—L] RYDRIZ &2 EATLET

| FEADLEZENE, —F—DY A AUBF IIAYI—N—ZRREINFET .

[1——R | RVIRIT, DRTLADATAVIFERA 51— EAALFET.
[/SRAT—KR] RYIR T, ISRAT—FZA hLFET.

[/SAT—K OB A Al RO RIZ. BAC/AART—KEA ALFET.

FEE ML DRI OOATAUIE R TH/\RT—K T, 2—H—(F. S RTLIZATAY
LB IZ[ERE] 1R ITIHRD—REZEEHTEET.

. [T FOvTE IRV AT COA—HF—EE YL THR 1—F—JIL—TDF vy

RVIREERLET

EEVATAIE. MAATRZE OV (EBEE I—Y—JIL—T] > [EEBE O] BEU[Y
A ARL—B—a2—F—5I)IL—T] > [FAARL—E2—0O— ) HE) IR G TH—EDEREES
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nN=2—5—J)I—THhHYFES . FI A el gEAO—/LDFR B (2O TIE. O—hH)La—5—%S BEL
TLEELY.

8. [MEm] &V IVILET .

OT Security [ZEYE LWL\ 21— —F AUk B RFLITHE &N [A—h/L1—H—] D1—F—1)
AMEMESNET .

A—H—=ThOU T EHEDM DT I3y

A—H—=TFh ook DR &%
A—H—FI5(ZH DA—HF—TI—TBIYE THY. YIL—Tho1—F—%HIBR LU TEET.
A——D1——JI—TDEEFIR
1. BE]>[1—F—EE]> [A—hIL1—F]IFBEHLES.
[A—HLA—H—] R=IHKRRINFT.
2. BHOI—Y—EHYIVIL. [A——DIRE] EEIRLET.

FEHOIVNE, A —F—FZFIRLT, [77oav] Ama—hm% [1——DR K| ZBIRTHIELT
TFI.

3. [A—T—DIRE] RAVHR TR IN, I—F—DE YL TON TS LI—F—TIL—ThRENnFE
ER

Edit User X

USER GROUPS
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4. [A—H—TIW—FayFF IO RYI AT, BRI DA—H—JIIL—T&E IRF-ILERERRLE

9,
] |
Edit User X
USER GROUPS *
Administrators - -

Administrators
Read-Only Users
Security Analysts

Security Managers

Site Operators

5. [RF1 &V IVILET .
A—H—QINAT—KDZE &
AR X BEEE IS DO RTLOEEZEDTH IV DINRT—R#ZE B IBHRIFERHITLFEIE

T . A—H—DBE B DI\ RTJ—RZZEETHH A (. [O—HILERE]>[1— ] ITBEHLTEETEE
El

A—H—DN\RT—DEEFIE
1. BE]> [1—Y—EE]> [0—hlai—HF—] IBBLET.
[A—HILA—H— ] R=UHARTEINET .
2. BHOA—HY—FE )L, [INRT—F D) EFBIRLET .

SEE:HHINE A ——FBIRL T, [7o23] AZa—m% [/ SRT—K DUty BRI 5HTE
L TEET.
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[/ART—RJIb ] D4R IR RESNET
3. FRLLVRRT—RIARYIRIZEH LLVART—RZEZA AILET .
4. [HLWWART—R DB A Al RYIRIZH LLWAART—REE5—E A ALET
5. [y &0 )vILFET .
OT Security IZ&Y. FHLLVART—R A §E Snfz2——TFho M SEB R INET
A—A)La—H—0H| Bk
aA—H—TFhoUk DEIRFIE
1. &EE]> [1—F—EE]> [O—hL1——] [TRBELFET.
[A—A)LaA—HF— ] R—=UNKRRINFET.
2. BHOA—H—%EH )L, [1—F—DHIBR] ZEIRLET.

FEHOIVNE, A —F—FZFIRL T, [772a] A=a—m% [1——DHIBR] ZFIRTHIELT
TFI.

HER IR IOBNRRENET
3. [HIBR1ZED)YILFET .

OT Security [IZ&kYA—F—=THOU b B RTLHGHEIBRINEFT .

A== I—T
W E 747 OT Security 1—H—0O—)L: EH &

BEEIHY—IE. HFLO A IL—TEERLIY. BEOTIV—TE#=RELEYTETT . £ 11—
H—IF. 1 DU L DA—F—J)IL—T BV TonFET . ZhikY. ZO1——(F YL THhhbdO—
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DRATLIZIE. AR RELRE O—L(EEEI—HY—JIL—T] > [EEBE O] BLU [TAAR
L—8—1—H—45)L—T] > [PAARL—E2—0—)] 12 &) 1Tt s 5 — B DE Rl E & hnf-1—5—
OI—ThBYET. FIB TR O—)LDR B 2D TIE. Aa—H—0O—)LES BB L TEELY.
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User Groups Searc o Create User Group @®
Name + Members Role Authentication Servers

Administrators Mr. Admin | sanjusha Administrator

Read-Only Users Read Only

Security Analysts Security Analyst

Security Managers Security Manager

| Site Operators Site Operator

Supervisors Supervisor
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Create User Group

NAME *

Name

ROLE *

Select

LOCAL MEMBERS

Select multiple

ZOMNES

Select multiple

AUTHENTICATION SERVERS

Select multiple

Cancel

Create User Group X

NAME *

‘ Name
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A—H—=JI—TIZEATEFDM DT 3w
A—H—TI—TRE
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3. [HIBR]IZED)VILFET -

OT Security [2&Y. A—HF—TIL—ThHEI R IhFET .

a—5—0—)L
F| B A Be 2 O—)UZR DEBYTT .

c BEEE - VATLDIANTOREIRVELVEE SR FHLWOWA——ThUUr DERZS
) 21T 5=DDERKDERZHFLET .

s MAMYER — TR (BEAURUN ARUE Rk T—IZ5T090) DR RIFTEFI AN
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AU —i v v v v X X X
1524 N I3
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T REF A -
ERR [ v v/ v v X X X
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BiE

BEMETE v/ v/ v/ v/ v v/
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R—bk

R—Z51>
LLTE

YT DE X

TYTDE H
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<
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<
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(ES

il B

GI—T D Bk

<
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H
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OT DfE 53 1 &. OT Security M5BA A SN T= IT 24T D Tenable Nessus AF¥v(Z&->THR H -
TAEANEENET

¥ E: OT Security (&, # & #/ LTIE R = & E ODT—4% Tenable Security Center & Tenable
Vulnerability Management [3% 1§ 32 2 &FHYER A-
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O

FEETSUb T—L%EH & 95121, OT Security A7R—b 443 %4t L T Tenable Security Center F1=
[& Tenable Vulnerability Management [Z7 92X TE 5w B H&HYET . Tenable TlL. Tenable
Security Center F7=I& Tenable Vulnerability Management T4 & D1—H—%4Em L. OT Security ~
D E1I——ELTHERTAHAILEHELTLET.

Tenable Security Center
W E 7L OT Security A—H—0O—)L: EE &

Tenable Security Center Z#f & 37 5(Z1&. OT Security T—4% R F 51—/ \—HILJRT K )%
Tenable Security Center ITERL L UFRDO R ID #AELET . FEMITOLVTIE. 2=/ \—5J)LJRDE Y
%5 BB LTSN,

J¥ & Tenable Tl&. OT Security 0#ft & |Zf Fl SN 5% E D1—H—% Tenable Security Center T
ERL T HIEEHRELTVET . COI—F—IF, X )TuvRx—Pv—/ X )T47FHIRN F(EHf
BHETFIRNOO—)VEFES., DT IER 1 TIV—TIEIVE TERELNHYET .

Tenable Security Center ##t & 9574 i%

1. Tenable OT Security /> 4—J1—RXT. RE]|>[HB] [TFHLET.
[EEIN—DHRTEINET

2. B LDMEED2—ILDEM] EV)VILET .
[ & ED1—ILODEBEM | /SRILDR REShET .

3. [EVa—IV34A4T] 493> T. [Tenable Security Center] ZZE R LFET -

4. [RANZEDIIILFET
BESHI IR EE L [EV1—ILER] /RIAR TENET .

5. [{KRk £ /IP] Ry RIZ. Tenable Security Center M7RRA~ & F/=IEZIPZA ALFET .

6. [1—H—R ] RVIRIZ. THhOoUbDI—H—IDEAALET.

7. [1NRT—R]RYDRIZTFAIUE DISRT—RE A ALEFET .
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https://docs.tenable.com/security-center/director/Content/Repositories.htm

O
8. [JARUKVID] 2. A=/N\—LRD R ID #EBELET

9. [REAEE]IFOYIFEIURVIRT, TR ITIEELRELET .
10. (RTF]ZVIVILET .
OT Security [FE B ZER L. MEEX—VISH LM EEZRTLET

M. LW EZE Y )vIL. [R#A] &0 )0ILFT .
Tenable Vulnerability Management
WHE L OT Security 2—H—0O—)L. BB E

;¥ & & #1Z. Tenable Vulnerability Management 22 —)LT APl X—% 4 L 32 BEHAHYFET (5%
E]> [RATHIUR] > [API F—] > [ BK]). # & DX E B 12 OT Security AV —ILTA N TEH77€R
F—L—ILuk F—NE Z5NFET .

Tenable Vulnerability Management Z#% & 955 %
1. Tenable OT Security /> #—Jx1—RXT. RE]|>[HE] [TFBHLET.
[ & R—UHARFTINET.
2. B LD EEDSI—ILOBM]EI)VILET .
[ & EDa1—ILOEM | \RILARREINET .
3. [EXa1—ILBA4T] 423 T. [Tenable Vulnerability Management] Z2 R LET .
4. [RNEDIVILET .
BEETEII—IREEL[EV1—ILE R /I RILBRTEINET
5. [7VEARF—])RYIRT. PUOERF—%AALFET.
6. [—ULukF—]RVIRIZ. MEREAALET.

7. [REAEE]FOVTFIIURVIRT, TRERTHEEEEIRLET.

Tenable One
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https://docs.tenable.com/vulnerability-management/Content/Settings/my-account/GenerateAPIKey.htm

W E 72 OT Security 1—H—0O—)L: EEE

Tenable One & & 9 5IZ(%. Tenable One ED§E & DF B IZHE > TSN,

Palo Alto Networks - X t# { 7714 ¥—4—)L (NGFW)
W E 47 OT Security 1—H—0O—)L: EH &

OT Security H4& i LT=& E AU JIF % Palo Alto Y AT LEH F TEFT .
OT Security % Palo Alto Networks R t X 7714 ¥—4+—JL (NGFW) & & 955 iE
1. Tenable OT Security /> #—J1—XT. RE]|> [HB] [TFHLET.
R R—UDBRREINET.
2. ELEDHEEED2—ILDEM] ETIVILET .
[ & ED2—ILOBEM | \RILBR REINFET
3. [EVa—ILBA4T] 49 3T, [Palo Alto Networks NGFW] Z#E R LFET .
4. [RANZEDIILFET .
5. [[RRk £ /IP] RvPXIZ. Palo Alto NGFW 7HJ2k DFRRM & F=EIP PRLRZEA ILET S
6. [1—H—£R ] RVYIRIZ.NGFW 7hoUk DA—H—EEA ALET .
7. [SRT—R] RuHRIZNGFW FHYk DSRT—KEA SILET .
8. [(RTFIZVIVILET .

OT Security IZ&Y. i & IMMREINET.

Aruba - ClearPass Policy Manager

W E 1 OT Security 1—H—0—)L: B &
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OT Security & tH LT=& E ARV JIF & Aruba S AT LEH B TEFT

OT Security % Aruba ClearPass 7h Uk & & 9575 i%

1. Tenable OT Security /> 4—J1—RXT. BRE]>[HE]I[TFBSLET.

10.

[EIX—DHRTINET

. BLEDHEEESI—ILOE M EFVIVILET .

[ & EDa1—ILOEM | \RILARRENET .
[ED 12— ILAA4T] 29232 T. [Aruba Networks ClearPass] ## iRLET -
[RANEDIVILET

[RRk £ /IP] 7R RIZ. Aruba Networks ClearPass 7Hhok MRRL £ F=1E IP PRLRAFE A
HhLFET.

[1—H—%& ] RYY R, Aruba Networks ClearPass 7h™ook DA—F—& %A HLFET .
[/SRA—K] Rwo X< Aruba Networks ClearPass 7Hhook /XA T—K%EA ALET
[954 7>k ID] RS X[ Aruba Networks ClearPass 7Hh b D547 IDZEA HLEFT .

[API 5547k —4HLyk ] RS (2 Aruba ClearPass 7H 2k M APl 5547k —9Lwk
ZAHDLET.

[(REFIZIIIOLET .

OT Security IZ&Y. #fi & NMREFINFT .

Tenable One L&

OT Security % Tenable One & & §5Z&ET. Tenable U /N\—IHRR—Dr—E I F TEEEUR
DAATDT—HR%HR TEET
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Tenable One &#f & 9°512I&. £9 Tenable Vulnerability Management T 9% —Z4£ LT, Th%
OT Security IZIR #: T2 B MNHYZET . Tenable One (. BIEI DRI A LLIE (AT Hh-EEDEHEIC
KYU. EHMICEFH SNET.

#i & % . OT Security [% Tenable One (R DT—42%& £ ELFET -

e OT Security [&. TRTDEELEERMEZ. [FA/N\—TIRR—r—E B> [A1URUR]| R—
CERIEALET . CODBHICIE. RUA—, A—H—, TTIL. KEE . D7—LIT7. VUTILE
SHAEFINFET. RO R ELBZT—ILR TR ODBEYTT

* OT_BACKPLANE_ID
* OT_BACKPLANE_NAME
* OT_CATEGORY

* OT_CRITICALITY

* OT_DESCRIPTION

* OT_FAMILY

* OT_FIRMWARE

* OT_ID

* OT_LOCATION

* OT_MODEL

* OT_SERIAL_NUMBER
 OT_SLOT

» OT_STATE

* OT_VENDOR
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* OT_SENSOR_NAME
« OT_DIRECT_IP_ADDRESSES
* OT_RISK

o TS5AUID. T4 TSTAUH hin s BEICEE M TN TS T RTOHE 55 1 0
H#ER . Tenable One [ZCHT—4%2F AL T. 8 EE DB ERT—AEAN[T7OT4T] M [1E
EEFH THAINEEBMLET.

e IN—Tav 44 LB R EEICEHAEMFONTNRIRTORI—ERDBRHER. ZOT—4
[ZIE. FRYS— AR AL T ARV ERBATRHEMETSI(OE N BERTIEENESEFN
F9. Tz BRINTITAETAIZEE TS MITRE ATT&CK B fif . $:1ff. FIE (TTP) &
FNFES.

o (IN—2345 L) B EICEEMITENIZTRTOE 2T . Thild Tenable One Tl 44 &8
RTEL TR RSINFET .

;¥ & : OT Security D& i & & [ Tenable Vulnerability Management [Z[ZR RS FERA. =12
L. Tenable Vulnerability Management & OT Security 2 & L TL\315 & . R¥+v>TOT
Discovery TV #FE AL TLSE & [FBREFET

15 HHHEIZ

* Tenable Vulnerability Management TUL ¥ —04E SN TSI ELAHERLFET . FEMITDLY
TlZ. Tenable Vulnerability Management 1—H—HAK M OT aAx94%S B L TEELN.

;£ & Tenable Vulnerability Management N T4 pi S f=1)> V¥ —(&. B — @ OT Security 4
ML TOAER TEET -

Tenable One ED#E & /%
1. Tenable OT Security /> #—J1—RXT. BRE]|>[HEB]ITFRBLET.
B R—THIRTREINFET.

2. BELDMEED2—-ILOEMZIIVILET .
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https://docs.tenable.com/vulnerability-management/Content/Settings/Sensors/OTConnectors.htm

O
A EDS2—ILOEM | ARILBRTRINET .

3. [EVa—IV34T] 493> T. [Tenable One] &9')voLE T .
4. [RANZ&DIIILFET

[EVa—IE &R I avhRREINET .
5. [V BAR RYDRIZDZIR YA BEAALFET .

FEEOX—ZFE R LR . T8 YAk & HY Tenable Vulnerability Management @ [OT 3
DADMEB M) IR IR REINET .

6. [J>U¥%—] RyYXIZ. Tenable Vulnerability Management Aio4E B L1z 9F—%F A A LET .
7. (RETFIZDIVILET .

OT Security IZHi & DA LIzZ,EF R TAVE—UDAR REINET . MAEMNT T 5L #HE
R=UTIoIENT=H AL %K R TEET . Tenable One Tl&. [E2H—] >[0T a3 R—
[Z. OT Security TZDH A+ AR E SNI=T /ARG DR REINFET .

HARDTNARBITONTURL [V ARATLERE] > [T/ MR R—DD[T/INARE] I3V ES R
LTS,

FEEBIIRTULTENTNS YA DL 1% OT Security TE B LG & . o —R EH LU
YA+ & &E— B9 5H&S Tenable Vulnerability Management Al TF &) TZE B T=F 9. 1=,
OT Security & Tenable Vulnerability Management Ol 5 TH# & 28I L. BEXRT7UVITH
FHA 2 DEEZEEMICEH TEFT .

Tenable One [Z Tenable OT Security Z7 7AAL TS/t R%& (5 95& FIEIZDLVTIE. Tenable
One TIAA AU AR %5 BB L TSN,

Tenable One M SAML # & D& E

SSO #{# FH L T OT Security [IT79t X9 %&5(ZTenable One 1> A2 AT SAML 5% ELFET .
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https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm

O
Tenable One [T—IAR—X] R—U D [OT THRKR—U v—] 2/ UL, TIHIUS TIEESN (T H>TLVE
T [OT THORR—Dv—] RAIVER T B2, £3 Tenable One M SAML %:% & 350 EHHY
*7.

Otenable  workspace o

Tenable Products

Identity Exposure i
(] Cloud Security
Discover and prioritize weaknesses within your Attack Surface Management
existing Active Directory domains and reduce Understand your external attack surface. Unified Cloud Native Applicatios
Platform (CNAPP) built on Erm
your exposure.
0T Exposure Vulnerability Management PCI ASY

Gain visibility into your Allow you take comprehensive scans of your

environment, identify vulneral networ ntify and address
wulner: & your arganization
compiles with PCI DSS.

threats, and ensure the resilie
systems.

Analysis and Prioritization Guidance

oca  Inventory Attack Path Analysis o Lumin

[a]=] Embrace the attacker's perspective to manage Assess your Cyber Exposure risk and campare

(== R 1 and review 3 critical attack techniques across your Q0 your health and remediation performance to
organi = organization. other Tenable customers.

18 6OHHI
« H %7 Tenable One &V OT Security DS54t AW HEHEEFMHE R LTS,
Tenable OT Security M SAML #% E 955 %

1. Tenable One A5 SAML AT T4 T4 F 015 — (IDP) DEL i &5 )L —FATS ok ID £H
BLES.

a. HiR—k SN TS TS5 T hitps://cloud.tenable.com IZA5 AL | [D—IAR—X] R—
[Z7OEALET

b, B EDE RevEssLES .

[BEE]N—DHRREINET
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https://cloud.tenable.com/

c. [SAML] 24 LEDIVILET .
[SAML] R—S MR R EhET .
d. [SSO AL FLIR] 4TESWILET .

[SSO A TLIX] R—TU ik ;R S, Tenable OT Security® SSO £% &

@tenable Vulnerability Management ‘ SAML

SE 550 Cloud S50 On-Prem

1 ltem

PRODUCT ENTITY ID 1DP URL IDP CERTIFICATE AUTH CALLBACK URL
"n“. Tenable OT asbasas1-121231 N/A
P
@

e. Tenable OT Security {TIZh—Y ILEE& HETH)VILET .
A {8IZIDP O/ SRR RENET .

= Otenable | setings > sam

SSOCloud ~ SSOOn-Prem
O 1item
ppppppp Ty in
[m} Tenable OT Y ‘

¢ B AR EEALT. ROBMEIE—LET.

-599 -

AR TSINFET .

SPENTITY ID

NA

Jauth/callback

\\\\\\

IDP CERTIFICATE

L Download File



s IDP T>F474 D
* IDP URL
- IDPEIEAE
g. £ [FFANDEILO—R] &0YIL T, O—ALS RTLISGERAE 240 0—FLET .

h. FIN—FOREVTF—EBMBLET ., FI—TATSHh D EHER = THIZIE. [
1> [FOERHE] > [T~ (BB BET BT IL—TER DI BMEMLES .

f=&Z (X, Tenable One T. [OT BB EF] L [OTHRAMYER]| D2 DOTI—TH#ERLE
9. OT Security D1—H—O—)UIVEL T T BIZIE. ThbDTIL—T 4 %. OT Security
[SAML] R—S D[S E JIL—TATS 1k ID] T4—ILK &[5 A YE f 1—H—4)L—
TAT Ok ID] Z4—IR IZERENEBMLET
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@tenable ‘ Settings » Access Control > Groups > Edit User Group

0T Read-Only

General

USER GROUP NAME

| OT Read-Only

[] Managed by SAML (&)

USERS

| Select Users v

£ OT E2E 550 Access X

= @tenable | Settings » Access Control > Groups > Edit User Group

0T Administrators

General

USER GROUP NAME

‘ OT Administrators

[] managed by SAML (T)

USERS

‘ Select Users v

X, OT E2E 550 Access - Site Supervisor P

Permissions

P Search

0 Items | # Add Permissions

NAME USERS
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2. OT Security TSAML ZX DELSIZELFET

a.

b.

OT Security [CAZ 1L ET .

HE]>[A——EE]>[SAML] 1T LET .

[SAML] R—S WK R EhET .

[E]. RFOREZHRETIHEILmR]IEV)VILET

[SAML D% B R—ChR REhET .,

a.

. Tenable One [SAML] > [SSO A2 TL 2R R—UhiaE—LI=R DFMEA D LET .

[IDP ID] R4 RI<, Tenable One SAML X—S A —L 1= [IDP T254F ID] %
BRUFT ITET .

[IDP URL] 7R X[Z. Tenable One SAML R—¥ hi5aE—L 1= [IDP URL] &8 Ut
(+F7 .

FEBAZE TR RYOVRT. SEAE I7MINESF I O—F LB FRES B L. 20771
WET7YITa—KLET.

[1—4—% B 1] ROV RICROEMEA N LET

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres

)

[JIL—TE ] Ry RIZ. groups EA A LET (Groups TlEAEL INXF (T B0
BELhHBYET).

Tenable One MoER B LY IL—TAT o IDIEHEA ALET.

EZE RATYTh T [OTEEE] E[OTHRAMYER]| D2 DDTIL—T%
Tenable One TR LFELTz. cNHEDTIL—TE %, [SAML DR E|RX—C D [EE
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FBIIWN—TAITOHk ID] F4—IR E[FRAHFRYE R I——5)IL—TATP ok D]
T4—ILRIZENZNEBMLET
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Configure SAML X

ioP 1D *

‘ https://dev.cloud.aws.tenablesecurity.com/saml/sso/d: |

IDP URL *

‘ https://dev.cloud.aws.tenablesecurity.com/ |

CERTIFICATE DATA *

Replace Current Certificate

USERNAME ATTRIBUTE *

‘ http://schemas.xmlsoap.org/ws/2005/05/identity/clairr |

GROUPS ATTRIBUTE ¥

" groups |

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

‘ OT Administrators |

READ-ONLY USERS GROUP OBJECT ID

‘ OT Read-Only |

SECURITY ANALYSTS GROUP QOBJECT ID

Cancel Save
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O
g. (RTFIZIIVILET .

OT Security [Z&kYER E MR EF SN RDIFEHWAR TSNFET .

= (Otenable 0T security | 08:03PM - Tuesday, Feb4,20250 = Mr.Admin ~
88 Overview SAML
> £ Events
@ SAML single sign-on log-in @
@ Policies

Populate SAML account with the following
> @ Inventory

ENTITY ID 1 Tenable_OT_

R Netwerkhian URL @ https:// Jauth/callback
N .

£) Risks Configuration details
> Active Queries IDP ID https://dev.cloud.ay nablesecurity I
s @ Network IDP URL https://dev.cloud.aws.tenablesecurity.com/

~—~BEGIN CERTIFICATE-

> & Groups

v £ Local Settings CERTIFICATE DATA

Sensors

Read More
> System Configuration USERNAME ATTRIBUTE http://schemas.xmlsoap. org/ws/2005/05/dentity/claims/emailaddress
GROUPS ATTRIBUTE groups

> Environment Configur...

‘ADDMIN\STRATO RS GROUP OBJECT o\ trators
v User Management -
‘RDEAD ONLY USERS GROUP OBJECT (11 g oy

User Settings

Local Users

Zones
User Groups
Authentication Servers

SAML

| Version 4.1.24 (Dev) Expires Dec 29, 2993

-]
-G

(R TE DREFERFER I LANTEEL. OT Security & Tenable One DF /5
EFIEZE T LTHS. BEBL TSN,

Xe Vi

h. [SAML] R— T, R DEZIE—LFIT . ChoDIE [E. Tenable One N & B 71 5%
ECRHEITHYFET.
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e I>74741D
* URL

SAML

@D sAML single sign-on log-in

Populate SAML account with the following
ENTITY ID (£ Tenable_OT_

URL & https:#/ 'fauth/callback

3. Tenable One THMEMLEHREZT TLET .
a. Tenable One T. [EXE]>[SAML]> [SSO AV TLIR]| R—IIBEFHLET .
[SSO AT 2R R—UHFK R &N Tenable OT Security® SSO % E MR RanFET .
b. OT Security {T&#2')v9L%Ed .
OT Security 5% T DFf fll / \RILHR RENFT S

c. [BREFa—/Ls\w% URL] &[SP I>T4F ID] I=. OT Security @ [SAML] R—ZTaE—L1=
HMEANDLET.
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= Otenable | settings > sam

SSOCloud  SSOOn-Prem AUTH CALLBACK URL
[mtpszn——autnvcaiivack |
O 1iem
SPENTITYID
ppppppp Iy 1D IDP CERTIFICATE [ Tenable o1 |
[u] : |
™

\\\\\\

cccccc

d. (REFE]IZVIVILFET
OT Security IZ&Y SAML 5% E MRETFESNET .
4. [SAML 229 NS A ARG A R T VED )DL TSAMLEE $HITLET .
OT Security IC&YB R EFZR I AvE—U MR REINFET.

5. OT Security #B R LFET .

Tenable Y. [T—YAR—X]| R—D D [OT THRAR—Uv—] ZAIVEF HIZLET . [OT THRKR—
Dx—] B4 IVED )L . OT Security (CPOEALET .
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@tenable Workspace o B .

Exposure Management Identity Exposure )
Aggregating data from multiple sources to Discover and prioritize weaknesses wmw\ yauv Attack Surface Management

resent a unified contextual view of your risks, existing Active Directory domains and re Understand your external attack surface.
enabling comprehensive and proactive measures. your exposure.

0T Exposure Vulnerability Management Web App Scanning

%: Gain visibility into your Gperational Technology @ Scan assets for vulnerabilities, view and refine @ ceanweb applicatons to understand the true
environment, identify vulnerabilities, monitor results and related data, and share this
threats, and ensure the resilience of critical information with an unlimited set of users or security risks without disrupting or delaying the
systems. groups. applications.
Lumin

Assess your Cyber Exposure risk and compare
o0 your health and remediation performance to
other Tenable customers.

H—/\—

W E 73 OT Security A—H—A—)L: E B & . X—/\—/\(H—

AT LT SMTP H—/\—& Syslog H—/\—%B ELT. ARV BENZE E A—)LTiE{E LY. SIEM
TERER LY BIEMNTEET . Ff-. FortiGate 774 v—o+—ILEE% T L T. OT Security vk 7—%4
ARV ZE DNVTITFAVY—0A— LR —DIR E % FortiGate ITEE 42 TEET

SMTP H—/\—

EA—IENLTRAGRE ANV BN ZEE TEDSIITTBITE D ATLIZSMTP H—/\—%E 7E
THOLENHYET . SMTP H—/N\—ZH E LLEIMEE . ARV DE B EINE-UITA—ILE K £ 15
FTHLIETEFERA EDOLIGRIETH. TRTDARUM L [IRUMN B EOEBEIVY—IL(A—
HP—(8—TJ1—R) TRRTEET

SMTP H—/\—DE EF B
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1. BBRE]>[Y—/\—]>[SMTP H—/\—] IZBE#HLFT .

2. [SMTP H—/\—ME ] &0 )vILET .

[SMTP H—/\—] & & IV F OBR T SNFET .
3. [H—\—R]RYIRIZ.EA—)LBEHIE R TS SMTP H—/\—DZHTEA HLFET .
4. [RAZ\IP] RYIRIZ, SMTP H—/\—MDRR+ & F=(X IP PRLRZA SILET

5. [fR—k]RUIRIZ, ARV EYYRLT B SMTP —\—DR—+ B EEA D LET (FIHILA
25),

6. [FEIEH EA—ITRLAIRYIRIZ. ARV BRI A—ILOEEE ELTRREIND E A—=)LTR
LREAALFET.

7. (AFoav) [2—H—% ] Ry RE[1SRT—K] Ry RIZ, SMTP H—"—~DF7IERIE AT S
A—H—Z ENNRT—KRZEA B LET.

8. TAM EA—)LZEE ELTEREMNE LAT NI EZHER T HICE [TA EA—LDEE] 0
L EE K DA—IVTELRZEA AILT, ZIERVIREFIIIL . A—ILHVE W=DEIHERE
RBLET . EAIDEIVEMEE (X FFTINa—Ta 0% T >CTHEDREEZHFEL. B E
LFET

9. (RTFIZEVIVILFET

BIDSMTP H—/N\—ZRE I BICE. COFIREEYRLETS .

Syslog H—/\—

SN ERH—/N\—TOTARUS DIREZH 23 BIZIE. AT LT Syslog b—/\—%HRTEITEILEID
YFEY . Syslog H—/\—%RE LELME S . 1R 0O51E OT Security 759k 7A—LD#AIR FSNh
F7.

Syslog H—/\—DH E F B
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. & E]>[H¥—/\—]>[Syslog H—/\—] ITHEEILET .

. [+ Syslog Y—/\—MiB MN] &5 )ILET . [Syslog Y—/\—] B E I1UF IhR RENFT .

Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP ¥

Hostname / IP ‘

pORT ¥

‘514 ‘

TRANSPORT ¥

Transport -

[ ] send keep alive message svery 10m0s

Allow syslog message caching

Cancel

Syslog Servers

SERVER NAME *

[ syslog.example 1

HOSTNAME 7 IP *

PORT* _510-

f”. b




O
3. [—\—R ] RYIRIZ. AT LARU S DOYZ{FE AT 5 Syslog H—/\—DEZ FTEZA A LET

4. [RRk % /IP] R RIZ. Syslog H—/\—DRRk 2 FH=1Z IP PRLREA A LET .

5. [(R—F]RYIRIZ. ARk HYE E D Syslog H—/\—DR—+ B S EA ALET . (TIA4/LE
X 514).

6. [FIVAR—I FOYIFIURVIRT, ERIHSVAR—TAbVERIRLET . A T3y
[ TCP &=l UDP TY .

7. TR AytE—VZEELTERE DRI LI=CEETE R I HIE [TARM AvE—C DX B &0V
L. Avt—U 0@ WVEIDEHERLET . Ave—UhE VRN & I FSTVa—T10T
T oCHEDRAZEFEL.EELFET .

8. (AT av) B EHEBEITFvITAICE [10 5 SEITHF—T7IATAve—CFFEETHAT
VAVEEIRLET

9. (#723>) TCP syslog M5 & . [syslog AvtE—2 Dxvyl 2% R §75] AT aEERL T,
BHEAD B LIEE ARV EF vl al . EHREAME T INDARUNEFEELET.

| JEE:UDP syslog Avt—U XK B ERHE LT AP B Shi=E & ICK DDA S MHY
EXE

10. TLS B 5 1L ZfE AL T syslog i£ {8 M 5 1L I AIZIE, [TLS] FTvoRwIRERRLFET .
l EETLS 2B IRTBHL. iFHAR— 6514 (RFC 5425) AH B M ITHE B ShFT .

M. IXRFEIZIIILET.

1B 0D Syslog Y—/\—%ZERE I HIZIE. COFIEZHEVRLET .

FortiGate 274 X¥—"4+—)L

FortiGate H—/\—®Mi% & F @
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. R TE] > [V—/\—] > [FortiGate 77/ ¥—+—IL] IZFBEILET -

. [PPAN—F—ILDE ] &V IVILFETS

[FortiGate 774X —"4— /LB IN] 5% & V1R IR REINFET S

. [ —R ] Ry RIZ. BT 5 FortiGate y—/\—DE ATEZA I LET .

. [FRRR % /IP] Ry RIZ. FortiGate $—/\—rk Rk & £H-1% IP PRLREA ALES .

. [API F¥—] RvYXIZ. FortiGate N4 L1z API k—U> & A I LFET .

https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt _token

| ;¥ & : FortiGate API k—0 %% B TAF B IZDLTIE. ROR—U%FS BB LTS,

. [Em]EIIILES .

OT Security IZ&Y) FortiGate 774 V—4— )L —/\—hMER SN FET .

FEY—ATRLUR (APl =9 % (E 88 TEHHRA HhoDAE F Al g & 5117 B ) 21,
OT Security 2=vk D IP 7K L A% F L TS0,

OT Security D& B & TOT7/IVEE R THEE (. RDEE 1T >TT IR Al #4458 F
L T<=ELN.
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Access Permissions
Access Control Permissions Set All =
Security Fabric ® Read o Read/Write

FortiView ® Read # Read/Write

User & Device m @® Read & Read/Write
Firewall @ None @ Read IEALTESUUTIER €@ Custom

Log & Report @® Read # Read/Write © Custom
Network @ None m # Read/Write & Custom
System m ® Read # Read/Write & Custom

Security Profile m ® Read o Read/Write © Custom

VPN RS ® Resd £ Read/Write
wWANOpt & Cache | [[ERER ® Read & Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

RTLDT
HEL OT Security A—H—0O—)L: BB H

[V RTLAJ| R—=DTlE VRATLATRELIZTRTDOV AT LARUR (RU—DFUIZESntz, R
U—hMRE SNz ARV DR SN E) BNIRR R RTESWFET . Z0ORVIZIE. a——hFA LT
ARVEEBFICRE TEIVRTLARNUE (EVh DS FTESF=DITR)—DE B8 (TH T8 of -7
E) DIl A HMEFNFT . CORTIZE. [AANUR B EICR RINEIRID—E ARV TEFENFE
Ao BTIE CSV 7M1 ILEL TIHRR—k TEFES . VAT LAY ARUL % Syslog —/\—ITEET5H&
SIZVATLERETHIELTEET . RODARITAAAE(TOVWTE. EEIVY—IILDI—H—(Y
B3—T1—REFR xS RLTIEL.

AJIZRE SR ENTF=E ARUM I ROFHHIE FNTOES .
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B % ARV DFEEL-BE.
ANk RELIARVOEBEGERA.
1= ANV EBIB L0 E. BBISRETIIAUOBE . Y& [
% HYFEEA.
Syslog H—/\—~DY AT LOYT D% S
VAT LA % Syslog U—/\—ITEE TADIIIARTLERE T HFIE
1. BE]> [PARTLOY] ITFBELET.
2. AL OROYTFEIURYIRED S IL TH—N—DYRR ER R LET

I ;¥ & Syslog H—/\—%1EB M9 5IZ(X. Syslog H—/\—%S B L TSN,

3. WELY—/NN—EERLET.

OT Security IZ&Y S RFTLATARUE DY, 35 FE Stz Syslog H—N\—ITEESFET

{1 8% — Microsoft Azure & SAML Ot &

OT Security Tl&. SAML 70k 2)L%{E B L1z Azure LD & hAHR—k S TLVET . ChizkY. OT
Security [ZE| YL THNTLVS Azure A—H—h, 2T LA 742 (SSO) T OT Security [CASYA2T
EBESITAVFET . TIL—TIELIEFE R LT, Azure TA—H—AE| YL TN TLWSYIL—T & D
T, OT Security TA—/LZEIYH THIENTEET .

Dt 3T, OT Security & Azure D SSO M B #5R E ITH570—L2KITOVWTEHRBHALET . Th
[ZI&. Azure T OT Security 7F)7r—2avw#F LTI B 2R ETHILLEENFET . ZDE . D
# LAE B Stz OT Security 77— avICR A HMEREL. S A OT7AToT14T478 A
S—D3E B £ % OT Security SAML R—SIZ7yTO—R TEET ., FI—TETFATUTATATONA S —
M5 OT Security DA—H—S)IL—TF(ZwvELT LT, R E45E T SEFT
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Z D& E #17512(F. Microsoft Azure & OT Security Ol 5 [CE B A—H—LLTOJAUT L ELD
YFEF.

X I§ 1- Azure T Tenable 7 )5r— a3 295

Azure T Tenable 77— a3 w355 i%

1. Azure T. Microsoft Entra ID > [Enterprise Applications](T2—T 54 X7 T)r—30) I8 &
L. [+ New application](+ #t LW\ TV —32) 9oL ET .

[Browse Microsoft Entra ID Gallery](Microsoft Entra ID F+3)—%2% B 3 5%) R—U AR RSN
EX P
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. [+ Create your own application](+ B %5 D7 TVr— 3V L §5) &0')vILET .

[Create your own application](B 5 D7 F)r— 3 EE T 5) AR 1 \RIIDR RSNFET .
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3. [What's the name of your app?|(Z7 74— 3> D4 §il) iRvI X T, 74— 3> D% #il
(Tenable_OT %z &) Z A 7 L. [Integrate any other application you don’t find in the gallery (Non-
gallery)|(FrZ)—IZE WM DT TV r—2av g & 34 (v )—LLot)) (TI4)0h ) E R L.
WERK] ZD)IILTT TV r—oavEBmLEY .

FIE2-KEZETD

ZDF || Tl&. Azure T OT Security 77U4r—a> O] 81 5% F 21T LVET . ThiZlE. A SAML 5%
EE (B FHELUEE URL) O—RHGEZERLT R ELGIHBAELEIVVA—RTEHIENE S
nFEY.

TR COF IETERBSINTNG/NTGA—E—DAHEER TE L TZE. ZOM D/NFA—2—IFT IHILME
DFFICLFT .

MR EERTIDAE

1. Azure FEA—23rA=a—T. [Single sign-on|(> T IV AU F) #0000 . ST INHA T
YDA EELTSAML Z&IRLET.

[SAML-based Sign-on](SAML RA—ZXD YA A V) R—=UNWR REINET .
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

i Overview
Deployment Plan
2 Diagnose and solve problems
~ Manage

11! Properties

2 Owners

o, Roles and administrators

£2 Users and groups

3) Single sign-on

@ Provisioning

' Application proxy

C Self-service

| Custom !E‘LU‘\'.:\«' attributes

> Security
> Activity

> Troubleshooting + Support

«

$ Upload metadata file
Set up Single Sign-On with SAML

2 Change single sign-on mode

Test this application 47 Got feedback?

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn

maore.

Read the configuration guide & for help integrating Tenable OT.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign an URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

A\ Fill out required fields in Step 1

givenname

surname
emailaddress

name

Unigue User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64d)
Certificate [Raw)
Federation Metadata XML

& Edit

Required
Required
Optional
Optional
Optional

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname

£ Edit

Active

11/27/2028, 11:04:39 AM

Download
Download
Download

2 493> 1 [Basic SAML Configuration](# A& SAML 5% &) @ / [fmE1 =V IVILET .

[Basic SAML Configuration](& A& SAML
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. Al F (T>T47T« ID)] RvYXIZ. Tenable 77— 3>D— B ID (f5ll: tenable_ot) ZA
ALFET.
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4. [Reply URL (Assertion Consumer Service URL)|(I& & URL (7H—3>aria—IH—ERX
URL)) RO RIZ. B 7% URL (il https://0T Security)# A AHLET .

l ER[FAF] LG E URL] OIE F— BRI E THY . TOR DR ETOEATEEARETY -

5. = [R7F] 20 )L T— B B 73 E 2R 77 L . [Basic SAML Configuration](Z A& SAML 5% &) %
AR IR IIVERALET

6. 2o av 4 [tyk 7y T, B RE2%EH)vIL T [Microsoft Entra ID Identifier](Microsoft Entra
ID # 5l F) &aE—LFET .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com, .. Iy
Microsoft Entra |dentifier | httpsy//sts.windows.net/ b
Logout URL | https://login.microsoftonline.com/ .. I

7. OT Security AV —)UZHI Y% 2 . [1—Y—& 1] > [SAML] I &I LET .

8. [Configure](3% & ) %#%')v~L T [Configure SAML](SAML D% € ) UMK /iR JLEFR RL. OE—
L7=fE% [IDP ID] RuPRIZBE UST (TET .
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

9. Microsoft Azure 2>V —)LT. By REEH1)vHL T [AY A4 URLl ZaE—LFET

10. OT Security 2> —JUZR Y. IE—L1-fE % [IDP URL] Ry RIBE YA (T .
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11. Azure 3 —JLMD+t% 3> 3 [SAML Certificates](SAML FEBA £ ) T. [Certificate (Base64)](:E
BR £ (Baseb4)) D [FO—R&#9vILET .

12. OT Security 2> —)UZR Y. [Certificate Data](F;E Bl & 7—4) 923> T, EXaUT(BAE
T7AIVESRBLTGEIRLET.

13. Azure 22 —)LOt4 3> 2 [Atiributes & Claims](& £ &L —L4) D 4 [mEIZI)IVILFE
EE

14. [Additional claims](i& il DYL—L) 2932 T. [fE] H¥user.userprincipalname 272 >TLV%
[Claim name](ZL—L% ) D URL &R L TaE—LET

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns £ Got feedback?

Required claim
Claim name Type Value

Unigue User ldentifier (Name 1D} SAML user.userprincipalname [.. ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

~ Advanced settings

15. OT Security 2>/ —JUZR Y. 20 URL # [Username Attribute](1—%—%& & 1t ) R X288 Y
T 1F3E9
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16. Azure 2>/ —/JLT. [+ Add a group claim](+ ZI\L—F 9L —LZEE M T 3) 0 )L ET .

[Group Claims](JIL—7 9 L —L) YA R ISRILHR RENET .

Pseam rrrrrrrrrrrrrrrrr s C IacwIm 2 &0 o0 R

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Group Claims X
Attributes & Claims -

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app.

Which groups associated with the user should be returned in the claim?
+ Add new claim| -+ Add a group claim | == Columns | & Got feedback?

() None

TENB OT RESEARCH AND DEVEL.

(®) All groups
Required claim O security groups
Claim name Type Value O npirect
O Groy igned ta the application
Unique User Identifier (Name ID) SAML useruserprincipalname [... ***
dd lal Seurce attribute *
Addit
itional claims [Grouw o
Claim name Type Value
SAML ["] Emit group name for cloud-only groups @
SAML
v Advanced opti
SAML
SAML

17. [Which groups associated with the user should be returned in the claim?] £33 T. [T T

DTIN—T|EFIRL. [REFE]|EV)VILET.

SEE Azure TYIW—THRTE DB T OTULBIG & (& [TXTDHYIL—T] TlEA< [Groups
assigned to the application)(77 U4 —3U(TEIYE THON TS Y IL—D) B IR TEHIENTEE
T . 239 B Azure (TT7TVT—2avIZBI VY TONTWSA—H—J IL—T TR HELET .

18. [Additional claims](i:B il DYL—L) 2923 T. [E] AS user.groups [T R T] IZ7E5TLVA [Claim
name](ZL—L4L% ) DURL #/\fSAhRRLTaE—LET.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim

Claim name Type

Unique User Identifier (Mame D) SAML

Additional claims
Claim name Type
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML

~  Advanced settings

Value

user.userprincipalname [... *=*

Value

user.mail
user.givenname
user.userprincipalname

user.surname

19. OT Security >V —)UZR Y. aE—L71= URL % [Groups Attribute](FIL—T @ %) Ry RIZBE Y

CESE

20. (A7 av) B RYIRIZSAML B2 E DS BAZEMLET .

F g 3 - Azure 1—H—% Tenable FIL—FI=evEL ST 3

ZDF JIg Tl&. Azure 12— —% OT Security 77)7r—avIZEI VS TEY . 21— It 53nb
TORREF A L. ZO1—HF—HE| YL TEN TS Azure JIL—T & BE ff (+5nf-A—ILE— E DT
S+t R34 B] 4 DE B E & Sht- OT Security 1—H—5 IL—T LD DI ELFIZE-TIR EShE
9., OT Security DE 7] E & -1 —F—JI—TI. EEBE . ZFH+RMYEFRI1—Y—. £X2)747
FURL . EX2TAIR—Dv—, AR AR —F—, Z—/\—/\(H—TF . ML I ——EEF
BB LTS & Azure —H—IE. OT Security A—H—JIL—F(ZUELTEIN TS D KES 1

DDTI—TIZEYVE TondB EABYET .
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EESAMLEZHTOI VLEEEEI—Y—(X. BEBE N E) 2 ——¢EREGESh. O—hLEE
EHDITRTOERIEfTEShFEA. EROI—F—TIIL—TIE YL TONF-2—F—(ZIE. Fhiony
W=D ISz E DTIEREF A Mt 5ESnET.

Azure 1—H—% OT Security [TeYELS T 55 i%

1. Azure T. [1—H—&TIL—T] R—U (238 B L . [+ Add user/group](+ 2—H—/F)IL—T DB i)
=)L ET .

2. [BIYHTOEM] R— D [1—H—] T, EIRGL]EVIVILETS.

[1—H—] R—CHR R SNET

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

SFE Azure TYIW—THREEZHB DL, [TRTDHYIL—T] TlF%< [Groups assigned to the
application]([Z7 77— av(ZBYE TON TSI IIL—N FRRLEE S L. B « D2——T
(FELTIN—TEEN YL THIENTEFT
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3. RELRIANTOA—H—ZHRRLTERL. (BRI EI)VILET

Users
(D) Try changing or adding filters if you don't see what you're looking for. Selected (0)
z) Reset
Search

| | No items selected

25 results found

All Users

Name Type Detail
0 & User
0 & User
0 & User
0 & User
0 & User
0 & User
] ‘l User
0O & User
] ‘l - User
0O & User

4. [BIYETYEVIVILT, TAoDA—H—57 TV r—av|TEYE TET .
[1— =TT R—TUhRRINFET .

5. A—H— (FFYIWL—T) D[RRE]| €V )IL T ZO1—H— (F=RXIIL—T) 0T07—)V%E
KRLET.
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Home >

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview
@ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
Deployment Plan

Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type Role assigned

O . User User
S2 Users and groups
 siogie sgmon e ser ser

@ Provisioning

L, Roles and administrators

£ Application proxy

C self-service

J Custom security attributes

>

Security

~

Activity

~

Troubleshoating + Suppart

[FAT7AIN R—O R REINFET
6. ZRIDFES—auN—T. [JIL—TEERLFET.

[T R=ONRTENET .
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Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

) Refresh

& Edit properties

Overview Monitoring Properties

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name

Applications

@ Reset password

O

P Search resources, services, and docs (G+/)

© Revoke sessions  £3% Manage view A7 Got feedback?

Group memberships 1

Object ID
. . ¥ D Applications 1
i Licenses .
Created date time Sep 6, 2024, 6:11 PM
[H Devices Assigned roles 0
User type Guest
Azure role assignments R . N
Identities ExternalAzureAD Assigned licenses a
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. [#72 /K ID] 5| T. Tenable IZvVEL T T 5T IIL—TDEZERLTAE—LFET .

Home >

User.

& Overview

| Groups

-+ Add memberships < Remove memberships &) Refresh

[ search groups |+ Add fiters

H Auditlogs
Name T

O . OT _test

Object Id
2 sign-inlogs

K Diagnose and sclve problems
] Custom security attributes
i, Assigned roles

& Administrative units
&8 Groups

B Applications
%4 Licenses
[l Devices
Azure role assignments

¥ Authentication methods

B Mew support request

8. OT Security A2V —JUZR Y., aE—LT1-{E

== Columns

A7 Got feedback?

Group Type Membership Type Email Source

Security Assigned Cloud

EWER [JI—TFT2 Ik ID] Ry RIZRE Y IF

F9 . fz&Z L. [Administrators Group Object ID](& B & Y IL—T4 T2k ID) TY .
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Configure SAML

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

|

SECURITY ANALYSTS GROUP OBJECT ID

|

SECURITY MANAGERS GROUP OBJECT ID

|

SITE OPERATORS GROUP OBJECT ID

|

SUPERVISORS GROUP OBJECT ID

|

Cancel

Save
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9. OT Security DE 4 51—H—JIL—T2IELTTBE II—TIR LT, ATV 17 %43 Y
RLES.

10. (RTF]ZEVIVILTREL. SR/ RILERALET .

OT Security A2V —)UZ [SAML] R—U AR R S ZFIITER E SNFBEHRIR RSINET

SAML

(I SAML single sign-on log-in

Populate SAML account with the following
ENTITY ID (& Tenable_OT_

URL (& httpsi/.

Configuration details
IDP ID fafsf

IDP URL sfsfs

---=-BEGIN CERTIFICATE-----

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 2107

FIE 4 - Azure TRRELZSTEHSES

Azure TR EZTERSELHFIE
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1. OT Security [SAML] R— T, & RELEHWIL T [TV T4T« ID] ZaE—LET .

SAML

(I SAML single sign-on log-in m

Populate SAML account with the following

ENTITY ID enah\e,OT,

URL (& httpsi/,

Configuration details
IDP ID fsfsf

IDP URL sfsfs.

-—---BEGIN CERTIFICATE-—-—
CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

:BDMINISTRATORS GROUP OBJECT 11

2. Azure a2V —ILT. EBIDFES— a3 A=a—0 [Single sign-on|( T VAV A 505
LFEd.

[SAML-based Sign-on](SAML RA—RDYA 27 2) R—U MK REINET .

3. BOVaV 1 [EKR SAMLERE] D f [m&E1Z0)vIL. AE—LI-EZ BB F (ToT14T4
ID)] RV RIZBE YA 1T T LLRTISA AL — R REZE S AFT
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lill

lilil | SAML-based Sign-on

Enterprise Application

& Overview
Deployment Plan

X Diagnose and solve problems
implement. Choose SAML single si

T Upload metadatafile ) Change single sign-on mode

I  Copilot

Test this application | 27 Got feedback?

Set up Single Sign-On with SAML

An SO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

~ Manage more.
11! Properties Read the configuration guide 7 for help integrating ll
& Owners

&, Roles and administrators
Identifier (Entity ID)

28 Users and groups (Entity ID)

Sign on URL

Relay State (Optional)

Logout Url (Optional)

2 single sign-on
@ Provisioning

£ Application proxy
C self-senice Attributes & Claims

J Custom security attributes

> Security givenname
surname

> Activity emailaddress
name

> Troubleshooting + Support
Unique User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Cartifinat (Do

4. OT Security (28]

Basic SAML Configuration

Reply URL {Assertion Consumer Service URL)

Required
Optional
Gptional
Gptional

A Fil out required fields in Step 1

usergivenname
usersurmame

usermail
useruserprincipalname
useruserprincipalname

Active

11/27/2029, 11:04:39 AM

https//login microsoftonline.com, ~. D

Download

Basic SAML Configuration X

Save | 27 Got feedback?

Identifier (Entity ID) * ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

[ Enter an identifier ]

Add identifier

Reply URL (Assertion Consumer Service URL) * @
The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service " (ACS) in SAML.

Index  Default

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field s unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
a URL or URL path that takes users to a specific location within the application.

Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.
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@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now
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