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BEDICP
CPU Intel® Xeon™ D-218dIT. 2.0GHz
a7 14
RAM 64GB
AL— 256GB SSD
800GB NVMe
2TB HDD
RYk T (A A—Rbk) 4 x 1Gbps
RIS D= (FF7AI1\— A —FRVR) AL
BiR B — 110~ 220v
TA—LI7I5— 1U N—DE 1T
Tk (BT X1 x &) 209 x 43 x 376 mm
82x1.7x14814F
BS 3.6Kg
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BERE HEKS5~ 45K (EK 41 ~ 113K)
AxiEE 8% ~90% fE T L L
B KR/ RIN—Tyk 500Mbps
XL ICP
CPU 2x Xeon® Silver 4314
ay 2x16
RAM 256 GB
AL—2 960GB SSD SAS FIPS-140 SED

960GB SSD SAS FIPS-140 SED

2x2.4TB SAS HDD FIPS-140 SED

FEE:N—FOI7>TIUE S EYR—rLTEY. FIPS-140 [CEHL TLE
EE

*ohTJ—5 (80)  6x1Gbps

2k 7= (F71 2 x 10GB SFP+

1\—)
BiR TTE& 110-220v. 165W
TA—LITF7H5— 1U Z)LE f7

TEMBEXHE XxBE 08*: 482.0mm (18.98 1 F) x & :42.8mm (1.69 12F) x B17*: 698mm
17) (27.5 12F)

“SHEFRNEILVEEHFT

B 22kg
BI1ER EKO~40E (EK 32 ~ 104 %)
RERE EK-10~50% (EK 14 ~ 122 %)
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xR E 5% ~ 90% $E T AL
N4 CE /FCC/ RoHS
CB. CCC. UL. RCM. NOM

BRKR/IR)I— 1 Gbps

Tub
ICP-Mini
CPU Intel® Core™ i7-1185G7E. 1.8 GHz
a7 4
RAM 32GB
AL— 480 GB SSD
Rk D—2 (§/) 4 x 2.5 Gbps
RIS T— (F7AL713—) =7 AL
BIR A—3F)L7awY 12728 VDC
TA—LI7I5— DIN L—JL
T & (mm) 150 x 190 x 81 mm
B 1.9 Kg
B 1E iR EEKO~40E (EK 32~ 104 %)
RERE BEK-10~ 50 % (K 14 ~ 122 F)
xR E 10% ~ 95% #E T AL
RERAE CE/FCC/RoHS 95X A
CB. CCC. UL. ROM. NOM
B KR/ ZRIN—Tyk 150 Mbps
oy —
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CPU

a7

RAM

AL—

Rk T—7 (6R)

RYT—D (TFAL13—)

TR
DA—LT7HR—

Tk (18 x & x B17)

ES

B{EiR

RERE

18 %48

B X R/ ORI—Fyk

SATLER
BE

59—
Intel® Core™ 13-8145UE. 2.2GHz

2

4GB

128GB SATA M.2
2 x 1Gbps
ZEGL
—3)\708v%7 12728 VDC
B INTA—LT7IR—
179 x 88 x 34.5 mm
7.05x3.46x1.36 1F
0.72kg
EKO~50%E (K32 ~ 122%)
EK 40 ~ 60 E (EK 40 ~ 140 &)
20% ~ 80% fEEE L

ZEEL

BELI. 2obO—S— IO ZTFUITRT—230 . =\~ E Uk TR O/N—K oz 7aY
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Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. USBFZ47% PCIZELA#.ISO% DD ®—F TIZv ak 3471205y alFd.
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47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.

However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

. #&T L1z, USB RS54 7% OT Security 7547 AD USB R—k [TE LA AFET S

L AV =IVTIAAR—DI—REB L TT T4 T RIZHEK L (8N1 5% F T 115200 bps Dih—
L—k). BEREANTET.
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ght (C) 2024 American Megatrends, Inc.

r setup.|j

5. 7OV AR R ENI=5. <DEL> | L TV 7YFIZAVET .
6. VATLEIVINTYIT. KEHF—%E AL T[Boot] BE)) 2V avIBELET

-80 -



O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 TEEsm s e Y
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. [Boot Option #1] ((2EI AT 3> #1) Z:EIRL. USB R SAJICEELET

| 3 & : UEFI (Unified Extensible Firmware Interface) #7348 B L TS,
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O

EZP COM6 - PuTTY — O X

etup Utility - Copyright (C) 2024 REmerican Megatrends, Inc.
ExXit

Aptio
Boot &

Boot Configuration =sets the system boot
Bootup NumLock State [On] Yorder

Launch PXE OpROM [Disabled] T

UEFI Boot [Enabled] ¥

Quiet Boot

[Enabled]

Boot Option PriSiujuls=(elsi wEiy
= UEFI 0S (WD
Oracle Linux D (
UEFI: SanDisk T
UEFI: SanDisk, Partition 2 Screen =

Boot Option

==
[5%]

Boot Option #3 Disabled = plaad =
Boot Option #4 ect =
e Opt. =
Boot Cption #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] ¥YF2: Previous Values e

==F3: Optimized Defaults
SF4: Save & Exit
SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

| TR TIFATUATHR—EN TGS T avh B I REEE A TEFT .

8. [Save & Exit] (R L T# T) £33 T. [Save Changes and Reset] (X E &R FL Tty
) ZEIRLFET

9. FISATVALB R E L% . 7O Tk T [Install TenableCore using serial console (ttyS0)]
()7)Lary)—)L (ttyS0) Z#{# FA L T TenableCore AV A —)L3 3) & IRLFET . Thik
Y, AR =L AT TZATURDU)T7INAY) — Vg G ITHEE Ty a8hFT .

EE CEAON—F 7N EZS—H 51 (VGA. HDMI) ZH7R—k L TLVA15 & (L. [Install
TenableCore] (TenableCore A Ak —)L) AT 3% E R TEET . COT—XTIE AV AR—ILD
H A IFEFELIZE=A—ITRRINET .
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Ef COMG - PuTTY — O X

m

I 1 sing le (ttys0)

ion.
'c' for a command prompt.

FIZGATOADAVA—ILDE T T20EHFHBET . VATLINEH B BRI 558 HHYE
9. A4 7a TR AR TSNS AVAR—IUETE T T — S DT7TSATUATIE. 1R
f—ILSE T RIS ATLIA vk BT BHENHYET

AR 0510700 AR TENTE . VAT LK ODDAV AN —ILE EEZE T 5158 HHY
9. Tenable TlE. # % & >THS Tenable Core vk 7Y o4 HF—KR 218 T A EEHEIOLET .

10. 412X —ILASE T LTHS. USB R SA/TE YN LET .

R DF I

OT Security DAvk J—I4 &

OT Security ICP R B 7 ITSATVADAV A —)L

Tenable Core + OT Security Z VMware {x 18 w3 > &L TT 7O/ 9 5IZIL. Tenable Core +
OT Security .ova Z7/ILESFIVO—K LT, NA/I\— A HF—(ZTTO(FT 2B BEHIHYFET .
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TR BAIHREINTLS .ova DR DYIZ . isoT7MINETIOLT D5 E [£. RDKSIL TS,
« Tenable Core + OT Security D AT LE H [THE LVET

o BUrTYTHEZEEFRIRTEHTIOUTE AR RENI=5. [Tenable Core DA A —JL] & R
LZ39 . Tenable Core + Tenable OT Security D')— A2 A+ —)LES B LTSN,

e RETL AV —ILDAVAS—ILA—F—AEA—DT1—REFERA LTI RAN—/ILTOERE

ETL. BZR)HLET . AVAN—ILTORRITSTE £ ZH B SN TLVE =60, 12 AR—)L
MNELEITTH T TAFETURTLERELLEVLTESLY.

15 HARIIZ

¢ VATLER IR B EINTODRII EREBEENMM VAV ADOER B MEYR—ELTNSIE
ZHEELES.

o PORAREH{ THBINTLAELSIZ, 13—k ER—E DT IEADMVRAZVADER B %
PR—F L TWVAIEEREZELET.

% %8 %> > &L T Tenable Core + OT Security 277049 %5 i%

1. Tenable #>O—k R—Hv5 Tenable Core + OT Security .ova 774 )LEF)0AO—k LE
EE

2. ININ—/I\(HF—T VMware (R 8 7L U xBZEFT.

3. avEa1—4a—hi{R < Iz, Tenable Core + OT Security VMware .ova /> R—k LE
ER
R <o MER E (TDOULVTEE LLIE. VMware F X2 A %5 BB LTS,

4. vobT7yFTOUTR T BB DAL — ——XEEH . BXUOT Security AT LE
[ChDEHEm=-TESREBUERELET.

5. Tenable Core + OT Security 1> RAVRERRELET .

BA—ZF IR IR BT DR E TOEANKR REhET . B TORADTE T Z1FEK
nhhbiga HhHYET .

EE 0J10T7O TR ARFTENEE D VAT LI OIDE R AVAN—ILEEEZETT 515
& HHYET . Tenableld. 15 & >THS Tenable Core bk 7vTosH—R 2B 18 A LEHE)
HLTLVET .
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O

EVh: ##E DT —RANL—2 Z—XITH G T 5F=OICTA RIVB EZ1E HOLT-LVG & (&, Disk
Management (T1AVE ) 25 B L TZALN.

RDF &

OT Security vk J—94 %

OT Security M=yk T—71% fi

OT Security [&. FYk T—OF=BYL G ETOT4T IO A IER TEET . KR IS L TR T—
DA% E /LTSN, ML robkT7—I1CB35E EEEHES B LTI,

SBETITATHIY)

DHEITHLC. BIRLIERYUN D=9/ 8—D1—R%. ICP ADE B EHEHF A T5LIIT% E SNt
PV T—DRAYF A B3—T—RIFEHTLET .

Tenable Core Hi5. #IR L1z OT Security 7ITS5A TV AL A—T1—RIZH LTI EDIP PRLREE
DAt Dz 5 8% T 8% E LTSN

EEO-IETITATOI)O—)IL N BT A L. BIRLEKE A3 —DJ1—ANE H RS YFA 49—
T—RIHEHEIN TSI ELFRE R LTS ZRENIZIP PRLURFE| YL T, il 5 O# BE TRk
D—DIZ8| ZFE CTEBLSIRAYFALB—DTI—REERELET.

HMITOWTIE EEO-ILETITATHOT)O—)LD5 Bt ((R—k 2 E)) 25 BB L TEELN,

Hok T—HE=RUYLY

NV TRy D—05 B R ISEIRESNT=1 DU E DT TSATURABA—DTI—R%E . TYsT—O R UF
DR TE F HR—LI5—) T TAT4%—>3> (SPAN/RSPAN) 41 U 2—Jx—RI4& K LET . OT 1y
FO—o70ORLEBEFBE Y ITAI IR L TEBLSITR—F IS AR ETILEIHYFET .

ER TISATUARAEA—TI—ATEEEZAIVTTELEWNST4v90F. OT Lo Y—F = EhT UL JE—
b SPAN (ERSPAN) £% E #f# i L TR T FrTEFET

OT Security 7FSA TV REF Vb D—VI R T5H &

IN—ROIFTT7ISATUOADIG E
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O

Tenable 12 £ D/N—K D77 ITSA T RIZIE, SESFEE OF4(T (RI45 £1=1E SFP) DRvk 7—9A
A=D1 —AHMF B L TLET . OT Security [2IE. & B—)LA ST 74Uk TER SN TS 5—
TI—ZANTVAV AR —=ILENTVWET . B EITE LT, COREERINSE R TEFT.

Tenable 2 # TIFZELVN—F 7Tl & O—ILA DA223—T1—R%EZE R L THS. OT Security 1>
AR—ITOEREFH THRIBTILELIBYET . K O—ILTH BB A U 2—J—R%FIE LLFE A
FBHESZL TSN,

RETISAToADE &

ova I7ANEER L TCTIZATURETIAALIAG & TDTTSATURIZIF 4 DRI T—014>
B—DI—ANEF R EINTNET . TIAS AV R FETE IS, (ZHODRYS T—IF7ETR—X0A12
A—TJ1—R%Z=EB M TEZXT .

.iso Ft=I& . zip (Hyper-V) 77/ IVEFE AL THRA LR B 7 ISAT7oRAETIO(L =B A (. B E
HE DRI D=4 3—D1—REER TF L TLEELN,

DRATLEH THBEINTOSEHF IR >TR B I UEFHRE LTS, REI ORI T—5
T ([CDLVTEE LLIE. VMware K ¥ a A bk F=[E Hyper-V F FaA k&S B LTS,

OT Security ICP D% &

l BE: VIO D7 ITARN—2a e E/mLES

OT Security ICP 4> Xk —JLLT=5. OT Security 5% & TEEY . B EICITIRDF IEHLE FNFET S

1. Tenable Core Mtzyk 7v7 — CLI Ff=ldA—H—A22—Jx—R%{FE FH L T. Tenable Core O#]
R EETE T LET.

2. Tenable Core ~M OT Security M1 Ak —J)L— Tenable Core ~® OT Security DA Ak—)L%&
SETLET.

3. U T7YIo4 Y —K % A L1 OT Security DR E — b 7y F—R&#F AL T,
OT Security ICP D K 5% & 1T LV\ET .

Tenable Core Dt vk 77

Tenable Core M¥) #A 5% % L. CLI & Tenable Core A—H—A 2 A—J1—ADELE LML THITITEN
ISEX
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O

RETIZATUORADTIOA AU DFREER T §5I21E. Tenable Core A—H—AA—TJ1—R%ES
HEIBHYET .

| TR B TYT TN D LURNISKET LEWME R F 7ITFATUREB R B LT,

Tenable Core 1—H—A3—DJ1—REF S5 HE T

Tenable Core 1—H'—A>42—2Jx—X (https://<mgmt-IP>:8000 TF7 XA #E) THIH K E #1751
(E FTSATUORADIIS D= i Hib B TY .

EEIP7FLRZERELTLVELVG S (X, BiEER SN PC £(LE U TR E Syt D—0%
FALT. ROLFThHhHS Tenable Core —HF—A 2 A—DJ1—RIZFIEATEET .

o VATLAR—b 1-IP7FLX192.168.1.5/24 THERIFZE INT=. TIAHIE DEE A E—T1—
XO

o SRFLIR— 4—IP 7PRL X 192.168.3.3/24 THRIB E SNf=. TS =7 Hh A 8—T1—
R BHSZEBELLGWME S IE. YA/ \)TOERI(FEHTEET.

PC E£f-1&/—k /8> h5 Tenable Core [THE 34 9 5121F. RDESIZLET .

1. PC &OT Security 7FT5A4 72 ADE §il §% & SNTLDWNTNHDR—+ FL—HRukr—T LT
EHELET.

2. Windows TWin+R ¥—%# L T [P/ IVA EHEELTEIT] 2 E. ncpa.cpl EAALT[RY
FO—OER] ERAEET.
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= Run X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

!" This task will be created with administrative privileges.

Cancel EBrowse...

U IE(P - Mo omd oo » Webmo Comcoms > = | | Searchetwok Commcions
Organize =

Lecal Aspa Conmctisn

B Hetwo
it et u
& i Db all Cormpact Wineless-G USB Adsgber
Stabun
Cragnase
W Eredge Commections
Create Shartond
Dieles:

3. Uk T—Y#EL ([A—hILTUTER] LLVDSR N AR )00, [TaT(] &ERLET .
[A—HILTYTHE R T/ T4 D4R IDR R SNET
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Ny [ g

Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(Contre ]
Thes connecton Laes the following fems
i T8 Chort for Microsoft Metwords
W B0 S Packet Scheduer
o JBl Fin arci Prreer Shanng for Microsoft Netwerics
¥ 4 intemet Protocsl Vermon & (TCRAPVE)
W i intemat Protocsl Vrsion & (TCP/Pwd)
¥ -a- Link-Layer Tapology Discoveny Maoper 1O Driver
WL Lk Layer Topokogy Dicovery Fesponder

install . I _ Urenatsl Fropenies

Descnption

4. [Av8—Fwh FORAS—T 3> 4 (TCP/IPVA)] ZZIR L. [T/ $T4] UL ET .
[ 8—5wh FOk 2L — 3 4 (TCP/IPV4) DT $74] 4K bk R ShET .

Internet Protocol Version 4 (TCPAPw) Properties 4
General

Yo can get IP sattings assgned sutomabiealy if your netwark supports
s capabiity. Otherwse, you need to ask your network admeretra tor
for the appropriate [P settngs.

() Ok & 1P skdress automaboaly
{8) Use the Falowing [P address:
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O

. [RDIP PRLAREES) #EIRLET

. [IP PRLR]I RO R, BfHEL TN 2—J1—ADE Y 4 IP PRLAZA B LET . =21,
AT LR—k 1 DTFITHILETFRELADE & 1% 192.168.1.10. L AT LR—k 4 DT IAILLTEL
ADH A (£ 192.168.3.10 TY .

. [HF vk TR BRI, [255.255.255.0 1 A I LET .
. [OKI &9 vl ET .
. Chrome 757955, https://<mgmt-ip>:8000 [Z7H+EALET .

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. EEEFEI—HY—THIOUPEELREL TGS 1L, 31 E TESTOVT AR RENE

T FIhoH LR LI Aa——THEEOJ/LET . 5 # (L. Create and initial
Administrator Account (¥] 1 E3E & 7HhoUk DIERL) 25 B L TSN,

BEEETHIUNEERLI=5. Tenable [TB B IP PRLRZER ETHEFHENOLTNVET
split-port Z E&#FE R I DEE L. /U3 —T—RAHIE Y B RYs D—DIZF|E TEDEEFHER
LTKIZa0y, M E. rubkD—0ICEA95&F EEHES B LT,
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O

HE EIEIP 7PRLAEETE F-XZE B 9 5(2(%. Tenable Core [R5 (L. BB ET7IERZHEMIZL
T\ 2vb =% EEmE L TS,

CLIZESWEAZ E (AT av)
CLI Z{# FH L T Tenable Core #&&% & 9 BIZlF. RDEIIZLET .

1. Tenable Core + OT Security DF')— AV AR —=)LTEHRBAIN TS EKSIZ. P U7ILavy—ILE
£ HLTOT Security 77547V RIS HE LET .

2. 1—H¥—% wizard. /SRATJ—K adminZEHELTOY1LET.
[RYk D=9 R—D—] 3—ZFIAB—DTI—ADR RENFET .

Ef COMG - PuTTY

J.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJlJlJlJlJlJlJlJlJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.l

empting

3. (ATLaV) B IPTFRLREHRETAICIE. yEANLET.

B COFIEERFYTT SIS S E. sudo nmtui AT REFE R THIET, LWNOTEHEZIDA TS IvIZT
e ATEET.
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O

a. [System Port 1] (53 Bl7/R—h R E = AL TL 535 & [ [System Port 3]) & IRLFT .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>
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O

b. Enter L %7 .
[EHROEE] IR IR TINET.
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c. [IPVARRE] RYIRT. AT 3% <BEI> ho<F B> ~EELFT




O

o KA <240, Tenable AR L TLVERLWN—R 7Tl 7-—k 1 (X B B IPv4
% %€ (DHCP) [ZEHI R E SN TLVET

« Tenable MR T BT T4 7V ATIL. AR—h 11£192.168.1.5/24 (ZZH /i1 5% E
SNTWET . COR—tEE >TH EA SR & DF=DITT T4 T RANE BT L.
Z 0t (X Tenable Core @ Ul D [Fwk T—F245] 2T 45, CLI H5 sudo nmtui I
IUREERLTEE TEFET

d. KNX—%FEALTEEL. REXIP PRLR, TIHILLS—k x4, DNS H—/\—%5%
FLFET. COHRT IR TEETEFT.

e. TRHNTEEAND—FETETHEEIL. <OK>#ERLET.
[RYS D=0 R2—Tv—] D4R IR RENET .
4. <Quit> ZERLFET .

[RIk T—IR2—D—F—SFI] IR IBR R EN. EBETHIUNEER T 5H1=DT0
VIR RENFT
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.
Ef COMS6 - PuTTY

ount now? ( ) I

5. y®AAL. TAVTR IR -TE B ETHIUNEFERLET . ZOFH Ik &, Tenable Core
(#—=7FJ)La>y—JL. SSH. Tenable Core 1—H—A2A—J1—X) NOOATAUIZDAERLE
9. OT Security 7F)7r—2av (ISR OF Aok %8 A LTS,
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EF COMS6 - PuTTY

command to re he confi guration menu
T T A T 0 T A TR TR A 1 TR T T T T TR T T

An administra f nt r

4d4liiliiiliiiliiiiiiluiiiuiiuiyiiluiyiuliiuiyull
m T

6. THOUER & . OV —IVERIFRvs D—08% #it (SSH Ff=I& Tenable Core /> 2—2J1—X
(https://<mgmt-IP>:8000)) #{# A L TA—=FHJUIF7YEAL. T4 LET .
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Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

SNMP

R 28 < 240 Tenable AME it L TLVELW\—R 7Tl Tenable Core > OT Security R— (2
OT Security 1Ak —JLF 51=6DTO T R RENFET .

R OFE

Tenable Core ~®M OT Security DA A —)L

Tenable Core ~® OT Security DA RA~—)L

Tenable 12 # D/ \—K D77 T54 72 RIZIE OT Security 7 )r— 3w BN T)A O Rk —ILENTLNE
T o WRBLN—KR D7 FE=IIR B H 12 OT Security 2T TA4F 515 & (& 1V A—ILTOEREF F)
TRHIBTOILELIHYET.

ER: & AUA—TT—RITO—JLEE| YL TTAS. OT Security 7T — 3o DAV Rk — AR 15 LTS
LY. 49 Tenable Core TALA—DJ1—REFREL. BYILREHKEHF AT TEHRIIRINT—01005% %KL
TLEZELY, BEMIITDULNTIE, Ruk 7—0IB 3 5% B EIE & OT Security Drvk =28 &5 BB L TZELN.

15 HAHHEIZ
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O

s ERBTIVRANHHIELTE L TSN,

* Tenable Core R 8 5L UM E 7TS54 7 AT SSH F1=Id Cockpit 7O AN BDELZHEZELT
{FZ&ELYS

EE-SEAETHINE. EHITHAUAULT/SRT—RZBEHLALE, 7OERTELE S HE
HAHYES . N\RT—F DR UINIZKVE B T7hOUkBOvosnt=i5 & (X, VE—tOvofERR 1—
TAVTAEER L TTHOUNEOV IR TEET . THAOUNOYITIORDREE LGS . 2O1—T 1)
TAIZKY. ICP [F & i St Y—&)E—F TAYIE IR TE. OT Security Enterprise Manager (EM)
(FHEH SN ICP #)E—F TAOYIR R TEET . COA—TA)JT1DFE A I2DWVTELLIF. FLyd
A—XREE ZE Leveraging the Remote Unlock Feature in Tenable Core (Tenable Core M')E—k O/ B B
REZFIRA T ) &S BL TS,

Tenable Core T OT Security %4> Ak —ILF BIZ[E. RDESIZLFET .

1. Chrome 7595 https://<mgmt-ip>:8000 [C7+ AL T. Tenable Core [CAF AL E
ER

2. OT Security [ZFBELFT .
OT Security R—U MR R SNFET .

AR RETIUEKUVIE Tenable /\—F Oz 7TlE. OT Security /AR —)LT5TOV T HER RS
nFE9d.
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indegyadming ; .
o Administrativ s € Session -~
tenable-

Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 () v

Management (The OT Security WebUI) ens192 (1

Storage Install OT Security
Accounts

Services

Diagnostic Reports

Terminal

Update Management {
SSL/TLS Certificates
Backup/Restore

SNMP

3. [Tenable OT Security #A> AL —JY =0 )L ET -

Tenable Core [FA/ AL —)LERIRL . B & O/\F—IZ[ 0T SecurityhA Rk —)Leh E£f=E
TvFIL—F T, COREDTE T LTHSE MERH TEDIIINTBYET . |IDAvE—UMK
RENFET .
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indegyadmi

N - Administrative access Help ~ Session ¥
tenable-yg6sekl7 @ 2 °

Q Search
@OT Security is being installed or upgraded and will be available again when the operation completes
QOT Security .
OT Security
OT Security is configured to use ens192 for both active queries and management
URLs: https:// 443
License:  Status Unavailable (not-found) Change split-port settings

Overview

Service Status:  Stopped Start | Restart
System Log

% Error: OT Security install is not complete enough to determine application

. Application
Networking Version:  Version
Role Interface Mac Address Ip Address
Storage RPM Version:  4.2.40 Active query ens192
SPAN / Passive Monitoring ens224
Accounts
Management ens192 1

Services
Diagnostic Reports

Terminal

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Remote Storage Filters Q priority:7 identifier:tenable.ot-install.sh

Update Management

SSL/TLS Certificates

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables

T Fasiens 1:14 Py DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables
SNMP

AVAR—=ILINTE T $5& BERDNFT—IEAT. [GAEVR] AT—2AH[E R F /] 55 [
MBI IZEDYFET .
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indegyadmi
tenagbyle- Administrative access @ Help ~ c Session ¥

Q Ssearch OT Security
OT Security

OT Security is configured to use ens192 for both active queries and management

URLs:  https://1 2443
License:  Uninitialized Change split-port settings
Overview
Service Status:  Running  Stop | Restart
System Log
4240

Networking Application Version: \_._11cq. 7/23/2025, 1:14:48 PM
Role Interface Mac Address Ip Address

Storage RPM Version: 4240 Active query ens192 0
SPAN / Passive Monitoring ens224 o

Accounts
Management ens192 o 1

Services

Diagnostic Reports

Terminal -
OT Security installation/upgrade v

Last 24 hours ¥ tenable.ot-install.sh (]

M Identifier

Priority

Filters Q priority:7 identifier:tenable.ot-install.sh

Remote Storage

Update Management

SSL/TLS Certificates

Starting OT Security

Backup/Restore DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology.service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService
SNMP

4, (EE) M8 —TJ1—RAO—)LERIRLFET.

AE TIAINNEEZHM BT ITAIELTEET . TIHL DA EA—DI—RAERE TR AR—F 1 (FEE +
THOT479T). R—b 2 1T/ TEZAYGIZHYES .
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Administrative access @ Help ~ o Session ¥
a
OT Security
OT Security NSTALLATION INFO: SPLIT-PORT CONFIGURATION INFO
OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443
License:  Active, will expire in 353750 days Change split-port settings

Overview

Service Status:  Running Stop  Restart

System Log

) Application Version:  #32%
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO
Services
Diagnostic Reports .
Terminal
a

Remote Storage

a. [R—roBIOHREER] 2o avT [R—rRBIOREEE]EV)VILET.
[OT Security 43 8l 8% & D& L /FEZN ] DR IR REINFET .

Active query

nicO (VEOTRGET)
nic1 ()
nic2 ()
nic3 (

SPAN / Passive Menitering

Management (The OT Security WebUI) nicO (

Update split port configuration and restart OT Security  Close

b. [&H (OT Security WebUI)] RvoRAT. B EHR—rZB D52 —Tx—X (ffl: ;h—hk 3) I
BELES.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

I~ Active queries gateway ‘ |

Active query nicO (7
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (EE)[TZIT47OTVF—bozA RYIRIZ. 55—k DzA IP FRLREA ALET .
d. [R—+2EBIREZ7YIT—FLTOT Security =B 281 93] 20 )vILFET.
Tenable Core [IZ&Y. B E (TS CTEE B F-(XM VA —ILABEIBSNET .

TR ORI M OTYT T EAVR =LY, BE B LIYLANWTIZEN. 1V R—)LTOERE T
FTITEHFBLIDDDIE & HBHYFET . 1R —)LTOER%H B LTS,

AVAR—ILNSE T LTz, [URL] RY2RDY 9% )y L T, OT Security 1—H—4(>42—2Jx—XIZ0
JAUTEFET .
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

RDOF |E
bk 7vI o4 —K %{E A L1= OT Security D% &

yk 7T o4 H—R %{E F L1- OT Security D&% &
OT Security Zyk 7yT o4 —R (X R ARG AT LE EEZITS5TAERENARFLET

l EE COXRERFBHEIIISCTEEILY I (A—F—A3—DJ—R) D [BRE] B @ CTEE TEFT .

tyk YT —R 7Ot AT BIZIE. 9 OT Security EE Y —)UZOT (0T EHEAHYE
9. BBV —ILOOT A2 A EIZDOULTIE. OT Security & O Y —)ILAQOY AU ES B LTS
LY,

kT YIT O F—RE#FRALT. L TZRELET.
1. A—H—IF#R
2. FINM(R

3. Big L CEEEFITATIVTIDR— D ENEETE TS
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O

I AR U TYT O R T % . OT Security DoV AT LEB R E 57OV TE AR REINFET

OT Security & E a2 —)LADOT (Y

OT Security a2V —)UZAT AT BIZIE. RDESIZLET -
1. ROVWTNIETLET

o A—HRwkHr—TNEFEALT. BBV —IVIT—IRT—13a0 (TRYNYT . /—k/XY3
V13 E) % OT Security 7IS5A 7V ADR—k 1 [CE#EEHLET .

o BEOVY—IVIT—HIRT—2a R IN D—ORAVFIHEHELET.

EE - SEaY—ILT—HORT—auhs OT Security TISATUARER LT Rk (192.168.1.0/24)
D—ETHBH. F=E2=IM ITIL—TA T ] 8E THHEFTE R L TSN,

2. OT Security 7ISAT7V Ak 518 ROFIETEHM IPERELFET.

a. [RYNT—DEA3—2VR] > [RVk T—0ER F L2 > [FHT4—BREDEE] ITH
BLES.

[Ryk D—O8E k] Bl E AR RSNFET .

jr=
ﬁ:}v'"- Metwork aed Inbernet » Mebwork Connectioen » | by | [ Search Wetmork Comnectons
Organize =
- Lecal Area Conmectisn = ‘Wiseleut Metwerk Connaction
Yt B HetworkDverlosd.com
BT bad % o .d sempact Winsless-G USH Adsster

| FEE: Windows D/ \—23u|Z&koT, FES—SavhE TE LR DS & ABHYET .

b. [A—AHILTYTFES] 26 V)voL. [FT/sT4] ZEIRLET.
[A—HILI) TSR] I R IOBRRRTEINET
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Conbgure_ ]
This connection uses the folowing tems:
i 1B Chart for Microsolt Networks
¥ JBl0oS Packet Scheduler
i 4% Fils and Prnter Sharing for Mcosoft Networks
¥ 1 Intemet Protacol Versan & (TCP/AIPYE)
¥ i intemat Protocol Version £ (TCP/IPvd)
¥ i Link-Layer Topology Discovery Mapper L/O Driver
Wi o Link-Layer Topology Discovery Responder

) [ e ) (o

Description

c. [A28—HwhFOk2)LA—a 4 (TCP/IPVA)] E& IR L. [T 8741 UL ET .
[ 8—yk TR 2LS—C 3> 4 (TCP/IPV4) DT/ $F4] R bR R ShET .
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit el

o ] come

. [RDIP PRLRZEES] EERLET

. [IP PRLR] R RIZ. [192.168.1.101EA A LET .

. [HI %Rk TRY] RudRIZ. [255.255.255.0) A I LET .
. [OK] #5)vyoLES .

OT Security [Z&YU#ET LUV E Al A ShET S

. Chrome 5% T, https://192.168.1.5 [C7HUtALZET .
IS TYT IR D[ESTE] EEmAREET .
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| EE 1A A3—DJ1—RIZ7HERTBITE. JZ#FH/\—23>D Chrome Hh E TY .

i. [BybPyT o1 —RDBRIR] %0 )vILFET .
tok TYT UK AR E, [1—FRB] U AR T SINFT

RDF R
1—H—EH
A—H—IF R
OT Security ok 7YT 4 —F (3. ERMLGLRAT LR EETITOCREH(RLET .

I AR COREF BEIGSCTEEI YL (A—T—AU3—TJ1—X) D[RE] B @ CTEE TEFT.

21— 1% 48
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Set-up Wizard

English (English) ~
User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

[1—Y—R ]| R—PT2—F—TFTAUUEBREAALETS.

AR N TYIT UYL TE. EBETHUUS DR R/ERE TEEY . 11— —(02—T1—R(ZnJ
A% BMDLI—YF—THIOUEEER TEFT . 1—F—T7HUUb DF M IOV TIE, 22—tV 3
VESBLTESL.

1. [A——R] RYIRIZ, VAT LADOATAVERTH51—F—RBEAALFET.
A—H—-ZDRIF12XFFET. FRTEIXFIINXF EHF ODALLYET .

2. [A—H—B DB AN RWRIZ. A——EZEBANLET.

3. [PILr—L] V3T . BRBZEZANLEFT.

I EE: NE AYE—N—ERTLDTITAETADAJIZR RENBDE B TY .

4. [1INRT—RIRYIRIZ, DRTLIZAT A Bl=8bDINRAT—FE A ALFET . /ART—R2F %<
ELLUTZE DL EIHYFET .

- 12%F

e 1DDAXF

111 -



s 1 DMDINXF
1 DDHF
o 1 DOFFIEXF
5. [/SRT—F DB A A] RYIRIZ IRRT—FZB A HLET.
6. [RAN]ZEV)IIILFET .
BIr TYT I =R D [TIM R R—UHFHEET
RDOFE

—_—

FIN A DERTE

TINRA
OT Security yb 7T o4 HF—R (& BRGSO RATLEEET570EREAIRLET

l AR CORTEF.VEISSLTEERI Y —IIL(A—F—AU8—DJ1—RX) D[RE] EE CLEETEET.

Set-up Wizard
English (English) v
o ®
User Info Device

SITE NAME *

The name of the site where the Tenable OT Security ICP
device is installed

Otenable o1 security sie

(D Enable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anonymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

© 2025 Tenable™, Inc. Version 4.2.40 (Dev) < Back Complete and Restart

[T/ A R]: R—2 T, OT Security FoUk T4—LICEATHIEHMEA N LET .
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O
1. [YAhB] RV RIZ. OT Security #A A —)ILLI= AL DE FTIZA D LET .

2. (EE)MINETE2DERIE] T ILED )9O LT, OT Security AL AN )T—2%UREL. [V
Y=RE A= [T RTESLLIILET

3. [ERTLTHER] ZVJ)VILFET.
OT Security "B ELFET .
RDF g
s BIELTEB LTITA7 0T )DHR—t R ENZHE TS

e OT Security 24 AT ITAN— 30

BRLTEEBETITAIITIDR— DB ZRE TS

COFEFEE T R+ DB OATLavwaBIR U= (FITATVTIAE3—T1—RAO—)LEE B
A—)L&E5 B9 51=8) 15 & . OT Security 7TS5A T ADEHA)A 2 R—D1—R%EE Y] I vk T—
DRAYFABA—T1—RITHE i TEET (Tenable Core TZEILTLVELME E)-

M OWTIE. EEBO—ILETITAI0T)0—ILD5 Bt ((R—hk 2 Bl) 25 B L TEELY.

EER—NIEHRITDIHE
1. OT Security 7ISA T AT, A —H2ubr—JIL (T B) ZR—b 3 [3EHKLET.
2. FD—TINERYs T—DRAFDR—k [THEHELET .

OT Security A ADT I T4 N—3>

| W E A OT Security 1—H—RA—)L. EEE

l B : SAE RT7IOTAR—a 0 TORT LB EEZOv B KR LET .

Tenable (. VRATLAD—E D IP D IZE DNVTSAEUREFTHTE LTI . IP FRLARTEIZE Bl DS
AU RDWE TT . fzLZ (L. Tenable (X. EH DT/ NNAZAHMBELC IPEZEETIHHEE O BL/\WwIT
L= INEEROTAANEL 3 DDIPELEEFEITRHEATHL. —EDIP OHRIZE DTS
AU RERTELET . LI=hoT T/AA RO R BB BRESA AN L3 DI YET

OT Security 7FSAT UV ARGEAVA—ILLT=. . S RET7OT1471L TEET .
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm

O

E®: OT Security A2 RE7YIT—h FEB W HA 1L 720 B HHD15 & (. Tenable 7HIUb TH—
Dr—|SE & LTSN, Tenable 7HOU b IR—2 v —IZKYSA AN T YT T—r ahi=% . BB (ZB
PN TIAEVADT7YIT—E PEN I N TEELIITAHYETS,

Tenable One 128175 Tenable OT Security DT 704 Ak 054/ X1 5 12DV Tl Tenable One
TIAAA R HAARES B LTSN,

b5 HBHI 1S

e OT Security 7ISAT7 U RAEHRE LFET .

o TINAAMD;EX B (ZTenable M55 (TE o1=54 2 RXO—FK (20 X F | #1F) S EFHEZEL
F9.

o AUA—XYNTTIRATEDELZHEFZRLET . OT Security T/AA ABAA—FUb [T INT
WELME B IX. EFEDPC HSSM/tt U REZ (R TEET .

e Tenable Account Management ;R—ZJILADT I RIE DD DHEEHEFELET . 7O ERMEIZDLN
TIZE. Tenable Customer Success Manager [ZHR] LVE HrE <280

OT Security A2 ADT7IT1471k

OT Security AV RETIT47ILTNIE. EEEZEETE5H LOVFANE/ER T 578D Tenable
Account Management R—32 )L B I A TEFT .

Account Management 7R—4 JLODEE #H (ZDULVTIE. Account Management R—% LK Fa AR ES BEL
TLIZELY,

OT Security AV RET7IT471L TBIZIE. RDEIIZLET .
1. OZ2=TT7H9kZ{FE AL T. Tenable Account Management R—4%)LIZAS A LET .
[FHIUR] R=UDRREN, KRR TEITIERF A DHEIA T avhR mENFET .
2. ZRIOFES— 3 n—T. [BA] EERLET.

[My S G ] R—U AR TSN, TRTHD Tenable @ A—E R RINFET.
3. Tenable OT Security S/t R&E9')ILET .

Tenable OT Security [ #l]] X~— MK RINFET . OT Security S/ RE ZDE AR . &
IR . SAE A S ENizIP A DB EDFEMMAR RENFET .
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https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://account.tenable.com/
https://docs.tenable.com/quick-reference/account-management
https://account.tenable.com/home

O

4. [POT4_R—>3>a—F] 5l hvis. 20 Hr D OT Security 54 Xa—F#aE—LFT .
5. OT Security T, 7OT4~N—2aViEBAEZE L ET
a. OT Security D [FA RV ADTITAR—aV]| R—V I ELEFT
b. FIE 1T, [FHLLSIEVRa—FDA D] &0 )vILFET .
[FTLLSAtEZAa—R DA B ARIUHE IR RENET S

c. [ZM4t>Ra—F] ARy XIZ. Account Management R—42/LvoaE—L F=a—FK (PHT+4
R—300—K) 2 U FFET .

d. [REE] &0)0ILFET

OT Security [&. [FOTAR—a EEAR DER] €I/ MILETS .
e. [REBAEDEM] ZV)vILET.

[BE BA & DE K] / \RILDE Al ISR R ShET
f. [TEXARMEIITR—KIZ23E—] =9 )voLTHhS. [SE T]1&0)vILET .

OT Security TRE A E ME L SNFT . YA ZE M9 BIZ(E. Tenable Account
Management R—4%JUIZZDFE A E Z IR B TH2LEHHYET .

6. FIE 3 [FOTA4R—a0a—F DA AT, [BIVIP—ER] Vo H%41)v-L T Tenable Account
Management R—2JLEF EFT .

l TR @AM ETIOTAITIE T BRI, [CSEIIVI) VD 9ED I ILET .

7. Account Management 7"i—%/JL® Tenable OT Security & & R—S T, [VAR] 2% 0oL E
ER

[VAR] 2TRRENFET
8. YA+ZER T BIZIE. [T DEE] > [V DIER]ZE V' )vILET S
[T LUV~ DIERL] D1k IR RENET .
a. (AFaV) [GRINARVIRIZ, HA-DERTIEAALET
b. [HAX] RYIRIZ. COYAMTEIYE THIP TRLROD$ZEA ILFET
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https://account.tenable.com/home
https://account.tenable.com/home

O

10.

11.

12.

13.

14.

EVh: SAEDRIZEIY Y Ton IP 7R LADE OF 2 (2. [VALX] RYIADTF IZHBHRTA
S—EE A TEEY

c. [POT4R—a REBAE] RyHRIZ. OT Security CaAE—L1=SEBAZE 2BL YT ITET . F
IE f %5 B8 L TS0,

d. [fER]E7)9ILFET .

FATOATHRYIRIZTITAR—2 30— AR RSINFTINIE 1 B R VA& K Snda—k
T. OT Security /> ARV AIZAE—F 2L EAHYET .

e. B RAVESIVHLET.
f. BBl &V )vILET .

OT Security f> XAV RIZR Y. FE 3 [POT4_R—30a—F DA D) w023 T, [POT14R—
23—k DA RN ED)VILETS.

[7OT4R—30a—R DA Al A ARILDE IR RENFT S

[POT4R—3>0a—F] RyYX(Z. Tenable OT Security Account Management X— H\i50
E—L7=1EBIR YA R ENEI—RZEEYFF ITFET . FE 8e 25 B L TN,

[7OT4T]1 &0 )0ILES .

OT Security TYRATLWIE B [TV TAR— ENFTEER T AvE—D DR R EIN.
OT Security /2 A—J1—ANK R EINFET .

[BE#E] &0 )vILFET .
OT Security B8 #1272 Y. EH TEAIKEBITHVET.

Tenable Account Management "i—%JUIZRE Y. 1 B BR Y& L ESNB7IT4X—>30a—K DFA
TOATRYIRT, [FPOTAR—230 74V RE R FELI-CEEHERBLET) FouoRvIRED )Y
LFT.

[FER) =0)vILET.
HLGEMS=YA A OT Security D [HAR] 2TIZR TIhFET.

A RETVIT—h T3
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https://provisioning.tenable.com/

O

BEDERESIELFY. SAEVRBMEER LY. SAEVREATELEELIYVTHEE . 5
AEVRETVIT—TEET.

b5 HARET IS

o FHILWLWSAEVADT YT T—FHIIZ. Tenable AUk IRL—2v—HN AT LDSA VA EHE
TTICEHF L TR ITAIERYEREA.

o AUB—RYNADTHIERADWLE TT . OT Security T/ AL A—Rwb [T TERMG S
T EEDPC hoFMtUREEHFTEET .

FAERET VT T—hTBIZE. RDESIZLET .
1. BE] > [VATLEE] > [G1/EVA] TR ELET.
[ZAER] D1 R DR TRENFET .

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID

2. [POo3U] A=a—D% [FAEVADTYI T ZRIRLET .
[FEBA B DE L] 8LV [POTAR—a0a—F DA N] DF IENRRENET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ ) Enter Activation Code
activate your evaluation period
Cancel

3. [(1) POT4R—a ik AR DE R RV T, [REBAEDERK] 200 ILFET .
[BEBA T DE L] /\RIDR R EN ., CONRIUTITAR— VR B IR RENFT
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. [THXRREI)TR—KRIZ2E—] 20Vl THS. [ET]1 &)L ET .
AR IRRILHBALET S
5. Tenable Account Management R—ZJ/LTHAF DFMERELET .

a. Tenable Account Management -R—#/JLC. Tenable OT Security 3£ #l R— (22 &L .
TYIT—hFTBHAL DT T, ~ REVEDIVILET .

AZa—pARTENET.
b. LIHA-DRE]IZ0)ILFET .
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https://provisioning.tenable.com/

O

[V~ DIRE] V1R IDRRENFT .
c. BREINLCTHMERELEY.

d. [POT4_R— a3 iL A &) RuoRIZ. OT Security O [RE B 8 DE R ] 91K ocal—Lf-
FEBAE ZRE YT ITE T

e. [PYTT—R] &V IVILET .

R—BIUTITAR—230a—F R B EINZATATRVIADNR R ENFET . Chld 1
B R W4 g ShdH3—K T, OT Security 1V RAV R TOE—F 2L BEMNHYFET .

f. HREUES )L . [FEE] F0')vILET
6. OT Security 1> RAVRIZRYET .
7. [(2) POT4R—2320a—FR DA A RYIRT. [FITAR—3a—R DA ] &9 )0ILFET .

8. [7HT4_R—3>a—F] RyYXIZ. Tenable OT Security Account Management R— 53
E—L7-1ERYE B SNDa—F &8 YR ITFT

Enter Activation Code x

ACTIVATION CODE *

| I

9. [PUOT14F]1 &=V IVILET .
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O
OT Security TV AT LME B [T VT4 N—b LI=CEER T AV E—DO DR R EN. [T4EVX]
R=DNTPYTT—h ENFZAM OV ADF DR R ENFET.

S REFTFALVEN TTYIT—HT5

1. AV RETYIT—r 350 a0 THRIBESATLNS, FIE 154 EETLET.

2. [(2) POT4R—230a—FR DA A RVIRT, ©ILIH—ERR—FILDI %7 )vILET .

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to -
) ) ) Enter Activation Code
activate your evaluation period
Cancel

[OT Security #4254 TCPIT471L] D4R 9D LWLV T TREET .
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the doc ntation page.

Activation Code

Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

3 & : URL https://account.tenable.com/offline-activation/ot-security Z{& Fi L T. /22— Uk [T3E#x Sh -
TINA RS [OT Security #4754 CTTIT4L ) BN A 7V 2R TEET

¥ & tenable.com [ZAT AL TLVELME B (. A—ILPRLRENRDT—R#FALTAG AU TEET .
ATAUNZETAERA—REZ (TR ol A— VT H I R EE R LET . OJA VR ERALE MG S
(F. [/ SRT—RZE N8B &) £7)voL TTOV TR IZHE 5N Tenable 7HOUh 32— v—(SEHE L
TLEEELY,

3. [PHOTAR—ava—R] RyHRIZ, 20 XF DIV RA—FEEA ALET (SAEVR] 910K
MEAE—L TREYAT (T ZENTEET).

4. [PHOTAR—La R A B RYIRIZ, FHOTAR—a AL A B AL U 1TFT
5. [Tenable YI+ Dx75/ AR #EFHR A BRLFEL] FovohvIREIIVILET .
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on offline
activation, visit the documentation page.

Accept License Agreement

Please review and accept the T

* |have read and understand the Tenable Softwan cense Agreement

AR SAtUREZHER T I BICIE. [Tenable YI+ 9754V REB ] DU H%ED )L TS
LY.

[E{E] =0 )vILET .
OT Security (7074 "—2 30— EE B LFET .
TOTAR—1 30 a—R 26— 5(20%. & REVES)9ILET .

OT Security D[54+ R] 8T IR Y. [FPHTAR—2ava—L DA A &7 ET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

[7OT4R—2a0a—F DA D] AR NARIIDRTENFT .

° Certificate was generated successfully

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to

activate your evaluation period

Generate certificate

Enter Activation Code

9. [POT4R—2ava—R ] RYIRITTITAN—30a—R &R U+, [POT4TE] 2000l FE

ER
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Enter Activation Code X

ACTIVATION CODE *

HAR/RILHE L. OT Security [CEYSAEV AT YT T—rEhFET .

A RAEBIHILETS

ALV REB NI TEHE VATLEB R DMV AT ITAR—2a v ER BRIZ. VAT LMDIR E
DALV ADEIBREN. LWV AT ITATIL ENFET . SV REB ML TEILENHSD
BE FHLOWSMEURZZ TR OG5 R) [ ROFIEZETLET .

15 HHHIZ

e Tenable 7THhOok IR—Dv—M, SRATLTHLWSAEURET TIZEHITL. S/ Ra—F
Q0XFOXF /I #F)ZFRELTWAILELHYET .

o AUB—RYNADTIEADWLE TT . OT Security T/ REAA—RIN TR TELRME A
F. EEDPC hoTMtoREEFHTEET

FAEVADB NP TBHIZIEL. RDEIILET .
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1. ®E]> [YARTLRE] > [SAEVA] [TBHLFTT .

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. [POoaV) A=a—hb [FAEVAODB ML) =& IRLET
HE IR IONRTEINET
3. [BHHE] &0 )vILET .

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

[5At2R] 24 RIIZ3 DOBE H L RTVTHR RENFET .
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License

LICENSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

4. DATLEBFIEIH ST, FMEVRETITATILLET . SAELRADTIT1I1LE2S BLTW
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TOTAR—30aA—FRZEZA ALER . BE DAV RIIH LWVWSAEURICEEBR ZAONET .

R DOF E
OT Security AT LNDE 1k

OT Security Mi Eh
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Tenable Core + OT Security 2% & L1=t& . AT LM OT Security DfE A #BA 1R TEAK5IZLET

1. OT Security Y AT LDE L — A1 RETOT4_R—k L= . OT Security Y AT LEH N
ELET
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ActiveQueries.htm

O

TAAUNE N TEZR) TN ENDNEMNERLET .

OT Security zB 1L TBIZIE RDFIILFET -
1. [ARE]1 &0 )00LFT .

OT Security IZ&YS ZATLOE (T2 Y. [FVPR—R] > [URD] D4R ORR RESNET .

= Otenable ot security

Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)

Total 6

ERB . VATLANEEZH AN T HETIH D HOWET . TEDORTERIBE T BHICE A= DTy
YAl EMLAFEEA.

OT Security M{F F DB 18

A2 AR —JL# . OT Security #5% € L TE H T=EY .

ERMRRAIINT—IFRTEITS
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HAMIE REOERTESBLTLRL.
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SSO RJAVER B ITTHIENTEET .

Tk T—OHP—ERZEMT S

DNS #—/\—&ENTP H—/\—ZEBMLFET . Ff=. TRNTDEELGAANUNZERG T 518, Syslog EE
AV —IN—FRTE TEFT .

TOT4TOTVEREMIL TS

TOT479T)IE, OT Security DELFI A D 12T . EEICEET7VEALT. RHLIEETIRIZIIT
WA LOFMIEREAI R EETHENTEFT . FHMITONTE ZOT4T0TVES R LTS
LY,

TFOTATLEERY — JALUNGEE O/ N ITEZR TN STV TIEFAN—TELWEEE. T
O7597471278—J L TR ELET.

Nessus RFxvZ{ERL 95

OT Security vk 7—21285 IT T/M R L TE 1T T4 Nessus RFvai% E LET . Tenable
Nessus Xy 3R ET. BRHESNITEEICOAHLEZXZE ZFT . MO TIE. Nessus T4
AV RAX VYU DR EES B LT,

INITITEHRET D

EH GO RAT LAY TYTEHRE L. B—DURFET L VE—FRFL—VIZTORKR— T 5H0%
BIRLET . 35 I1-DL TIE. Application Data Backup and Restore (ZF)r— 3 T—2 DI\ Ty
TLE ) #5 B LTSN,

TYIT—EAFTS
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ActiveQueries.htm#top
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
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OT Security 2B L TRIT SN0 AR SNANVAEHEREL REZEH IS C TR —ZHE
ELFET
MEID

OT Security Zfth 0 Tenable & & Ff=(FH—K /I \—FH—EREFEELFT. SEMIOVTIE. #iE %
SR LTS,
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OT Security 22 9—D( A —)L

| AR COEYL VT N—2a0 314 LI DO Y—ERE I HFIRICOVTIHRBALET .

OT Security T4 —0DA > Ak —JUZIE. 28— Industrial Core Platform (ICP) EDRTUL T HE E
NnFEY . £ H—&OT Security ICP X7 J 9 5I2(E. ICP EE a2V —)LEtH—0 Tenable 37
A—H—A2B—J—ADH A &#FERALET

#IEATULTIHTIAN OB BEBEEHITTH0. BBRBERD LT, FLLEH—DRTYY
GUHTAR CEOF B R R OHEH T T HENTEES .

I8 $HARI I
ROEHEEI-SN TSI EEERLET .

o EIH—N\—FO7HELIEEE INTND (B —Dtvk 7YvTES &),

o« YR T—IRIVFITEHEEN TS (Ruk T—OADEY—DE 25 ).

o LH—ITIhE DEH IPv4A TRLADSHD (B —t vk ZYT U F—E DT RAES R).

e Y —Nh Tenable Core 75vk JA—LIZHE#H SN, Core A—H—A2—DJx—XIZOT(0T B
F=8ONI1—H—4% L/ \RT—K 1'% 5. Tenable Core A—H—AA2—Jx—XMD{F F 1Zf8 4 55 #H
[ZDULVTI&. Tenable Core + Tenable OT Security A——HAK %5 BB L TIEELY,

e ICPOVY—IUZE NI BAENHS GEBHEEXS ).

SER: 14 OY BT £E 8 $ 5712, Tenable TIE2H—DATYL I TOLRIH L TE EH O—)LERE D
% [ ICP 1—Y—#/E B § B0 e R L TLET (—hLa—Y—DEMES B, HFLLOEEE 1—F—%
BILT. B DA —ERTU I TEET,

¥ E : Tenable Core DI UNTHAISA B # %438 Fi 9575 i% [ZDLVTIX. Update Tenable Core Offline
(Tenable Core DA TZALT7YvTT—h) &5 BB L TSN,

T —DRTIT

v.3.14 LI Ot H—EICP ORTYU T F|E

-132-


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O

1. ICP BB I Y —)L(A—Y—A23—J1—RX) T, [A—hHILERE] > [EoY—] DR I ELE
ER

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (@) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(

2. EUH—RTIYTDODEBEARBEBENICT BT R— EEIZHS [RE A—DRTIVT)Y
IXNZBEEB D) RMVFE [AV] [TOYBZET . 7UITEOTVEWNMG & (F. $RTORY
DOJVIIRANEF B TRBLE TN RYFEEA.

3. ICPATJZERAW-FETH LLVITAFE. <Sensor IP>:8000] A 1L TEHY—D Tenable
Core A—H—AA—DJ1—REMEFT .

| ;¥ %: Tenable Core 1—H—AA2—DJ1—XIZI&. &/ \—23> D Chrome MoDH T IEATEET .

4. Tenable Core A —ILDAT A IR T, A—H—Z LINRT—KEA A L. [IHHEFRHITN
AD—RZB F A9 3] FooohwoRAZRIRL T, [AT1] 29099 FT .
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

EE: 0J(URIC[RFEARIT/IARD—FEZBHRATEH 2R IRLGNE o ——ERZBEEH T
SERYET

5. TEH—132A=a2—/\—T [OT Security £2H—] #0)vILET
[OT Security 22 H—R7] V1R IR RENFT .
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*ICP IP Address: | |

1P Uner:
ICP Pajiword:
IEP AP Ky

Unsuthenticatsd Pairing

£ & [Tenable OT Security 2 H—R7] D4R Dl R—2 D) [B] 5 AA #BF IZDHFK R SNFE
T . TDH% ZD 1R %ERLIZIE. [Tenable Core] a2 —ILD [RPV & ] o arTE KRRy
EOVIIOLFET .

. [ICP IP PRLR] RV RIZ, 2D H—ERTITTBHICP D IPvA PELREZA ALET .

. RESINTUVEL (BB L SN TUVEL) RPYUTEE A 952 [RESHTLVELRTYVS]
ZEIRL. FIE 8 ISEAFT

R BIEShTOVVELRTUVITEE R I5E09—(E, Rk T—02TAVNE/INVD TR T5HIE
LWTES. ICP [Eto—2 BB L TTITAITIIVEREE THENTEEEA.

. NPV TERBITAICE ROVITIADEETLET

e [ICP A—H—] RYYRIZICP A—H—& %. [ICP /ART—F] RYIRIZICP /AAT—R %A
HLFET.

« [ICP APl ¥—] /RY~RIZICP M APl ¥—%A HLET .

FEE:RT7TTOwRF OEFHEHER I 5=0IZ. Tenable TlEtE H—DRT7L St LTE H
ICP A—H—%ER 3B LA H R LTUVET (O—HLla—H—DEBEMES B).

Y. FREEIF M AH R U ISR NENSI AUV BBHYET .

| AR YRRV ZEZEAIHEIAF AT HBRBIHR I NITES AP F—LEER
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9. [BHY—DRFPULT ZDIVILET .
10. ICP MR I RHEBAEZHERIZE R

a. Tenable Core O [Tenable ICP SEEAE] £/ avIiHha [BRERT—RA] 2. sSEHEE
MATARAENDIDEEFEET S

Certificate Subject:  Tenable.ot
Certificate Issuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:45:57 GMT +0300

| Status:
Approva He Pending user approv T

Upload Approved Certificate | Choose File | certificate (1) pem

b. [RRE]ZV)VILTEEAEZRFELET

c. [Tenable OT Security Y—/\—EEEA B ORZ DHEFR] V1R IT. [COREBABEZERRT
B =0 )ILET,

AREEFH TTYIO—RTHEE

a. [Tenable ICP] 22 —/LT. HTTPS EEBAE Q&L B TEREASN TS F IRICHRELVE
EE

b. [Tenable Core] ®[Tenable ICP REEA & ] 5 av(Hh3 [BRIAFHLBR B D7V
A—R]T. [PPMNVERIRT D] V' )0ILET .

c. 7Y7O—F¥5 .pemFEBAZ I7MIUFEELET .
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AR ENE LR AHAFTNSE. [OT Security ICP SEBA B R D [RBRAT—
SR N [BEFH LR TSNFT.

Cartificrte Sulsject:  Tenatie ot

Cortificwts lssser:  Tenaths ot

Mot Vil Bafesre:  Sun Jul 25 2021 16:46c5T GAAT #0300

Not Valid Afbar:  Tue Jul 23 2003 BESEST GMWIT+0000

( e .-.m:-.amuu

Uplosd Approved Certificats | Chooss Fils | Ho Tl chown

11. ICP A—H—A>4—DJ1—XT. [A—HILE E] > [ Y] 1L ET.
OT Security [Z&UFT LWV EUH—DR (TR RSN, [RT—2X] D [RBFB] [THVET .

Sensor pairing requests are pending approval View Requests x

= @tenab|80TSecurity ‘ 11:49 AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview
Sensors Search. 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates b

> 0 Events
P Status Active Que... Active Query Networks Name Last Update ¢

@ Policies
{2 connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024
> iE Inventory pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

¥. Network Map
> @ Risks

> @ Active Queries

> @ Network

sBumasa

> & Groups
v & Local Settings

Sensors

12. B H—DITED IIL. [FOIaV REVEI )00 (FET 2R 7)00) LT, [RB] &FIRLE
EE

-137 -



O

= Otenable 0T security |
88 Overview
Sensors Search...
> {) Events
33 Policies
> 2 Inventory
. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors

Sensor pairing requests are pending approval View Requests

11:50AM  Tuesday,Nov5,2024 ® & Mr.Admin v
0 AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
Approve
Stat Active Q Active Query Network Name Last Update o
Delet
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024
Pending app! | N/A Sensor #98 11:49:16 AM - Nov 5, 2024
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THDID AN TIL—TAV TR RE THAHEEHERLET S

3. FMI IPZERTE IBI2F. RDFIRZEEITLEY (OT Security Lo — [T 3 HICIE. 55 89 IP

ERETDLEIHYFY).

a. [RYRD—=DELR3—FIR] > [RYN T—HERF 48— > [P TR EDER] ITF5

BLES.

| R Windows D/A—23uIZkoT, FES—2avhE FRLLHE & BHYET.

[Rob D—08 8] IR ODR TRENFT

(]

Organize =
= Lezal feva Conractaon ‘! ‘Wirelert Metweork Connection
Mty HebapicFoertosd com

W "I- = | -

ﬁ:}vl?;_ﬁﬂmﬂm » Hebwork Connections » - i?" Fearch Network Commecions

b. [A—HILTITHER] 6 V)voL. [TOTA] &EIRLFET .

[A—hILI)PHEEHE] I R OBRRRTEINET
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Conbgure_ ]
This connection uses the folowing tems:
i 1B Chart for Microsolt Networks
¥ JBl0oS Packet Scheduler
i 4% Fils and Prnter Sharing for Mcosoft Networks
¥ 1 Intemet Protacol Versan & (TCP/AIPYE)
¥ i intemat Protocol Version £ (TCP/IPvd)
¥ i Link-Layer Topology Discovery Mapper L/O Driver
Wi o Link-Layer Topology Discovery Responder

) [ e ) (o

Description

c. [A28—HwhFOk2)LA—a 4 (TCP/IPVA)] E& IR L. [T 8741 UL ET .
[ 8—yk TR 2LS—C 3> 4 (TCP/IPV4) DT/ $F4] R bR R ShET .
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(8) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Jotaen DNG server aodress automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(L] validate settings upon exit Advanced...

o ] come

d. [RDIP PFLRZEHES] :EIRLET
e. [IP7FLR]HRvPRIZ. 1192.168.1.10] LA B LFET
f. [HIRubRRY] R Rz, [255.255.255.0 1 EA 71 LET .
g. [OK]Z#2')vILFEY .
OT Security IZ&Y#ET LULER TE A% A S ET S
4. Chrome 57Y T, https://192.168.1.5:8000 IZ#& & LE .

EE: A—Y—A24—2J1—R[E Chrome TS50YhiLL A7 IR TEEEA. Chrome DR H/\—23>
#E A LTS,

5. L ERFUYLETS .
CLIZERALTIT 3/ \WI7yIDE T

CLI #7=I& Tenable Core 1 22—2Jx—X%{& FH L T. OT Security %18 7t TEF 9 . Tenable Core 1—
Y—A U B—DI—R%EE of=/ WO 7 VT D8 7T DIZDLVTEE LLIE. Tenable Core + Tenable OT
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O

Security A—Y—HAF DNV TYTDE T ES B L TIZEL. CLIZERALTE T T SICE. ROF
IREEITLET .

A E BT TEL0DIE. Tenable Core /NI 7yT1—T4)T4=FERALTHER LIz \WIT7 VT DHTY . 13—
23> 3.18 KYRI M OT Security MoDw LV \WH 7V IZITE # tE hABHYFER A . 3.18 KYRIT D OT Security @
B ULIN=23 TR TFoL I/ W7 vIDBE T LESETHE S« b ELFIELaTURITDOLVTIEYR—
[ZHME LE HELFZELY.

45 OB I
s BT H/I\VITVT tar TPAIDHAHIEEHERLET .

3£ & OT Security M/ \wo 7T I74)LIL. Tenable Core D [/ X FYFE L] R—C oS A—K T
EF9 . F#HIZDLVTIX. Tenable Core + Tenable OT Security —H—H AR D\ 7y DB T %S BB
L TIZ&LN.

OT Security /Xy 7T 774 L0 : tenable-ot-tenable-s2cc78kg-2024-03-21T135648. tar

CLI & FH L T OT Security D/ X 7vITEE T THICIE. RDEIIZLET
1. ROWTNHIEEITLT. ICP O RTALIZZIEALET .
* Tenable Core ITAJA LT, 3—=3FIUT7IERTS.
* SSHEFERALTRT(2T 5.
2. 3—SFIITROIATNEEITLET.

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

% #B Dz BA

e /home/admin/my-tc-ot-backup.tar [&. EE D/ I 7T 774 ILDI5 T T

AR A\TYTEE T LTHDIRUR AR T 50T, TR T ETITEERAHAYET . R OB 5V
BT OE TR R ERE TEES:

Tenable Core 1—H#'—A28—Jx—2N [/ \Wo7YIIE 5] > [/ \o7YyT T RYT] > [ER] ORT. HHL
[F. ROARNREEFTLETS.

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Terminal.htm

O

| ZC_T /home/admin/my-tc-ot-backup.tar [EEE D/ I TV T I74ILDIG T TT .

OT Security BME Tt S, 7IVr—2avIZ7 oA TESDLSITAHYET . OT Security HNEITH THAHZ
LER BT BIZIE. TSIFhSER—F 443 (HTTPS) T OT Security 1—H—A > 4—J1—RI=A5 2L
EX I

BV —-IOA——(8—DJ1—RE %
FEIY—IDA—Y—AA—T1—XTII. EEEE .. RN T—I7I9T4ET4. EF2)T44RUk
(ZR83E 9% OT Security [IZ& > TR B SN-EERT—REHEIT7VATEET . —H—(243—
J1—R%E AL T, ——XIZ0 U= OT Security 75wk 74— L REF SR & TEET

FHRaA—Y—ALE3—TJ1—REHR

= (Otenable o security | 04:46 AM  Tuesday, Qct29,2024 © 5 v
88 overview n E
> 83 Dashboards Uver\”ew @mnuwmsu;a ® Generate Report
> £ Events
@ Policies
113 oT Controllers 249 Network Assets L 10T Assets
> iE Inventory

O BatHigh Risk @ 0at High Risk ©  0atHigh Risk

¥, Network Map

> @ Risks

What's New E Last 7 days
> @ Active Queries
> @ Network 366 Assets Discovered 1000 OT Vulnerabilities Found 21448 High Risk Events 366 Assets Updated @ Active Queries
> 2 Groups
> & Local Settings 1000 IT Vulnerabilities Found & Nessus 0 Code Modifications 7 Snapshots
Network Assets by Type Assets by Criticality
All Assets All Assets

7 ! | &2 145 Endpoint | 4ll 13 High
Vg»;!“mew Expires Dec 29, 2993 §\“ \ | @ sopLe ’\ | a0 87 Medium
RORI, EHRA—Y AT RBZOHAERLET.
Y7
A—Y—(25—DJx—
AER

WE &5 BH
5
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O
1. R YLE 81252 @8 (5—HE—R) FTLES VL ET .

OT Security IZ&Y . ZBIRLBRENTATOE A ISERAINET .

2. Fa5qr kB xR B (Fa54028) FoESULET.

IRTE DY Ik T7 /N —2 3 DFEER

A —\—DA LB OIA——TOI—IL7AEFRALT. VI DT7OIN—23 2R TEF
ERR

HEDYIR9T7/N—23oDERFIE
1. AASE—\—DE LIBIZHD & A ET)ILET .

OT Security [Z&kYA—H—AZa—mRRINFET .
& Mr. Admin

About

Logout

2. [IN—DaER]EV)VIOLET .
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OT Security [ZIRE DYV IR 97 /\—2av bR RmShET

@tenable‘ OT Security

Version 4.0.4 (Dev)

Updated Oct 25, 2024
License Type Perpetual
Maintenance Expires Dec 29, 2993
Licensed Assets Unlimited

License Code dummyActivationCode

Computer ID dummyUniqueld

Customer ID 0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)

) =R Z—~DT7 IR

Y=o —IF. & & 0))—X1E$ . Tenable TOJE T a—F—HARFFaAUMGE IFERY
V—ADVAN MR RENFT S

I ARV —RER—TIERTBITFA = DB ETY .

) =R B—ZT7HORT B %
1. BLEDOQ@ REVEDIVILET .
[VY—REA—] Aza—DRTEINFET .
2. JJ—=RDV %I )T BRE. FDY)—RITFBELET . XDV —REF A TEET.
o OT Security 7L o R—RE&R &

 FTH HE DR FTIE R

OT Security D FES— 3>
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EROFET—2aV ISRIIDDR DAL IR—DITFT IR TEFT .

o BME — R T—IDAURUN )X ) TARRAF—DE KRB ER T MUV ERRTLET .
OT Security D#E Z %5 B L TS0

o ARUF — RV —ERDFERELTHRELI-ITRTDAIRUE DR RTENET . [TRTDIRUM]
R=DZ ARV BT ZEDME B DE E AR R EINFES . F=EZIF B TE AUk SCADA AN
b RO T—DF B RIS T—IARUNRETY . ANVEZES B L TEELY,

o RUD—— L RTLOR)—ERR.wWE . TIT14TILLES . KU —%S B LTS,

o AURVMN)-BRHESINE=TARTOEEDAUARUNINR REND-H. BIENLEEETE. &
BEDRTDER. EITEZIARUIDORTAAREIZZVET. [TRTOEE] IZE. HEDF
ATDEE (AobO—F—EEDa—)b, R T—VEE . loT) & < 9 5E 7 OFE @ HAS EnE
T ARV )ES B LTSN,

o FUhT—IVT - Fob T—VBELTDEBRERREHISRRTLET . Rk T7—I3vTES RL
TLZELY,

* YRY —CVE. it 55747Ak )L, M5B HA—ToR—r G ELE . OT Security IT&>THR H Sh
EIRTORT—IB B R SNAEEFIRELHITRTLFET - B IEES R LTS
LYo

* POTATIOI) - TOT4TOITVEHRELTAMITTHIENTEEY . 7T VTIDEE %S
B LTSN,

o RYbT—Y -2k D—UR DE ER TIT O B IS TR R AET—4ERTTHL
T R’ D=0 SO0 DB FE R GEA—ERELET . RukT—0FS B LTSN,

OT Security Tl&. XYk T—21FFH MR D 3 DDIAUR I T TR RSNET .
o RYRT—=HHYI)—— RIS T—OR ST DB EER RTLET
o INTIN XN TFv— 2V DO ST49I DI I T FrER T LET

© HEE - ok T—R TR ST RCOR FEOURNE. R LI 21 OB E T 38 &
DEMLLLITR T LET.

s INV—T-R)o—R/ETHEAINDII—TERT. R . HWELET . JIL—TE2SRLWE
=AW

s O—HLRRE - VATLREEZR TEFIVRELEFS . REZS R LTS,
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RDHAZTAX

OT Security R—UI2(F, & TFATLOVALZE LR X TT IR TSNET . ChoDT—T L
(TR EAL SNF-DRETA X RE L BY . B EF I B IT7 IR TEFT .

EE: OT Security /13\—32 4.0 LU TIE. LMD UI EEHAE A SN TUWETH. 7T)5—230 DT ART
DR—=U N7V TT—h ENTUWB DT TIEHBYERFA. CO/N—D 30 TlEL [ARVM) XU [EHHEICEATS
BHER] OR—2TOH hRIRARX, T4WEA— iREZ . RRBRETOAENKESINTOET . ThoD
FEIZDLTIE. 4.0 BDIR—UHF WTWWAR H LD avITEB &#H SN TLVET . 4l: OT Security 4.0 LL
B& D51 % ;R DHhRA2ALX.

AR CCTIRL [TRTODARIN] LU [TRTOE E] R—UMMEI ELTZE (TN TLET DY [FEAEDR—
CTRB O EEEF A TEET . [[RE] > [T—TNETIAILI)EYR] Z0)0IL T WOTEHTI4ILE DX
TR TEICRITIENTEET . OT Security 4.0 LLEE TlE. [RERSIATLBFH] > [TIHINIZUEIN] 2505
LET.

H| R R DHRFITAX (3.19 LLAI)
KRR T DI EXDRBAENARITAATEET .
KRNI DIDIEEFIR
1. ROERIZHD [RE]ZV)VILET .
[7—F B RE] /SRIIDR R EN. ZIIZ[FI] 2O avhHBYET .
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= (Otenable.ot

v & Dashboards
Risk
Inventory
Events and Policies
v & Events
All Events
Configuration Events
SCADA Events
Network Threats
Network Events

2 Policies

v

&  Inventory

¥ Network Map

Vulnerabilities
Active Queries
> &a Network
Groups

* Local Settings

Version 3.16.55 Expires Sep 17, 2024

All Events | search..
S V& LogID
] Notresol.. 1
0O Not resol... 1
Not resol.. 14
Not resol.. 23
Not resol.. 79
Not resol.. 107
0O Not resol... 108
Not resol.. 13
Not resol... 240
Not resol... 241
Not resol... 242
Not resol... 245
[ Not resol... 246

Event 1

Details

Code

04:22:14 PM * Oct 29, 2021

Time

04:22:14 PM - Oct 29, 2021
01:52:27 PM - Nov 3, 2021
04:39:34 PM - Nov 3, 2021
03:14:33 PM - Nov 10, 2021
09:57:43 AM - Dec 30, 2021
11:28:06 AM - Jan 17, 2022
11:28:33 AM - Jan 17, 2022
05:29:09 AM - Jan 19, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:35 AM - Mar 7, 2022

09:33:36 AM - Mar 7. 2022

Snapshot mismatch

Event Type

Snapshot mismat...
Change in Key Sw...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Rockwell Code U..

Rockwell Code U..

Rockwell Code U..

Rockwell Go Online

Rockwell Go Online

High Not resolved

Severity
High
High
High
High
High
High
High
High
Low
Low
Low
Low

Low

Policy Name

Snapshot Mismatch

Change in controller key state

Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch

Rockwell Code Upload

pload
Rockwell Code Upload
Rockwell Code Upload

Rockwell Online Session

Rockwell Online Session

A new code version was detected which doesn't match with older versions of the controller code

2. Bl €530 T KRR DI DEIHEF VIRV IREERLET .
3. FERTICT DI DHEIHAEFIVIRYIADFTIIENLET .

OT Security IZ&Y:E R L1=5I DA DEK REINET .
4, [ FIE R 2TEVIVILT, [T—TIBEE] R 0EFLET .

SDRTIEFDFEFIE
1. FlAvE—%0)yLT. B EIZFZVILET

5| R R DHRZATAX (4.0 LLEZ)

1. ~vs—n—c., W RavgsosLzy.

[RREINATLBF] /SRR REINET.
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Resolve All

s3umss

Table Settings X

Columns

LogID

Time

Event Type
Severity

Policy Name
Source Asset
Source Address
Destination Asset
Destination Address
Protocol

Event Category
Resolved By
Resolved On

Comment -

Reset table to default

oo oQm




L

Displayed Columns

Select All

ID

Slot

<]

Mame

(< I <]

Type

Risk Score

(< I <]

Criticality

IP

a

Source

a

M AC

(< I <]

Category

Reset to Default

2. RIRTBDINDEICHEFTIIRIIREERLET

I TR FRRITT DI OEIHAFTIIRVIRADFTIIENLET .

l EVh: [RR]|RVIREEALT. HEDINERERELET

3. X RALESIVILT. [RRENTNSSI] /SRLEBILET .
OT Security IZ&Y:E R L1=5I DA DEK REINET .

DAL OATIVREI T IIL—T1E (3.19 LLH)

[AURIR] R—=DTIE Z0O%F E OE & (2B & I 5SFSFR/N\TA—E—EHE(Z, YR ETIL—T
£ TEFEY

YR DT I—TIE F B
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1. T IDEHIZHD [RE] 2TEIIVILET .

[T—TIWERE] RAUDE AR TSN, [Fl] o avE[TN—T] o avhR RrEShET.
2. [IIN—FE] o arFEzTRIO—ILLET .

Table Sewtings
L
Caregory
B vensor
B Famdy
Liadel
B Frrrrenre
o5
e
B rurdue
Hetwork Segment
First Seen
E Last Seen
L anga
Backplane
Desoriphion

Geouping

& Ko grouping
Type
Crscalny
Liegocy
W
Family
Kodel
Fimmsne
o5
Saane
Purdiae
LeCation
Backplang
Mhsriny iy

3. VAN ET W~ THRE LGB/ \GA—F—FBIRNLFET. LR E[BMA B IRLET
OT Security [&. FIL—T 1t Snt=A73)ER ~LET .
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4. [ FIE[&E] 2 TEYIVILT, [T—TIEE] R 0ERLET.
5. AT DR ZEI)VIL T, ZEDATIIDTATDAVAREIVRAER RLES .

All Assets oo

ol

TR G
o ation L
L ot L

ik Sooe 4

i alery

==~ Jo]
Camegary Warudor Fa
arer Gy
Cartr e
Cimtr Eacices
Citriligry Dl
Pl

- e
xxxxx ] Sirae
il Fabra
rerie: Ve Carparaton
''''''' ca vl

AR OHATIVRI TIL—T1E (4.0 LARER)
1. F=TNDOANSSE—T. [IIN—T e DR EE] R OvTFI RN &I ILET .
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+ Add Filter v

840 Assets Group By ~

Search...

| None

. Slot

I Name munication Modul

| Type

1 Risk Score munication Modul
Criticality o

| munication Modul
IP

1 munication Modul
MAC

| munication Modul
Category

i
Vendor

2. VAR DT IW—TILIFER T H/54A—2—EFZIRLET . fl: ATl

l EVh [BRE]RVIREFERLT HEDNGA—S4—ZRELET .

OT Security & #IR L1/ \GA—F—TURRETIL—TLLET .

| EEURANERRAFEI VOISR, EhEN [TATREA] £ [FTRTH YT K2 2 E A
LES.

5 i NEF A

- 159 -



O
DAk Dt ~& ZF IE

1. SIORHE LEVINITBHE TEDINGA—EF—TEENE B ZIONFT . LA BEZRBTD
TILIFAUNIETRRTBICE [RWM] REHLEDIVILET.

2. RERIEFZHEIZLEMGR X IR ELEZLI—EI)VILFET (DFY.A-Z. Z-A),

B D74V % (3.19 LLET)

1 DLl b OF DR LIS LTIANA—ERE TEET . REMTAI—BDDBT8. TRTDI
WA—REEHITURL OBDRRESNES. TOS—ATLaEEFIOR B LISTLTEH T
& X—UITlE, BT IS —DRREHAR R SNET . FLXIE [AURA—5—AURUR ] 22
FoTlE. [8 BT [PRLRAL [B4F]. [/ 399 TL—2]. [ROH—] TILWBID T TEET

YR+ DI4IVAY T FE R
1. SIOR B LITh—YIVEE HET. FWF—T7A4aV Y #RRLET.
2. FANA—=TFAAVY EU)ILET .
TANA—FTLavDVAR R RENET . ATavF R /\GA—E—IEH TY.

EVENT TYPE T

Unauthorized € | Kearch

I~

Unauthorized ¢ [Sedect All
SIMATIC Hardw 9 Asset Mot Seen

SIMATIC Hardw! B rabed Unsecure d FTP login
SIMATIC Hardw! [ indrusion Detection
SIMATIC Hardw 1P Coniit

SIMATIC Harded Maodicon Code Uplaad

SIMATIC Hardw Maoditon Ga Onling

Unauthorized ¢ [F Rockwsil Code Upload

Unauthorized € “

EE E EEEETET

3. RARIBDERZETERL. ERTITTIERDFVIRVIADEREHERLETS .

| AR [TRTER] FIRVIRDRREFIRLTHS. RRIDEREZRRTHIENTEET
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4. D4NWA—DVALER R L. T3 —E B R FILERBERR TEET
5. A=V )vILET.
OT Security [Z&Y. YRR HYHEE SNIzB YISO TENFET .

| 5 R LW ICHETIIE—T REAUE $E R DNED/INTGA—B—TIANR)TEINTNSIEERLET .

14 VZ—0H! bR F B
1. Z4WE=Y REVEDIVILET .

2. [TRTER] FovoRvIREDIIL T $RTORREZHERLET -
3. [TRTER] FovIRvwIREELI—EVIWILT. IRTHOEREZERLFEFT.
4. [BR)ZV)VILFET .
5 D4R (4.0 LLEE)
1. T=IIDAYE—T, ¥ [D4VA—&BM] K OYTF IR &I )9ILET
FMATREEININA—BERESTROVIFI IO AZa—IRREINET
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All Assets

+ Add Filter ~
ID >

ind All Collapse
Slot >

Type
Name >
Type >
Risk Score > @m PLC
IP > E Communic
Criticality > M PLC
MAC > @ PLC
Categor >

gory @ PLC

Vendor >

fm PLC
Family >

[l PLC
Maodel >

® Power Sup
Firmware >

2. DN TDEELGIEZHFERLET.
T4INWAEA—F T3 DYRR R REhET .
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+ Add Filter ~
ID >
[ Callannn ALl

2L ’ Search...
Name > |

(Blanks)
Type >

0
Risk Score >

1
IP >

2
Criticality >

3
MAC >

il
Category >

5
Vendor >

6
Family >

7
Model >

8
Firmware > g

13

3. TANRITTBHA T D ICHEDFoIRVIREERLETS .

l EVh: [RR] RVIREFEALT. HE DIIIE—ATLav @R LET .

242 —DRTF

BMEIFERAITIIN—ZFRBELTHE. LEIISCTREBFH;INIE—] DT HIERTEFT . =
NIZEY B E DTN T ENFE1—ZFREL. TIZEDEL—ITR HTENTEET
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Inventory
All Assets Controllers & Modules Network Assets loT Assets
A Search... jo] + Add Filter ~
Fliter_1_type

Group By ~ =i
New_saved filter

Type Risk Score Criticality
saved_filter_
P saved filters M PLC c— 76 il High
Copy of Fllter 1_type 3 #45 @ Communication Mo...  comssm 75 il High
backplane filter i_ @ PLC c— 71 il High

AR DIV —DREFHEL. [V [REER] > B ] [REBER]> [K)P—ER] DR—>
THRATEEY

HEIERITEIIINI—ZERETIAE

1. T=IINDOAYE—T., ¥ [24\V3—&BM] ROy TR &9 )0ILET .
FIAABE R IMNA—BEREFE LR OVIA I A a—DR RINFET .

2. BHOIMIWVE—EREZEIRLFY.

3. [Z4Va—DE R E0')vILET .
OT Security [F7s4)LA) TSN THEREZR TLET .

4, I4IWA—ERTFTBICUE. [PV —ERFI 0 IILET.
[DAIWVA—EBRTE] I SRIDRTENET.

5. [REI] RYIRIZTAIVE—DERTIEA D LET .

6. (RF]1ZVIVILFET.
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OT Security IZ&Y T4 IVA—DMR TFSINET .

7. BREFHITIA—TT7ERTBICE. 0 REVEvILET .
REBFHITIVI—DIAN DR REINET .

8. BHIDIAINA—EI)VIL. TN TENTHERERRLET

REBHIMINI—DEE
BFEOREFEBFHIANINI—IEBEMASENTEET

BFDREFHIAIWEI—DERFE
1. T—ITILDOAYE—T I RELEI)IILET .
REBHAIINI—DIVAE DR RENFET .
2. EERIDIREFEEHAIAIINI—ZIIILETS.
3. BEICHLTIMNA—EREEMEFHIFRLETS .
4. [PV BREFI V)L, [EREEZRFIZERLET.
OT Security IZ&YI4ILA—DEBEIMREFESNET .
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What's New Last 7 days
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CPU 412-2 PN/DP fM PLC 59 il High nic1 (Local) | nicO (Local)
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Rouge . Resync
PLC

IP MAC

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
ruware
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Overview

Backplane View
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IP Trail 0 1 2 3 4 5 6 7 8 9
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MNFZERLTEHMICERSNGEES .

ait B4 A—H—hDoDE E DFRHA .

NTai—L  BEIEIVE TN/ Ta—ETILLAIL.
~)b

N BEEOREDERART AR COT1—IIR L. BEDEES(T (BE FavbO—
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O

Z—) IBELTOET .
Direct IP TR TE DE EFFED1—IUBFHETD. FERESNTLWDIPFRLA.

Direct TR TEDEEF-ITED 12— EBYITTFEE TS, F-EEZESINTLNVS Mac 7
Mac FLX.

EBMOIP  BEICHEEMNICTIERTIEOIERINDG, BE L/ \WITL—F-TFE U 01
VIR AT HMDED a—UEE fF ITonf-IP PRLR.

=&z IE. PLC (@arv bk O—5—FD 2—)L) [ZI3Jh B DRI T—O A 3—D1—RA DV
L RAIDROYR AV AR —IILENT=R ETDA—IUSEE TSN IP PRLABRHATT
DEREINDBIGE HHYET . EE 2T/ \WITL— LU 5 D& D& S0l EETE ALY

F9,
B0 EEICHBENICTIERTEOIFEREING. \WITL—UFEEEFE L O(0T75%
Mac HE I HMDED 2—IUZEEE F [Fohi=Mac TR LR,
I7EN— BEMNBI DT/ ARIFR)—FEFE R I,
R — & E O & B F YIS/ —.

ETIVE EEDRFEDETIVES.
B R T OT Security MEEZRZR IR H L-H K.

OT Security [&. PCAP (k37499 X v TFxI7/)V) EB L T 5L, F-IERAED
P ERITLIEEZIC. COT—IREEFHITHEEIBYET

#) [l BENMRYIGRESNI-BE. [REERB] OELRALH. ThLYBLETORT T
= 7.

R HE B EDOVINADF Ml DF 3 E#H B .

#H
R HPOEHLE. BEEREFTH CERTHE. BESBETITAINESD
B4R H Sh i ESMNE hod . COMEAE HanEd.

Y—2 B 7 ITH T &Nt T8 B (2 E A B TLVSY—X (29—, PCAP. O—

AINAZ—T1—R17E).

ok TJ—  EEICBIVE TONT, FEREE T (Tont=Rmuk D—0ET AR .
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O

DeTAY
k

EXE [E]. [F]. K] CRRicn-BEENDEKXE.

VAYZ3  EBEIEEIIIRINLTBEENGEEERR. Ra7L. EXE. MBS,
7 RIFBRDANUS (BEUEDEAR). BEE E (/\WIIL—V R HARE). TDith D
HEIIERFTELGENERDEEZZTES .

25 BEIBEEMN TONTWSATEEJIN—TERTES R LTS,

INVITL—2Ea—

— |Rouge . — »

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
20.055
Details
Qverview Backplane View
Code Revision NAME Rouge
Backplane #4
i PURDUE LEVEL Level 1
1P Trail ’ Ve 0 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors . R @ @ @ ([ (D (T @ @ @
DDITIONAL IPS
Fxx! h h
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 g g g 2
Vulnerabilities g i T I T I T
. b b 3 T T b
VENDOR Rockwell 8 8 5 5 5 8
Active(3) = = 3 = = =
MODEL NAME 1756-L61/B LOGIXS561 < < < < < <
Fixed (0 E £ £ = % £ £ £
ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 s H 2 3 5 5 5
o o o > < [ o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SQURCES nic1 (Local),nico (Local)
Related Assets NETWORK SEGMENTS Controller / 10.100.101.X | Controller 7 10.101.101.X
Sources CRITI TY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D

INITU—UIBEBREINTOBEEDE S . /1 \WITL—Ea—toia 3 HYET. O avIz
X, BEHEINTUOBE TNALADAOVR LB E. 1\WwWITL—UB NI hIUR TEINET. 7
INMMRZERIRLT, TEORAUIZFOFEMER TLET .

Nessus X+ 1% #:Hh

Nessus RFEv NE$R (IR D &R I HET .
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s FHEFAEELKRFTFMDEEZIEIETS.
° é]ﬂz b\nu HEX:F'VJ&QF fAts nl_thF'\"/@&'Bbo)ﬂ%l f&o'CUé@?ﬁ"é?E?ET%)

o RFXv L BE M E R ICATAINRNTSVTAREERITTH. 1zEA (. Windows. Linux #EfTL
TWBIT AT OE B (T3t L CTHE S5 M4 5Tl R X v 2R T TEFT . BRI FHROE EITHHDHS
T AFVUILHE B DEDIE E DT 27— AR E 44 B Ol 5 T2 B SN TULVSHVEET
I 2DIEILEET .

Nessus A DEE # [ZDULVTIE. Nessus T59A U RAxvo DVE B ES B LTS,

[B¥#] R—2 D [Nessus R¥VUEH] o av It ROFHHLAR TINET
s R DEELZRTY
s RRBEERTVY
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o B ORFvU T E R E

= {Otenable or security ‘
v & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE [ 26 |
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors

IEC 61850

[B¥#l] X—2 D IEC 61850 £ avIZl. HE D IED & E B I 5 R DFE IR TINET .
° *yg’_
« EFI

e YBT3y
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2 oD

1P MAC Vendor  Last Seen State
ABB Jan 27, 2025 10:08:18 AM  Unknown
Details NAME IED#2
IP Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Forts DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controlle
Network Map
CRITICALITY High
Related Assets RISK SCORE 15 |
|EC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24

SCD 77/ ILMFE M IO T, L TES B LTS,
e SCD 774J)L

* [EC 61850

aJ—kJEDaY

[a—FVYESaV] 47 (Ark O—5—0#) [ZIE. OT Security DI RT3k JIZ&2THFYIFrant-
Ak O0—5—0a—F DR N—VavhR R INET . KT RFYToavk j\—2avIllE, T RFvToay
b IAME B SNTBF R TOO—FUEDIVICETAHEMMIE ENTVET . CHIZE HE DEII IV
(@—RTOYvY 1 529) LTI TR MAE ENET . [ RFvTTavk INZFDaU b O—5—DLLRT D
[RFvToayk 1 &R — THUMG S (XE ITa—RJEDavOH LLVA—audME i snE S . /v —Pay
LR LT, avkO—S—a—KIomibh-ZE BZ2HERE T=ET.
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A
]
-]
1l

Rouge
PLC @ Finished taking snapshot successfully X

IP MAC Vendor Model

\ \ | | C |C Rockwell ~ 1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details
Version 1
L. 06:55:07 AM - Nov 11, 2024 Version 1 Search... o)
Code Revision
IP Trail Compareto  Previous Version Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM

AFYITavh (TR DA & TRJA—TEET,
o JL—FU-RAFTYTavkF VATLER EBEE CA—H—DRELERY. EHMICREBINE
T
o PHTAETARHY - B OO—KR7OTAETADME H Shf=EZ2. S RAT LR YT avkERY)
A—LFET (fHl: a—F DFEooO0—k).
o A—H—FAR - 11— —(X. BEDEED[RFTYT avbZE R REVED I THIET. R
FVIT vk EF HThIA—TEET
[RFYTavk DF —B IR —Z2F/ELT. Ak A—S5—0Oa—KF (M Zbh=EMm. HIff . TE %
BHETEET. REARUE — Vb O—F—TFITAETADARUS BA4TES B L TZELN.

HBi<EI a Tld. a—RUED IR R OIFESFL I av e BH B RFyToavk 1\ —oavztt
BRI BHAHEIZDODNTHBEALES.

=23V DFERRAY
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Version 3

8:50:50 AM - Nov 10, 2021

Version 2

Version 1

ZORAUNZE. DAVt O—5—Da—RJED IV DR B ml g8 T RTO/N—23av DURS Bk REh
F9. N—D3 T TN OBFE AR IR L-ER B SN TUVSRHEE BRI AR R SNET . KL
BT DI ZFyTSavk IMDDZEE AR H ShEEUIC, FHILLINA—"au e ShET . TR—R50
A% LB DB B TR—RASAN\—U3 L TR E R E SN TWSN—230F R LET . /A —D3y
ZEIRL T, [RFYToavb DF Ml RAUITO—FJEDIVER RLET .

AFvTiavk OF A1

Werdon 1 E 3
—
i3 Eiwwallid o
(N
T B g L -
= o
tuaser "o § 1 Tn
-
o
"
- oy
- Ou
- L
e |
e o

B AUISIE BIR LI Ry T o avk A= av O £ OO—K T0vs, S04, 4418 55 M1
HARTENET. IR BRE RRSORMER / B/METHI-HDKHH E OV & T
RRENET. HEERICONT, BT PAX. 20/ UL A B AR ShaEd . BIR LT/ —ay
ELURT O/ S F T ARSI N—Da L BT, EENBERR TEES. RS9I ay
R AU O B ES BL TS,

IN—=DaVBERRAY
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Version 1 Snapshots List
User Initiated Snapshot

Routine Snapshot

CORAUNZF BIREN N30T F oL RFyToauh JICE T2 AR RESNET . &
NIZE. FTFeDERIE SN-H Z O T Fyan-BBLE FNFET.

AFYTavk Bl TE R MTONEIOIIGE R DRFTYTavk BN — DN—23 LT IL—T
IEENFET . B — DRFTYTL Vb [TITART. FON—230 D [RAFYTVavk BB RAVIC—ER RS
nFEd.

AFvTayk 13 —2a DL B

2FYTYs IN—D 3R] DIN—2 T OR—RSA o DIN—23 B TEE T B MANE TSNS
& AFTYToavk DFEMMARAUIZ, 2 DDRF YT avk Bl CarvkO—S5—0Oa—K T ZAbh=Z BN
RRShFET.

EEFRDELIII—IENFET .
FEMFH-BIRLIN—VavTEMSNH LD,

W B BRiF A - BRI —DaVTHIBR S zo—F .

- =
FIREFH;-BIRLEN—2aoTHRE SN,

AT avk DN—DaVFERION—2avEL BT 5F IR
1. [AARVR)] > [AvbB—S5—] B E T. B O O—5—%&IRLEFT .
2. [Aa—KIED 3V 2TE0)vILET .
3. IN—Uav BRI RAUT. P THN\—2amBIRLET.

4. [RFYTLavk O] XA DL ERICHBLL B TD4—ILK T, KOYTH I AZa—hs [LLET D
N=23 HERLET .

5. [RERE:] FvoRwIREI)VILET .
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[RF YT avk OFEM] RAUIT 2 DON—2 3V DT ARNTOEDNRREINET . TE LT,
RELE-ERBDOIATDTAIAVTRINET

Viersion 3 Companits | PRECas Version E
Mams Sire Compaled an
Rouge(7)
Tashcs (5]
MainTask(s)
Programs (£)

MainFProgram (3)
Tagsid)
B (Dini]) koko o Mo 100 202 QECE0:30 AN

o (D) kokod Mo 10, 2021 0S50S0 AM

AFYTLavk DIN—23 % B /N—230 (BERTO/NN—23 o) EL B35 F IE

1. [MYA_VUR]> [AvbA—S5—] B & T. B O3V 0—S5—%2RLET.
2. [Aa—KIEDaV) 2TE)vILET .
3. /=3 DBIR) RAUT. LB OAR—RSAVELTHE A TR/ —2aum&8IRLET
4. [RFYTavk OREH] RAVDLEE T, [IN—D3FR—RIAUIERE E 0 )vILFET .
BIRLINA—23VIT [R=RFMU] FTDR TN R—RXFA/N\—D3 L TR E SN TS
EDVRENFT .
AR N ER—RFAVELTEELIIG S I ETHDE. TOBE E =F AL & £(+TY.
& RFYTavk DR —BEFvo§ 5 R —ICIFE B LEFA-
5. NP3V DBIR) RAUT R—RSAVEL B TH/\—Da EBIRLET .
6. [RERBR] FovIRVIREDIVILET .
7. [REEB:: | FuoRYIRDME DT4—ILE T KAYTEIUAZ1—5 [R—RSL2DI\— 3]
ERLET
[RFYTLavb O] XA, 2 DON—DIVB DT RTOE VDR RINFET . TE LI,
RELIEBDIATNTFAIVTRENET .
AFvTLavk DIYE R
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RFvFavk (FF B THIE TEET . Tenable (&, T F 12&kdak O—F5—0IE IE £ % DRT £ (2R
FVI AV ERITIHEERENOHLET .
AV O—5—NR YT avk O A i
1. [V > [AvbB—S5—] B E T. B O O—5—%&IRLFET .
2. [A—KIED 3V 2TE0)vILET .
3. [RFYFTLavk DM R1DFE LIZHD [RFYTavk R &0)voLET
A—H—HBAsE LR FyToavk bMERL SnET .
EEIHASNGEWNGE S FTLOI— A XFVTavk R/ N\—2ao D [JEDIVE B XA

VIZEMENFET . EEMNHB SNIBE . I FJEDSVDEEREEZRIH LIV avsEREhE
ER

IP 3 5

[IPREBR] 2T12(%. COEBEEICEAETEHITRTDIP MR RSNFET . [Fuk T—IH—FR] FIZ(X. D
BETHERAINBAIRINT—IHh—K DIVAR DR REINET . RYkT—I9h—K DE DK EN%E91)v9L T
YRR ERBRAL. £EH/\WITL—UIBEHEINTWDRTRTOEEDIPERRLET .

@ | Rouge - — .

P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Now 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

20.055
Details

Code Revision

P Start Date End Date
IP Trail
© 1756-EN2T/D | Slot 1 (1)
Attack Vectors Oct 30, 2024 09:53:07 AM Active
Open Ports ~ 1756-EN2TR/C | Slot6(1)
Oct 30, 2024 09:53:48 AM Active
~ Vulnerabilities
-~ 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:58 AM Active
Fixed(0) ~ 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Events
Network Map

Related Assets

DARZIE IPPRLRAOER ORI A ER T BAEFENET . 8T BOATLaVIERDEEYTT .
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O

o PHOT4T-|RE.IPFFLRIZZHDE EIFEAINTLET.

o {Bft/BEM}-IP PRLRADZDE E IR LTTIT47 o= % DBEEE B2 30 HULRAIZTY
TA12o1=35 &)

o {Bft/BE} FETITAT)-IP PRLADCDE FE IS LTTFIT471o-& % OH B (B % 30
BL LIETIT4TI5HE).

e EFHOT4T-IP PRLRIZBIDE E IZL->THEHAINTLET .

WEFE

WEEEX. FET—ODMEEME. DFUIB R 1ZFALCEBELREEICTTIERTAIET. EELRT
JERERETHENTEETT . EEREE TR EBOR R (TATIR—3V) THY. WERK K ITK
BENEDEEIZTIERTH=-HIERTBHIL—TT,

WERZREH A THHE

R—TINBEMEESINDE. VATLIE. COBEANDTIERAEABEICT HA BEELHEITRTDHE
EMLTHERBZHEL. COEEZRKRICSOIIRINRIEVVEREFELFY . RVEKXL
WERREETE IO, STEICITERD/N\GA—2—EFI AL, URIR—ROT7TO—FEFERLE
T o RDINGA—=B—DHYZFET .

s BEURILANL

« NRADRZE

- BEEMODEEHZE

o BNERBIE (A2 —2vb /131 A) LN EB @ 1§ DLE 82
HEERRATYT

BRUEBRZEALT. BENGREOURIVEZR /N RICH A EE B ATYIIZUTIEE
nFEg.

s MERRICEFNDIE E OB EVRAIVRAITELWME R YRV ZATER BT S

o SNER SRR D= (A F—FRb FFH A Rk T—0) ADRVE D=0 F7 0 Rz IME FIEER
9%
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s BERBODBREZRAEL. TOCLAANOBEEZRITH. TNEEEETHLLOE. BEHY
KB R REET=OIZAIR T 5 (R—h DI0—X., H—ERADR ELE).

WEZRDERK

WA (L. BB T H8— ok BECLCE B TE R TALEAHYET. ChlE. B OF—Fuk
AED[RERB]2TTIONES . KRESBEE K T5232 D0F & HHYET .

* BB -OT Security [FINTOBRAEMLGHERRZTML. RVEBOEBERELTT .

s FE)-BHTEDV—REEEIETE I 5. OT Security 1. 23— B EADTIELRIFHTES
BEMGRE BEILIEE)ERTLET.

B B) OB 2 #F B D4 Ak F 1B
1. BRI EED[REFHFMIR—CITRREL. [RBER]|2TEV)IVILET.
2. [EB]&)vOL. FRyTHE IR DS [V—REE BIMISRIR) 20 0oL FET .

Details
.

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

WEZRNIBESMICER SN, [RBER] 2T ICRREINET.
FHOREXEB DL FIE
1. B —TINEED[REFMIRN—VIBEL. [RBRER]2TEVIVILET.
2. [ER] &Y )vIL. FRYTEIU) RN S [Y—REF B TEIR] 2000 FT .
[V—RDBR] 7R IDR R INETS .
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

IR TIAITIE V—REE[QVRYZATIBICH ATONET . RREELHELRY. BHOEE
ZIRBELIYTEFT.

3. B/ REEEZERLET.
4. [ER]ED)IVILET
WERERMAER SN, [RBER] 2TIRTSINET.

WER DR T

Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate -

Code Revision

IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities m
: o e AN
Active (3) ( \
NelBIOS (1371UDP) NetBIOS (137/UDP, (€D >)
Comm_ Adanter #60 OT Device #59 v/
Fixed (0) H @
Events Base

Network Map

[RERR] 2T FEESNE—THEEICRHLTERSAERDH LV EZ RO AR RS
NEY . [EH]REOE DRVIRIZE, RRSNFEREZROER BRARTINET . KEZFR
DT RDERNEFNFT .

e MERBICTEEINAEZEEIZIDOVNT, URILRILEIP PRLANR RENFT . BETAAVEY
YL T, ZDVRVER T THEMDEMER TLET .

o kTR CEIC. BIETOFILAR RINET
s INWITL—L%HEBETHEENDGE .. EEFATHATATLET.

AR [REFE]P2TOE LITHEINVTHREED )OS HE B FEBEDHGALRRINE
EE

A—TR—h
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O
[A—ToR—] 2T12&. ZDE EDA—ToR—bk DURN DR REINET . A—ToR—hZ&Iz. A
957aka)L. BEEDIHRBA . TANREZICEFHF IN-BE . R—FHFAVTWASILERTIHERY —
R(TOT479T). iR—hvEY . %t EE . Tenable Network Monitor E7=[% Tenable Nessus Z¥+>)
[CRA9 25 M AR SN FET . EE TR RAREEA IP ZLIT. A—TR—k O Bl DURE HFk R Eh
FT (HE/NVITL—ZBE L TTIERINDR—b L EHFT). IP DB DX ZEY)WILTIRN %=
FE. A—ToR— b ERRLET.

Fouge n
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search... o Actions v Update Open Ports
Code Revision
0 Port mapping is turned off Configure Queries =
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports - | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversal itions Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
~ Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM

Active (3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protacol Nov 27, 2024 08:42:58 AM
44318 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16,2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversa tions Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversal itions Ethernet/IP Nov 27, 2024 08:43:37 AM

F—TUR—b DEALT I BB R B E . R—EAFELRAVTOAIELERTIEREZELLGS )
ArDSEDA—TUR— DB BB ICHIBR SNES . T4 OEIE L2 8B T . [A—TFoR—+D
AR NIARE] ORSZABE I DL T/ MRZES B LTS,

F—TUR—k RXNA2DINGA—E—F, [FOT4T T THRELFT . BRLE-EEDOFHITVEE
TLTC A—TUoR—DURNERE#HTHIELTEET .

F—TR— DE #FH

WHE OT Security A—H—0O—Jb: BB E | R—/\—/\(H— X174 —Tr—. £F1)T74T7FUR
b AR ARL—2—

A—ToR—FDIVRAFDFEHEH A L
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ActiveQueries.htm

O

1. [AYRUR]> [AohB—5—/ V) 0—VRE|EE T. BMOEEZERLETT
[(HEHM] EEI R TINET.
2. [A—TFoR—]15TE0)ILET .
3. [A—TUR—RAoDE LI12HB [F—ToR—+ OEF1 &' )vILET .
#LLRFrUNR TSN, COAV B—F—IZR R INTWSF—TUR— BB FINFET .
[F—ToR—h] 2T DEDM DT a3y
BHEDEED[A—TUR—L2TT. FEOA—TUR— TR LTROTILaHERIT TEES .
© A&y - BIRUIR—F DRFvERTLET

o RIR-TNAADITTABZ—TI—RIZTHIEARTBIET. T/INARIZE T 5F0M D H &2 I
#RLRLET.

AEvUDET
1 E DR—k TORFYUDEITHiE
1. [AoRUR)> [AvbB—5—/ V)7 VKE|EET. BMDEEZERLES.
[(BEMM]EEIR RINFET.
2. [A—TFoR—]15TEI)ILET .
3. ¥ EDR—FZERLETS.
4. [PO23) A=2a—%0)0ILET .
5. RAYTA I AZaA—H%, [RAVPU] EEIRLET
OT Security [LZ RSN R—F TREYUEETLET

& ER—FILOR TR
EER—ZILDOERRFIE

ERB: COFTaviE. R—b 80 (VT TIRRIER) BMA—TUR—b D1 DTHAHE & [COAFER TEE
EE
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1. [MVRVUR]> [AavkR—S5—/ 37—V REIET T, BHOEELZRLETS.
[EEF#H]EEmINARTINET.

2. [A—=TFoiR—b]2TEI)VILET .

3. BEDR—FZERLET.

4. [POav] A*=a—%&0")ILET .

5. RAYTAOUAZ 21—, [RR] #RIRLET .
FLWIZOYITHEE. TDE E DE ER—FIHKRREINET.

e 55 1%

[ME88 1] #7(I%. OT Security TS5/ Uk TR B SNz B ESNEEE IR EFE5 25T T
DI 55 1 DVRR BR REINFET . VAT LIE. B D Windows ARL—T4U 0L AT 4. e 557470
FLDE R T DFATDTNARIZESTR R FIFEE TRV EDD hoTWSEA—T iR
ER—FLREDMEHEEEFELET . BB FOITATLEBEFHD 2 DOATIIVZH TTIALE
NFET. FUANIL. BB OME LTORZNEICETHHMIARRINES . CORTICRRINDF
HIL IEEINEEEICEETIRBUELIACOR—UICTR RENDIELR VT, [URY] > [ 5B
M R—VIZRREINDEREFRLTY . MeFBHEHFEROHBAITONTIL. M5B HEZFS B L TELY.

Rouge n
PLC

P MAC Vendor Model Last Seen State Family

i} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Detail

‘ SRR
Search... D) 202411200946 Actions Update plugins S

0 You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings %
IP Trail
Attack Vectors Name Severity & VPR Plugin family Plugin ID Source Oowner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500092 Tot I%
E;
=
Rockwell Automation Logix Controllers|... Critical 5.9 Tenable.ot 500451 Tot v

¥ Vulnerabilities

Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 1&) Copy to clipboard
Network Map
vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIX5561
Version : 20.055
Sources
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ARUb

[ARUR] BT12IE, OT Security FZTAUIZE>TR H &, & E ICBEE T 5 vk T—IR DAk
DFEMURRDR RENET . RRENDFNEEFI DN BEZRETH LT RRBEEEZHRIVAIXT
ETFET . ANUM L SETFGHTIY (AR BT RZNE . R —B 13 E) I ST IL—TIE TE
FY . Fos ARVRIRREY = BEUTIEI T LY BERERTLIEYTHIELTEEFS . hRS
YA X EE DR A ITDOWVTIE EE VY —ILDA—H A A—T1—RE R ZS B LTS,

L By nc» c»

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
Fiwdl e
20.055
Details

Searen. ° a

Code Revision

Status LogID Time & Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Ada; 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C E
&
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 1010
¥ Vulnerabilities
Not resal... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Adap 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed (0) e e
Errt: Event 119430  09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low  Not resolved
vents
Detail: Code was uploaded from a controller to an engineering station
Network Map etats p 2 2
Code SOURCE NAME - D o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source
Sources A10| Comm.Adapter #48 | Yuval | Comm The system has detected an upload of 1) Check whether the upload was done
Epter#ﬁts | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination DESTINATION NAME Adapter #27 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter@ . When not part of regular operations, a operation is approved to perform this
Polic code upload can be used to gather operation.
v DESTINATION 1P ADDRESS information on the controller behavior
. ~ L as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 4 operation, check the source asset of the

event to determine if it has been

R=U DT EIZIF BIRENFARNUNBI T EFHMIBERISP TR B SN TR RESNET . BRLS:
AR DAV BAT I E S HFTDHDRRENET . ARUE DFMIZONTIE ANVEES IR
LTty

RAVDEEIZ[TOLaV] REUDBHYFET . CORIVZEFE ST BIRLI=ARUMH LTRDT I3
VERITTEEY .

o BRR-CDARVEFBRRFAHELTI—ILET .
o XNTFNIT7AILDF I A—K - ZDAAU D PCAP 7/ ILESo0O0—KLET .
o RUS—HSERS - CDARUE D) — N EERLET .

NBDT I AVDFEMIZDONTIE, ANV DEZS B LTS,
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FHANVRYRM R RESNDERICOVT. ROKRTHALFT .

INGA—
9_
a4sID
B ]

ARk
24T

R % E

s —

V—RE&

V—AR7
FLZR
Y—AT
FLX
TATA
*r—3

VEE

an BA

ARV ES BT B5=OI AT LIZESTE RSB ID.
ARV FEEL-HEF.

ARUNEN A== OTAETADEATDERBA . ARULE S RTLIZERE ShTL
BRI —IZE->TE R ESNFET . SESFLRA TR —DER BA I2DLV T, R —

DEATES B LT,

ARV DRZNELANIVERRLES . LT & ATREGIEDER A TY .
o IFL-IDEIFFETY,

o 1B - BEF R TIRDE XHYFEAL. B E DR NWEEITHER T ENDHY
FI.

s BE-BEMICEDHATITAETADFELELCEHTEHHIEE DR E
LARLT. #E DR WNEEITH LT DB ELHYFET

s EX-BEMICEDOHITITAETADFEELICETH THRZE DS LA

LT, 9IS T 2 EHNHYET .

ARURZEE B LIRS —D%& R - & BT &, RS —YRR AR IT7E5TOVET .

ARV ZRIB LI-E E D& R . COT4—ILE & B E VAR AD) 175 5TLET .

AN ZFIR LT-& E D IP =X MAC.

AR EBIR LI-E E D IP /=X MAC.

ANV DEEEZZ(T=-EE DR B . COT1—ILK[E. EEVASADYDI1TEHSTLY
ia“o
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INGA—

& BH
@_
FARTA AR DEEEZ 11 IP £1=[X MAC.
=3
JFERL
R

Zaka EETHEEIF COMNUNEERLE-REIFERSIN-TONLERLET .
)12

ARk ARV D— R TEHTIVERRLET .

BTV B[S RCOAR B FRCOEATDIR B RENET. ThEh

DY E DAV BEE ZIE, 1§ E SNIATTUDARUS OHDER RSNET .
UTIE ARUEATI)OE BB TY (F#7aH B o0 TE, RUL—hTTVE
HYIhTIVES B LTS,

o« BMEARUE -2 DOYTHTIIVNE FNFT

o AVbA—S—RFEANUS - CMHORYL—IF, Rk T—/ DAVt O—5—TH
EIOEEERELET .

© AVRA—F=TFTITAETAANIL -TOTAETARID —IE, FvbT—OUTHRE
FTATITAETAISEHELTOET (DFY. rob T—INE EMICRE SN
ra<ok ).

e SCADA ARV -av bk O—5—DT—R2TL—UIT AN T-Z B %3 5l 357K

Jy—TT.
o FIRT—HBEARUL - CEORUS—IE, BADBRETRTHok T—Ih S
TAIERELET .

o RYRT—DARUL - YN T—IR DE E HXVE E M OEE AR)—LIZE E
L1=7R)>—T9.

AT—3 ARURHIRRFHELTI—IENTNSHNEIIERLET -
A

fRirRE fRIR B HARUNIDNT, EDQA—HF ARV R FAHELTI—ILTE=AERL
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fRirH FRIR B HARUETONT, WOARUE AR FHELTI—ISN=DERLETS .
AR ARV O REFISEMSNAA M ERTLES .

ok I—=2yT

[Robk D=0y 5713, B E DIV D=0 G ETTT10ITRRLES . COE1—(ZIF EIRLE-
BEEMNMBE 30 BEIAT oI RTOERARRINET

@ o
PLC
l MAC 1 n Firmware

+ (O] (¢o))

CDRTITR RENDHER L, [ROFT—ITVT| B EICKR RENSEMEFLILTOFET A ZIITK
TSNDEMEICORTE DE E IS EITHEMITBRESNFTT . F=. COBEIZE. RukT—I3y
TOAVEE ITREINTWSEIGE E DT IL—T D5 TIXEL E © OF E~DERHAR RS
NFEF. COFTITHR R SNDIE DR B 12DV TIE Ryk T—I2yT %S B LTS,

FTRTDE E DRV T—IvT%#R R T BIZIE. [RYhT—=oVT I K250 )vILET . F')y
J9BE RV T—OTVTHEMIIERL . CDE EIZTA—HRALT. thDE EJIL—T~DEHFEER
~LET.
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W7 E DEHRIN-EEDNTNOED )T EHEFTDEEDFEMARTIN. EEL DI IED
Jyod BERIRL-EEOHMEmIFRELET.

T 1M ZR—h

[FIMARIR—R] 2T [EHRI T—DRAYFoF 7R TE Rvb T—IR(vFOR—k I 55 M ME
FNTLET . OT Security (& RAYFITx 5 SNMP VT E AL TCOT—RZRELFT . KR
Ehd&R—b DFEMICIT. MAC PRLR, BT, K AT 2R (TYTFEIFEIV) TAUT X, 5t
BREDEFEBMBHYET .

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vlan1 uUp uUp vian1 Siemens, SIMATIC NE... L3ipvian 04:34:37 AM - May 28...
P1.16 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

AR COITERTT BT THUUS TCOMBEZAINITLEY . COMBEETIT,71L 5[, Tenable
HiR—h [SE# LT,

BEED[MEERE] VL RAFEN-IRTODE E DVAN BNRRENFT

[BYE & ) R—CIT7OERT DA &
1. [AURVN] > [TRTCOEBE] T—INT. EEEZV)VILTEEDFRBR—CEREET.
2. EROFES—aRAUTHEBRE]| 2V VILET.

-209 -



[BE:E & E] R—UHARTINTS

— | Rouge
< &
<—— PLC

P
\

Last Seen

Actions ~ Resync -~

MAC Vendor Model

b | 1 | Rockwell  1756-L61/B LOGIX5561
Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Partner Asset Family Relationship T... Access Direction Details First Seen
Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP: 10.101.101.1...  09:55:37 AM - Oct 30, 2024

s3umasa

Sources

ROFMeE O [BAREE] R—UHARTINTTS

it #
N—+F—RE
E&Ra1T
FOtRAE R
fEwER
RiRHEER

FRANENTI=E E DM

&t A

B E & E DR .

B E & E LB R DT R Rk

& E LTI~ FT—DR D77 2ADFH F .
BEEI(TDFHM. L2, ControlNet FFzIX IP.
OT Security "CDE EZFxAICFE R L=B 1.
OT Security NCDE EZxZ TR E LB .

FARSINTZTINAREE, TRYF7T)LED v a0k B—F— (PLC) DI\ I TL— 0T IA(RADE # T
B SN TS PLC E=[EZDM DE XA H 1 2 AT L (ICS) EVa—ILDIETY . Thid BIETH
Ta—ICEEEHR SN EERBES47 (VFD) Il TWVET . RRARSNF-E E DFMZERTTH
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([ZIE. [BAEEE] R—D T, RRARSNI=E E D) 9%9' )09 ET . OT Security (&7 P4 %E
FALTRASNI=T /NI RERLET

. @ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details
Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] LL:E L ]
ADDITIONAL IP -+ e
v Vulnerabilities ADDITIONAL MAC ‘g 3 ‘g
- {
T 5 2
Active (0) FAMILY ControlLogix £ - E
§ 3 £ |§
VENDOR Rockwell o = 0 ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
FIRS E -54- . Communication Module Details
Network Map RST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

[RANENT-E FE OF ] A—VICROFHERIR RSINET S
M= BRI NTa2—LANJL KEE. BN IPREDE E DFEMINE ENFET .

— & DNTFIEE . J7— L9 T7/IN—23 0 TINRBIA T 1\ TL—F& B . ROV &
SHEDFEMIE ENET .

1\ NI T—2 DT ZT49IE1a—DR R ENFET . /1 \WITL—Ea—DTINMRE %D

L—> o9 BE. [REEDI—IVDFEM] 2T E[RARARENT=T/INAR] FTHR RS E

Ea— 9.,

IEC 61850

7+ 70—k &t f= Substation Configuration Description (SCD) 774 JUZE DL\ T. OT Security (!
B AvtE—U B (MMS) LIR—h DURREE B LET . ChbDLR—h & EEFEEMDBEICD
WWTERBAL TLVET . OT Security [&. SCD 774 ILEX & TSN TULVEWTIERZRH §46&. T
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S—Ayt—UER T LET . SCD I7MILO 77—k QFFE DLV T, SCD J7()ILES B LTS

L\O

IEC 61850 N—

-~

v

(7Ot RI DA

1. [AURUR)] > [FTRTOEE] IR EHLET -
[TRTHDEE] R—UHKRRINFET .

2. IEC 61850

R RESNTI-[IEC 61850] R—UIZlE. R DFF M MNE FNTULET .

EN100_E+ I[ED_Indeg
IED

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (13)

Fixed (0)

Events

Network Map

Related Assets

IEC 81850

Sources

MAC Vendor

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

BREERTIOHNRDEEFFEEMERRFLTERRLET
BEEDHFMA—UHARTEINETS .
3. ZlDFES—1 32/ \—T. [IEC 61850] Z:E IR LFT .

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

Search. 0
108MMS Reports  GroupBy ~ G O

Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNOSRP$urchZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNO$RP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRPS$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurcbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

it % 2t BA

LR—h

ID

LR—b

%

Lik—k D—

B D@ F ELTHEE S S MMS LAR—b ID.

Lik—k D—E DA F ELTHBE S D MMS LAR—k 4 .
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T—Aty  LR—bITEFENETERAUEDTI—TEEERTSH. MMS LR—k 2o

- hf=T—42tvk D4 Hi

D47  Lik—hEHITRY)TLa B E L TRIETHI95ATUoNT7IVr—a & -lE

;4 AT LD T .

TEET MMS L R—hZE R TS IED (AT IR EF T/IMRA) BREREINTLVD
EEFT.

Javzy LAR—k EZFDREEaR—R kDR 5. B4 IEC 61850 7O I F

~ =T AT LER5E -

4. OT Security A% th L1-4% ti 5 R OB MR 7 5% % XA~ L8 IZHBIT—AvE—UT,
(84 DA O—R] E0Uv LT

OT Security [F5£#i% CSV 2 KX THOoA—KLFET .

AR IS—AyE—CAOMMS LiR— O E4E E OE E ISE A ShET A, 40—k shi-CSV
T7AIUZITTRTDE E DFEMMNE ENFET .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details

V=R

BEDONV—R R B 447 R ERBIREShIBERLE. BEOV—RIEET
B2 RTOER DR TINES . B EDY—RIE [AVRUR]> [TRTORE] R—C D [V—A] FI T
LR BIENTEET.

[V—RI R—=DIZ7O2RSBH &
1. [AURUR]> [TRTHOERE] T—IILT. EEZIVIVILTEEDFMN—CEFREFET .
BEEDHFMA—UHARTEINETS .
2. ERIDFET—aRAUT[V—AR &7 )VILETS .
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[V—R]| "= R RENFET

e |Rouge - p— —

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmware
20.055
Details

Code Revision

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM
Open Ports

v Vulnerabilities
Active (3)
Fixed (0)

Events
Network Map

Related Assets

[V—=R]| R—=U MR DF M ELLIZRTENETS .
w0t 1 &t B9
£ | Y—ZAMD4E B (Hl: O—HILY—ZADI5 & & nic 1 F=lE nic 2. V—AH L H—D5 &
[Ftov—28).
A7 Y —RADEAT (A—AHJLICP Ff=lEtH—)

mES Y—REEERETETSHIPPRLA,
nr=1P

HE Y—REBEEEEETETDHIMAC PRLR, o — N E EEZBE CEDIFEEELE

hi- 15 & . OT Security (X MAC 7R LREHRELFT . Lo H—HE EHILEEENTNT

MAC 1. U OSFEEFBELTLSIE S . OT Security (FERZE SNtz IP 7R L ADH
FHRELET

V—RABEENRRICHRESN-FZ.

ofF o
3
-

Y—RAEEMRAIHRESN-FZ] .

oF &
=1
-]
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& 7 &% M R &

I WHEF OT Security A—H—0O—)L: EEE . R—/\—/\(H— B AL —42—

OT Security [&. A& T—R2ERIE T—ITODTITAETAITE DT, EE DI(T LA R EZEEMIIC
HAILES . SATLACOERZINE TELGRMGELCEBH A NEE TLHVERDONAE & B
B UL, E-[ECSV I7/ILETYTO—R $TEETINOD/INSGA—E—5iRETEET . BED—
MR A=V DG FTDRAZTE NI H5IEETEET

Ul 2kDE E 5 Ml DR &
1DNE E DA EFMERETAICE. ROLSILET

1.

2.

3.

10.

11.

[AARUR] T, [AavbB—5—] FE [RET—OE E]1 2V )VILET .
DELGEEEZERLTT.

ANYE—IN—D [PO 3V RE &0 )L ET .

FERYTEIU)ZE A, [#RR] &EZIRLET.

[BEHMOBWER] 7R IhHEET .

[BAA RIVAT. FOVTEIUIRS & EI(TERIRLET .

[4& BiT] R RIZ. OT Security Ul TE EZ# A 7 5-60DB AT EZA HLFET .
[ERKE]RYIRIZ, VRTLIZEOTDINE EDEREDLANILEANLET .
[T =L RN RYIRIZ, B ERATITG /S Ta—LARWEA D LET .

[/ SO TL—] RO R (Avk B—5—H) 2. B E NIV AR —ILEN TS/ W TL—2 D4 Fil
EAHALET.

BEFRRVIRIC. BE DS ORAEANLES . CNIZEBEDT—ILL T T—42E. BE
T—INWECHEED [ EFM] BE ISR TINES

[BRBA] RVORIZ. BEDHRBEAZAALET. CHIFEEDIT—IKLKTY. T—ERIE. COEED
[BEFHM] R—VICRREINET,
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12.

[(RTFE]ZV)VILET
OT Security [Z&kY. fRE SN MR EFEINTET

BHOEEMRSE (—ET0EX) FIE

1.
2.

3.

[AYRUR)] T [avbO—5—] =L [RykT—OE E] #0')vILFT .

B D & E DHEIZHEFIVIRVIRTERLET .

[—1E 7o) AZa—%5UvoL . KayTEI YRR A% [RE] BB IRLET .
[—EHEE]IEET. —ERETELH/N\TAEI—DRRINFET.

REITAEINGAAB—BAT. EXE .. I\Ta1—LAL, RURT—o5T AN BFT. ) D
BIZHDIFvIRVIREEIRLET .

R RN T—IEI AN E—EREITDEE . FTEEZ BT TIILI—L TS, —EHRET
2EETERLTUZEV. EHDIP PRLREHF DEE (X Rk T—0TAVED—EREICE DD
CENTEFRBA. EEEEFH THRE IOV ELHYET .

HFINTGA—EF—ZERLEITIGLTHRELFT .

AR [REBWE] JA—IRICAALEERIE BERSNEEEDREDABTEZTAATH—\—31FL
Y. GAE—DEDFVIRVIRERIRL . BIRABZA ALLEWNME S TH, Z0/5A—5—0
WMADEIXHESNTT .

. RTFIEVIVILFET .

OT Security [Z&Y. # LLVEE E TRUS—DMRESNFET

CSVD7y7a—FKRIZEEEEFHOESE

COAECEEFMEREITOE VI TFHTHRETOADYIS. csv I7MLTREDE EZRE
TEETS . COAEZFERLT. 847, BHT. EXE. /NT2—LARL 5FT. B ARZLIA—ILE
DFMEwETEFT .

CSVTEEHMEREIDOFIE
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1. [AVRVR)] T [TRTOE E]. [ava—5—] L [ED -
IUvILET .

2. [THORR—=P] R2VEDIVILET .

Controllers and Modules

[rok D—SR E] OLFhoE

+ i v
Add Filter Search... Jo
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m
Name Type Risk Score |- Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) & Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 £ Schneider
~ Backplane #103
~ Backplane #104
~ Backplane #106
v Backplane #112
v Backplane #115
~ Backplane #137
~ XS N Iy N
AURURD csv TP ILDFIvA—R ESNFET .
S > S —_
3. AoO—kLzIEMDT7AIUFE B L TREET .
d A ] £ o (] ¥ ] M i i L L L] M ] # a & 1
1 [} it L) Type Wik Cribraldty AddiosesVendor Famdy  Model  lamwse Ste Purdar  Land Sren lorstion  Rschplee Decnghion
2 P A i DT O - PLE AT HighCritici B 103 BeckhafT C-Sosm LL1230% Uringwn Lovel]  Seeasses
L] O e T AT S MBI HiPLE 33 Heaghrtri B3 100 18 Sty 57803 OPUA125608 Faut Lewel]l  aswsnssd Serrrares, SAAATH 53
i (R Ta O Tl Yartagy  COvnrm 0 WaghCE| 13 DO 10, Hebmisgi ik Al TLs P LV Uningwn Level]l  STesimm P A el 2
% T PP A bl s ot roller 30 MghiCnbars B3 LBOL IS T Insinementi Urdinteam Liswil] ERRREETER
[ L il B RECHOI 1 VighCriic: 53 LG 1 Schrspicher Modioon PRI NOC 1% Uringam Lowel]l  ESESSESS b Schaicher Qlaciric M
T U DA b @ VAR bbb L L= i aghCriters B LD (K Semern.  WPROTEC Fuid Undinown Lewel] CLESLLER]
[ ] g PR A BALL SO LE B HaghLebsci 11 L0 1D Resthowell Watiollogs L ML 30 20U Unhadewrs Lewti]  SSmERESS AR By ] ML
* T A T, o TR Hgh e FIAD 1Y Emerion SEenes 30 M 1LY Unlrgwr Lewel]  ERBRRNSS it Tenas Bt - 50 Pl Skl
1w O TR R F AT ST BT T3 Coememiina § HghCric: 53 D80 18 fepwspra. SO0 OF ML LLLE Uringeam Lewel]  EmssEm Teatrvapnn RALATIC M
n (T ATl D0 M D03 FY Mgk 53 LBOLFE Tonsbly Urincen Lewel]  SSRBEESE
12 R AN TUTHES Vi PLE M gl 50 LB0 I Semera CHPROTEC TUTEENLE CAET.00 Uninown Lewell  Sewsssss WPROTECA [NLSO I

4. CILORNBRZEBLT. MEFIRELNTAAF—ZRELFTITRE AT GEL/ \TA—2—(L. 24
TR EKXKE./NT2—LARL. G, A hDRZLT—ILK TT .

AR BEOATLAVERLELESTH/INGA—E— (BA4T . EXE . NTa—LANWEE) B ET—4

EANTIRLENHYEY . BERNLGTHTRMG S . HISTIEE

[FEHFSNFEA.

5. D7AIVE csv I7AINAATELTRTFELET .
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IR ZEELIEEDANATLTEFH SINET . csVITEFNTULVENE E . FEFEELTLVEL
TIE SATLATEESNFRA. T, COAZEZERLTE EZAIR I HZLETEEEA.

6. BE] T, REBE]> [Rob TV R] I BBLES.
[Rok D=0 ] R—UHR R ENES

Network Definitions

Monitored Network

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. [CSV 2 AL-EERMOEF] £V avT. [PyIO—R]1E7)0ILFT .

8. TINAADFEF—2av OV T 2T RELEEND csv T7/VETYITO—FLET .
BHSNEATRET TR AV E—UHRRSINFET .
[CSVEERLI-EEFHMOEN] /2 avn [HmETYIO—F B RVIRDNEHEINET .

9. 7YIO—FDHERICEATHFMAMER IHICE. [CSVEFEALL-E EFMOERN] I3
T, [LiIR— OFoB—R]1 Z20)vILET .

OT Security [&. 7YTT—hSNt=& E ID E7VTT—MIZK B L& E ID RN LTz csv 774
IWESTUO—RLET.

BEEDERT
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1OULEDEEZEEANVNIDGERTICTHIENTEEY . FRTICLIEEBE X 40U
[CRRENT . TIL—ThBIBRENET . 1L, ERTDE E DIV ERVST—ITIT1ETA
[F. Bl EmERTINFT .

FERTOEEDETIE. RE] > [REKE] > [FRTORE] X—UhoTEFY .

12U ELDEEZFRTICTEHFIE

1.

2.

3.

[A2RUR)] T, [AVbB—5—] F=E [RbD—OR E] 20 )0ILET
HIBR 95 1 DLl £ D& E Ot OF IRV REERLES .
ANYE—IN—T [PO2a #0)0ILET

AZa—ARRSNFET

[EEZFERTICTD) EERLES.
[ERRDEE]|N—CUHARTINFET .

(AT a) [ArAUR ] ROIR T, BEICETETERAR AU EEBMLET .

R AUNE BE] > [REERE] > [ERTOREE] R—D 0. HIRRShI-E EDIAL TR TSN
F9.

[FEE =] E0)VILET .
OT Security IZ&Y., [fURUR Y] R—DE[TN—F]) R—STE EHNERRITAYET.

Z W DO RKR—b

BEFHIEEITI—TOLHLAR—EZIHVRAR—F LT O0—FK TEET . ZOLR—F DD, 51
H PZF0M ORI EEM AT ENTEET . COLR—k % Tenable H7R—bk IR B LT, EHG D T ET
STENTEEY .

W LR—bEIIOR— DA &

1.

EROFET—2avnN\—T. [AORVN]] > [TRTOEE] DIEITFEELET .
[TRTHE E] R—UHRTENFT .
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2. [TRTCDEE]T—IIT. ZWILR—FDIVRR—FITEHBH 1 DFLITEHDEEEZERL
EX B

3. RODWLWITIAIEITLVET .
s 1 DDEEDGE A LIZHE[FTIoa] > [ZHOTIRR—R] &0 )y ILET .
s BHODEEDB A A LICHH[— /BT > [BMDIHAR—I] Z20')vILET .

OT Security [Z&Y. BIR LI 1 DFEIFEH DE E DZ B LHR— BT ooO—kshFET. 2K
LAR—k [ tar.gz I7MILT. B E OFE ML json T/ IUZE FNTLFET .

W LR—k DR RTIZIE. B E DL T 4 LRET . OT Security D/ \—23uhV& FNET .
=&z 1E RDESITAEYET .

1 DNE FE M5 A TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
BEHDEE DIZ S TOTS_AssetsReport_3.19.15 2024-06-03T07_17 54.tar.gz

4. ZWLR—bZEHME L. o120 T 5701 Tenable Y7 R—k [THBLFS .

BEEDODI—

l W B OT Security A—H—RA—)L: EBE . R—/\—/N\(HF— FA AL —5—

Tk T—OR DTN ZAHY, OT Security T2 DL EDF 7 DE EEL TR RSINBIGENHYFET. =
NIE I TRTTAVIDERE . II—TAVJERTE . BEEBROTRLGLEICKY. A TEEZBETHW
[CR—P TERVWIENRRA T

fz&ZE D—ORT—2ay, H—/\—, AV OB—F— G EDTIFR—LE T/ RIZILA F . SFIFL
Tk T—OR TEAIE TEDLIIHEH D IP PRLRADHYFET . Ff=ld. RAVF. IL—F—, T/ ¥—
DA—ILODR I8 Kok D=0 3—T1—REE ZoNFET . Cnbld 1 DO Rk T—0T /1 RDR
EHEHL R THDHIZHIDDET . TNTNNELGDIE E LL TE R INDAEE LIHYET .

ZD&IGIHE  [BEDI—D)| AT 2EALT2 D0EEEZY—CL. EEZRIRTEET. CO
FTavIlUE, [AURVE )] R—=DFE 1 DDE E DF M R—U ST IERATEET .

l AR COTIVAVETITR T ENTEFEA

EEAZV—UITBHAEK
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C ERIOFES—2avAZa—T. [AURVR] > [TRTOEBE] DIRITEELET .

[TRTHRE] R—THRTSNFS .
[T RTCDEE] T—TILT. ROVTNAETET .
s X—UIBETINEBEEERRLFET.
s BEVIEDIVILT. [EEDFM| XA—VEHMESET .
OT Security T [F722av] NME R ITRYFET .
[FovaY) > BB EER—D1ED )VILET .

Inventory
All Assets Controllers & Modules Network Assets loT Assets
Search... o} + AddFilter

880 Assets w Group By v [

Name View ‘ype Risk Score Criticality P

s @ PLC 62 il High

bLC #?nl Merge with Anotherlm PLC 50 il High
Merge with Another
Hide

RTU #1 @ RTU 59 il High

testigy

Export Diagnostics )
CPUM2 o e i@ PLC 59 il High
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— | testi
gy
=—— PLC
IP MAC

Details
Code Revision
IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities
Active (30)
Fixed(0)
Events
Network Map

Related Assets

Vendor

Schneider

Overview

NAME

DESCRIPTION

PURDUE LEVEL

STATE

ADDITIONAL IP

ADDITIONAL MAC

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

Last Seen

BMX P34 2020 Aug 28, 2025 09:28:24 AM

testigy

CPU

Level 1

Unknown

Maodicon M340

Schneider

BMX P34 2020

09:28:24 AM - Aug 28, 2025

03:03:32 PM - Aug 27, 2025

State Family Firmware

Unknown Modicon M340  3.51

Backplane View

Backplane #7

B
g
7
g

No card selected...

[BEDT— | V—REEDRR] /\RILBRFRESNFT.
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Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. V—RBEEZIAIIWA)TFEFRELETS
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5. 3—TUNBEER—TITH/—REETERLFT.

6. (AT av) [RIEIHRE THERES TLRMMMITT—UT ) FouIRvIREEIRTHE Hia %
BRLTY—UTEEYS.

7. [R—CLTHIR] £0)v0LFET
OT Security TY—RE EMHIBRSN. TORME LR BB RENI—TINEEITI—USnET .

BEZN—UIHLEEDHL

BEN—V7OERTIH VRATLE R DT HEDEESEFHFHLLENS. 2 DDEEF 1 DOIVTA
TA4IHEELET .

COIEEICIE. RDEGERFELNE FENFT .

s BEITINSTADE: EEINT—UINDE TOTONTAETRATFA4F—av B EITN—USh
F9. RLTONTAIRH L TE A DEEDENREDIIEE . VATLITE R IEGL DAN=X L%
FALT. FEODEZRFIINERELEFT. ChIZKY,. v —CSn=-E E IRV IEEEF-Z
R OEBRIMREFINES.

o BEDERE LLATIZEEONDE E T DULTULV =Rk T—98 8k 1d. v—S B DEEE2S BT
BESINHYFET . CNITITRDEDOIE EFNFET .

o DT /INARADE = £ §5:
o I\WITL—UN DAY R—RDEE fi

e IP7RLREMAC PRLREE L. RYNT—DAB3—DJ1—ADIVELY . AT LIE. @
EDITRTOFRLRERZERFL. EEITHIUNIFHIBRLET.

s RUHBROMSE: VATLIZ. TATORBIER . 5T, €F1UT1/ U ET—DRDFHL
WEEDTITHALFT . ChickY. TG EFa )T BB RSINES.

R—U D & EEH v—>
R DA B [FY—CTEEA.
* ICP. Zy¥—. JO—FXrR- B ELEDR KA E
« BHL1TIL—VICBTHEE (ZDSEM 1 DEFA ST — % DTED Al ShET)
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 BERQHRAOVEH DR E (A DE EICAOV %515 & X LAV THHZENB E TY)
s BRHVITINESEROEE

sl 7v—2: RS v—) Fou oI RERIRTHE /WO TL—, ROV DYTILOFRE I T3
AT LDFTYIDNAINRENFET . COATLavEESTH T LLT—U 0 R 50T TIEHY
FEA I—UIVOUNEMN LR EEZTOVIT SRR [FHYFIT A AT LARXTOVIENSHT S
R—UERITLES .

ROTY—CLIEGEE DB E AL

ROTEEZT—VLTLFGZEO. MADEEEYT—RIOREBICELEZWME & X EEZHIR
LET. BIRTAHET VATLIFT—URTOE © DE EEB R H TEET . OT Security hoE — O
BEFLIFEEITIN—TEHIBRTIHEITONTIE COFLICA—RDEEFS B LTS,

& B A 0 Tenable Nessus A¥vNDE 1T

Tenable Nessus (& [t 55 1 %18 H 3 57=0IZIT T/AM RERXFv>2 3 % Y—ILTT . OT Security Tl.
OT Rk T—ON D E D IT & E [Tt L T. Tenable Nessus DE X Rk T—HORX V52 E T TEE
9. INIE B—\—ERIb T T A RO B I L TESBIZZ DR R ZUE T 576D, 77
TATIE IV AT LRAFNYUTE . ZOAFXYUTlE. WML ESNMP D SEEmADNIEENEFEALE
Y. COREIE B&ETSHPCAR—RADIL U TOAHAREITTEFT . AAVURBRICK. B HE] -
MNoTIERATEET . hRITAALEZRAXYUZFE R LT B E DRV T—0E E DI TR LTEE
@ Tenable Nessus 75512 Dt vk #E 1T §5EELTEEYT . Tenable Nessus75J AV A X v &S
B LTI=aLy,

OT Security M Nessus X+ >I&. Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management M K vk T—OX X v R LRV —R EEERALET . B — O L&, OT Security
DINTA—AA T3 TF . LT [&. OT Security M Nessus AFv> D/ \TA—X 2V AA T30 TY
NSDATLavid, [POTATITIE B R—CHSE E1 5 [Nessus REv] B A SNET.

* A IR T HHRAL 5@ (&XK)
o RALSHIYDRE B Fvy 2 4 (& XK)
o kD=5 HABYDZIA LTI 157

;¥ X Tenable Nessus (. IT IR 15 Tmi#E ICENE 512 A B Y—ILTT . Tenable TlE. BE OB {EICTF 5
I B0 BEE DB BT OT T/INAATOEFE F ZHENDHLFEE A
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O
¥ T D& B 12 Tenable Nessus ¥ v a2 E 79 5FE
1. [ARIN)] > [RvhTD—OBE] [TRRELET
[Rok T—O& E] R—U DR RSNFET .
2. R¥¥29% 1 DLl L D& E OB OFvIRwIRERIRLET
3. HLD[F7VI 3] >[Nessus Rxv] =0 )vILFET .
[Nessus RV DR EB] FAT7OTRVIRADER REINET .

Approve Nessus Scan

The redsus Loan fof vulnerabilities in 83808 15 nol intended fod OT dedces
of any sort. 5canning controllers, field devices and other industrial-specific
devices and senvers might Jnl}wr:llm L1175 Jv.;ll..:l.ul:'l:,-. Pléase make Sure
that this asset is not one of the above before proceeding with the scan.

4. [RAUNED])Z0)vILFETS.
OT Security #¥Nessus R¥ ¥ &#ETLET -
HRIADEIT

HEL OT Security A—H—0O—)L: B E | Z—/\—/\(MH—, EX1)T4IHR—r—., £Xa)T47FUR
b AR ARL—5—

BRIAKE L. COEEDORHMIFBMEIMF 501, robJ—oLavbO0—5—(#LT1 2L L
DITVERIBLET . FIRRIBRLGIANTOITVERTIAEL HEDIIVERTIDHIELTERE
EE

LTI BRI CHARIRELHIT)TY .
o INVITL—DVARXYY — 1IN TLU—V N DED a—ILEFDE R ZRR B LET .
e DNS A¥v> — Ry T—ONDEEDDNS 2B FLET.

s MO - obO—5—0O/N—FIxT7ETT—LITTDF MEMFLET . KB R (L. [EE] >
[AVk A—5—,EED 2= R—D D [F7—LITT] T4—IR IR TEINET .

« AT -BFEHOTOrVEFERALT. EEZHAILES
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NetBIOS #I!) — vk T—HH D Windows %> M5 35 L& H DF=HI1Z{F FASh 5 NetBIOS
X NYARM YR EEELET .

SNMP x!) (SNMP RE$HEER)-SNMP AE ML EE DR TEDFMERBLET.
R - EEDREDATAE2A(RITHh. Elbh . EE. FHAH. TR ZHRHELFET.

ARP — 2k D—o TR SN=H LW IP DMAC PRLRAZIBLET . #& B (Z[EE#] > [ E]
v VIR RENFET

BEDOEHT T [BRYM]RIVNEN LR BEMEADYET . EZAONDSEHITRDEESYTT .

TINARIZEZE TEGEULD, A TEDVTUAGEL

FOTATOINR—C TEESINIZTIRRFF ALY, EBFH UNDTHAIUN LD E DIT
DB 1R HVHI R SN TULHRT BEE D

ZD OT Security T7AA AU TlX. YTUAE 3 1T ->TLVELY
[ZOT479xV)] > [F B 523 DT RTOITINE S TH-TLVS
BEIZOTUR DB D IP 7R L XAV

BEETHADBRYPOERTFIR

1.

LEGEEDREHFMIN—T. A LIHS BRI Z7)ILET.
DTYDOF AYTEF I A BR R ENFET .
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Run All Queries
Ping Query
SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query
ARP Query
2. RITIDITVED IV HMN [TRTDITVERTT] 0 )VIL TRIA A B G T RN TDIT %
EITLET

FEITIAERITSINDE VTUDRAT—ERAZM b EHB AR RSNET .
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@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sLoppea
@ Details Query completed successfully X

DTUDHE T 351U, OT Security [FFHLWNVT—RIE DNWTEDE E DVRATLTHREREHLE
EE

e 55 1%

OT Security [, RYN T—IDE EIZHEFXE ZBSFIFHAMTDEREHB A LET . HTLLME S
IR T AE AR RSN T/NT)IR AL T— R NS 5L, Tenable JH—FRAvI(%
Tenable Nessus A Z Dt 55 4 & H TEAKL5(705 5 LEE R LET .

NoDTATSLIE. TS5 1420EFE [N . Tenable Nessus Attack Scripting Language (NASL) &ULYS
Tenable Nessus ¥ B DRYTh § B TR RSN TLVET . T35 1U(E. CVE. BLURYET—UDE
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EICEEBEEZLREMEIHIMDE R (B WARL—TAU TV AT L fEELTONLOERA . i
BEA—TUoR— L) ZRHELET

TI2TAVNITE B HERER. —BRHWGEELEDOEINIMAT, X217/ EHF 7E LELAR
EIEH57IILTIVRLIEFENTVETS .

T4k D7 YT T—HOWTIE, IRIEEE

ffe 38 1% DR =

E 25 RLTUZEL.

WHE OT Security A—H—0O—)Jb: BB E | R—/—/\(H—, X174 —Tr—. X174 T7FUR
b AR ARL—2—. FABRYER

[ME58 1] R—22IZ. Tenable 75U/ UIZk>TRIE SN, Uk T—IEBE E IR EXRIZLTNST
RTOHE T EDIRF DR RENFET .

RRSNBDINEE TN DM EZRBETHLET. RTEEENRIVAXATEET . HARITA X BE DiN

BIZDOWTIX. BV —ILDA—YH—A3—DJ1—REFZR %

ZHRL TSN,

(1\—23> 3.19 OFH) ERIDFES—2av\—H5 [FIT1T 5 B 1] L [18 E Sh =I5 1] DA
ToavEERTHE RBROM B LMEEFAHDRBHEEIN TR I TEET .

FE®:OT Security TI& BESNF-MEFE M. BIRUNITLGLHETI FRRFINES.

= Otenable or security ‘
88 Overview

> £\ Events
& Policies

> i= Inventory
¥. Network Map

v Risks
Vulnerabilities
Findings
Compliance

> @ Active Queries

> @ Network

> 2 Groups

> @ Local Settings

Vulnerabilities

Search...

License outdated—Nessus plugin set cloud updates are not available.

~ Tot(304)

Plugin set
202410280920

06:22 AM

Monday, Nov 11,2024 @ =

Update license  »

Name Severity 4 VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
I
Schneider Electric Modicon Improper Au... Critical 6.7 1 0 Tenable.ot 500033 Tol
Schneider Electric Modicon Quantum Im... Critical 5.2 1 0 Tenable.ot 500069 Tot
Schneider Electric Modicon Missing Auth... Critical 6.7 1 0 Tenable.ot 500071 Tot
Rockwell Micrologix Privilege escalation ... Critical 52 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500084 Tol &
@™
Rockwell Automation Logix5000 Progra... Critical 6.5 2 Q Tenable.ot 500092 Tol U%"
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tot B
Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 0 Tenable.ot 500125 Tol
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 Q Tenable.ot 500134 Tol
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tot
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tol
Rockwell Automation CompactLogix 537, Critical 5.9 3 0 Tenable.ot 500201 Tol
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A ELT Tenable IT&E->TE K ENET . VPR OfE DFE FE (£ 0.1 h5 10.0 T, {EHAK
ZFEVEEEASINSATREE NS BYET .

T34 TS5T9400—E D#E G F .

>~ ID

TIOT4 BAECOIEFEDEEEZ ITTLND RIS T—IH DE E D .

JEE

EEE EZESNT-HAM (TIAHILTIE1E)IZBNT. COMESBEDEEEXZ (T REBIE

BE SNtk T—IR DE E D . COR B EHRE7A XTSI, Tenable Y7R—k
[T & L TS0,

T554 DTS4 E A (DTS T7I)— (P IL—T).

VIFR

IJ_

b A7 8 ZDTZTAVIEATH5EEHE R TIFANDIA S ZEBINTEEYS .

T4

T340 DFMER TS SFIE
1. FMERTIDMBHEDTT. LB EORMEIIVILES .
[RfE 55 14 DFF ] D1k OBNRRENFET .
[RfE 55 14 DFE ] D4R DIZIE. ROFHARTEINET .
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o AYF—N——HESNER BT IERBHRARTINET . B OFHMERETS
[ZIE [POas] Aza—hwo [FHORR] 2B IRLTT . BEHEHOEEES R LTS
LYo

. [BEM] 9T -BBHOELLEBEERTL. BB TSRO IER LT

c [RBEZIZEE| AT -HEDRBEDEEEZITTLNDITATDEENDJALNERRLE
T ZYAMIF. BEICHTIFMER. BEUVFOEED[EEHM] 2R 9ERTT 5=
ORI IDE ENTNET .

ife 55 14 3% iR &=

IMEtNGWWWJiﬁﬂ—N%ﬁ%m%ﬂvﬂﬁﬁx@hﬁﬂ?%ﬁvﬂt%wiﬂﬁmb

Messtt D MZziREISHFIR

1. BETS[RBHEOHM R—>T. ALICHDE[FIa] A=2—E0)ILET .
[FHa] A=a—DRFINFET .

2. [MDWE]IZVIVILETS .
[ 55 14 B Ml DR K] /SRUDR RENFT

3. [AAVR] RYIRIZ. ME B ICEATHaANEA ALET .

4. [FRAEFE]RVIRIT MEFHEISH R T E-OIENYL TORADERTIZA D LET.

5. [(RFE] &V )ILET .
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Tenable Nessus 75512 DT55 42 H 71 D

MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Last Hit Date * Type E Criticality Category
Affected Assets

Jul 10,2023 09:52:26 PM Engineering .. [l Medium (Direct) .. Network Assets

Items:

WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tep / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\VBA\WWBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be: 6.5.10.53

OT Security S5 1> DTS5 42 H 11 D)
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Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595)

501226

Last Hit Date +

Jul 18, 2023 07:05:36 PM
Jul 18, 2023 07:05:36 PM

Jul 18, 2023 07:05:35 PM

Comm. Adapter #50 10.100.101.152 (Direct) Commu - Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: : Tot Hit date: 07:05:36 PM - Jul 18, 2023

BRHEBR

BRHERIR—%FALT . REICEEEZS Z5EHEDOE RN DAIVREIVADYANEE E &I
BAELEFS. [ RHEBERI|R—CTE RO EEET TEET.

s RIERNOEHBEDENENE T OV JICBE T3 MAENER TLES.

o TITADTNTA. EEBEZITTVDEE . RAT—HBR. RBEVNGEDHETE DAUREVR,
F=FTONTADEE D AE LEDVT NN THRIZE DIRNEIAILETLET .

o TANRDTENTRREFER DVAREIVZR—I L. BETA-HDIREEREZEVE TET.

R R R—DITTIERT DA E
1. EROFEF—avA=a—T. [YRY] > [REHER] ITBBLES.
[RH#ER] X—OhR RN, BB EHSRE X TRRSNET,
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

Configure Settings x

@ Vulnerabilities 4O Policy Violations
Search... o) Status  Active, Resurfaced v~ X Severity Low, Medium, High+1 ~ X + AddFilter ¥ Remove All Filters
1080 Vulnerability Findings Group By ~ o M
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 ® Critical Siemens SCALANCE, RUGGEDCOM, SI... TCP 0 '
CP-420FAB ® Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... ~ TCP 0
ML1100 o Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation products using G... TCP 0
. .
Findings
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
@ Vulnerabilities £ Policy Violations
n] Search... 0o Status ~ Active, Resurfaced v = x Severity ~ Low, Medium, High+1 v X
+ AddFilter ¥ Remove AllFilters  Save Filter
408889 Vulnerability Findings Group By v & M
Affected Asset P Severity 1 | Plugin Name Protocol Port
» Critical i TCP 0 '
» Critical i TCP 0
» Critical i TCP 0
» Critical i TCP 0
RTU #2  Critical TCP 0
RTU #1  Critical TCP 0

[(RH&R] ORIZET ROFMHAE FNTOET .
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1. [RHBRIR—CT. [REBERIDEE] T [TFT10R] 51255 )0 050 )vILET .
[ 58 ¥ DR #ll] / \RILDR RENFET .

Findinqs 0 Vulnerability Medium

@ Active

Recursive DNS Server Detection

o You can enable automatic cloud updates for the Nessus Plugin Set 2

[ Port 53/UDP

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

Copy to clipboard o]

Plugin Output
Search... o] Status  Active, Resurfac
02:42:57 PM - Jun 10, 2025
Severity Low, Medium, High+1 ~ X + AddFilter ~ Remove All Filt
13 Vulnerability Findings ~ Group By ~ Vulnerability Details
Affected Asset P Severity 1
Overview
Medium
SEVERITY
Medium
AFFECTED ASSETS
Medium

Medium Plugin details

PLUGIN SOURCE

PLUGIN ID

Medium

NNM

ROFMERTTEEY .

ELNE
FEERTDEE
T34 )—R
T5742 1D

FEERTLEEDHM (Bl &2H. 24T EEE . YVRYRAT. IP PRLR, /ATa—L

R

o [MESEHEDFEM] /RIIVERRATBICE. BELDL REVEI)VILET .

o NRIZEFALBICIE. B ED X REVEV)VILET .

s BEDEFHMERERTIDIUL. [RBERTHIEE] /2 av T [EEDHMETATE
®) B &#5UvILET.
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OT Security IZ&WBI DT ZIHRTHBE. ZTIZR REND [AVARVR ] R—DI121 DDEE D

HHELIRTINET.

R —E KR

KU — R ] R—D (PR BH &

[RHBER] X—DHARTINFTT .
[RU>—BR]57%0)vILET .

1. ERIOFET—230r=a—T. [VRY] > [BRHBR] &0 )vILFET .

[RUS—E K] R—8%, ARUR DYRR &b (2R R ENET .

Findings @

o You can enable automatic cloud updates for the Nessus Plugin Set

O Vulnerabilities {3 Policy Violations

Search... jo)

Status  Active, Resurfaced v = X

+ Add Filter v

Remove All Filters

[RUS—BR]R—DZFERAL T ALK — V=R, TRATAR—2av I E AT (Toh TS T RT
DARUERRLET . R—VICHEE BB R (T ALY —RETRTAR—avEH B THR LR
eV D ELCEEH DIV DEFITY .

Configure Settings %

Full Event Log (£

58 Policy Violation Findings Actions v GroupBy v & O

Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® Medium Unauthorized Conversati... Eng. Station #1 ]
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #1017
Active & Madinm Unautharized Conversati Ena Station #1

. .

Findings @
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
@ Vulnerabilities £\ Policy Violations
Search.. jol Status =~ Active, Resurfaced v X + Add Filter ~ Remove All Filters Save Filter

4029 Policy Violation Findings
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category

[AVTSATUR] B ah—R &R R TAI2E. ROESITLET .
1. ZERIOFET—2avn\—T [Fvoal—K] > [AVTFATUR] &0 ILET .
[AVTFATUR] By aR—k R RENFT .
2. ERIOFES—2avnN—T[VRY] > [AVTFA4TVR] &0 )vILET .
[AVTFATUR] By aR—k R RENFT .
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ARUM & RIS T—IRA DEENIBIRETITETAIN T EEZR OIS RTLTERES
NI-@ 1 TY . OT Security P AT LTE E LTzAR)D—(E, 8 E A XUb . SCADA ARUE | Rk J—
DB . TIRT—IARUE DT NHDATIVTARUEEE R LET . OT Security [ ZI E L)L
EERID—IBIYL T ARV DRAUEERLET .
RV—FToT14TILTBE TORV—DEH ITEE TEIVATLRNDANUENARUMOT %R
H—LFET. ALEFEZF DEHDAIRNUED, 1 DADFRA L EINFET

ARV DR TR

— " ®
= @tenable OT Security ‘ 08:25AM  Monday, Nov 11,2024 @ & sanjusha °
88 Overview
All Events Search... 0 Resolve All B QO
v ) Events
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resol... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol... 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload B
Py
o
Not l... 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Ls Rockwell Code Upload =3
SCADA Events ot resol ov ockwell Code ow ockwell Code Uploa B
Not resol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resal... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Meodicon Code Upload
@ Policies tems: 63026

. Event 63026 08:22:08 AM *Nov 11, 2024 Rockwell Code Upload Low Not resolved
v ££ Inventory

All Assets Details Code was uploaded from a controller to an engineering station
Controllers and Modules Code SOURCENAME T Why is this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME Yuval L71 A4 The system has detected an 1) Check whether the upload
Destination
loT DESTINATION 1P ADDRESS 10.100.101.151 upload of the controller code was done as part ofschedgled
that was done via the network. maintenance work and verify
" g When not part of regular that the source of the
. Network Map Policy DESTINATION MAC ADDRESS 00:1d:9¢.d4:70:34 operations, a code upload can operation is approved to
PROTOCOL CIP (TCP) be used to gather |nf0rmal|on perform this operation.
> @ Risks Status on the controller behavior as
part of reconnaissance activity. 2) If this was not part of a
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Resolve All B O

Source Asset Source Address

MUAZU. L ILIUTE Y.L C (ISR VIVPavaS]

. S

All Events Search... o]
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
= Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM - Nov 11, 2024  ARP Scan

Details

Affected Assets

Policy

Scanned Addresses

Status

PROTOCOL

SOURCE NAME

SOURCE MAC ADDRESS

RS —Bx 5% DAE AR

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verifv that such mapbing is

Suggested
Mitigation

Check the source asset to
determine whether it is
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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= @tenable OT Security | 08:57 AM  Monday, Nov 11,2024 @ = sanjusha v
88 Overview
Network Summary | From 08:42:18 AM - Nov 11,2024 To 08:57:18 AM - Nov 11, 2024
> 0 Events
Traffic and Conversations Over Time Protocols
@ Policies RSTP (554/TCP) ' 35600 83536
45 180 MB
> i Inventory
20 130 HTTPS (443/T.., = 298%  699.75
MB
¥. Network Map
35 80 UDP (40140) f— 16.8%  393.48
> @ Risks MB
. . 30 30 UDP (40180) — 16.8%  393.48
v @ Active Queries 08:47 AM 08:52 AM MB
Queries Management @ Traffic (MB) @ Conversal tions IDEAFARM-DO... ! 0.4% 10
MB
Credentials . .
Top 5 Sources Top 5 Destinations SNMP (LDP) oz 55
v @ Network
CIP (TCP) 0.1% 2.76
| | M8
Network Summary e I
HTTP (80/TCP) 0.0% 1.02
Packet Captures l mB
WS-DISCOVER... 0.0% 805.5
Conversations KB
(1] 200 400 600 800 0.0 0.5 1.0 15
> 2 Groups NetBIOS (137... 0.0% izB9.84
M Traffic (MB) M Traffic (GB)
S n e 40

> @ Local Settinas
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Traffic and Conversations Over Time
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Top 5 Destinations
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[ZFak )Y 242 b 1T, 5T DRALIL—LIZHEITE3 vk T—IN DR E OEFETFL IO LD
FERRRICETETEINRTEINET.

Protocols

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 325.29 MB

HTTPS (443/TCP) IR 340%  483.18GB
UDP (6970) f— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB

Job)ud. ERBEOE VLD (L) MERBEEMEVNLO (T) DIRIZR REhES. O
TEZRDEHAR TEINFET .
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Network Summary From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |
o N Last 15 minutes
Traffic and Conversations Over Time Protacols
Last 1 hour HTTPS (443/TCP) E— 30 0% 609.81 MB
Lest 4 hours UDP (6970) I 223%  453.86 MB
Last 12y —
ssssss UDP (58940) 19.7%  399.31 MB
Last 1 day UDP (49910) — 19.7%  399.31 MB
Last 7 days RSTP (554/TCP) = 7.2% 146.75 MB
Last 30 days HTTP (80/TCP) 1 0.6% 12.28 MB
Custom CIP (TCP) ! 01%  25M8
20 NetBIOS (137/UDP) ! 0.1% 1.56 MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 0.1% 1.46 MB
@ Trafiic (MB) @ Conversations
SRTP (TCP) ! 0.0%  900.01KB
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Change in Firmware Version
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HIT1)\)I— 30 DFE &l

I WHER OT Security A—H—0O—)L: EIEE . Z—/\—/\(H—

1. T—BWE] > [POT14T T ITFREELET .
[VTVEE] R—UNRTEINFT .
2. VTYDYRS hoIE—ZE L T HITVEEIRL. ROVWITINEERITLET
s JIVERVIVIL. [EAHR] EEIRLET.
 VTVUZERL. [P7aV]>[ER]Z0)vILET .
[VTVDE ] /SRILDR RSN ZO/NRIUDTYDFE AR REIhFET
3. BEITIGLTOTIDR AT ELFMZEELFT .
4. [RETFEIZV)VILET .
OT Security [ICEUITUNMRFE SN, [VTU] T UK RENFT .

HITI)INYI— 30 DE LT

| WHEIL OT Security A—H—0O—)L: EEE . R—/\—/\(H—

DERIBEIZITIT4TVTVERITTEEY
DIVERITIDAE
1. T—3IRE] > [FOT4TOTI] ITBEBLET .
[VTVEE] RA—U AR TEINET .
2. JTDVASWMoEITTEHITVERIRL . ROVNTNUHETNET .
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o JTVER VL. [FICRITI EEIRLET .
o [7O2aU] A=a—T. [§F<CRITI ZVIVILET
DITVERTIINEIDDERER HHAVE—UHARTINFET .
3. [OKI &7 JyILFET .
OT Security IZ&Y . BIRLI=VTUNETINET

AR [LAKBELTHB] FTLavaERALT, 70T47VTVRATRB ORI REER LT, T/MRE
1= FRoh T—0TTIT4T VT )&k 1T TEET S

0 LimitExceededError X

Protocol: BACNET; Operation: CharacteristicsType

0 Too many failed Details Query attempts—query not available I X
L.

[ B Ry

X Jun10,2024 08:15:37 PM  Unknown SYSC MLX  2x62i

Backplane View

Hx)oyjoFra—k

| B OT Security 1—H—A—)L: EEE . X—/\—/\(H—

DT\ )I—2 3R E OETAJEFIO—F TEET . AJEFERAL T, 79747 9TVIZE FThb
EEPTO VU TN TTINY a—TAVTETITENTEES .

EED/TI0EEIO—N 5 &
1. T—3IRE] > [FOT4TOTI] ITBEBLET .
[FOTATHOTVER] IR IR RENFT .
2. JTIDYRS H A EST I O—R FHITVEERL . ROVTIAEITVET .
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s HIYZEHY)YHL. [EIE DERTOATESIO—R] EZRIRLET.
o [7H3U] A=a—T. [ DRITATESIUA—R] &0 )0ILET

OT Security [&.

At nJ-.E IH $&

WHEA OT Security 1—H—0—)L: EEEH . R—/\—/\(H—

WHEIIGLT. [RERR)|R—TT/ M RBIEHEE
L. F =3 e 07ara)LTRIETSES.
FIBEEDT/NMAZ. EEREFET IS0

AvHR—

Active Queries Management

BiE D7IT4ToT)DAsE4H00—K LET.

ELET . RATATDFRYNT—-70Ok T

TINARIEER El_t 'I% |EZERLERA. =1ZL. OT Security

SEi n.|.—|2 Iﬁ *E j&g;}z—d_éiﬁA ﬁ\ﬁ)bji_‘;_

active queries eNGINE ENABLED () (Lt e

sdumasa

OT Queries IT Queries Discovery Initial Enrichment Nessus Scans Credentials
Credentials Search... 0o Actions v Add Credentials [E3
Name Type * Description Last modified by Last modified on
~ IT Credentials(1)
SNMP V1+V2 SNMP v1+v2 Commonly used SNMP credentia...  system 01:45:09 PM - Aug 26, 2025
A nl'i *& 3
At anZ 5] @JE 7]”

Ei nIE IH #& 0)3_ 7][] $ ”IE

1. [T—3WER] > [FOTATHOT] I ELET
[FOTATOTVE B R—UhRRINFET .

2. [Credentials] (FREL1E#HR) 2 TEVIvILET .
[BEBR] R—CHRRINETS.
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3. AELD[AREEHRDEM]) ZFV)VILET
[BEREIR M DEM] /SRIDR RSNFET .
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Add Credentials

] @®

Credentials Type Credentials Details
WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser

PASSWORD *

TEST IP ADDRESS

Test Credentials

Save
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4. [BIEERIAT) €23 T, TINMREATED)ILTCEIRLET . E R TEDAF T av(ER
DELYTY .

* ABB RTU 500

* Bachmann

e OtThk

* Sel

* SicamA8000

* SIPROTECS

* SNMP v1+v2

* SNMP v3

* SSH

« WMI
5. [RAN &V )VILFET .

[EBEE1E 3R DR ] /SRR RENFET

6. ROFEMEEELFT -

o BAHI - R FEFR DS

o BB — EREL1H ¥R DA

o A—H—F — T/INARAD1—H—4

o INRD—F - T/IAZAD/RT—F

o FAMIPPELR - TINALADIP PRL R

7. [BEEEBDTAN 2oL T, OT Security WEDR I IEHRZFE AL TT /NI RIZFETED
MEIEREFELFET .

8. (EEITHIINT—ODH) [EH (EHY—)] RyIRT. BE T 5o —5EEIRLET .
9. [RE]IZV)VILET.
OT Security IZ&KYSREEEMAMRF SN [BIEHER]) XR—V IR RSNFET .
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Fits nIE IFI *E @%ﬁ%
Fita |:|.|.TZ Iﬁ i&@niﬁ%%ﬁ%f%i?

|:||.. H 'IH #& 03’?&%?”@

1.

4.

5.

[T—2UE] > [POT14TOT] ITFHEELFT .
[FOTATOTVE B R—UhRRINET .
[Credentials] (FRELI1ER) 2 TE0IvILET .
[BEBR] R—CHARRINET.
R OWNTIOESTVET S
« B ORIAEREG V' )VIL. [WR] EERLET
« BRI ERERRL. [7ooaV] Ao [EER] ERIRLETS
[ R OWE] /SRIHRTEINETS.
DLEISCTHEMELELEFT.
[(RE]ED)0ILET

|:||.. nIE IFI *& 0)#] B?
NE (TG of-FREE E R (FAIBR TEFT .

s nIE IFI *& O)ﬁlj B%q—:]",ﬁ

1.

[T—2UE] > [POT14T O] ITFEELFET .
[FOTATOTVEB] R—UhRRENET .
[Credentials] GRELI1ER) 2 T&0IvILET .
[BRELE ] R—O MR RENFET
RONTNHEITVET .

- BRIDRELE®MZER V)00, [AIBR] ZEIRLFET
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s BRI DREILIFE|MZEEIRL . [Foav] A 2a—bb [HIRR] 228 IRLFT
OT Security [Z&Y, ZE IR LI=ZRFL B #|RAHI RSN FT .

WMI 7AI2k

WMI 7hoo k%5 E §5ZET. OT Security T Windows Management Instrumentation (WMI) 21
HFE T TEDLSITHEYFET . OT Security [E. Windows & AT AIZEE § 55 Ml 1E R A15 B1=6IZ.
WMI 2R FLTLET .

OT Security [&. WMI Y T)%E 179 5% [Z Tenable Nessus &R L WMI AV YR (TR FELTLVET . R
X B=DIZWMI THOU k%% E 9 512(F. Tenable Nessus A—H—H A K DO—hILELVYE—
kBE & D Window OJ A EE #1129 50305 BB LTS,

Nessus 7554 x> DI &

I WHER OT Security A—H—0O—)L: EIEE . Z—/\—/\(H—

Nessus 7591V AX v ld. CIDR &IP PRLADYAF THESh=-E EI LTS591>0D1—5—
FEHREVANEETI5E E Nessus Axv a2 g8 LET .

OT Security [&. & E &M= CIDR A DI & 3 5& B [T LTRFYUEEITLET . 772L. OT 7731
RE{R & 351612, OT Security (345 F DL FH (PLC LL4t) THEE Sk T—0& E DHER
FrLFET . OT Security [£. RFYUNSIVRRAVN A TDE EEBFRNLET

OT Security 4.1 LLB& Tl LT DA T2 avz2FE AL TH LLDRFYUEER TEES .

s MEMLZTAMNERITTE - DA T arTlE. Nessus (FTS5T1UE5E THEM B AT ER
TTEFT . INIZKY . REFvU (DR ARG D F BEE ABYFET M. JAR T71 /LAY
Ak —=ILENTULVS Python 547573 &, KU MLBEREZR R I5DITRILEET .

c BV EMORE - COATLavIzkY . RevU R4 B T 5 B MO MIEREZIRE T
EHSIINHBYFET . CORREFEAL TRV BB R DO STV a—TAUTETITENTE
F9 . T, ZOFTavIZ&Y. Attack Path Analysis 3 Nessus Rt T—42% & A T=F
ER

o RYT—DRALTIN (FPE L) — KRS DODIE & ZHV1F 97 5F T Nessus AV # L7 (T (373
SIE VR K FefE o B ERRAS TREYULTVDIG & (T, B EE O TENTEFT . TI4LE
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(£15#TY.

o "R HT=YDE K B B FyI8 — Nessus KRR X LTEIT T EHLHIHIFVINDRE K
. TIHIE DFVIOE L2 TT.

o AXVvUHT-YDE K E B KRR — Nessus HE B [CXF w2 TEDRAN DR KX .. TI4/Lk
DRAM# X 10 TT.

FREE R D Nessus RAvUABH 2. R OFHHE FENFET .
s BRERDEELGRTY
o B ORFv T E R H
* R OEHELTRERFVY

= (Otenable oTsecurity | 03:57 PM - Wednesday, Feb 5, 2025 ® = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « m

OT Server
> [ Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies [Direct) (Direct) Rockwell  RSLinx Server Feb5,202503:53:30PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PURDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
Ly “ Vulnerabilities ~ DIRECT MAC
% Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> @ Local Settings Sources SOURCES nic1 (Local)Nessus (Nessus),nicd (Local)
NETWORK SEGMENTS OT Server /1 X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025
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Nessus RFVANEH IR DI L& I BET .
s FMEFAHEEERFTMDEEZZILIET .
o BENRIERFVYUEERIARFYUDELLDOR R ITHESTWSDOHEIRIET 5.
o REvU LT B BRI TARRNTIVT1REE T T 5. =EAIE. Windows. Linux #ETL
TWBIT AATDE FE IZxt LTHe 55 14 5 i RFv 2R 1T TEET . RIFEROF E(THIVDDL

9 AXvUISHE B DEDIE E DT RV H—DJT AN A & L5 B Dl A TR H SN TS MVEET
2D ZIEET -

OT Security M Nessus X+ (. Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management D& K vk T—OX X v R LR —R EZERALET . M — D L&, OT Security
DINTA—VAA T30 TY . LT &, OT Security M Nessus AFv>D/\TA—X 2 AA T30 TY
INLDFTLIvE, [AURUR)] > [TRTDOE E] R—UHoR2 B §5 [Nessus E AR RF¥v2 ] 1TH
RAIhFxzd.

e BIRFICHFEAETHSHRRAN5E (&xX)
o IRRAFHIYDREEFFIvI 2 (xXK)

o b D= HAWYDEA LTI 157

JE®: Tenable Nessus [&. IT IR 1% TH# ICB) 4 4R A B Y—IJLTT . Tenable TIE. &= OF1E IZF i
I HA REE D HBT=8. OT T/31 A T® Tenable Nessus DfF B (EHE) HLEEA.

FEED1DNDE EIZNessus EARRAX v xE1TI 555G (L. EEEEH D Tenable Nessus A¥vo
NETES B LTSN,

Nessus 7551 XX DE fk

Nessus 75514 Axv> DE L F IIE
1. [7OT74702)] > [VTVEE] IS ELFT .
[FOTATOIVE B R—U DR RSNFET .
2. [T—3UE] > [POT4T OV I T LET.
[FOTATOIVE B R—U DR RSNFET .
3. [Nessus R¥+] 270107 ET .
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[Nessus R+ R—UMTRREINFET S
4. B E D[RV EER]EV)VILET
[Nessus SRS RFv2 OME L] / SR ILDR RENET S

Create Nessus Plugin List Scan X

IP Ranges Plugins

Nessus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

*

NAME

IP RANGES

*

C' PERFORM THOROUGH TESTS (0
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * (3

s )

MAX SIMULTANEOUS CHECKS PER HOST * @

2 |

MAX SIMULTANEOUS HOSTS PER 5CAN *®

o )

Cancel Next »
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10.

11.

12.

FEEEMBIEH LU Nessus AXvEEL T B5=0DT IHILNMEZRLTLVET . TIAILMME TRV
VERTITAEE . AXAVUIEENLUETI DRAF v LR LR E CERITSNFET .

[4 B[] Ry RIZNessus RFvo DL RIEA I LET
[IP & BR] Ry RIZ. IP E£=[X CIDR DEEFEHEA I LET .
(AT a0) [BENBZTAR FTWVES)9ILT. AT 2B ILET.

R [BENGETAN AT AV, RV B AR GEDA B DHETST1UHE ENFETH
JAR T74 LA U Ak —)LEN TS Python S47357ia L. LY M7 1E R & Nessus R¥vUhiE R
TEDIZILBET

FFToav) [KYB DR ERE] N TLEI)YILTREY EZRB L. e 55 14 12B8 3518 10 7%
MERELEFT.

R [KVBWT R ZENCTEILERY. AXVUEEHEH IR T 2B MOFMIERFIZELE
T, IhE AAVYURB IR DR SIINS a—FTA IR I THIENTEFT . Tz, TOFTLavIk
L), Attack Path Analysis [ Nessus R¥v i #k T—4%E A T .

[k D=2 L LTIk (BB L] RUIR T, AR HhHDM & ZH 15 375 T Nessus HMFHEL
BITNIELESER KR ZA ALET . BEREARAN TREYULTWSIE A (E B E8EFE O3
EMNTEET . TIAISDIALTIOME 157 TT .

[RRk BTV DB K F B Foyo#] (. Nessus H7RAM I3t LTE T T2 EHAHAF VIR
RK#EAALET . TIAHIS DF oL 2 TT .

[REv2 &=V DB K Rl B 7R RA - #] Ry X T, Nessus HFE B [CTRF w2 TEDRA DR X%
ABLFET . T4 DRAN L 10 TY .

[RA] &)L FT .
[FSTAN RAUDRIRENET .

EE: OT Security (EZDT/NARIZE B DTSTA>DHEIVAN R RFLET . FLWITSTA2%E3 (TH
BITE ALV ADRFH DK E THAIBENHYFET . SV REEFH T ICE AV RDEHES
BB LT3N,

- 326 -



O

13. [FST1773)—R ] T BRI STA773)—"EZ IR L TRAX YU E HFET . L E(TS
CT. BRI DI TE * DFSTA4>DF I RvIREFTITLET S

https:/jp.tenable.com/plugins/nessus/families 2 B8 L TLF=ELN,

| ;¥ E: Tenable Nessus 7554 773)—DF M 12D Tl \

14. [REI1EIIVILET .

H LUy Nessus ¥ h [Nessus RFxv] R—U (R RSNET

X BLF D Tenable Nessus Ry &¥m & F-I3HI B 9 5I12E. ZORFvoE2H )00, [RE] =
=X [HIBR] 2B IRLFET

Nessus 7551 AF v DE 1T
Nessus 7551V AX v DETFIE
1. [Nessus R¥xv] R—U T, ROWNVITNMERITLET .
o AFvEH V)L [FICRIT] EEIRLET
o RITTHRXVYUEERL.[FULaV] > [§TCRITIEVIVILET .
[Nessus R¥v>DE B FA 7O DR RINET .

2. AFX¥UIZOT T/ ADNE ENTULVEWNZENHAOTULVSEG & (X [COFEFR T T D] 7' )L
7.

SA47OTHE L. OT Security NAFUE#RELET .
3. AFNUEETTBITUF. 33— ERAFVATEE VIVIL. [FTCETI ZERLET
[Nessus ¥ DR F47OI DB URRINET .
4. [COFERITIRZV')IVILET .
OT Security NRFYUERTLET . ME DRT—ARRIIS LT RX V42— BEILE/ER. &
1k F-IFEHN R T TEFT .
T—HY—R

OT Security D [T—3Y—XR] £72avIZlE. RDFER—DHNE ENET
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O
toY—— LU —ERREBLVEEL. B E o —ORTITVI TR T 3B E-I3A B
L. o Y—&oTERITSNETITATVTVERELFET . o H—ZS B L TZELN.

I—Uxh —OT I—Ox b EER LT, B Y—Z2 AR —ILTELL)E—F @D Windows ¥
VEAXYOLET . OT I—U b E2S B LTS,

loT ARH4 — TRTOE B R E/DIF—Rbk (10T) T/HAARETNENOT T )r—ay
H—N\—ZTVETLET . loT aRV3NE B ES B LTSN,

PCAP FL—Y— - SE i Shi=Rwbk J—97OT4ET4% & L PCAP 7/ )VE7vIO—KL. ¥
h# OT Security TTB 4 IL. T—2E VAT LIS AR TIENTEES . PCAP JL—VY—%5
BB L T=aLN,
FBH7YIO—F
s CSVEHERAL-BEEFMOEHR - CSVTUIL—+2FERALTEEDHMEZEHLE
. [CSVEFERLI-EEFEMDEEH]ZS BLTEEL.

s FHICKIZEEDEM -CSVTUIL—+2FERLT. EEYAMIFHLWEEZEMLE
T [FHICEEE E DEM] ES B LTS,

e SCD 774 JL— Substation Configuration Description (SCD) 774 JL% OT Security [Z7v7
A—FLT. EEITXIHRI 1. IEC61850 % E - HEVDIRE IR T 52X )71
YA ZRFLET . SCD I71/LES B L TSN,

o Rockwell 7AY x4k 774 )L- Rockwell .LSX D7AIVETYIO—KR 3 BET. BEEE
L. EEDFEMERESE. T7FvUTIR E 00 18 15 A% IR SN -3k 15 T& i DR
&1 £ TE2FT. Rockwell 7O 5k J74 )LES B LTSS,

LA —

Tenable Core A—H—ALA3—DJ1—REHRA L T H—2RTULTTBE. [FILaV] A =2—THRE
Wae. — R IEAE . HIBRBREZFERL T HLLWRTULIZERE LY., o —ER THELUE
BLIZYTBIENTEZET . [ —DRTIVJIOIANDEEBERRBI N IWVEFERL T, 22 —R7
DOVOIR DB A BEREHITTHILLTEET

FEEN\—D30 2214 JYBFTDEVH—FETIVEL, ICP £ H—R—V IR RENFHA. FFZL. ShETAY
RIBIEEE-FTEATEES.
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FEREICP ERTILTTEZEH—DIZHI R (EHYFERAD. 7TS5A4 7R EIZE 51 SPAN (Switched
Port Analyzer) k5749 IZL B AHYET . fzEX . 10 DEH—FNZENT 10 ~ 20Mbps DR E T
1ETEFETH. FST4vIE A TICP OHIBRZE A TIFHRYELA. M IZDLVTIL. Tenable Core +

OT Security A—H—HAR D L RATLE# LS54 RBE B FS B LTS,

T —DOXR R

HEL OT Security 1—H—0O—)L: B E | Z—/\—/N\(H—, EXa)T4IR—v—., £Xa)T47FJR
b A ARL—E2—. i A VE A

[toH—] T—TIUIlE. YRTFLRDIN—230 2214 LI DT RTOEH—DIVAN DR RENET .
K DHRATARXF ZITOWTE EB VY —IDA—H—A( E3—DJ1—RBE F S B L T,

There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page

= (Otenable ot security 12:16 PM - Thursday, Jul 17, 2025 £ Mr. Admin v
% overen Data Sources
& Inventory
Sensors Agents IoT Connec tors PCAP Player Manual Uploads
> £ Risks
AUTO-APPROVE SENSOR PAIRING ReQUESTS @) Check for updates
> O Events
> @ Network
~ “8 Data Collection
1Sen: & m
Policies
ssssss Active Querles Active Query Networks Name Last Update forms.
Active Queries
@ Paused Disabled Sensor #1 12:15:58 PM - Jul 17, 2025 4.3.53 Oracle Linux 8

Data Sources

> & Settings

[EoH—] T—DIUZE. ROFBAE FENTNET.

IP tH—DIPv4d 7R LR,

ART—HBR Y —DRTAR [EHRFH] EREH CRRBE)]. [RZBFHS]. VK] -
(& [—FfE L]
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BE: R7VUIDNE T T5E TRTOEH—DAT—EAN[—RKEIE] X RShE
ER

o RSN Y—DRAT—RRZE B I BHIZL. ROFIEEITLVET .
OT Security T H—%H 7)ol . AT—4ER% [— B & 1] 5 [
BHNEBLTTITAIITLET

o RASINTUIVENEVH—DRT—HEREZE R T 5(2E. ROFIEZEITULVE
ER
Tenable Core + OT Security 2> H— T. [OT Security 2H—] > [R7)
VURB] O avIBEL. [THEEOBRM] 27y L T [EKX
T—RRZEELFT .

TOT479 wUY—OTITATOTVEEREE 5. WP BB 4L,
Il

TOT470 EUH—HEYE TEATOS RIS D—0ET A0k,

IRk

70—y

£ Al AT LA D H—DR I

BRREH Y BHRIRRICEHFSNEBE.
H

2 H—#  UUID (Sensor Universal Unique Identifier). 4>32—2 vk £ DA T ok Fi-FT
Al F UTATAE— BT A 3 5=0IFE ASNd 128 Evk DIE .

N—o3> o H—DIN—T3,

RIL—Ty ToH—EN LTRMN) 2o TEN TS T—HE DB FE B (KB/ 7).
~

ZETHIEH—RTFYLI)IIANEFENTRE
B OT Security A—H—0O—)L: EIEH

[ —DORFILTIIIA DB B A EE] R ELSAIINYEZONTIVSIE S RIET SR
TIVJVITAEF B TRELGVDEE B ITEKESNFLEA.

ATV JVI)IANEF B TRRB T DA &
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1. [T—3EK] > [T—BY—R] R—U T, [P 2T )ILETS .
[ R—TU R TENFT

2. AT—BAN[EBRHEB] DT—TILRDITED)VILET .

3. [7O2aV] > [ERI &V )IT M AUV IAZa—hio [ERB]I ZEIRLES.

Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que.. Active Query Networks Name \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> © Risks
> @ Active Queries

> @ Network

umasa

> & Groups
v & Local Settings

Sensors

| FE: Y —ZHIR TR S L [FoaV] > [HIR] £0)009 50 BVIVILTHIRR] &EIRLE
EE

TOTATOI)DERE
HE A OT Security 1—H—0O—)L: EE &

TUH—MERELE—F T INDE. BIYE TONTWSRIE T—I08 T AU TP ITATOT)ER T
FBLINEUH—FRTE TEFET . VTUT DRIk D= TAVNERRE T OV EAHYET .

| TR Y- COREICEREL FAARREIRNTOEIT AV T/ TR T—IREEETLE
EE

TOTATITVEHRESHAE
1. [T—AWE] > [T—FYV—R] R—C T, [ 9—] 475509l ET .
[EoY—] R—UBRFREINFET
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2. AT—BAN[EHRFEH OT—TILADITEI )VILET .
3. [FOoaV]>[REIZV )T H2M™ B )VILTHRE] TEIRLET.
[EoY—DiR ] /SRR RENhET .

Edit Sensor X

AN

Test3

Active Query Metworks
OME CIDR PER LINE

D Sensor active queries

4. LY —DRAEE R TBICE. [BAT] RYIADTHRRANERELES .
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Salient Agent Via Agent Disconnected

Lab Exacq Via Remote AP| 2 Connected

loT ARIRI)ISINI-EEERTTH

TIVr—av—n\—g i 9 4& TIVr—2avd—N\—I&oTE B EINTVSBEE T HE E
P—ERERTTEFT .

Y—N—IZE TEB SN TVDIRTDT /A RER R 5H ik
1. [MYRUR]> [T RTORE] 1B ELFT .
[FRTOERE] N—UhRRESNET.
2. BRI BRVIREFERALT. 7TV r—av—nN—ERm R LES
BRUIZTTVr—2ao—n\—DR—UN, EETET/NAADYRS EELIZR RSNFET

DESKTOP-BMF3PP8

(Directy VMware VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown VMware Virtual Platform  Micross soft Windows

[=}

First Seen Last Updated
01:43:36 PM - Jun 17, 2024 02:56:17 AM - Aug
Hanwha Vision QNV-8080R rs 01:43:02 PM - Jun 17, 2024 02:55:14 AM - Auj

M3046-V loTConnectors To Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM * Auy

Related Assets

loT #E R ZTANT S
loT a9 3%B N . OT Security HZ|ZE TESIMNEINET A TEXT .
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O

1. [loT ar94] T—TILT. ROVThHEERITLET .
* TART B 0T ARVEDTER VIVIL. [TAMERR] EEIRLES .
o TART B loT ARVAZERRL. [FUaV] > [TAMNER] )0 ILFET .
OT Security [&. TAFZE T L TIARIZIEN ZE TEIMNEIDNERIELFET -

loT aARIFEwRET D
1. [loT ARIA T—TILT. ROVWTNHIEEITLETS
s WETDIloT ARVADITEA VIVIL. [WE] ZEIRLFET.
s WMET BT ARVZEREIRL. [7ooaV] > [wRER] =0 )wILET .
[T— b )E—h API 2 T loT aRI9ERE] /\RILBR RINFET S
2. BWEISLTHMZERELEFT.
3. (REIEVIVILET.
OT Security A loT ARVIDEFHF N B R FLEFT

loT IRIZ DA B
1. [loT ARHE] T—IILT. ROWThAEETLET.
o BIBRT 3 l0T aRI2DITEE I IVIL. [BIRR] EBRLET.
o HIBRT B loT arva%ERIRL. [7HLaV] > [HIKR] #0)vILET
OT Security [ loT %94 %HI B LET .

EE: loT axY4%HEIBR 3 5&. OT Security (7 F)r—2 30—/ =D loT ARIZI—U IR ET
JAVAR—=IWLET . BLT7IVT— 3o —N\—EI—U M & B TR 9512, OT Security loT 3
RIS EBAVAN—ILT BB ENBYET .

Windows T® loT ARI2IT— b DAV AR—)L
WELZO—)L EEE

OT Security Tl&. EEBINTVSE/ DA E—2Uk (10T) DT RTDT/NAREZTNENDT T )r—
LAY —N\—IRIEV T TEFT . TNETSICE. loT ARIFIVDUEREL. B EDT7IUr—3
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O

== EEERELET . TIVr—ao—N\—E I MR R TEK T HICE.
OT Security loT ARIFI—V b EAV AN —ILT 2 EHHYET .

OT Security loT ARIFI—V b EFA VR —ILT BIZIE

1. [Tenable A9 O0—KR] R—2J (AT AL ET .

2. OT Security R—2 (T LFET .

3. [REXR loT ORI 1] £ arhs. Windows loT ARIFI—T ok /\wr—U %40 0—k
LFET.

Advanced loT Visibility
& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
202, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11 (B64-bit)(v341)
@ UbuntuloT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum

223, 24 x(amdB4)(v34l)

4. #75o0—K L1=Windows loT AROP2I—J b 1\wr—2% AV AN—IVTBT7T)r— 3>
HY—\—z2aF—L %9,

5. [Tenable loT ARIAI—V b M P—REETLET .

ARIEI—V b I F—R DI h THDHEER T AVE—U MR RSN, [Tenable loT O
RIRI—=T 1k DI TYT IR IR IR OBR RESNET S

6. [RAN]ZIIVILFET .
[SAEVRARM] IR OBNRTSNFT .

7. [RPICABLET]) EERL. [RANEV)VILFET .
[38 %& TALINUERR] 24 R IR RSNES

8. 10T ARIAI—U Vb EAVARN—ILT B TAL IR )EIR E L (F=IETI4I DTAL I UZEE
A). [RNZ0)0ILFET .

Tenable loT ARIZI— b DAVAS—ILAFIBSNET .

9. AVAL—JLHSE T LT=5. Tenable loT AfRIFIT—U b H—ERNE TSN TNVDZEERERL
9.
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https://jp.tenable.com/downloads/ot-security

O
a. [B4T] AR 4R T, services.msc EAILFET .

[—EX] D1 R IhFREET .

b. MEXRITH DH—ERDURIZOT Security loT ARIRZI— b R RTSINTNSIE
FHERLET.

AVAN—ILINSE T LD, 7TV —arH—\—% OT Security [T # TEEd . JE—hIT—2 1k
ENLTTIIVr—2a Y —N\—IE i 55K 1200 TE. IT—U VB H T loT aRI2FEBMNT 5
5 B LTS,

PCAP FL—v—

I W EIL OT Security A—H—0O—)L: BB E . R—/\—/\(H—

OT Security Tl&. 2 g SNf=Ik T—0T7 O T4ET1%E £ PCAP (1 V7 ok v TFv) J7AINET VT
O—K L. OT Security TTH & | §AIENTEET . PCAP J7MILET B 4 19 5&. OT Security [FRy
FO—OL57499%FBE R L. FHTHRIN T—IRN T ST0IDBFKEE LI=HDEIIC. R Shi-& FE .
I T—IOTITA4ET4 e B HEICEAT5INTHRRZEZELEFRLET . COMEE (L. >3aL— 3> DH
B TE ALY, Rk T—o05 & TH 4 35 OT Security [TEDTEH SN TSN ST099F 5 #HL
FUTB=OIFERTEET. 12X EfRMDITIGHETT . t

PCAP Player ' m m u

File Hame File "Sire Upioaded &l U pecaadind By Lt Plrped o Ling Flrywed By

E®E: PCAP JL—Y—THR—F SN TS T7MILAALT(E. .pcap. .pcapng. .pcap.gz. .pcapng.gz T
9. OT Security F=IEZDMth DAk T—IBE R Y—ILDA VRV R IZK TR R SNT=TJ7()VEFE  TEE
ER

PCAP 774 LMD 7v7a—K

PCAP 274 )IL@Q 7y 70—k F @
1. [T—RUE] > [T—8Y—R] R—C T. [PCAP JL—Y—] 4% )L ET.
[PCAP FL—Y—] R—U R RENFET .
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O
2. [PCAP Z74 LOTvTO—R] &7 )sILET

F7ANIHRTO—F5—h R EET .
3. BEHIDPCAP BB ZEIRLEFT.
4. AL EVIVILES .
OT Security IZ&Y PCAP 7/ ILDY AT LIZ7yTO—RShET .

PCAP J71 LB &

PCAP J74 )L &% F |IE
1. [T—2UNE] > [T—AY—R] R—U T, [PCAP JL—¥—] 205 )voLES .
[PCAP FJL—Vv—] R—U KRR EINFT .
2. BE95PCAPRBHEZERLET.
3. [Foiav]>[BEI &V IVILET.
[PCAP OF £] 1 Y—k AR REINFET .
4. [BEZEE]ROVTEIURVIRT, VAT L I7AIVEB A TAREERRLET.

A7 aviE. 1X, 2X. 4X, 8X. 16X TY .,

EE PCAP J7MIVEBE T5ET AN RTLIFEASINET .. COBREETICE T LETET. £
TENBE=EIE TEFEA.

5. [BE1ZV)ILET.

PCAP J7AIHE A ENFET . PCAP IJ7M DT RTDHRYN D—IF I TAETADY AT LIZE
BN, DATLIZFOTHAN SNZEENEEAAVNISEMSNET .

| AR O7MILOB E (IR O PCAP J71IVEB £ 352 LIETEERA

FE7YIO—F
W B OT Security A—H—0—)b: ] E . X—/\—/\(HF— FA AL —5—

[FB7YyTA—F] 2TCEU T HEFENET .
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CSVEFERALE-EEFHMOEH
FHICKEEEDEM

SCD 774 )L

Rockwell 7B 9k 77/ )L

CSVZERL-&E EF M DE#

[TRTDEE]R%E CSV IFAILTIVRR—r L. IREZMZTHOTYIO—RTEET. 847 &
Bl EXE. /N\Ta2—LR). 05—y, il . BEXUPTRTOHRELI—IR EiRE TEET

SENRBEIRESNTOSE B OH. CSV Tr Ve AL TEE DR MEE i CEFT. FEE
PA—H—+. CSV TPA WETHRAF—h LTFTO—K L TOBR 3 — B ISR IS YB . 2
Ok SR LOEBICRT LN TEES.

BEEDFEMDCSY I7MIETYIA—R T 55 &%
1. [T—AWE] > [T—EYV—R]| R—CT. [F@RTPYIA—F] 2750 )0ILFT .
2. [CSVEERLE-EEFMOEL] £/ ar T, [PyIO—K]1 &5 )vILET
3. CSV 7ML SHEMES ML T7YIO—FLET.

FHICKDEEDENM

OT Security TEZE E AR H SN TUVELTEH AUARUREB BT 51012, Fr B L TL\Sith D& =
ERERSEEVWERSINLLNERBA. TDB A (L. CSV I7/IILES O—KR LTIREL. I7/ILEVR
TFALIZFYTO—KRFBIET. INoDE EEAAURNIZFETEMTEET . 7YyIO—R TELDIL.
VAT LA DEEE DE FE IZLH>TERLERSINTULVEWIP 2 D& E DA TY . BL IP THRYST—4
ZNLTCEELTUVGEEZVATLMMREHE LGS . DATLIIRE SN-E E(CDOVVTERFLE
|MEFERAL. UATIZFYITO—RLI-EHREFLEELFEFT . RUNT—ITEENEELTNRILEVRT
LA T5E SATLIEZTDE EZRBE DE E LLTRSIIITHYET

TYIO—RINF=EEDIP PRLRIE Y RTFLSA UV RAD—EELTH IV ESNET .
7yIO—KEnt=-& &E DAY A7, OT Security [CE->THRH SNEFETIHO0 ERTSNFET .

AE - EEEZFHTEMLIIE S . OT Security ARyk J—ITHDEE DB EEZHRE THET. ChoDE E
DAV TR H ShFEEA

- 354 -



BEEZFHTEMTIAE
1. [T—2WE] > [THYV—R] ITBELES.
[T—5Y—R]| R—U KR RSN FT.
2. [F#H7YIR—F 20T, [BEEZFHTEM 2/ avIBHLET.
3. [FHav] A=a—h5[CSV FoIL—h &I O0—R] ZRIRLET
OT Security IZ&Y tot_Assets T FL—hk K FaA kAo O—REShFET .
4. tot_Assets TUTL—h R FaAUNEREET

5. D7MIUZHDIERICEFE I 5T tot_Assets ToTIL—hZEREL. SIAVE— (L Hil . 2474
E) EA A LEREIFIT A ESIZLET

6. MELIZIFANERTFLES
7. [RERE]IR—VIRYEY .

8. [FOiav] A=a—h5 [CSV £7vTO—R] ZEIRL. BRI D CSV I7MURBELTHE. 7V
Jo—kLEY.

9. [EEEXFEHTEM] T, [LR—tDFOA—F] E0)vILFET .

LR—h&&E CSV TrA AR R &N, [ 8] 5 ISR & BAYR ShEd . T5—0s 13
[T5—] 5l IsR R &hET.

F A B [4 [2] E F [] H [ ¥ [ L (] M
1 |Hame Type Criticality 1P BT Family Model Firmware as Purdue Le Location Descripdic Result [Ermos
P LT (4 HighCritic 1010030, aa:bicord Siamsens  ST300 231 Lawall Tealy Siarmens, Faibune |l|7' 10 100. 3021 alraaschy Nclsl:il
I EBG el ree Whedianmt 1010030, 50 Whiwarg Window Senver 2012 Sttt
4 |oCc Swirlchi Ak:biord: Catadyst C3560 1x3 Lewedd Sufreas
5 pODD  Unknown RNoneCriticality Linisr Leveld  lsrael SUDCRSE
i
SCD 771 )L

Substation Configuration Description (SCD) 77/ JUZlE. ZEFT D@ EBEE DL FEMIBFHRMIAS F
NTLET . SCD 774 J)L% OT Security [C7YyTO—K LT, E#E . IEC 61850 % € [Tt 5 A[#R 1 .
BLUBFEVDIRFEICEAT5EF )T VAN E/FHIENTE LI YELT =

SCD 774 )L0IE #;k (ZE DULVT. OT Security [FZE B T DR EIRICEHETHRDEIEHE H i REH
ELET.
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B SN TUVEWISATUR hSDELE Avt—SH # (MMS) Lik—k AD7 5.

SCD 77/ JUZRB EH SN TULVEWEREE SN TLVELI ATk B MMS LiR—k #HTR91) T3

VB FELEIIELTVET

& OT Security [&. SCD 774 ILDR Dz K DHZEHHR—ELET .

 Substation Configuration Language (SCL) /A\—23> 1.0 KU 2.0
o ZEEmM N1 DLEIFDSCD I71)L

SCD 77/ IV &7vy70—K 3354 %

1.

[T—2UNE] > [T—EYV—R] [TFEHLET.
[T—ARY—R] R—=U AR RSNFET

. [F87YIO—R] 42T T, [SCD Z7M\] O avIF e LET.

[SCD 774/ 93> T. [PyFA—K] &0 vl ET .

SCD Files

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the 5CD file.

Upload SCD files to import each of your substations’ configuration and define IED
device communication settings according to the IEC 61850 Standard.

Note: only one SCD file is allowed per substation. The most recently uploaded file
containing the same substation name will override previous ones.

Project SCDFile Name Substation Last Updated

Station Indegy Station Indegy (1).sed Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S/S 8860 SBUSServer.scd S/S 8610 02:50:54 PM - Jan 2¢
NIC STATION NIG STATION.sed 03:08:44 PM - Jan 2

Upload [0}

Download Details

EE . EEMILI1 DDSCD I7M/IDHT7YIO—K TEFET . ALEEM L EEOERIC7YIO—

RKENT=070 LD, FDRIDIT7AIVEA—/N\—F(FLET .

TYIO—r$5T77MIVESRBLTEIRLET .

OT Security & SCD Z74/)VETYIA—R L. [A>_"Uk V] > [ #ll] 2T &[IEC 61850] 2T TE
B DF AR RENET . SCD F7MIUBR EIADHAHEANUE DS UA—2n. [FEfll] ~—D &

IEC 61850] R—C DL ITHR IE 7V ERADIFT—AvE—U DR R EINFT .
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5. (A7 av) BB HERDFEMESIO—RTBICE. IS5—AvE—ITREMOAIUR—R] %5
YL ET .

OT Security (35 #i % CSV 2 KX THovO—KLFET .
Rockwell 7O ok 7L

Rockwell . L5X J7/)L&7vIO—R$52LT. BEEZERL. EEDHEBERESE, I7X TR
BRI AEEINFIRENIRE CEEMOBBREBETEET. TODIFDOT7AMILYAXIFR K 50
MiB TY .

B E: T4k Tl ProjectFilePopulatePrimarylLayerAssetIPs [& True [Z.
ProjectFilePopulateNonPrimaryLayerAssetIPs [& False ISR E SN TLVET . B — D IP PRLRZEH
DEEZECEROTIOD O TI7AIVETYIO—RTH5HE .
ProjectFilePopulateNonPrimarylLayerAssetIPs {& R /\TA—4—% True [ZRE §H_ET. EENDE
BEMRETEET . TNITKY. DRTAIFETSFAIILAN—IHEEEDIP FRLARAER R TEHLIITEY,
BLCIP7RLRZEDEEZ 1 DOEELLTHRRLT. RL/\WITL—UICE LB B THIENTEET.
5% DZE FE (CDULVTIE. Tenable H7h—bk [THR LA HELESLY.

Rockwell 771 IIVET7YTO—K$ 54 %
1. [T—3RE] > [TH3V—R] [TBBLFET.
[T—4HY—R]| R NRREINFET .
2. [F87YyIO—L]4TT. [Rockwell FAC I I7LIY €I 3B ELET .

Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. [7vyFO—K]1&5)voLET.
4. 7YIO—KR$TE5I77MI\VESBLTGERLET.

OT Security I Rockwell 7AYok 7/ IVETvTO—K L. [AVRURN] > [(E#]| 2T TEED
AR TINET.
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OT Security D & E] 2 3vIZlE. OT Security D& E RX—L DIFEAENE TN TLET .

TIOTATOI) - VT IREET ITAIIL EFETIOTATIEL . TOHE LR ELZRAELES . 7Y
TATVTVETE AL,

toY—— U H—ERTEIVEEL. BE I H—DATIVTVITANERBEITHIBRL. £~
YL TRITEINETITATIVTVERELFET . LY —FS BLTZEL.

VAT LERTE

* TINMRA-TNAADFMERN T—IERERTEIORELFT . 12EXE S RTLEF A
BEOU7IN GETITATRALTIN) 15ETY .

¥ X : DNS H—/\—I[&. Tenable Core Ti& & T=F9 . ¥ M [CDLV\TIX. Tenable Core + Tenable OT
Security I—H—HAR DI g8 IP PRLRZEFHTHRETSIFS B LTSN,

o IR—FE&RTE - T/I\MRADIR—F MEDKSIFZR E SN TWNSIIERRTLET . R—F R EDFEMIZD
WTlE. T/ 1 RES BB LTS,

o PVIT—bh —TST4DT7VTT— % HSIRFIATSAUOT. BEIWIZFEIEF 8 TELT
e

o EEEAE —HTTPSEIBAZ I TAE#HRER L. VATLATHLWHTTPSSEBREZXE KT 5
MNEEOHTTPSEIBAEZE 27V 0—K352ET. R HEFGEZERLET. D ATLETEERS
BE LTz,

e APl ¥——API X*—%#4% B L T. Y—R/\—T«F7TUH API £2 5 T OT Security [CFV T ATES
FONLFET . TARTOI—H—MAPI F—F1E KL TEET . API F—(F. FnEER L2 —F—D
A—JUZG LTy ZRA—H—ER L7 RAF A 28 5FE 9. APl F—(F. R ITE R Shi=EEIC
—ERTINFTT. R THERATEI-DIZOF—2LT 2 HIEMICRETILELNHYET . APL
F—DERZFS B LTSN

o FMEVR-FAEVADRR . TVIT—F . BERMNTEFT . SAEVRES B LTS,

BREE RE
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ActiveQueries.htm
ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

O
« RURTVER

s EBRMBERMS TV - LRATLNEEEN B IDIPHEBADENER TEIVIRELE
T BEREM RN T—07S B LTS,

o INVOTERZARYLT — 1N TEZAVTEH FIZL T, OT Security hE E ZHR H TED &
SITLET . /W TE=AR) TS BB LTS,

s CSVEERALI-EEHMOELH —CSVTUIL— |t 2FRLTEEDEMZEHLE
9. [CSVEFERALE-EEFHMOEH] 25 BLTZEL.

s FEICKDZEEDEM -CSVTUIL—+ZFRLT. EEVANMIFHLWVEEZEMLE
. [FHICKEIEEDEM] ZS B LTI,

¥ & : Tenable Network Monitor [53% 1€ TZ4 IP & [ Oz K #1128 TH571=6. Tenable (ZZDHl
REB ALV EEZHENOLTLES . 5 E Snf=IP £ B (20 X T. OT Security 75wk 74—LDYT
I RN DRRNEIIEERE DT ITAETAEETLTWST/INAADNE ELLTH EINET .

e ERTDEE - ATLDERTNDEENDIANERTLES . Chdld. EEURANIS
HIR SNI=BE T . ANRVR)EFS LTSN COR—UDIERTDEEZE T
TEEY.

o WRRALIL—IWN — hARRALI4—)ILRZER LT, BEEICEEFEREFTFITTEET . X
BLITL—IR [FTL—TFXANZTBIEL . S BB —RADY DT BIELTEET.

o ARVNISRR — ARV EE R T A-OITEESN-HHEEEN TR EITIEHRDE
LLDARUSZIFRZFE TEEY . ANVEISRZES R LTSN

* PCAP JL—Y—- | Enf-Rvk I—070T4ET1%EE T PCAP J7A)VETYIO—F
L. #0% OT Security TTEA IL. T2V AT LIS A LTENTEFY . PCAP J
L—Y—ZZ R LTzl

e A—H—BXUO—)L-FRTOL—H—THOUrEITHEHRERT. RE . TVAKR—ILE
ER

o A—H—ERFE - RALATLIZOTAULTWSI—F - T HIF R (FILF—L. 1—
Y—& NRT—R)ZRTBELUREL . I—F—A(3—T—XATHEAITEHEE (KE.
BAE. PEE. 95VRE . FMVEE) ZEELEFT.
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O

e O—h)lA—¥—_EEBEHEI—H—(F. HFTO1——AOO—hL1—F—TFTh oo %4k
BL. FDOT7HIUNZO—ILEE|YY TRIENTEEFT . I—F—BHES B L TEEL.

s A—YIIN—T-EFEEZI1—H—F 1—4—V)I—TExR=~.WE.EM. HIBRTEE
3. A—H—EEES LTS,

» BB HY—/\—— Active Directory 72 ED LDAP H—/N\—%2F AL T. A7 avca—4—2
LB ET| VY TAHIENTEET . COBE . 21— —#E R [ Active Directory TEHE &
nNFEF. 2 —5—FEFSBL TGS,

s B - DTSV TH—LEDM A EERTELET . OT Security [FIR 7 . Palo Alto Networks X
X 714 v—o4—)L (NGFW) & Aruba ClearPass. £&UZMD1th D Tenable & & (Tenable
Security Center & Tenable Vulnerability Management) LD & 9 R—k L TWVET . Si S &S
BB LTS,

o P/ N—— L RTLTRESNH—N—ZERT . ER.HWELFT. LT D3 DI 5 I 5E
Bl DEE AR TSNES .

¢ SMTP H—/\——SMTP H—/\—[ZkU, [ RUMBEH & E A—JLTEE TEFET
¢ Syslog ¥—/3—— Syslog H—/3—IZ&kY. /RO %5 88 SIEM [ZRR 8k TEET S

 FortiGate 774—"74—JL— OT Security & FortiGate O#f & 12&Y. OT Security vk
T—IA RS [ZE DNVTIT7AVY—o4— LR )2 —DiR E % FortiGate 774 Y—4—JUZ
EETHIENTEFET .

o SRATLTIOAY — VAT LT ITAETADYIAZa—42RRLET . HIAZ2A—IZITR DA T3
UhBYET .

s HETRFDERTEIZ Y — T RTORELXEABFEOTIAHINIELET . HEBFOREIC
DEyk TEHDIE. BB E F=FEX1)T4IR—2—DHTY .

| ES COBREERICREFEEA. YVATLADTRTOT AR ONET .

LL T DA T 32hY, Tenable Core Ao Z IR BT Re T4 YUELF=.

o SRTLINWITYT -3.18 LL[% . Tenable Core M [/ \wOP YT BRI R—C%#FE AL
T. OT Security D/ \WIT7VTEE T EITITENTEFT . FEMITDLVTIE.
Application Data Backup and Restore (ZF)4r—arT—3Q/\wo7vTEHE ) %
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

O

SRLTFEEN. CLIZERLTERTISEEE. CLIZEALTIT 5/ \WI7vID
BrLZESRLTIZESL.

o IHRR—LEETE - OT Security T vk 74—LEX E % .ndg F7(/LELTO—A)LaY
Ea—32—IZTHORR—bLET . chld. S RTLE I THIEE L. FLL
OT Security 7Yk FA—LIZAVR—k35H & D/ o7y TEL THREELET .

o BEDAUR—b — .ndg Z7qILELTO—HILAVE 1 —3—I R FESNT=-
OT Security 75wk 7A—LEK EEAVR—cLET .

s M TAEAIUA—K - LW T 3% & LT74)VE OT Security 7ovbk 74—LIC
ERL. A—HILavE1r—3—IRELET.

* BEEE) — OT Security Tovb I4—LEZBEBLFET. NI HFEDEEEE DT
DTAR—23V | T ETY .

o ML —TARTDERTITAETAEEMELET . ERT7IT(ETAIELVDOTEE
ET79T7471L TEET

o b A — OT Security 75wk 74—LED b oL ET . ERZEANDIC
(%, OT Security 77547 ADERRIVEHLET S
o VATLOYT -V RTLTERE LT RTOVATLAANUDOTERRLET . f=EAIE, RIS —
AAUIZENT, R —DRESNT, ARV DR R ENT, 1GETT . BJILCSV T7MILEL T
IHRR—b$5EE. Syslog U—/N\—ITEETHILETEFS . D ATLAJES B LTS
Ly,

AT LERTE
OT Security D VATLEER—D T TSTAMVDEHEBBHHIKZRELZY. TS/ DEHE

FHTETLEYTEDIEN T/NAR HTTPSEEBAE . APl ¥—. StV RICEA T3 MER THE
UEH TEFT.

TIN R

I B OT Security A—H—A—)L: EEE . X—/\—/\(H—
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O
TINMAR—DIZIL. OT Security 3% % [ 32 MEMARRSNFET . COR—CTREZHERL
TR&E TEFEY.

Device

Device Name Edit

The name of the Tenable OT Security management system.

DEVICE NAME

Device URLs Edit
Device URLS allows you to set multiple URLS from which the system can be

‘accessed (FQDN/IP) in additien to the locally configured IP adkresses. (Change:

requires restart).

System Time Edit

Maximum Log-in Session Time-out Edit

Determines the session period aiter which logzed in users will be logged out
automatically and required to log in again. (Requires log-our)

TINMRE
OT Security 7F 547V A0— B D#H 31 F T
T 754X URL

DRATLIZ7ZATES 1 DO URL (FQDN) Z5% E TEFY -

BEE . 7/ MAURLOFEFEELEETY. HILLVFAODN [EIB E R RINFLEA. TDH. XFFIZIE
FEIAEL TEIVEWEA—H— AU E—T1—RITFVEATELGLRYET . 1T T HH1IC. B THREINDLEE
MR LTS,

AT LEZ

ELVEZIERFHAEBMISEKESNFI N REITHELTEEY

| AR OJETI N EERIERFEITAICE. ELVBE M ERRIEHRETIENEETT .

o742ty 384 L7O O KB
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A—H—AEHMICOT T IR SN TEOTAVEER SINEELSILEFETOEY 3V T . 04
DA DEALT I A EEE TAICIE. [RR] Z0U0oLET . FIH TEAHE 04T avid.
2EM.30%5. 1EME.4BME.12BMB.18.18/[.288 T,

ETFITAETAZALT I DER K E

A4 A——NE IO T I SN TEOTAVEE R SINEESITHEETDIETITETAHA
Bl TY. IE7OTAETAHIRBZE BT HICIL. [RE]) =0 )vILET

A—ToR—k O IR v i

CCTHRELEHMARBL TR~ AELB VTV SILER T RERELEVME & . 20—
2R—t DURRAME © OO [# B B M) B E ASHIBR SN ET . TOAUNBRE (£ 2 B T S I
AL JES LU TIZEL.

ping 3R

ping B3R 27429 % &. ping B3R 23t 9§35 OT Security 75k 74— LDBE it BENT7IT471L S
nFEd.

ping ER &7 0T471L 3 BIZIZ. [ping BER] FTILES)VILTping EREE R ICLET .

179 5T Fv
WHEL OT Security 1—H—0O—)L: EIEEH | X—/\—/\(H—

DILINTIR X TFoE BEEAUNTT HE Rvb T—URA DT RTDRST749I DI IV NIk T FoD
B ERDTITAIEESNET . ThIZKY. bSTN a—TaoTETHL DI B #RE LR TS
F9. ANL—CBEN18TBHFBASE VATLITHEWIFAIVEEIBRLES . FIHARELRT7MIL
(X [RYb D=1 > [1 V7 Ik T TF %] R—O TR RBLVFOUO—K TEET . FubkT—oDtII 3>
%5 BB LTSN,

INTIS XN TFNETOT4TIL T BIZIE [PV FNTF] L TIVED)IL TNk T FoEH 3
[ZLFT .

| B RMVFEAIINNVE ZRDLET. /Wb T F i BEZ VD THIE L TEFT

T H—ORTIG))TADE B A R
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RECA—ODRTIDTIVIIAN DB B A B EZANITTEE. EMOEEEFELZLT, IRTOEY—
RTVATVIIAR DR BEINSSSITGYES . COATLaoEER UGG E . FiLhvEr—FExRvb
T—OIEBR T HICE. RRMEFHRBIALETYT.

FEEY—ORTIUT VIR DB E R R EA NI BIZF. [REEH—DRTYVHT)HIANE
BERBINTILEIIILTEERBEEMICLED.

S EINF—

OT Security [Z/\F—ZE ML T, VI Oz7ZB L TCT—RIITTIOERTESIEERLET .

NF—EBMTBIZE. [RE]E7V0ILFES . NF—ZBMLES. [BE/ ST TLESILTE
BICLES.

RETADEHIE

(IR & TF—2DH 1] AT 3% F -T. Tenable A OT Security TFOA AU [TDNVTHE & DTL
ANYT—ARERETEINEIDIEIRELET . ARNIZT BHE. Tenable (T35 F DE AN ITIFE LAELTLA
FPUBRZFINELET . COBRISEHLARNILTOARE SN B A T—20E N E4EE TEHER
(PIl) & FNFEA. TLANNER EE. 7OERRLIER—D . R LILR—L E8YY aR—K | R E
FAEREICRE 5T —2ZIELFEIT . CholIRESNFEEA. Tenable (. Tenable E R EZKE(C
fiE ST, 5 3& D OT Security ))—ATA—H—ITHARYIVRER E 5=, 2D DE B
ECXRAEDBMTT—HEFERALETS . CORTE ETIHILTEMTY .

TLANIREZE ST HICE. [ERRERIBETAEERB ORI N ILED)VILET .

I TR COMNIIWDRAYFED )T HIET. NETADHBFEZNDOTHLEDITTEFT .

GraphQL Playground

TS9HA O GraphQL IDET3 . A& & 5 T Playground 2 FAL TAPI 2T TAL 3 5I2(F. 2D
b IVER S EITESILET .

R—h R E

N—232 4.1 LLFE . 7R—b 8000 @ Tenable Core 12 2—J1—AD7 B R—FERRLTEETHIEL
MTEFT .

O TSA TR Y aik—K D% E
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O
WHELL OT Security A—H—0O—)L: EIEE . R—/\—/\(H—

T—AREERTEEESC[AVTFATUR] By aR—K NS B35 X1)T4IL—LT—0%BETH
CENTEFET .

[ TSATUR] B aR—K D% E #1T75121E. ROESIZLET
1. ROWThHEITVET,
s BE]>[VATLERE]>[AVTISATUR] IFE#HLET.

o [AVTSATUR] BV aR—K R—=U T, [BX)F1IL—LT—OD&KE] ) o%EI)voL
7.

[AVTIATUR] R ER—I DR RENET

Compliance

Compliance Dashboard Preferences @

The frameworks that are selected here will be referenced in your Compliance
Dashboard.

Not Defined (Default)

2. [AVTISATURAY aR—F DR E] o3V T, [RmEI| EV)VILET.
[BRBENBAVTSATURIL—LT—HODRE] RMUDRR TShET.
3. MEBHRIAVISGATUVRIL—LT—IEZEIRLET . ROATLavhoE R TEFET
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* 1SO 27001 BEHE

« CAF R Al

* OTCC IR ALY

* NIS2 % (5 21 %)

* NERC-CIP E#

» |EC-62443-3-3 E
4. [(RTF]EVIVILFET

OT Security [&. AV TSATURIL—LT—IDHRFEERFL. 1B E SN2 E LB 5L THE &
DAVTSATUREFVILET . OT Security (&, AV TSATURFVIDMER % [V TSATY
A By Rk IZRRLEY -

7VIT—h
WHER OT Security A—H—A—)L. EIEE . Z—/\—/\(H—, X1 )T7(IF—Dv—

Tenable Nessus 7574 R AR AT L (IDS) TPV IL—ILEyk ZR H/A\—2av7yTT—
k9 %<& OT Security hNE& E ZE=R LT, & OBE AN D 35 M AVELONT RTFovIL TN E
9, OT Security [Z[&. DFE (Dynamic Fingerprinting Engine) W95 9K 7vJT—hk T. 7 $8. 773
)= AN YO ETYIT—h 27T avhHBYES . 7vIT—hIE VTR ZELTCEFTEFH T
ETTEATISAOTHEITTEET .

3 & : Tenable Core M # M&F #H1ZDL\TIZ. Tenable Core + OT Security I——H AR DEFH OEEES
BB LT
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

Updates
(I Nessus Plugin Set Cloud Updates

FREQUENCY Every day at 02:00 AM
LAST UPDATED

PLUGIN SET 202411070852

(I IDS Engine Ruleset Cloud Updates

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

Update from File Edit Frequency Update Now

Update from File Edit Frequency Update Now

Update From File Edit Frequency Update From File

I AR BB > [TSTIVDTVTIT—M o7V IT— %

THELTEFT

AR YoMt AOFE MR IUINGE, FHLWTYIT—REFO0O—K§54Tavnnvssh.,

TSTAETYTT—h TELELIGYFET .

Tenable Nessus 7591t vk O7YITT7—k

TSTADEEIFINTYITT— DERE

TSTACDEB 7T T AT EHFIE

1. BE]> [VARTLRE] > [PYIT—H] IHEBLES.

[ZYTT—k] D4R ORKR REINET . [Nessus T35 vk DHFIK7YTIT—R] I3
(2. T5T40tok D% ZERT7YTT—FB . PYIT—h R 1— AR RSNET.

2. [Nessus 755149k DS IKT7YTTF—R T IWVED )L T, BEI7YIT—FEERILE

ER

TSTATYTT—h D E O 5%
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1. BE]> [VARTLRE] > [PYIT—H] IHEBLET.

[ZYFT—k] D4R ORR REINET . [Nessus T35 vk DHFIK 7YTT—R] €3>
(2. TS5T40tok D% ZEBRT7YTT—FB . PYIT—h R 1— AR RSNET.

2. [EEOER])ZV)ILET.
[BEEE DIRE] HAR RIIDRFTENETS.

Edit Frequency

REPEATS EVERY ™

0200000 @]

Repeats every day at 0200 AM
Mext run at 020000 AM - Jan 21, 2023

3. [MBURLEE] 023 T HEZA WL TR OYTEIURYIZMGEE ] OF i1 (B F1=138)
ZEIRTDHILT. TV B HTORMMBRERELET

[B] &E RIS S TSV CTEREHEERITISEBEEZRRLET.

4. [FR] O av T KET7A4avEI )L TR B EEIRTAMFE TREZA LT, 7394
VERE I AHEZ (HH:MM:SS) 28 ELFT -

5. (RTF] &V IILET .
HEMNEE[CEBINLIEERTAVE—UHRTSINETS.
TSTAVDFEIFIRTVIT—EETTH

TTAVEFETTVIT—HI5FIE
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1. BE]> [VARTLRE] > [PYIT—H] IHEBLET.

[7YvFT—k] R— D [Nessus FT5T 129k DHFIR PYvTTF—R] o avIz. T55140uk
D BREEHB . 7VIT— IR 1— AR TEINET .

2. [§FF<TPYTT—RE0)ILET

TITT—hDETLTWWAIEEER T HAAVE—UNRRENET . 7VIT T T T5E.
[TS551t98 ] ITREDTSTA9k DB IR RENET.

EVk: TS5T129k D7 VT T— DEFTH (K. TSI R 9B LOV-FRILTR—SEEH LY
AN QG AN

F23407YTT—h
OT Security 7/31 RIZA 23— 5 AV L5 & (X, Tenable Community Portal Do 3t D755
AIhEFIO—R L. JPAIVETYIO—R$BHIET. TITAVEF B TPVIT—h TEFET.
TSI EFIZATTVIT—T5F R

1. BE]> [VARTLEE] > [PYFT—RITBEHLET.

[ZYTT—h] R—C R R EINET . [Nessus FI3T 1t vk DHSIK7YTT—R] I a3V,
TS554 ok D B T7YITT—FB . 7YIT—r R a—ILAR T ESNET .

2. [FPANDSTYIT—RE0I0ILET .
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[PPAMDSTYTT—R] 94K OBRRRENET

. FEATUO—KREToTULVEWNMG B (X U 9F 9 )0 IL TR T DTSTA D74 IVES o0 O0—K L
THS. [FPAILDSE ] V1R JIZRYETS

EE )OSR DTSTAT7A4IVERIO—K TEBDIE. 13— b T SN-PCHED
A B—2INEREN LI5S DA TT .

. [BW]%5')v-L. OT Security Customer Portal oS0 O0—K L1=FS55 142 5% E I71IUFE
BLET

. [PYFTHRED)VOLET .
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IDS TP ULk DT VT T—k

IDS T UIL—)L vk DB & VTR 7VTT—k D E

IDS T UIIL—IL vk DB B UTIRTYI TR EERETAHFIE
1. BE]> [VARTLEE] > [PYIT—RITBEHLET.

[PYTT—R] R—U R REINFET . [IDS TP V=t DOTFIK PYTT—R] I, IL—IL
ok D ZETYIT—RB . VI T ATV IR RENET .

2. [IDS T2 UIN—ItIk DOFIRPYIT—R FTIVED)DILT. BBV 7YT TR EFMICLE
EE

IDS TP UIIL—ILtuk DT YT T—HEE DR &
1. BE]>[VATLERE] > [PYTT—H] IZBELET.

[PYTT—R] R—U AR REINFET . [IDS TP U=tk DHTIR YT T—R] (2. IL—IL
b D X TVIT—B . TYI TR ATV a—ILHBR REINET

2. [EEOER]|ZV)ILET.
[BEEE DIRE] HAR R RIIDRFTENETS.
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Edit Frequency

REPEATS EVERY ™

Dy

AT ™

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. [MYRLEIR] £ 3> T BIEZA ALTROYIE IRy MG H E OB G (B £=(3:8)
FRIRTBILET. NI EFT7YI T TEERRBREZEELET .

L8] ZEZ RIS & (F L—IEob OB RTYIT—EETIIEBAEERLET.

4. [ o3 T B 71 E0 )L TCHERBZZRITANTFH THREIZAALT.IDST
OUIIN—IEYsETYTTF—h 3B Z] (HH:MM:SS) 5% ELFET .

5. [RE1EVIVILET.
HENERICEEINCEERT AvE—UNRTIEINET .
IDS TP U=k DIZIR YT T EF B TET TS
IDS TP VI —II b EF B TTYIT—H I 5FIE
1. BE]> [PARTLERE]> [7YTT—R] ITBBLET.

[PYFTF—R] R—UAE R ENET . [IDS IVTUI—ILEvk DHSHR PYFF—R] 12, L—IL
ok D ZETYIT—RB . VI T ATV IR RENET .

2. [§ITYIT—RIEDIVILET .

-372 -



O
TVIT—bDETLTNWAILEH R T DAV E—IUDRRINET . TVIT—HTET T5L.
L=y ] RYORIRE D IDS TPV )IL—IL vk DE AR TESNFET .

A4 T VI T—h
OT Security 7/ RIZA U A—2k # #t HV5E L5 & (L. Tenable Customer Portal Ao # DJL—IL
b EAUA—KR L. J7MI)VETYIA—RFBHIET. IDS TP UL EF B TPYIT—F T
EF7
IDS TV U=V EIh EFTZATTYVIT— T HFIE

1. BB > [VARTLERE] > [PYIT—F] IS ELFET.

[PYFTT—F] D4R ORRRENZFET . [IDS IO U= vk DOSIR PYTT—R] (2. IL—
eIk O R TYIT—FB . TYITT— R 12— LR REINFET

2. [ZPANDSTYIT—R &0 )L ET
[PPADNSTYTT—R] 24K ODBR REINET
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. FERFIDIDS TP UIIL—)Ltvk T7AIVEF O O—R LTUVELME & (. V9% )L TH
ooO0—KLET.
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IR VISR EF D IDS TUU U IL—ILtEyk DA IILDETIO—R §BIZIE. A 3—F Uk ITHE i Sh
=PCHRE. AV3—F UM BRIV EITHYET .

4. [&W]%E5')voL . OT Security Customer Portal hio4 20—k L1z IDS TPV )L—)Ltvk 77
AIUFBEBLFET

5. [PYFTT—k %2 )0ILFET .
DFE DOO5 9K 77 T—k

[Dynamic Fingerprinting Engine (DFE) M7 Y7 7—k] 733> %{# AL T. OT Security X7 L®D
EREEHLEY. FHLLWDEZEMLIYTEET.

B & 4559K DFE 7vJT—hk D&% FE
B &) DFE 7Y T—h&E8MITEAH %
1. BE] > [VARATLERE] > [PYTT—F ITBEBLET.

[FYFT—R] R=UHARRENET . [DFE DIFVRFYTT—M] oL avIzld. BB 7YTT—
FOSEERRE R EHB . TYIT L DBREDN—CIaVBRTENET

2. BE7YIT—rEB T BIZIE. [DFE DOSIKPYTT—R] FTILES)VHLET .
DFE 77 T—r DIEE DR &
1. BE]>[VATLERE] > [PYTT—H] IZBELET.

[PYTT—h] R=UHRRENET . [DFE DUFIRTYITF—R] o2 avIcF. BB 7VTT—
FPORERTE . RREHE . 7TVITLOBREDN—2avhRREINFET .

2. [BEOER])ZV)ILET.
[BEEE DIRE] HAR R RIIDRFTENETS.

3. [BRYRLMEIM] 723> T, HiEZA QLT AYTEIURYI IR OE i1 (B F1=1358)
ZEIRIHIET.DFE7VIT— D BRERELET.

[E)ZERLI-5H & F. DFEZBB7YI T I2ERZERLET.

4. [ o a T B 7/ E0 )L TCHERBZERITOINTFE THREIZA ILT. DFE%
T7VIT—h 9B (HH:MM:SS) 2% ELFT .
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5. [RTEIZEVIVILFET.
EME B IT7YIT—h SN EEHR T IAVE—U R RINFET
DFE 95F 7YIT— b &F B TETTS
DFE#F & CT7vIT— 954 %
1. BRE]> [PATLERE]> [FYFTT—R ITBBLET.

[PYTT—h] R=UHRRENFET . [DFE DIFIRTYIT—R] o2 avIcd. BE7YTT—
FPOEERTE . XEREHA . TVITFDREDN—DavhRRmINET.

2. [§$<TPYIT—R1ZD)VILET .
TV T—DETL TSI ,EE R T HAVE—U DR REINET . TVIT I T T5&.
[/S—2aY] RYHRITIR#E O DFE N\—Uav R REhET .
A4 TVIT—h
OT Security 7/ RIZA A2 —3b B AV L5 & (X Tenable Customer Portal hioix # D/ \—23
VEAUA—K L., I7MIVETYIO—K$BH5IET. DFEEZF B T7YIT—h TEET .
AIS5A4TDFE 7Y T—hEET$5H %
1. BBE]> [VARTLRE] > [PYTT—R]ITBEILET.

[PYTT—F] D4R ORKRRENFET . [DFE DYSIRPYTT—R] o avizlix. B g 7YT
T—rOHEERTE. REREHBE . 7VIT—LDBREDN—23auhRREINET

2. [ZPANDSTYIT—REDIVILET
[FPADNSTYTT—R] I4 R ODBR REINET .
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. FEEILO—RLTUVEWMG & (F. Vo9& )L T &I DTN RE R TP V&S 00—k
LES.
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TR RHOT/NARE R I7AID )R 700—R [, (o8 —rwk TSN -PC L. 1V
B—rUbERENT L TOMMTAET .

4. [BW]%5")voL. OT Security Customer Portal hhioS ™0 O0—K L1=T/\f RE & T71)UFE &)
LET

5. [PYFT—h]1&D)ILET.

sEAAE

HEL OT Security A—H—0O—)L: EEH

HTTPS SEBA & D4 Bk

HTTPS SEBRZ [Z&Y. S RATLMN OT Security TISA TV RAB LUV —/\—~DE & HEHRZFERHL
TWAIENMRIESNFT . RYDGIBAZE X2 ETAVHEMAETT . HHLLWVECERIAHEL
WOTHERTE. EVHR T 1 ERTT.

| AR HLVGIAZEZA R T4 RAEDAE XL EESNFET.

BCERMPSDEMF X
1. RE]>[VARTLRE]> REAF] BBLET.
[REBAE] V1R UMK RENFT .
2. [POrav] Aza—ho [BEERMEBAEOEMR] ZERLET.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Security
SSUED BY Tenable OT security Download Certificate
SSUED ON Oct 31,2023

EXPIRES ON Oct 30,2025

CERTIFICATE FINGERPRINT

[FEBAE DA Ak ] HER D1V IR RSNFET
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® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.

3. [ER]ZVIVILETS .
OT Security IZ&YE C B R AENE SN, [(EBAE] N—> THER TEET.
HTTPS iEBH & O7v7A—K
HTTPS SEBAE O7v7O—K FE
1. BE]>[VATLERE]>EHE] IHBBHLES.
[GE B ] R InR RENET S
2. [7Oav] A=a—h [REBAE O7YTO—F] &R R LET.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Security

SSUED BY Tenable OT security Pownload Certificate
SSUED ON Oct 31,2023

EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

[REBA & O7YFO—FR] AR RIILDBR REINFT .
. EEBAEI7AI o av T8 R &0yl TYIO—R TR BAE T IUBELET.
. [RERIFPAI I avTIBRIEVIVIL, TYTA—FRTEMERI7MIUSELET.
. [BEB/IARIL—X]| ROIRITFBE ] D/ISRIL—XEA AALET .

w

N

()]

(o))

. [ZyFR—K] &9y L T IrAIVETYIO—K LET .
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AR IRILHEALET

X Tenable T, SIBAEZE S AR . TS50 42TJ%2)0—FLT. HTTP SEBAE A RER IZT VT
T—hENBEIINTBHEEH R LTWET . 7YTO—R KB LT=5 & . OT Security [CRYZ & Ay
T—UDRRINET

AP| —04 Rk

WHER OT Security A—H—0O—)L: B E . Z—/\—/\(H—, EXa1)T(IH+—Trv—. EX2T4T7FIR
b AR ARL—2— GEAHBMYER

AP| ¥—%4 fi 375 2&T. OT Security 48 # K Ot DEF 1T Y— IO AT LICHE & LOT <Y
E3

OT Security TAPI ¥—%4% K 955 i%
1. BRE] > [ATLEE] > [API ] [T ELFT
[API ¥—] R—U DR RENFT .
2. B LD[F—DER]ZV)VILET .
[—DE L] / SRILDE R ShET .
3. [A#HAR]RVIRT. API F—D AR T NG SHFETOEH B EZERLET .
4. [BRBA] RYORT. API F—DERBAZEA W LFET .
5. [ER]ZVIVILETS .
[F—DE RR] 7 $#ILIZ[ID] & [API $—] A% R EhET .
6. O Ra2EH)vIL . APl F—%aE—LFT .
7. [BRT1Z0IILES.
[API ¥—] R"—UMNKRIREIN., FILGEMSENT-API F—ID R REINFT .

ICP & Enterprise Manager DR 7124

WHE OT Security 1—H—0—)L: EEEH . R—/\—/\(H—

| ERE: Coo0—(. OT Security 3.18 LL[%& THI AR BE TY .
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Industrial Core Platform (ICP) & OT Security EM ZX7U 0 IE. §RTOH A EZE B TEET .

EEEMERTIVILTD . YA EZDE =R H /N—230 DT VI T EZ (TR A K. TRTDTY
TT—hEZEMLUANLTETTILELSHYET .

bR HDRI I
RO EEMER LTSN,

« OT Security EM & APl #3& LT ICP [Zi&#E T& 5%

ICP H\i5 OT Security EM ~M& {§ A IZTCP 443 & TCP 28305 M A TLVS

ICP & OT Security EM DS IZHTTPS ##AFE LTS

(72 3>) OT Security EM T API ¥—%4 3%

| FE: INE API F—ATLavaERALTNTI )T HE R ICOHLATY .

ICP & OT Security EM X712 5$ 3IZ1E

1. OT Security T. & €] > [ AT LE& 7E] > [Enterprise Manager] [T B LET .
Enterprise Manager R—U AR R SNFET .

Enterprise Manager

2. [EM RPYLH] 5232 T [RPIVT ORI =0 )voLET .
[EM RPYLTEESE] /1 \RILDR REnFET .
3. ROVWTHhIEERLET.
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o A—H—L L/ SRT—R%&f# oF=RTY YT
o APl =Lk &l of=RT7UY
iR 7o av
A—Y—£ &I\RI—F 1. [[RRF £ /IP] RvDRIZ. EM ORAR & F1=1E IP 7R
& o7V LREADLET.
2. [A—Y—R&]RYIRIZ.EM DEEE D1—F—4
ZANDLES.
3. [/SRT—R]RvHRIZ. EM D/SRT—REA ILE
ER

4. [EM SEBAE D12 H—FU2M] 12, EM OO [RE BA ]
R—UhbaE—UT-AE B & 2R UMt 5T

EVbh: COF IEEZRFYIL T EM RPUTR—S
DHEBAEEFH TREIHIELLTEFT .

SEE: OT Security EM O [A—HILER FE] > [V AT LR
E] MDD BEHER—DITFIERTEET.

APl X—%FERALTR7 1. [(RRF£/IP] Ry RIZ. EM kA~ & =X IP 7R
V2 LREAALFET.
2. [API —HLwk] RyHRIZ. EM AvidaE—L 1= API
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o [RTBXFNEE V)L, [RBIZERIRLET.
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ARV ZADANYF—IZIFICP INILAR RENFET . FF# ITDLVTIL. Tenable OT
Security Enterprise Manager 1—H—HA/F D ICP #Z& <fZ&LY.
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Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot's sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

T4 DFEE OWTNUAETE TS, FEFEAL TSR J—IISE L-E E %8
MY BIZE ROEIILFET

1. [RE]>[REHE] > [Rb 7O E] ITBELES.
[Rok D—O% 8] R—UBRRSNFET
2. [EfRMRARVND—D] o av T [WERIZV)VILFET
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[BS 18 5t & Rk D—] /SRIILDAR RENFET .

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16
10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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&2, AR OX vy T OR B LE E OB EM TARELET . IP FTRLRADERLLZ T AV
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EFEREITEMTHIENTEETS.

AR EE IRV TIRDE E At H—ER DY —X (Bl Dt H—0—H)LD ICP) D /5 [&->THE
HEnf;: & . OT Security 1 2—J1—RI[EENE 1 DDEE I ELFET . 1=12L. S/ REELTIE 2

DDEFEELTHIURENET . CNECT=0IZ, Tenable TIEEE 5V T—VEEZR B L TEDED

BEEZRNITEHIEEHRELTVET.

BRI HRINT—UMDEM

I8 $HAHEIIZ
o« BIEShI—EH—HRTULTEN TN EEHE B L TGS,

l EE: OT Security [£. SN TRV H—DEE T BH 0k T—HEHR— LTLVERA.

BREADEERITVZERTDAE
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1. [RE]>[BREBRRE] > [RINTIUER] ITHEELET.
[RYk D—DFE B R—C BRI ENFT
2. [EETEIREBARINT—I] I3 T, [RST—ODEB M Z0)I0ILET .
[ERETHERYNT—ODEM] /RIS [RVk T—ODFE ] L& ISR REINFET .

FERE: OT Security [&. IP 7ELR% NAT IP | YL TIZTIVEL T T B1=5hDA R F $ T—ILEL T,
240.0.0.0/4 IPEFEZERALET . COFTHT—/LEEEZE FE 352X, Tenable H7R—k ISE#K L TS
f=&Ly,
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

f the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. [E#T3IP ] Ry, IP % CIDR 4 TA A LET (1: 192.168.0.0/24).

4. [EE (oY) FOYTEIURYIRMNG, ER TS IP EE I E M (15 Y—ERIRLE
EE
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5. [RAN&VIYILET .
[FERR] /SRIARIRSNFT -

Add Duplicated Network X

® @®

Metwork Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save

6. (AT av) & E DHIR] FoooRv I REEIRLET .
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EVR BIREINFZTATOE EZH B OV T—II125 B 9578012, Tenable [&. OT Security A&
EZHIBRLT. BEIRICINOER R TEDLLIITTHILEH R LTUVET . [& E DHIBR] Fvo
RVIREBRLGWNES  EETRAEDIPEHEARNICEEFEY. F—HOFHLLEVEELREELE
BEEABHYET .

7. (RTF]EVIVILFET

OT Security IZ&YEH IPEHEMREFEIN. [EBETIAB RIS T T—TIUIRRTINE
ER

Duplicated Internal Networks Add Network

IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks Actions ~

CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans

192.168.0.0/16 Sensor #1

BEE . FHIH5RIINT—ODREMNT T LI=H. Tenable (F. OT Security #B 2 8 L THinEH—%
AMITTHILEHRELTLFET.

8. OT Security #BE£EILET -
9. oY —FEHHITBIZE. [A—HILERE] > [P (TFBELET.

| EB.7UT479TUD P & E (CIDR) &, [E#ETHARE RIS T—] THRELLDTY . ]

1. ROVWTIHEITVETS .

s H—toY— o9 —%60)00L. [RE|ZV)ILET . [EoY—DIRE] /1
VT, [ =T T4 I F T IVED)VIL T, TOTATOTVER $IZLET .

s BHOELA— BELGEAH—FITRTCGERLES . AVF—T [T aV] >
[FOT4TO0TIDE L] ZEIRLETS .

2. BH—ZEIIIL. AT —ER%Z [—REILE] Mo [ERFH] CEELTTIT(TIILE
EE

RDODATVS
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[EHE AR Rt T—0] T—TIUZER DF AR RENFET .
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CIDR EHEIHIRINT—ODIP EHE .
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RS - CIDR »"73<&b 1 DDE ER W (FUT47 VL)) THRAHRMNEINERLET .
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O—Ah)la—H—
WHEL OT Security 1—H—0—)L: EE &
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Local Users Search. o MiUser B

Full Name * Username User Groups

Mr. Admin admin Administrators

Supervisors | Site Operators | Security Managers | Security Analysts | Read-...

[A—hba—H—] DR DIZIE ROFEM AR RINFET S
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USER GROWPS
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] |
Edit User X
USER GROUPS *
Administrators - -

Administrators
Read-Only Users
Security Analysts
Security Managers

Site Operators
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Tenable & &4

OT Security [& Tenable Security Center & & U Tenable Vulnerability Management &t & TEE T .
OT Security [&. SNLDHE & [T&Y. DTSk TH—LET—2EHFLET . R Sh=T—2IZL.
OT DAfE 53 1 &. OT Security MSEA A SN T= IT 24T D Tenable Nessus AF¥v/(Z&->THR H -
TANEENFT.

X OT Security I%. #i & 9t L CTIER R & E DT—3% Tenable Security Center & Tenable Vulnerability
Management [Z3£ {8 § 42 &IEHYFE R A

AR TSV 7—LEH S 9 AI2IE. OT Security AR—b 443 %4 L T Tenable Security Center E7=(&
Tenable Vulnerability Management [C7 72X TELH L E MHYET . Tenable TIL. Tenable Security Center
F1=I3 Tenable Vulnerability Management T4 & Da1—H—%4E m L. OT Security ~Dfff & 21— —&L T
FERTAILEHRELTLET.

Tenable Security Center

WHE A OT Security 1—H—0O—)L. EE &
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Tenable Security Center ##t & 9 51Z(&. OT Security T—4%%R 77 51—/ \—HIL)RT k)%
Tenable Security Center [CfERA L YRR ID ZAELFET . FEMITDULNTIE 2=/ A—H)LURD K Y
S B LTS,

;£ & : Tenable Tl&. OT Security ED#E & 12 i Sh 34 E D1—H—% Tenable Security Center TR
BIEEHRLTVET . COA—HY—(F. EFXa)TIRv—Tv—/ EFa)T(4T7FIAS F=(3M 55 & 7FHIRE
DOO—)VEES. TIVTIER 1 TIN—TIEIVE TR ELIHBYET .

Tenable Security Center ##t & 55 %

1. Tenable OT Security /22— J1—RXT. BRE]>[ME] BB LET.

10.

11.

[#E] R—THKRRINFET.

ALOMEESI—IDEM] EZV)VILETS.

[ & ES2—)LOB M ] /\RILDR T SNET

[EY a—IV324F] 5932 T. [Tenable Security Center] Z:& R LE Y.
[RANE0)VILET

EETE7— IR EE T [EV1—ILER] /\RILDRREINFET .

[/RRk £ /IP] R~ RIZ. Tenable Security Center M7RAM & F=ILIPEA HLET
[1—H—&] RV RIZ, THIURDA—F—IDEAALET.

[/ XRTD—R] RYDRIZT AT DISRT—RZ# A B LET

[URSRUID] 2. 2=N\—H)L)RO R ID R ELET S

[FHSEE] FOVTAOURYIRT, TR AT HEEERELET .
[(REIZD)0ILET .

OT Security [FE A ZER L. ER—CITHLIMEEZRRLET .
wLWREZEIIVIL. (R ZV)IVILET .

Tenable Vulnerability Management

WHEL OT Security A—Y—0O—)L: EEE
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¥ & & 4. Tenable Vulnerability Management 32/ —)LT APl X—%24 B $ 20 EAHYET (R E] >
[RA4T7HIUR] > [APlI ¥—] > [£ BK]). # & D% E BF 12 OT Security 3>V —ILTA H 57 0RF—L—
Ik X5 ZoNnFT .

Tenable Vulnerability Management Z§% & 955 %

1. Tenable OT Security 1>8—J71—XT. BE]| >[I EBLET.
[ E] R—UhRRSNFET.

2. ELEDOMEEESI—ILDEM]EV)VILET
[t & EDa—ILOZE M | /SRILHR R EINET

3. [BYa—I\A24T] 93T, [Tenable Vulnerability Management] Z:& iR LET .

4. [RANZI)ILFET .
BETEI—IREE O [BD1—ILE&E] /\SRILDR RENFET .

5. [POERFX—] RYURT. 7OERF—%EANLFET.

6. [—ILwbX—] RUURIC. EZEHEEAHLET.

7. [RIEASEE] K OVTE Ry IRT, TR T2 EERRLET .

Tenable One

| WHER OT Security A—H—0—)L. BB EH ’

Tenable One &k & 9 5I1ZI%. Tenable One ED§E & DF B 125t > TSN,

Palo Alto Networks - X t# (£ 7714 ¥—A4—)L (NGFW)

| WHELL OT Security A—H—0O—)L: B E ’

OT Security H& i L1=& FE AR )IE R % Palo Alto Y AT LEH B TEFET

OT Security Z Palo Alto Networks R ti £ 774V —24—)L (NGFW) & & 9575 %
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. Tenable OT Security 1> 4—J1—AT. RE]|>[HA] IBELFT.

[EE] R—CHARTINET.
ALEDOREED1—IIVOEMN] EV)VILET .
[#E & EDa—ILOEM | /1 \RILBAR TINET.

[EZ 2—IV2A(F] 433> T. [Palo Alto Networks NGFW] & R LET .

. [RANEDIVILET .

[/RRk & /IP] RyH RIZ. Palo Alto NGFW 7Hro2k DFRAR & F1zI& IP PRLURAEA A LET .
[1—H—R&] RV RIZ. NGFW 7HOU DA—F—%EA D LET .

[/SRT—R] RYORIZTNGFW 7HOUk DINRT—FZEZA ALET

[(REFEIZV)VILET .

OT Security IZ&Y. i EIMRESINET.

Aruba - ClearPass Policy Manager

WET OT Security A—H—0O—)L: B E

OT Security H& i LT=& E AU JIF % Aruba S AT LER B TEFT

OT Security % Aruba ClearPass 7hoVk EE & 55 %

1.

Tenable OT Security />2—J1—AT. BRE]>[H A I8 EBLET.
[ R—CHARTSNFET.

. BLOEETEDI-ILDEBM]ED)VILET

[ & TS 1—IILOEM | /I SRIILHRTEINET.
[EYa—IW34F] 293> T. [Aruba Networks ClearPass] Z# R L7 .
[RANZD)ILFET .

[fRRF £ /IP] Rwo X(Z. Aruba Networks ClearPass 7H ok MRAS & =X IP PRLREA
HLFET,
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6. [1—H—%&]/RYPRIZ. Aruba Networks ClearPass 7HI b DA—H—Z F#A W LFET .

7. [/SRT—F] /Ry RIZ Aruba Networks ClearPass 7h ook O/ SRT—KEA A LFET .
8. [U54 7>k ID] Ry RIZ Aruba Networks ClearPass 7h™ovk D954 70 IDEA ALET .

9. [API #S5A4 Tk L —HLwk] Ry RIZ Aruba ClearPass 7H™k D APl 5547k L—HLwk
#AHDLFET.

10. RF]EV)VILFET.
OT Security IZ&Y. #i & MREFINFT .

Tenable One LD &

OT Security & Tenable One &t & LT, & & LRV X7 DT—45% Tenable Vulnerability
Management (23 {§ TEE Y . Tenable One &Lffi & 9°512I%. E9 Tenable Vulnerability
Management T % —%4% B LT, #1%E OT Security IZIR it 350 B AHYET . Tenable One
(& BT E DR EA LU [T -EEDERICKY. EHMICEHFINFET.

b5 HAETIZ

* Tenable Vulnerability Management TUL7F—D4E SN TSI ELAHERLFET . FEMITDLY
TlZ. Tenable Vulnerability Management 1—H—HAK M OT ax94%5 B L TEELN.

#£ & Tenable Vulnerability Management A T4 Bk Shf=)>HF—(d. B — D OT Security B~ IZxF
LTOMAERTEFT .

Tenable One &% & /5 i&

1. Tenable OT Security /22— 71—AT. RE]>[HA] IFEBLET.
[E] R—ChKRTINFET .

2. BELDOEEEES—IILODEBM] EV)VILET .
[t & ED2—ILODEM ] /1 \RILDBR RINFET

3. [EVa—IW34F] 5 3T, [Tenable One] #7)voLET .

4. [RANZED)ILFET .
[EPa—IVEE] £V VAR RSINET
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5. [V5R VAR RIDRIZOTIR YA+ BEASLEFT .

EE O —FE R LI . V5K YA+ £ A Tenable Vulnerability Management @ [OT aRr94M
BIN] DrUR DR REINET S

6. [Jo%F—] RyYXIZ. Tenable Vulnerability Management M4 B LU oF—%&A HLFET .
7. RFE1ZDIVILET.

OT Security IZ#t & BRI LIzZEERTAVE—UNRREINFT - HENTE T 75L& 8E
R=UTYogENT=H A+ %K R TEZEJ . Tenable One Tl&. [2H—] > [OT aARI3] R—>
[Z. OT Security TZDHYA~ IR E SNF=T /I RE BRREINFT

YA DTNARBTOVTRL [VRTLEE] > [T/ MR R—D D [TINARB] 2oavcs B
LTSN,

FEE BIIRTILITENTNS YA DL Hi % OT Security TEBE LB & . o H—R ZH LWLV AL
£ &— B3 % &5 Tenable Vulnerability Management (A CF &) TZE B TEFEY . Ff=I&. OT Security
& Tenable Vulnerability Management O 5 Tt & ZHIBRL . BEARTIIITNIEHA B DEEE
BEMICEHFTEET.

Tenable One [Z Tenable OT Security 7 7A/L T4t X%+ 5952 FEIZDLVTIE. Tenable
One TIAA AU HAF %5 BB L TN,

Tenable One M SAML ## & D& E
SSO #f# FH L T OT Security IT79t A9 %L5IZTenable One 1 RA AT SAML #% ELFT .

Tenable One [7—OAR—X] R—T D [OT THRR—Uv—] 21 )UK, TIAIE TIHER ITH-TVVE
T, [OT THRR—T—] 241 IVEF (2T BIZIE. £3 Tenable One M SAML %55 & T2 E HHY
EXP
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(Otenable  workepace

Tenable Products

NEW
Identity Exposure i
is N - o Atack Surface Management Cloud Security
isting Active Di jomains and reduce Understand your external attack surface. Unified Cloud Native Application Protection
jour exposure. Platform (CNAPP) built on Ermetic technology.

0T Exposure Vulnerability Management PCI ASY
ain can iites,

Web App Scanning

Scan web applications to understand the true
security risks without disrupting or delaying the
applications.

Analysis and Prioritization Guidance

3 Inventory .€' Attack Path Analysis
= rganize, manage, and review all of your Embrace the attacker's perspective to manage
(= I i i riauss

ooo

organization's

Lumin Exposure View
Unite the global cyber exposure risk of your
organization in a single view.

15 HHHEIZ

* B %7 Tenable One H&U OT Security DA ADEH D EEHE B L TS,

Tenable OT Security M SAML #% E 955 %

1. Tenable One M5 SAML 7A T T4T4 70/ 15— (IDP) MM &5 I—TA T 1ok ID #E

"JLET

a. Y R—bk S TSI SIHT https://cloud.tenable.com [ZAT AL . [P—HIRAR—R] R—

[Z7OEALET

b, B L0 S ReLEsILES,
[B5E] R—S R R EhET.

c. [SAML] 21 ILED)9ILET .
[SAML] R—C AR Ran .

d. [SSO A FLER] #TEIIWILET .

[SSO AV TSR] R—T higk 7k S, Tenable OT Security® SSO £% &
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https://cloud.tenable.com/

= {Jtenable Vulnerability Management | sAML @ L

DE 550 Cloud S50 On-Prem

1 ltem

D PRODUCT ~ ENTITYID 1DP URL IDP CERTIFICATE AUTH CALLBACK URL SPENTITY ID

’n“ Tenable OT asbasas1-121231 N/A NA

@

©

ity 1T I1Zh— a DIILET
. Tenable OT Security 17 [Ch—Y ILEE& HhETH )y .
- = o S f—
A1 IDP DFF Ml / SRILAR RSNFET S

= Otenable | settings> samw

SS0Cloud  SS0On-Prem AUTH CALLBACK URL
[ htpsz Tauth/calloack |

[m] m
spenTTV D

ooooooo v [Tonatle_o ‘

[  TenableOT https://dev.cloud.a f93¢23-68b! . https://dev.cloud.a com ‘

op eNTITVID

\\\\\\

B RAVEFERALT. ROFEMEIE—LES.

* IDP T>F7174ID

« IDP URL

* IDPREEAE

L [IPAVDEYO—R] £9)voL T, O—HI AT LISGEBR Z 5490 0—K LET.

L IN—TORIEITT—REMBLET . JIL—TATO O IDEHRER T T DI, [
E]> [PORRGE] >[IV IFHEHL. EBESTDHIIL—TERDITEMNEMLET .
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f=&Z (. Tenable One T. [OT EE &) L[OTHRAMYEAR] D2 DDTIL—TEERKL
F9 . OT Security DA—H—O—)LIZRVEL T T BIZF. DT IL—TE %,

OT Security [SAML] R—> D [E B & T I—TATZxHk ID] J4—IK L [RAMYEF
A—H—FIN—TFHTSHk ID] T—IKIZFNFNEMLET .

= @tenable ‘ Settings » Access Control > Groups > Edit User Group

0T Read-Only

General

USER GROUP NAME

| OT Read-Only

[] Managed by SAML (&)

USERS

| Select Users v

-

£ OT E2E 550 Access X

= @tenable | Settings » Access Control > Groups > Edit User Group

0T Administrators

General

USER GROUP NAME

‘ OT Administrators

[[] Managed by SAML (@)

USERS

‘ Select Users v

X, OT E2E S5O Access - Site Supervisor b

Permissions
X Search

0 Items | # Add Permissions

NAME USERS
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2. OT Security TSAML ZR DELSIEZRELET .

a.

b

OT Security [CAY 1L ET .

B®E] > [1——EE] > [SAML] (BB LFT.

[SAML] R—S 3% sk S ET .

[BRE]. IF DR EEHRETIEE X HREK] 2V )vILET.
[SAML D% B ] R—U MR RENFT .

a.

. Tenable One [SAML] > [SSO AT R] R—UhioaE—L=R DFMEA HLET .

[IDP ID] R4 X<, Tenable One SAML R—ZsaE—L 1= [IDP I 747+ ID] %
BE U IHET .

[IDP URL] Ry2XIZ. Tenable One SAML X— hvisaE—L 7= [IDP URL] %8k U4t
(+F9 .

[EEBAE T—3] RVIRT. SEBAE 7MW EFOO—R LIZGFES B L. 207714
WETYTOa—KLET.

[1—5—& B RyIRIZRDEREA DLET

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
s

[TI—TR ] RvURIZ. groups EA 7ALET (Groups TlIAEL. INXFIZT S
EHAHYET).

Tenable One MoER B LT I—TAT O IDIE#HEA ALET.

f=EZIE RTYTh T [OT EEE]) L[OTHRAMYER] D2 20JIL—T%
Tenable One THERLLELT-. CIHDTIL—T& %, [SAML DR E] A—C D [E B
BITNA—TFTTxHb ID] T4—IR E[FRABRYVE R I—F—T I —TAITPxHk ID]
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T4—IRIZENENEMLET
g. [REIZV)IVILFET
OT Security IZKYSR EMMREFEIN . RDEBRHBR RSNFET

= (Otenable 0T security | 08:03PM - Tuesday, Feb4,20250 = Mr.Admin ~
88 Overview SAML
> £ Events
@ SAML single sign-on log-in @
@ Policies

Populate SAML account with the following
> @ Inventory

ENTITYID 1© Tenable_OT_

. Network Map URL & htps:// Jauth/callback

5 5
R/ Riske Configuration details
> Active Queries IDP ID https://dev.cloud.a ablesecurity
IDP URL https:/dev.cloud.aws.tenablesecurity.com/
> @& Network P ki
~—BEGIN CERTIFICATE-~-
> & Groups
v @ Local Settings CERTIFICATE DATA
Sensors
Read More
> System Configuration USERNAME ATTRIBUTE http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
GROUPS ATTRIBUTE groups

> Environment Configur...
ADMINISTRATORS GROUP OBJECT

D OT Administrators

pllUEer!anagemant READ-ONLY USERS GROUP OBJECT o7 g gy,
D
User Settings
Local Users
Zones

User Groups
Authentication Servers

SAML

| Version 4.1.24 (Dev) Expires Dec 29, 2993

BE XTORGFRZIBEELELTLZEL, OT Security & Tenable One O] 5 TE%
EFIEZET T LTHS. BREEI LTSN,

h. [SAML] R— T, XDEZIE—LFI . ChoDfE &, Tenable One D L B 71 5%
ECRHEILHYET.

s I T4741ID

* URL
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SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

3. TenableOne THRMEMLEREZT T LET .
a. Tenable One T. [BR%E]>[SAML]>[SSO A TLIR| R—JIFHLET .
[SSO > FL=R] R—U 'K 7R . Tenable OT Security® SSO % & AR RINFT -
b. OT Security {T&2vIL%ET .
OT Security 5% T D&% fll / \RILHR RENFT S

c. [BEEa—IL¥v% URL] £[SP 74T« ID] [Z. OT Security ® [SAML] R—TaE—L
FEEEANLES.

= Otenable ‘ Settings > SAML

SSOCloud  SSOOn-Prem H CALLBACK URL

[ htpsur Jauth/callback

[m] Tenable OT https://dev.cloud.ay f93e: b - https://dev.c| a

\\\\\\

- 469 -



O

d. [REIEV)VILET.
OT Security IZ&Y SAML 5% E MREFESNET .
4. [SAML S WHAART AU R 5 ILES LT SAML £8 M I1ZLET .
OT Security IZ&YBEEZR I AV E—UARTIEINET .
5. OT Security #BEELET

Tenable A%, [T—IRR—X] R— D [OT THAKR—S5—] 8AIVEE HIZLET . [OT THRF—
Sa—] 24 IVED )L . OT Security IZT7IEALFET .

Otenable  Workspace s b

Exposure Management Identity Exposure o

Discor ritize weaknesses within your Attack Surface Manaqement
pi u s, existi rectory domains and reduce Understand your external attack surface.
enabling comprehensive and proactive measures. ur ure.

0T Exposure

Gain visibility into your Operational Technology
environment, identify vulnerabilities, monitor
threats, and ensure the resilience of critical
systems.

Web App Scanning

vulnerabilities, view and refine
Scanweb applications to understand the true
late ata, and share this
security risks without disrupting or delaying the
i imited set of users or

applications.

H—/\—
HEA OT Security A—H—0O—)b: B E | R—/\—/\(H—

U RTLT SMTP H—/3—& Syslog H—/\—%R E LT IRV B % E A—)LTEE LY. SIEM
(SRR ER LY BIEMNTEET . -, FortiGate 774 ¥—04+—ILEE% E LT, OT Security vk 7—%
ARV ZE DWVTI7AVY—04— LIRS —DIR £ % FortiGate (T {§ T42EETEFET

SMTP H—/\—
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EA—IENLTEFZREFITARNB I ZEE TEDLIINTTBHIZIE. S RXTLIZSMTP —/\—%E% E
FTELEINHYET . SMTP H—N—FBR ELEWME S . AU DE L END-IA— LB EEE
FTBLETEE A EDQLIER R TEH. TRTOIRUN L, [IRVF BEOEEILY—IL (2—
HP— A B—T1—R) THRERE TEET.
SMTP H—/\—®DE EF B

1. B E]>[Y—/\—]>[SMTP H—/\—] IS B LET.

2. [SMTP Y—/\—mDE M 0oL FET .

[SMTP H—/3\—] 8 E q R IR REnET.
3. [V—/\—R]RYIRIZ.E A—ILBHIEHT5SMTP —/\—D& B ZA ALFET
4. [fRRFB\IP] RyHRIZ, SMTP H—/\—0rk Rk & F1=1L IP PRLREA A LFET .

5. [R—F] RYIRIZ. ARV FIJVR T D SMTP H—/\—DR—+ BB EZA ALET (TIAHILL &
25),

6. [E{EEH E A—IVTFLR]| RUIRIZ, ARVNBEHA—ILDEEE ELTRRENSE A—ILTR
LRZABLZFET.

7. (AFLa) [A—H—B] Ry RE [ 18RT—K] RyHRIZ. SMTP $—/A—~DF7 o R A T3
1% LR T—REA ALET.

8. TAL EA—)LEZEE L TR EMNE LATONI=ZEERE R TAICE. [TAM EA—ILDEE] %5
ool IEEFRDA—ITRLREA ILT, ZIERVIREFVIL . A—ILHVE W EIDERE
BLET.EA—IDBEIEMGE S T F ST a—TAU 0T > CHREDRREZER EL. B IE
LFET

9. [REIZVIVILFET
EBINDSMTP H—/\—%K E 9 5I2E. COF IEERVIRLET .

Syslog H—/3\—

NEH—/A—TOTARU DIREEE (2T B2 S RTLT Syslog y—/\—%HR ETEIHEHLD
YFEF . Syslog B—/\—%FHELEWEE . /XUkOJ1& OT Security To5vk TA—LDH TR F SN
F9.

Syslog —/\—®M% E FIE
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1. BR%E]>[Y—/3—] > [Syslog Y—/\—] [T HLFT .
2. [+ Syslog Y—/\—MiEM] %)L ET . [Syslog H—/\—] & TE V1R OHKR REINET .

Syslog Servers

SERVER NAME *

Server Name

HOSTNAME / IP *

Hostname / IP

PORT *

314

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

3. [V—\—R]HRYIRIZ. SRTLARUE DAJIZfE AT 5 Syslog 4—/\—DE& FIE#A W LFET.
4. [fRAk 4 /IP] 2RI, Syslog H—/\—DRAk & E=ILIP PRLAZA ALET .

5. [(R—F]RYIRIZ. ARV AL E SNhB Syslog H—/\—DR—+BEESEA ALET . (TI4I/ILL
2 514).

6. [FIVARR—] FOVTEIURYIRT, AT HSVRAR—TOMIVEEIRLET . A TVa>
[ TCP &=l UDP TY .
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10.

O
TAN At —UZZELTERENSRY LI EEHR T HIZR. [TRR A E—D DEE] 2507
L. Avte—D 0@ WNDEIDERERLET . Avt—UEAVELME & [ STV a—T40T
T OoCTHIENRRZRHEL.BELFT .
(AT av) B EEEITFovI T 510, [10 B ZEX—T P54 TAvE—CEEE T B4
AVEERLET

(7 av) TCP syslog D5 & . [syslog AvE—2 DX wa%fra 35] A7 a#EIRL T,
BEHENR I LEEITARUNEFvyial BEME TSN/ RN EEELET.

F®E:UDPsyslog Avt—UIRIRREERHET . RSP SNIE S SR DIDAIREMEAHYFE
EE

[REIZVILET.
1B N D Syslog Y—/\—%5% E §5ICIF. COFIBZBRYRLET .

FortiGate 774 X—A+—/L

FortiGate H—/\—®D& E F B

1.

2.

% €] > [Y—\—] > [FortiGate 274 V—4+—)\] [T EL T
[FPAY—o—IO3BMN] &7 )ILFT

[FortiGate Z74 X —94+—/LO3E ] 5% 5 "R ohR R ahES .

[V—/\—R&] Ry XRIZ. & 95 FortiGate 4—/\—D& FTIZA AILET .

[RRk & /IP] RwH X[, FortiGate H—/\—MHRAk & F1=IXIP PRLREA ALETS.
[API ¥—] Rw X<, FortiGate M54 B LT APl k—2 % A 1 LET .

X B FortiGate API k=Y ZE BT HF IR IZONTIE ROR—DFS R LTSN,

https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token

LR =09 LET .
OT Security IZ&Y FortiGate 774 V—4— )L —/\—hAMER SN FET .
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TR V—AT7RLR (APl b =9 %5 38 TEDHHRRAN Do DAE A 7] BE &9 5101 E ) [ZIF.
OT Security 2=yk @ IP 7F L R%Z{E A L TSN,

OT Security DE B E TOT7MIVEERL T 5HEEE ROFEE IR STT IR Al 20§ A
LT<r=&ly.

Access Permissions
Access Control Permissions Set All~
Security Fabric 2B COEN ® Read o Read/Write

FortiView R ® Read £ Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom
Log & Report m ® Read & Read/Write © Custom
Network @ None m # Read/Write & Custom
System SR ® Read # Read/Write & Custom
Security Profile ZQ NN ® Read # Read/Write & Custom
VPN I ® read  # Read/Write
WAN Opt & Cache | [ZJIILER ® Read # Read/Write
WIFi & Switch [ZRNNTN ® Read # Read/Write
AT LY

WHEL OT Security A—H—0—)L: EEE

[VARTLAT] R—D Tl VRATLTRELEZTRTOV AT LAV (RY—mtHoIzdntz, K1)
=R E SN ARV DR IR EINTAEE) NIRM R TREINET . 2ORJIZIE. —F—hA IR LT
ARV EBEMITRE TEVRAT LAV (Evh DS TEBI=DITRYL—HE & B T4 D18 o173
E) Dl AMNEFENFET . ZOATIZEL. [MRVM] B E TR REINEGRID—E B ARV EEFNFEE
Ao BJ1E CSV T7AILEL TIHRR—k TEFT . VATLAY AR % Syslog H—/\—TEET5&
SISVARTLERTETHELTEET . RODWRITAXF EITOWNTIE. BBV Y —)ILDA—H—A(>
A—T1—REFRZSRBLTIZEL.

AJIZR RSN ARUM I ROFHAE FNTOET .
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B %] ARV DR ELI-BE.
ARk FHAELARU O B3R .
A—f— ARUNEBBLIA—F 0BT BBMICRE TV DBE . 1%
A FHYFEA-
Syslog H—/\—~D> AT LOT D% 5
DRTLARUE % Syslog H—/N\—TEE TAHALIDATLERE I SFIE
1. BE]>[PRTLAV] ITBEBLET .
2. ALEoRAYITFOURYIRED )L TH—N\—DJRF R RLET .

| ;£ % : Syslog Y—/\—%:B 19 5IZ1E. Syslog H—/\—%5 BB L TS,

3. MWEBELRHY—N—ZFFIRLFET.
OT Security IZ&Y Y RTLATARUE B, 15 E Stz Syslog —/N\—ITEXFESNFET .

{1 & — Microsoft Azure & SAML Oft &

OT Security Tl&. SAML Ok 2)L&# B L1= Azure ED#E & HHR—kShTULWVES . Thizky.

OT Security IZE] Y& TSN TULVS Azure 1—H—hY, 2T )L 4> (SSO) T OT Security [ZAT A
UTEDBSSIRYET . FIL—TIELTEE R LT, Azure TA—H—HE|YY THNRTLVSTIL—TIZ
& HET. OT Security TA—)LEEI YL THIENTEET

DY 3T, OT Security & Azure D SSO B R ETH7O0—2KITDVNTEHRBALES . Th
[ZI&. Azure T OT Security 7V —L 3 EEBL T B R ETHELE ENET . Z0E . 2D
# LAE R SNtz OT Security 7T —2av I 5B HREREL. SRR OT7ATo 74747031
A—DEE B & % OT Security SAML R—U TPV TO—R TEET . YIL—TETATUTATATANAHF—
A5 OT Security DA—H—S IL—TF 2w ELS LT BREEZT T IEET.

ZMDER TE Z17 5121 Microsoft Azure & OT Security Dl A [ZE B A—H—LLTATA T2 E LD
YET.
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F g 1-Azure T Tenable 77)5r— 3 e 95

Azure T Tenable 77— a3 k355 i%

1. Azure T. Microsoft Entra ID > [Enterprise Applications](T>4—754 X7 )r—3V) 125
E)L . [+ New application](+ #1 LWL\ 7 TUr—a30) 9O LET

[Browse Microsoft Entra ID Gallery](Microsoft Entra ID ¥+35')—%% B 3 3%) R—UARRS
nFEY.
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. [+ Create your own application](+ B % 7 T U4r— 3 &5 BT 5) &00ILET .
[Create your own application](B 3 D7 F)r— 3V EE KR 3 %) AR /1 \RILHBR RESNET S
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3. [What's the name of your app?](7 745 —a> D4 &) RV AT, 7IVr—23> D4 il
(Tenable_OT % &) A 51L. [Integrate any other application you don’t find in the gallery
(Non-gallery)|(F¥3)—IZA LMk D7 TUr—2 a8 & 95 (Fr3)—LUAN)) (T4 ) %
RLU.MERZ0IILTT IV r— 3B MLET .

FIR2-HZEZT D

ZDF || Tl&. Azure T OT Security 77U4r—3> O] 8 5% F 21T LVET . ThiZlE. ZE K SAML 5%
EE @A FHEIUEE URL) O—FFGEZERLT. W BLGIRAEEZIO—KRTEHIENEF
nFEY.

AR COFIETREB INTNSNGA—I—DHEEER TE L TZEL . ZOM D/ \SGA—F—[ETI+ILMME DFEF
IZLFET

DR EERTIDAIE

1. Azure FTE#— 3 A=2—T. [Single sign-on] (> 2T IV AUAL) EOUVIL. STV AUF
YDA EELTSAML ERIRLET.

[SAML-based Sign-on](SAML R—RDYA27H2) R—U MR REINET .
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

B Overview

Deployment Plan

2 Diagnose and solve problems

~ Manage

i
&
At
&
)

kL]

]

lal

| Properties

Owners

Roles and administrators
Users and groups
Single sign-on
Provisioning

Application proxy

Self-service

| Custom security attributes

> Security

> Activity

> Troubleshooting + Support

2. 23> 1[Basic SAML Configuration](& & SAML

«

$ Upload metadata file

2 Change single sign-on mode

Test this application 47 Got feedback?

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn

maore.

Read the configuration guide & for help integrating Tenable OT.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign an URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

& Edit

Required
Required
Optional
Optional
Optional

A\ Fill out required fields in Step 1

givenname

surname
emailaddress

name

Unigue User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64d)
Certificate [Raw)
Federation Metadata XML

[Basic SAML Configuration](& A& SAML

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname

£ Edit

Active

11/27/2028, 11:04:39 AM

Download
Download
Download

) O 4 4R 2] E LT
) HARSRILBR RSN ES
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. [ 5 F (T>T17« ID)] /RYYRIZ, Tenable 77— 3> M— B ID (f5]: tenable_ot) A
hLFET.

- 480 -



O

4. [Reply URL (Assertion Consumer Service URL)](i& & URL (7H—Y3>arya—<H—EX
URL)) RvORIZ. B $h7% URL (f5l: https://0T Security) A ALET

| EE[EAF]EEE URL] DEFE—FRHGETHY. TDRDHEE TOLATEEARETY .

5. [(RE]|ZV)ILT— B AZEFRTEL. [Basic SAML Configuration](& & SAML % 7E)
AR NRIIERALET S

6. o ar 4[tyk 7y T. O REU%E51)vHL T [Microsoft Entra ID Identifier](Microsoft
Entra ID # 3l F) ZaE—LFY .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com, .. O
Microsoft Entra Identifier | https://sts.windows.net/ - D
Logout URL | https://login.microsoftonline.com, .. I

7. OT Security AV —)UZHIYE z . [1——E E] > [SAML] [T &1L FT .

8. [Configure](3% &) &%')v-L T [Configure SAML](SAML D& ) MK /\RrJILER KL, aE—
L7-fE % [IDP ID] Ry RIZBE Ut (+FE TS
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

9. Microsoft Azure A —ILT. Oy Ra %45yl T[S (4> URL] 2aE—L %9

10. OT Security A2 —JUZR Y. aE—L1-{E % [IDP URL] RwoRIZBE Ut (+ET .
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11. Azure 22V —JLOE%4 3> 3 [SAML Certificates](SAML £F B ) T. [Certificate (Base64)]
(EEBA Z (Baseb4)) D [ForA—K] &0 )vILET .
12. OT Security 2> —JUZR Y. [Certificate Data](SEEA ZE 7T—73) 93> T, X2 )T/ HE
T7ANVESRLGERLET.

13. Azure Y —ILMDEH 3> 2 [Attributes & Claims]()& 1 9L —L) D 74 [fWE =0 )oLFE
EIP

14. [Additional claims](:& 0 DY —L) €923 T, [{E] A’ user.userprincipalname (2% >TL\%
[Claim name](YL—L4% ) DURL &ER L TaE—LFT .

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim —+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Name 1D} SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

“  Advanced settings

15. OT Security 2> —JUZR Y. 20 URL # [Username Attribute](1—%—%& B 1£) /Ry RIZBk
Uit I-ET .

16. Azure O>%/—JLT. [+ Add a group claim](+ ¥ IL— oL —LZEE T 5) #9)vILET .
[Group Claims](¥ IL—F 9L —L) AR I\RILBR RENFET S
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L e e ——Cy

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Group Claims X
Attributes & Claims - Manage the group claims used by Microsoft Entra 1D to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback? one
s

Required claim

Claim name Type Value

(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipalname [... ***

) Source attribute *
Additional claims

[‘Group 0 ~
Claim name Type Value
saML usermai 1 . [] Emit group name for cloud-only groups @
SAML usergivenname - Advanced opt
SAML

SAML

17. [Which groups associated with the user should be returned in the claim?] 73> T. [TR

TOTIN—~FA%&RL. [RE] EV)vILET.

EE: Azure TYIW—THRTENE I >TWSE B IE. [TARTHTIL—T] TlF4< [Groups assigned
to the application](7 7o — avIZB| YL TENTWS T IL—) & R FHIENTEFT . 259 5L,
Azure (7 T)r—av(CEIYE TonTWbS1I—H—JIL—TJH=IHZERH# LFET.

18. [Additional claims](GE il DY —L) 2932 T. [{E] A user.groups [TRT] IZH-TLNVD
[Claim name](VL—L4%) DURL /(SR RLTIaE—LET .
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. OT Security 3> —)UZR Y. aE—L 1= URL # [Groups Attribute](7/L—7& 1% ) RuOX(ZBEY
fT+ES.

20. (A7 3v) [BRBA] RUURIZSAML 5% E DR BAZE ML ET .

FIg 3 - Azure 1—H—% Tenable FIL—F(ZvEL T T 5

ZDF JIg Tl&. Azure 12— —% OT Security 77)7r—>avIZEIVE TET . 21— It 53nb
THORAHFA L. ZOLI—H—HE| YL THNTLVS Azure F)L—T &, BE F (Foni-0—)LE—E DT
9t A5 A] 4 DFE HI E & shf= OT Security —H—4 IL—T LD DVEL T IZ&->THR E SnZE
9. OT Security DERIE &ENzA—F—JI)IL—TF. EBE . GiARYERI1I—Y—. £X2)747
FIRS  EF 2 JTAIR—Dv—, P ARL—E— Z—/ 8=/ (Y —TF . S MF. 2—F—EE%
% BB LTS, & Azure —H—IE. OT Security A—H—JIL—F(ZUELTEIN TS D 1KES 1
DOTIN—TIE YL THENILEIHYET .

TR SAMLEHTRJAULE-EEEZE I, EEE M) 1—F—LELGSh. O—WILEEEZE DT
RTOER (I 5 ShFRA. EHOI—F—JIIL—TIEYE ToNz21—H—(E. ThoDTIL—T D% Hh
S m DTV ERF A M EShET .
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Azure 1—H—% OT Security [CTeVELS T 55 i%

1. Azure T. [A—Y—ETIW—F R—(ZF£ F) L. [+ Add user/group](+ 1—H—/FIL—TDE M)
=)L ET

2. [AIYE TOERM] R—C 0 [1—Y—] T, [BREL] 2000I9LET .
[1—H—] R— R RSNET,

rch resources, services, and docs (G+/) I ¥ Copilot -

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

EE: Azure TYIW—THREEZB L. [TRTOIIL—F] TlI%< [Groups assigned to the
application]([7 77— avIZBI YL TONTWS T IIL—) &R LG & (X, B © 21— —TIFH<
TIN—TZENVE THIENTEET .

3. BMELIRTOL—HY—%#BRFBLTGERL. (BIR]ZV)0ILFET.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. [BIY&E T £0)vIL T, ThoD1—H—&7T)r—>avIZEYE TEY .
[1—H—LT I R hBRRENFT .

5. A—H— (FFIVIL—T) D[RFRA]EV)ILT. ZO1—Y— (FEXJIW—T) OTO74—)L%
KARLFET.

- 487 -



e e e I 2 Coriet

Home >

Users and groups

Enterprise Application

0« -+ Add user/group ¢ Edit

jential () Refresh 3 Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type Role assigned

O . User User
S2 Users and groups
9 sinlesignon e user vier

@ Provisioning

L, Roles and administrators

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

[FAZ7AI] R—C AR TENET .
6. ZRIDFES—2 a3 n\—T. [TIN—FZEIRLET.
[TI—~F| R—C R TEhFET.
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Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

& Editproperties  [I] Delete () Refresh

Overview Monitoring Properties

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name

Applications

Object ID

@ Reset password

O

P Search resources, services, and docs (G+/)

© Revoke sessions  £3% Manage view A7 Got feedback?

Group memberships 1

. Applications 1
w Licenses .
Created date time Sep 6, 2024, 6:11 PM
[H Devices Assigned roles 0
User type Guest
Azure role assignments R . N
Identities ExternalAzureAD Assigned licenses a
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. [A#FSxHk ID] 3 T\ Tenable [TYVEL YT 5T IN—TDEEERLTIE—LFETS.

Home >

User

| Groups

+ Add memberships X Remove memberships &) Refresh

Oveni

& Overview [ Search groups | 5 add fters
Audit logs

-] 9 Name . Objectld

3 sign-in logs

O . OT test

X Diagnose and solve problems
] Custom security attributes
L. Assigned roles

& Administrative units

& Groups

Applications
w4 Licenses
[l Devices
Azure role assignments
@ Authentication methods

2 New support request

8. OT Security A2V —JUZR Y., aE—LT1-{E

== Columns

27 Got feedback?

Group Type Membership Type Email Source

Security Assigned Ccloud

ELBEL [TIN—TFTSxHb ID] RyIRIZBE YA I+

F9 ., f=&Z (X, [Administrators Group Object ID](& & J)IL—T4THk ID) TI.

- 489 -



Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. OT Security DEGEH1—H—JIL—TII2EL TR TIL—TI/H LT, ATYT 1-7 %4 Y
RLES.
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10. [RF]ZE9IILTIREFL. YAF /A RIVERALET

OT Security 32/ —JUZ [SAML] R—U AR RS, ZTITRE SNFERARTSNFT .

(I SAML single sign-on log-in
Populate SAML account with the following

ENTITY ID Tenable_OT_

URL https:/.

Configuration details
IDPID fsfsf

IDP URL sfsfs

«====BEGIN CERTIFICAT ===

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
ADMINISTRATORS GROUP OBJECT 3191

[12]

FIE 4-Azure TEREZTTTHRIES

Azure TR EZTERIESFIE

1. OT Security [SAML] R—>T. & RAV%E5oHL T [TUT4T4 ID] ZaE—LFT .

SAML

(O sAML single sign-on log-in Edit

Populate SAML account with the following

ENTITY ID enab\E_OT_

URL (& hetps:/,

Configuration details
IDPID fsfsf

IDP URL sfsfs

-----BEGIN CERTIFICATE---

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

1T
D
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2. Azure a2V —)LT. EflDOFES— 3w A=a—D [Single sign-on]( T IWVHA2A) E01)vD

LET.

O

[SAML-based Sign-on](SAML R—ZXD YA A ) R—=UNR REINFET .

3. O a1 [EAR SAMLERE] D

[fR&E]Z0)voL . JE—LTI-fE% [B B F (ZoT1T4

ID)] R RIBE U (9T, IABTICA I L— B MR EE B =l 2 5T

Microsoft Azure

£ Search resources, services, and docs (G+/)

I ¥ Copilot

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lill

lilil | SAML-based Sign-on

Enterprise Application

§ Overview
Deployment Plan

X Diagnose and solve problems

o« T Upload metadatafile ' Change single sign-on mode 7= Test this application

Set up Single Sign-On with SAML

A7 Got feedback?

An SSO implementation based on federation protocals improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn

~ Manage more.
11! Properties

& Owners (1)
Basic SAML Configuration
2. Roles and administrators

Identifier (Entity ID)
28 Users and groups (Entity ID)

 Provisioning

Sign on URL

Relay State (Optional)
Logout Url (Optional)
£ Application proxy

C self-senvice (>} Attributes & Claims

Custom security attributes A\ Fill out required fields in Step 1

> Security givenname
surname

> Activity emailaddress
name

> Troubleshooting + Support
Unique User Identifier

© SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
bt 1D

Read the configuration guide c7 for help integrating Il

Reply URL (Assertion Consumer Service URL)

Required
Required
Optional
Gptional
Optional

usergivenname
usersurmame

usermail
useruserprincipalname
useruserprincipalname

2 edit

Active

11/27/2029, 11:04:39 AM

Download

Basic SAML Configuration

[ save | & Gotfeedback?

Identifier (Entity ID) * ©

The unique I that icentifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

[ Enter an identifier |

Add identifier

Reply URL (Assertion Consumer Service URL) * @
The reply URL is where the applieation expects to receive the authentication token. This is also referreci to as the "Assertion
(Consumer Service " (ACS) in SAML.

Index  Default

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This feld is unnecessary if you want to perform identity provider-initiated single sign-on.

‘ Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users (o a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

["Entar = lnmnait el 7

TENB OT RESEARCH AND DEVEL

4. OT Security (28] Y& % . [SAML] R—ST. i R4 %45wsL T [URL] £aE—L %7 .

5. Azure a2V —)UIYE . [EX SAML & €] 23> & URL (7Y—>3vava—v
H—ERXURL)] IZ. aBE—L=URL #BEYUft (+. LLRT A A LF-— 7 URLZE S 2 FT .

6. Bl [RE] 2V ILTEEERBEL. AR/ SRLEBRLET .

2% T M5 T L. ¥4 A [Azure Enterprise applications](Azure Enterprise 771 J5—32) R—
DIZRRINFET

FIES-HEZTIT171L TS

SAML #8 & &7 7T471£ §5IIF. OT Security ZEBEE B TAMBENHYFET . Y RATLEICITHIE
IO RTHEHIINERIRTEEY.
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MEETIT17IL T DA

1. OT Security 22"/ —)LM [SAML] XR—2 T, [SAML single sign on login](SAML 245 )LYA >
Aond4) N TNED)VILTSAMLER RICLET .

[System Restart](Z AT LDH I E)) & H V1R OBNRREINFET .

@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. [9<CEREEH] 27)ILTORTLEBREE L. SAML 3% F %9 <1258 A 955\ [Restart
Later](#% TH &) #VvIL T, RIZARTLEZE R EILT-LEIZSAML 3R EANE A IhEELS
[CLET. R THRETHIELEFERLEIGE . BREANT T §HIETRO/NF—HRTINE
ER

Authentication servers changes are pending a restart (49

SSOZEEALI-YA 1Y

Bt 813 5&. OT Security AT A4 R o TlE. [ATALU) REVDT (ZH LLN[SSO THAVAV] 1Y)
OMRIREINET . OT Security IZEI YL ToHN iz Azure —H—I(X. Azure ThOUREFEHRLT
OT Security [CAG AV TEET .

SSOZEALI=UAM VM1 F IR
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1. OT Security AT A2 4R T, [SSO THAU AN Vo 0E D IVILET .

Otenable ot security

£ Username

“ Password
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