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-23-



O
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-
A7) 25—
CPU Intel® Core™ 13-8145UE. 2.2GHz
a7 2
RAM 4GB
AL— 128GB SATAM.2
ok 7—7 (8) 2x 1Gbps
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Tenable Core + OT Security [&. Tenable & # DA X /\—F D 7IHAEHE & [ TTIAVRR—ILEN T
WET . BJE2ETE VU= AR =)L (B 7592 281 (End) DR SN TUVET .
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1. Tenable MZ2O—K Mo 1 DA TZA2 1ISO T7A)\VESToO0—K LET .

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. USBFZ47% PCIZELA#.ISO% DD ®—F TIZv ak 3471205y alFd.
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47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.

However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

. #&T L1z, USB RS54 7% OT Security 7547 AD USB R—k [TE LA AFET S

L AV =IVTIAAR—DI—REB L TT T4 T RIZHEK L (8N1 5% F T 115200 bps Dih—
L—k). BEREANTET.
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ght (C) 2024 American Megatrends, Inc.

r setup.|j

5. 7OV AR R ENI=5. <DEL> | L TV 7YFIZAVET .
6. VATLEIVINTYIT. KEHF—%E AL T[Boot] BE)) 2V avIBELET

-78 -



O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 TEEsm s e Y
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. [Boot Option #1] ((2EI AT 3> #1) Z:EIRL. USB R SAJICEELET

| 3 & : UEFI (Unified Extensible Firmware Interface) #7348 B L TS,
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O

EZP COM6 - PuTTY — O X

etup Utility - Copyright (C) 2024 REmerican Megatrends, Inc.
ExXit

Aptio
Boot &

Boot Configuration =sets the system boot
Bootup NumLock State [On] Yorder

Launch PXE OpROM [Disabled] T

UEFI Boot [Enabled] ¥

Quiet Boot

[Enabled]

Boot Option PriSiujuls=(elsi wEiy
= UEFI 0S (WD
Oracle Linux D (
UEFI: SanDisk T
UEFI: SanDisk, Partition 2 Screen =

Boot Option

==
[5%]

Boot Option #3 Disabled = plaad =
Boot Option #4 ect =
e Opt. =
Boot Cption #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] ¥YF2: Previous Values e

==F3: Optimized Defaults
SF4: Save & Exit
SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

| TR TIFATUATHR—EN TGS T avh B I REEE A TEFT .

8. [Save & Exit] (R L T# T) £33 T. [Save Changes and Reset] (X E &R FL Tty
) ZEIRLFET

9. FISATVALB R E L% . 7O Tk T [Install TenableCore using serial console (ttyS0)]
()7)Lary)—)L (ttyS0) Z#{# FA L T TenableCore AV A —)L3 3) & IRLFET . Thik
Y, AR =L AT TZATURDU)T7INAY) — Vg G ITHEE Ty a8hFT .

EE CEAON—F 7N EZS—H 51 (VGA. HDMI) ZH7R—k L TLVA15 & (L. [Install
TenableCore] (TenableCore A Ak —)L) AT 3% E R TEET . COT—XTIE AV AR—ILD
H A IFEFELIZE=A—ITRRINET .
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Ef COMG - PuTTY — O X

m

I 1 sing le (ttys0)

ion.
'c' for a command prompt.

FIZGATOADAVA—ILDE T T20EHFHBET . VATLINEH B BRI 558 HHYE
9. A4 7a TR AR TSNS AVAR—IUETE T T — S DT7TSATUATIE. 1R
f—ILSE T RIS ATLIA vk BT BHENHYET

AR 0510700 AR TENTE . VAT LK ODDAV AN —ILE EEZE T 5158 HHY
9. Tenable TlE. # % & >THS Tenable Core vk 7Y o4 HF—KR 218 T A EEHEIOLET .

10. 412X —ILASE T LTHS. USB R SA/TE YN LET .

R DF I

OT Security DAvk J—I4 &

OT Security ICP R 7TSA TV ADA AL —)L

Tenable Core + OT Security Z VMware {g 8 w22 &L TT7 7049 5IZ1&. Tenable Core +
OT Security .ova 774 ILEF0O—R LT NAIN—/I\AHF—ZTTAL(T I EHHYET .
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O

TR BAIHREINTLS .ova DR DYIZ . isoT7MINETIOLT D5 E [£. RDKSIL TS,
« Tenable Core + OT Security D AT LE H [THE LVET

o BUrTYTHEZEEFRIRTEHTIOUTE AR RENI=5. [Tenable Core DA A —JL] & R
LZ39 . Tenable Core + Tenable OT Security D')— A2 A+ —)LES B LTSN,

e RETL AV —ILDAVAS—ILA—F—AEA—DT1—REFERA LTI RAN—/ILTOERE

ETL. BZR)HLET . AVAN—ILTORRITSTE £ ZH B SN TLVE =60, 12 AR—)L
MNELEITTH T TAFETURTLERELLEVLTESLY.

15 HARIIZ

¢ VATLER IR B EINTODRII EREBEENMM VAV ADOER B MEYR—ELTNSIE
ZHEELES.

o PORAREH{ THBINTLAELSIZ, 13—k ER—E DT IEADMVRAZVADER B %
PR—F L TWVAIEEREZELET.

% %8 %> > &L T Tenable Core + OT Security 277049 %5 i%

1. Tenable #>O—k R—Hv5 Tenable Core + OT Security .ova 774 )LEF)0AO—k LE
EE

2. ININ—/I\(HF—T VMware (R 8 7L U xBZEFT.

3. avEa1—4a—hi{R < Iz, Tenable Core + OT Security VMware .ova /> R—k LE
ER
R <o MER E (TDOULVTEE LLIE. VMware F X2 A %5 BB LTS,

4. vobT7yFTOUTR T BB DAL — ——XEEH . BXUOT Security AT LE
[ChDEHEm=-TESREBUERELET.

5. Tenable Core + OT Security 1> RAVRERRELET .

BA—ZF IR IR BT DR E TOEANKR REhET . B TORADTE T Z1FEK
nhhbiga HhHYET .

EE 0J10T7O TR ARFTENEE D VAT LI OIDE R AVAN—ILEEEZETT 515
& HHYET . Tenableld. 15 & >THS Tenable Core bk 7vTosH—R 2B 18 A LEHE)
HLTLVET .
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O

EVh: ##E DT —RANL—2 Z—XITH G T 5F=OICTA RIVB EZ1E HOLT-LVG & (&, Disk
Management (T1AVE ) 25 B L TZALN.

RDF &

OT Security vk J—94 %

OT Security D1~yk T—4% &t

OT Security [&. FYh T—OF=BYL T ETOTA4T IO B IER TEET . KR IS L THRUE T7—
DA TFEEF LTS, EFEM L. Rk D=V 95E EEIEFS B LTSN,

BB ETITA4THOTY

WHEITHEC. BIRLFRYNT—9(43—D1—R% . ICP ANDE BEHZH T THKIIEZ ESNT-
IR D= RAYF A Z—DI—RIFEH LET .

Tenable Core M. E R L1z OT Security 7ITZA T AL A—Tx—RIZHLTIEDIP PRLREE
DAt D4 5 8% T % 5% F LTSN,

EEO—)LETITATHOI)O—)VED BT RIEE 1. BIRLEEAUE—D1—ANE A R YFAE3—
TI—RIHEHRINTNDEFRE R L TS ZRENIZIP PRLRZFEI YL T, @ 5 OB 5E TRk
D—I28| ZE CEDLIIRAYFA L A—D1—REHRTELFET .

HMITOWTIE. EEO-ILETITATHOT)O—)LD5 B ((R—k 2 E)) 25 BB L TEELY,

ok I—0EZHIYT

NV TRy D—05 B R ISEIRESNT=1 DU E DT TSATURABA—DTI—R%E . TYsT—O R UF
DR TE F HR—FI5—) T TAT144—> 3> (SPAN/RSPAN) 41 2—Jx—RI&E K LFET . OT 1y
FO—o70ORLEBEFBE Y ITAI IR L TEBLSITR—F IS AR ETILEIHYFET .

AR TISGATURAVA—DI—ATE EEZR) T TERWNST4901F. OT v 9—F=(FhTtI/UE JE—
b SPAN (ERSPAN) &% & #f# A L TR T FvTEET

OT Security 7FSA TV REF Vb D—VI R T5H &

IN—ROIFTT7ISATUOADIG E
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O

Tenable 12 £ D/N—K D77 ITSA T RIZIE, SESFEE OF4(T (RI45 £1=1E SFP) DRvk 7—9A
A=D1 —AHMF B L TLET . OT Security [2IE. & B—)LA ST 74Uk TER SN TS 5—
TI—ZANTVAV AR —=ILENTVWET . B EITE LT, COREERINSE R TEFT.

Tenable 2 # TIFZELVN—F 7Tl & O—ILA DA223—T1—R%EZE R L THS. OT Security 1>
AR—ITOEREFH THRIBTILELIBYET . K O—ILTH BB A U 2—J—R%FIE LLFE A
FBHESZL TSN,

RETISAToADE &

ova I7ANEER L TCTIZATURETIAALIAG & TDTTSATURIZIF 4 DRI T—014>
B—DI—ANEF R EINTNET . TIAS AV R FETE IS, (ZHODRYS T—IF7ETR—X0A12
A—TJ1—R%Z=EB M TEZXT .

.iso Ft=I& . zip (Hyper-V) 77/ IVEFE AL THRA LR B 7 ISAT7oRAETIO(L =B A (. B E
HE DRI D=4 3—D1—REER TF L TLEELN,

DRATLEH THBEINTOSEHF IR >TR B I UEFHRE LTS, REI ORI T—5
T ([CDLVTEE LLIE. VMware K ¥ a A bk F=[E Hyper-V F FaA k&S B LTS,

OT Security ICP D% &

l BE: VIO D7 ITARN—2a e E/mLES

OT Security ICP 4> Xk —JLLT=5. OT Security 5% & TEEY . B EICITIRDF IEHLE FNFET S

1. Tenable Core Mtzyk 7v7 — CLI Ff=ldA—H—A22—Jx—R%{FE FH L T. Tenable Core O#]
R EETE T LET.

2. Tenable Core ~M OT Security M1 Ak —J)L— Tenable Core ~® OT Security DA Ak—)L%&
SETLET.

3. U T7YIo4 Y —K % A L1 OT Security DR E — b 7y F—R&#F AL T,
OT Security ICP D K 5% & 1T LV\ET .

Tenable Core Otzvk 77

Tenable Core M#) # £% %€ [X. CLI & Tenable Core 1—H— A A—J1—ANEL LML TEITITEN
TEET,
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https://docs.vmware.com/
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O

RETIZATUORADTIOA AU DFREER T §5I21E. Tenable Core A—H—AA—TJ1—R%ES
HEIBHYET .

| TR B TYT TN D LURNISKET LEWME R F 7ITFATUREB R B LT,

Tenable Core 1—H— AL A—DJ1—REE SV HIE E

Tenable Core 1—H'—A>4—2Jx—X (https://<mgmt-IP>:8000 T7 X H #&) THH K E #1751
(X FTSATURANDIYS T—I1 G W B T,

T IP7RLRZERELTLVEWME & (X BEEEHEINTPC F£=(5# U IR E SNyt T—0%
FEARALT. ROWLWThhHS Tenable Core I—H—A 2 A—D1—RIZF LA TEET .

SRTFLIR—F 1—IP 7KL X 192.168.1.5/24 TERIZE ESNT=. TIHIFDE B/ 2—D1—
XO

o VRATFLIR—b 4—IP 7PRL X 192.168.3.3/24 THRIRTE SN, TS =F)oFA8—DJ1—
R B MSEBRLGEME S I UA/N)TOERIZE R TEET.

PC Ff=l&/—k /8 h5 Tenable Core [TE E#HE#H 3A121F. RDLSIZLFET.

1. PC &OT Security 77547 ADE Fl % & SN TLBWTNHDR—F L —HRokr—JILT
EHELET.

2. Windows TWwin+R ¥—%# L T[I7MIL R ZHE L TEIT] 2 E. ncpa.cpl EAALT[RY
bO—O#R] ERAEET .
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= Run X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

!" This task will be created with administrative privileges.

Cancel EBrowse...

U IE(P - Mo omd oo » Webmo Comcoms > = | | Searchetwok Commcions
Organize =

Lecal Aspa Conmctisn

B Hetwo
it et u
& i Db all Cormpact Wineless-G USB Adsgber
Stabun
Cragnase
W Eredge Commections
Create Shartond
Dieles:

3. Uk T—Y#EL ([A—hILTUTER] LLVDSR N AR )00, [TaT(] &ERLET .
[A—HILTYTHE R T/ T4 D4R IDR R SNET
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Ny [ g

Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(Contre ]
Thes connecton Laes the following fems
i T8 Chort for Microsoft Metwords
W B0 S Packet Scheduer
o JBl Fin arci Prreer Shanng for Microsoft Netwerics
¥ 4 intemet Protocsl Vermon & (TCRAPVE)
W i intemat Protocsl Vrsion & (TCP/Pwd)
¥ -a- Link-Layer Tapology Discoveny Maoper 1O Driver
WL Lk Layer Topokogy Dicovery Fesponder

install . I _ Urenatsl Fropenies

Descnption

4. [Av8—Fwh FORAS—T 3> 4 (TCP/IPVA)] ZZIR L. [T/ $T4] UL ET .
[ 8—5wh FOk 2L — 3 4 (TCP/IPV4) DT $74] 4K bk R ShET .

Internet Protocol Version 4 (TCPAPw) Properties 4
General

Yo can get IP sattings assgned sutomabiealy if your netwark supports
s capabiity. Otherwse, you need to ask your network admeretra tor
for the appropriate [P settngs.

() Ok & 1P skdress automaboaly
{8) Use the Falowing [P address:
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O

. [RDIP PRLAREES) #EIRLET

. [IP PRLR]I RO R, BfHEL TN 2—J1—ADE Y 4 IP PRLAZA B LET . =21,
AT LR—k 1 DTFITHILETFRELADE & 1% 192.168.1.10. L AT LR—k 4 DT IAILLTEL
ADH A (£ 192.168.3.10 TY .

. [HF vk TR BRI, [255.255.255.0 1 A I LET .
. [OKI &9 vl ET .
. Chrome 757955, https://<mgmt-ip>:8000 [Z7H+EALET .

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. EEEFEI—HY—THIOUPEELREL TGS 1L, 31 E TESTOVT AR RENE

T FIhoH LR LI Aa——THEEOJ/LET . 5 # (L. Create and initial
Administrator Account (¥] 1 E3E & 7HhoUk DIERL) 25 B L TSN,

BEEETHIUNEERLI=5. Tenable [TB B IP PRLRZER ETHEFHENOLTNVET
split-port Z E&#FE R I DEE L. /U3 —T—RAHIE Y B RYs D—DIZF|E TEDEEFHER
LTKIZa0y, M E. rubkD—0ICEA95&F EEHES B LT,
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O

HE EIEIP 7PRLAEETE F-XZE B 9 5(2(%. Tenable Core [R5 (L. BB ET7IERZHEMIZL
T\ 2vb =% EEmE L TS,

]

CLIZFES¥HRE (A 7>3V)

CLI % FHL T Tenable Core &% & 9 5I1ZIF. XDELIIZLFET .

1. Tenable Core + OT Security D) — A2 A —)L TR BA SN TLVAKSIZ, VY 7ILary —)LE
{E AL TOT Security 77547V RIFEHE LET .

2. 1—H—% wizard. /SRT—K admin ZERALTAYALET.
[RYk D=9 R—T—] 3—ZFIAB—DTI— AR RENFET .

2@ COM6 - PuTTY

attempting

3. (AFLav) BB IPFPRLRERETBICIX. y EAHALET.

TE: COFIEERTYITHE AL sudo nmtui AR ZFE R TEIET. LWDOTHLIDA T avIZT?
HEATEET,
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O

a. [System Port 1] (53 Bl7/R—h R E = AL TL 535 & [ [System Port 3]) & IRLFT .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>

-91-




O

b. Enter L %7 .
[EHROEE] IR IR TINET.

-92-




c. [IPVARRE] RYIRT. AT 3% <BEI> ho<F B> ~EELFT




O

o KA <240, Tenable AR L TLVERLWN—R 7Tl 7-—k 1 (X B B IPv4
% %€ (DHCP) [ZEHI R E SN TLVET

« Tenable MR T BT T4 7V ATIL. AR—h 11£192.168.1.5/24 (ZZH /i1 5% E
SNTWET . COR—tEE >TH EA SR & DF=DITT T4 T RANE BT L.
Z 0t (X Tenable Core @ Ul D [Fwk T—F245] 2T 45, CLI H5 sudo nmtui I
IUREERLTEE TEFET

d. KNX—%FEALTEEL. REXIP PRLR, TIHILLS—k x4, DNS H—/\—%5%
FLFET. COHRT IR TEETEFT.

e. TRHNTEEAND—FETETHEEIL. <OK>#ERLET.
[RYS D=0 R2—Tv—] D4R IR RENET .
4. <Quit> ZERLFET .

[RIk T—IR2—D—F—SFI] IR IBR R EN. EBETHIUNEER T 5H1=DT0
VIR RENFT
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.
Ef COMS6 - PuTTY

ount now? ( ) I

5. y®AAL. TAVTR IR -TE B ETHIUNEFERLET . ZOFH Ik &, Tenable Core
(#—=7FJ)La>y—JL. SSH. Tenable Core 1—H—A2A—J1—X) NOOATAUIZDAERLE
9. OT Security 7F)7r—2av (ISR OF Aok %8 A LTS,
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EF COMS6 - PuTTY

command to re he confi guration menu
T T A T 0 T A TR TR A 1 TR T T T T TR T T

An administra f nt r

4d4liiliiiliiiliiiiiiluiiiuiiuiyiiluiyiuliiuiyull
m T

6. THOUER & . OV —IVERIFRvs D—08% #it (SSH Ff=I& Tenable Core /> 2—2J1—X
(https://<mgmt-IP>:8000)) #{# A L TA—=FHJUIF7YEAL. T4 LET .
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Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

Networking

Stor:

Certificates

SNMP

R 28 < 240 Tenable AME it L TLVELW\—R 7Tl Tenable Core > OT Security R— (2
OT Security 1Ak —JLF 51=6DTO T R RENFET .

R OFE

Tenable Core ~®M OT Security DA A —)L

Tenable Core ~® OT Security DA Ak —)L

Tenable 12 #f D/ \—K 977 F54 7> RI(ZIE OT Security 7 )5r—2av BN T)A A —ILESh TULVE
T o HRALN—R D7 FE(XR B #(Z OT Security 7 TA43 515 & (X, /AR —ILTOEREF &)
TR TALEIHYET .

EE AU —DJ—RIZO—/)LEE| YL TTH. OT Security 7TVr—a DAV A —)VER 1R L TS
LY. 49 Tenable Core TALA—J1—REFREL. BYIREHKEH A TEHRIIRIN T4 75 EEHL
TLZELY, B ITDULTIE, Ruk 7—2IB 3 5%E B EE & OT Security DRvk 7= # &5 BB L TFZELY.

45 OB I

-97 -
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O

s ERBTIVRANHHIELTE L TSN,

* Tenable Core R 8 5L UM E 7TS54 7 AT SSH F1=Id Cockpit 7O AN BDELZHEZELT
{FZ&ELYS

EE-SEAETHINE. EHITHAUAULT/SRT—RZBEHLALE, 7OERTELE S HE
HAHYES . N\RT—F DR UINIZKVE B T7hOUkBOvosnt=i5 & (X, VE—tOvofERR 1—
TAVTAEER L TTHOUNEOV IR TEET . THAOUNOYITIORDREE LGS . 2O1—T 1)
TAIZKY. ICP [F & i St Y—&)E—F TAYIE IR TE. OT Security Enterprise Manager (EM)
(FHEH SN ICP #)E—F TAOYIR R TEET . COA—TA)JT1DFE A I2DWVTELLIF. FLyd
A—XREE ZE Leveraging the Remote Unlock Feature in Tenable Core (Tenable Core M')E—k O/ B B
REZFIRA T ) &S BL TS,

Tenable Core T OT Security %4> Ak —ILF BIZ[E. RDESIZLFET .

1. Chrome 7595 https://<mgmt-ip>:8000 [C7+ AL T. Tenable Core [CAF AL E
ER

2. OT Security [ZFBELFT .
OT Security R—U MR R SNFET .

AR RETIUEKUVIE Tenable /\—F Oz 7TlE. OT Security /AR —)LT5TOV T HER RS
nFE9d.
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indegyadming

tenable-

Search

OT Security
Tenable OT Security has not finished installing. Confirm that the network interface rol

Active query ens192 (

SPAN / Passive Monitoring ens224 ()

Sy m Log
Y g Management (The OT Security WebUl)  ens192 (1
Networking

Storage Install OT Security

Accounts

Diagnostic Reports

Terminal

Remote Storage

Update Mana

SNMP

3. [Tenable OT Security #A> AL —JY =0 )L ET -

Tenable Core [FA/ AL —)LERIRL . B & O/\F—IZ[ 0T SecurityhA Rk —)Leh E£f=E
TvFIL—F T, COREDTE T LTHSE MERH TEDIIINTBYET . |IDAvE—UMK
RENFET .
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indegyadmi

N - Administrative access Help ~ Session ¥
tenable-yg6sekl7 @ 2 °

Q Search
@OT Security is being installed or upgraded and will be available again when the operation completes
QOT Security .
OT Security
OT Security is configured to use ens192 for both active queries and management
URLs: https:// 443
License:  Status Unavailable (not-found) Change split-port settings

Overview

Service Status:  Stopped Start | Restart
System Log

% Error: OT Security install is not complete enough to determine application

. Application
Networking Version:  Version
Role Interface Mac Address Ip Address
Storage RPM Version:  4.2.40 Active query ens192
SPAN / Passive Monitoring ens224
Accounts
Management ens192 1

Services
Diagnostic Reports

Terminal

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Remote Storage Filters Q priority:7 identifier:tenable.ot-install.sh

Update Management

SSL/TLS Certificates

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables

T Fasiens 1:14 Py DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables
SNMP

AVAR—=ILINTE T $5& BERDNFT—IEAT. [GAEVR] AT—2AH[E R F /] 55 [
MBI IZEDYFET .
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indegyadmi
tenagbyle- Administrative access @ Help ~ c Session ¥

Q Ssearch OT Security
OT Security

OT Security is configured to use ens192 for both active queries and management

URLs:  https://1 2443
License:  Uninitialized Change split-port settings
Overview
Service Status:  Running  Stop | Restart
System Log
4240

Networking Application Version: \_._11cq. 7/23/2025, 1:14:48 PM
Role Interface Mac Address Ip Address

Storage RPM Version: 4240 Active query ens192 0
SPAN / Passive Monitoring ens224 o

Accounts
Management ens192 o 1

Services

Diagnostic Reports

Terminal -
OT Security installation/upgrade v

Last 24 hours ¥ tenable.ot-install.sh (]

M Identifier

Priority

Filters Q priority:7 identifier:tenable.ot-install.sh

Remote Storage

Update Management

SSL/TLS Certificates

Starting OT Security

Backup/Restore DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology.service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService
SNMP

4, (EE) M8 —TJ1—RAO—)LERIRLFET.

AE TIAINNEEZHM BT ITAIELTEET . TIHL DA EA—DI—RAERE TR AR—F 1 (FEE +
THOT479T). R—b 2 1T/ TEZAYGIZHYES .
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Administrative access @ Help ~ o Session ¥
a
OT Security
OT Security NSTALLATION INFO: SPLIT-PORT CONFIGURATION INFO
OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443
License:  Active, will expire in 353750 days Change split-port settings

Overview

Service Status:  Running Stop  Restart

System Log

) Application Version:  #32%
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO
Services
Diagnostic Reports .
Terminal
a

Remote Storage

a. [R—roBIOHREER] 2o avT [R—rRBIOREEE]EV)VILET.
[OT Security 43 8l 8% & D& L /FEZN ] DR IR REINFET .

Active query

nicO (VEOTRGET)
nic1 ()
nic2 ()
nic3 (

SPAN / Passive Menitering

Management (The OT Security WebUI) nicO (

Update split port configuration and restart OT Security  Close

b. [&H (OT Security WebUI)] RvoRAT. B EHR—rZB D52 —Tx—X (ffl: ;h—hk 3) I
BELES.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

I~ Active queries gateway ‘ |

Active query nicO (7
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (EE)[TZIT47OTVF—bozA RYIRIZ. 55—k DzA IP FRLREA ALET .
d. [R—+2EBIREZ7YIT—FLTOT Security =B 281 93] 20 )vILFET.
Tenable Core [IZ&Y. B E (TS CTEE B F-(XM VA —ILABEIBSNET .

TR ORI M OTYT T EAVR =LY, BE B LIYLANWTIZEN. 1V R—)LTOERE T
FTITEHFBLIDDDIE & HBHYFET . 1R —)LTOER%H B LTS,

AVAR—ILNSE T LTz, [URL] RY2RDY 9% )y L T, OT Security 1—H—4(>42—2Jx—XIZ0
JAUTEFET .
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

RDOF |E
bk 7vI o4 —K %{E A L1= OT Security D% &

Tk 7T 04 —K%E A L= OT Security D&% &
OT Security Zyk 7YT 49— (k. R ARG AT LE EEITS5TACRENARLET

| R COFRERF BEITGSCTEE YL (A—F—AU3—TJ1—X) D[RE] B @ TEE TEFT.

tyk PYTo4HF—R 7Ot AT BIZIE. 9 OT Security EE ALY —)UZOT A T EAHYE
3. BEEaY—ILOOTA R EIZDLWTIE. OT Security BB a Y —ILAQOJA U ES B LTS
LY,

I TYT O —REERALT. UL TERELET
1. A—HY—15#R
2. TINMR

3. BLCEHETITATIVTIDR— R ENZRTETD
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O

I AR U TYT O R T % . OT Security DoV AT LEB R E 57OV TE AR REINFET

OT Security & a2y —)LAQOST (>

OT Security EE a2V —)UZBT AT BIZIF. RDESIZLFET .
1. ROWETNHETLET

o A1—HRubr—J)EFERALT. BEIAVY—IT—YRT—30 (TRIMYT . /—k/XY3
U13E) % OT Security 7547V ADR—k 1 ICE EEHKLET.

o B —IL)—HRT—a E LRI T—HORA U FIEHE LET .

IR BBV T—HYRT—3vhN, OT Security 7IS5A4 T AER LHITub (192.168.1.0/24)
D—ETHA FFIZINTIL—T12 T A BE THAHLEHE R L TSN,

2. OT Security 7I5A TV RI¥ &R I 5128 ROF B TERM IPZEHRELET

a. [RYD—=DELB—RYR] > [RYh T—DER F 48— > [P TR EDERE] (TFB
HLES.

[Ruk D—O8E 8] Bl E AR RSNET .

aO-I}T- Netwark s Intemet & Hetwork Connectans + = | 3| Search Netwark Comnectans

Organize =

™ Locul Asss Conmaction ‘! Wikt Mptwerk Connecticn
C R Disable A ermpact Winsless-G LISE Adagber
Stabun
Cragnase
W Eredge Commections

Create Shartond
[

% Rename
% Properties

I EE: Windows O/ \—23VIZkoT, FES—LavhE T EL DG & HAHYET

b. [A—hILTYPHER] Z2HE V' )voL. [TsT4] FIRLET
[A—HILT)THER] DR IhKRRINET .
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Conbgure_ ]
This connection uses the folowing tems:
i 1B Chart for Microsolt Networks
¥ JBl0oS Packet Scheduler
i 4% Fils and Prnter Sharing for Mcosoft Networks
¥ 1 Intemet Protacol Versan & (TCP/AIPYE)
¥ i intemat Protocol Version £ (TCP/IPvd)
¥ i Link-Layer Topology Discovery Mapper L/O Driver
Wi o Link-Layer Topology Discovery Responder

) [ e ) (o

Description

c. [A28—HwhFOk2)LA—a 4 (TCP/IPVA)] E& IR L. [T 8741 UL ET .
[ 8—yk TR 2LS—C 3> 4 (TCP/IPV4) DT/ $F4] R bR R ShET .
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit el

o ] come

. [RDIP PRLRZEES] EERLET

. [IP PRLR] R RIZ. [192.168.1.101EA A LET .

. [HI %Rk TRY] RudRIZ. [255.255.255.0) A I LET .
. [OK] #5)vyoLES .

OT Security [Z&YU#ET LUV E Al A ShET S

. Chrome 5% T, https://192.168.1.5 [C7HUtALZET .
IS TYT IR D[ESTE] EEmAREET .
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| EE 1A A3—DJ1—RIZ7HERTBITE. JZ#FH/\—23>D Chrome Hh E TY .

i. [BybPyT o1 —RDBRIR] %0 )vILFET .
tok TYT UK AR E, [1—FRB] U AR T SINFT

R OF B
1Y 1E 5
115
OT Security b PyTo¥—F &, B &K B Y RT LR E ET5TOLREH AR LET.

l EE COXRERFBHEIIIGSCTEEILY I (A—F—A3—DJ—RA) D [RE] B @ CTEE TEFT .

A—H—1F ]

-108 -



Set-up Wizard

English (English) ~
User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

[1—Y—R ]| R—PT2—F—TFTAUUEBREAALETS.

AR N TYIT UYL TE. EBETHUUS DR R/ERE TEEY . 11— —(02—T1—R(ZnJ
A% BMDLI—YF—THIOUEEER TEFT . 1—F—T7HUUb DF M IOV TIE, 22—tV 3
VESBLTESL.

1. [A——R] RYIRIZ, VAT LADOATAVERTH51—F—RBEAALFET.
A—H—-ZDRIF12XFFET. FRTEIXFIINXF EHF ODALLYET .

2. [A—H—B DB AN RWRIZ. A——EZEBANLET.

3. [PILr—L] V3T . BRBZEZANLEFT.

I EE: NE AYE—N—ERTLDTITAETADAJIZR RENBDE B TY .

4. [1INRT—RIRYIRIZ, DRTLIZAT A Bl=8bDINRAT—FE A ALFET . /ART—R2F %<
ELLUTZE DL EIHYFET .

- 12%F

e 1DDAXF
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s 1 DMDINXF
« 1 DD F
o 1 DOFFFHXF
5. [/SRT—F DB A A] RYIRIZ IRRT—FZB A HLET.
6. [RANZV')ILET .
BIr TYT I =R D [TIM R R—UHFHEET
RDF &
TIMAR DR FE
TINR
OT Security vk 7YT o4 H—R (&, BRI LI RATLEEZTI57AEREAA(FLET.

| R COFRERF BEITGSCTEE YL (A—F—AU3—TJ1—X) D[RE] B @ TEE TEFT.

Set-up Wizard

English (English) v

® ®

User Info Device

SITE NAME *
The name of the site where the Tenable OT Security ICP
device is installed

Otenable ot Security | sie

(D tnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anenymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

‘© 2025 Tenable™, Inc. Version 4.2.40 (Dev) < Back Complete and Restart

[T/ A R]: R—2 T, OT Security FoUk IA—LICEATHIEHMEA ALFET .
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O
1. [YAhB] RV RIZ. OT Security #A A —)ILLI= AL DE FTIZA D LET .

2. (EE)MINETE2DERIE] T ILED )9O LT, OT Security AL AN )T—2%UREL. [V
Y=RE A= [T RTESLLIILET

3. [ERTLTHER] ZVJ)VILFET.
OT Security "B ELFET .
RDF g
s BIELTEB LTITA7 0T )DHR—t R ENZHE TS

e OT Security 24 AT ITAN— 30

BRLTEELTITAIIVTIDR— DB ERETD

COFIEIFEETT . R~ DB DATLIVEBIR LI (TIOTAT VTV A—D1—RAO—)LEE B
A—)L&5 Bt 3 571=8) 5 & . OT Security 7TS5A TV AN A A A B—D1—R% & Y] 15 vk T—
GRAYFAB—DT—RITHE R TEFT (Tenable Core TZEILTLVELME &).

HMITOWTIE. EEO—ILETOTA4THI)O—)LD5 B (R—k 5 E)) 25 BB L TEELY,

EEAR—NHEHRITIAE
1. OT Security 7ISA TV AT A—Yrukr—JIL (T |8) ZAh—b 3 ITHERKLET .
2. FDT—TINWNEFIE T—DRAYFDR— IT3EHFELET .

OT Security A ADTIT4R—3>

| WHE L OT Security 1—H—0O—)L. EEE

l B SAEVRT7ITAR—a0 TORT L REZOVIBEBRLET .

Tenable [X. Y RATLHRD—E D IP O IH DNTSAEUREFELET . IP PRLATEIZE B D5
AEVANNHETY ., 1=£ZIE. Tenable [E. EH DT NAZANREL IPEEFITHIHEE L. AL/ oS
L—UIEHRINEEROT A ANEL 3 DDIPEXFEITRHEAETHL. —EDIP OHIZE DTS
A REFRELET . LI=hoT. TNA RO FR BB BELSAEOADE L 3 DI YET .

OT Security 7ISATVREAV R —)UWLT=1& \ SAEVRETIT14TIL TEFT
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm

O

E®: OT Security A2 RE7YIT—h FEB W HA 1L 720 B HHD15 & (. Tenable 7HIUb TH—
Dr—|SE & LTSN, Tenable 7HOU b IR—2 v —IZKYSA AN T YT T—r ahi=% . BB (ZB
PN TIAEVADT7YIT—E PEN I N TEELIITAHYETS,

Tenable One 128175 Tenable OT Security DT 704 Ak 054/ X1 5 12DV Tl Tenable One
TIAAA R HAARES B LTSN,

b5 HBHI 1S

OT Security 7ISAT U RAEHRE LET .

T\ AD;E X B [ Tenable M55 (TEo1=5/ 2 XO—K (20 X F | $1F) S EFHEZEL
F9.

AB—RIN TR TEDZEERE R LET . OT Security T/ A AN A—Ryb [THEFE SN T
WELME B IX. EFEDPC HSSM/tt U REZ (R TEET .

Tenable Account Management (R—ZILADT IR DNHAHEETER LET . 7OERMEIZTDLY
TIZE. Tenable Customer Success Manager [ZHR] LVE HrE <280

OT Security A2 ADT7OT471k

OT Security AV RETIT47ILITNIE. EEEZEETE5H LLVFANE/ER T518D Tenable
Account Management R—#% JL&TE B [Z{E FH TEET .

Account Management 7k—% JLM&E # IOV TIE. Account Management IR—2 LK Fa AR ES L
TLIZELY,

OT Security A2V RET7IT471L T 5HI2I1E. RDESITLET .

1.

OS2 =FT(T7HO b %E A LT, Tenable Account Management R—2)LIZAT 1 LET
[FHOUR] R=UDRREN KRR T DTV ERF A NHEF T avnRREINFET .
EROFES—2 3 n—T. [BR]EERLET.

[My ®# &) R—TU DR RIN., TRTD Tenable ® @ HA— B RRINFTS .

Tenable OT Security 54> X&' )ILET .

Tenable OT Security [B¥#l]] ~—> hFR RENFET . OT Security 1/ RE T AR . &
SEAR . SAE R 53N IP LA DG EDFEM AR REINET
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https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://account.tenable.com/
https://docs.tenable.com/quick-reference/account-management
https://account.tenable.com/home

O

4. [POT4_R—>3>a—F] 5l hvis. 20 Hr D OT Security 54 Xa—F#aE—LFT .
5. OT Security T, 7OT4~N—2aViEBAEZE L ET
a. OT Security D [FA RV ADTITAR—aV]| R—V I ELEFT
b. FIE 1T, [FHLLSIEVRa—FDA D] &0 )vILFET .
[FTLLSAtEZAa—R DA B ARIUHE IR RENET S

c. [ZM4t>Ra—F] ARy XIZ. Account Management R—42/LvoaE—L F=a—FK (PHT+4
R—300—K) 2 U FFET .

d. [REE] &0)0ILFET

OT Security [&. [FOTAR—a EEAR DER] €I/ MILETS .
e. [REBAEDEM] ZV)vILET.

[BE BA & DE K] / \RILDE Al ISR R ShET
f. [TEXARMEIITR—KIZ23E—] =9 )voLTHhS. [SE T]1&0)vILET .

OT Security TRE A E ME L SNFT . YA ZE M9 BIZ(E. Tenable Account
Management R—4%JUIZZDFE A E Z IR B TH2LEHHYET .

6. FIE 3 [FOTA4R—a0a—F DA AT, [BIVIP—ER] Vo H%41)v-L T Tenable Account
Management R—2JLEF EFT .

l TR @AM ETIOTAITIE T BRI, [CSEIIVI) VD 9ED I ILET .

7. Account Management 7"i—%/JL® Tenable OT Security & & R—S T, [VAR] 2% 0oL E
ER

[VAR] 2TRRENFET
8. YA+ZER T BIZIE. [T DEE] > [V DIER]ZE V' )vILET S
[T LUV~ DIERL] D1k IR RENET .
a. (AFaV) [GRINARVIRIZ, HA-DERTIEAALET
b. [HAX] RYIRIZ. COYAMTEIYE THIP TRLROD$ZEA ILFET
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https://account.tenable.com/home
https://account.tenable.com/home

O

10.

11.

12.

13.

14.

EVh: SAEDRIZEIY Y Ton IP 7R LADE OF 2 (2. [VALX] RYIADTF IZHBHRTA
S—EE A TEEY

c. [POT4R—a REBAE] RyHRIZ. OT Security CaAE—L1=SEBAZE 2BL YT ITET . F
IE f %5 B8 L TS0,

d. [fER]E7)9ILFET .

FATOATHRYIRIZTITAR—2 30— AR RSINFTINIE 1 B R VA& K Snda—k
T. OT Security /> ARV AIZAE—F 2L EAHYET .

e. B RAVESIVHLET.
f. BBl &V )vILET .

OT Security f> XAV RIZR Y. FE 3 [POT4_R—30a—F DA D) w023 T, [POT14R—
23—k DA RN ED)VILETS.

[7OT4R—30a—R DA Al A ARILDE IR RENFT S

[POT4R—3>0a—F] RyYX(Z. Tenable OT Security Account Management X— H\i50
E—L7=1EBIR YA R ENEI—RZEEYFF ITFET . FE 8e 25 B L TN,

[7OT4T]1 &0 )0ILES .

OT Security TYRATLWIE B [TV TAR— ENFTEER T AvE—D DR R EIN.
OT Security /2 A—J1—ANK R EINFET .

[BE#E] &0 )vILFET .
OT Security B8 #1272 Y. EH TEAIKEBITHVET.

Tenable Account Management "i—%JUIZRE Y. 1 B BR Y& L ESNB7IT4X—>30a—K DFA
TOATRYIRT, [FPOTAR—230 74V RE R FELI-CEEHERBLET) FouoRvIRED )Y
LFT.

[FER) =0)vILET.
HLGEMS=YA A OT Security D [HAR] 2TIZR TIhFET.

FALRETYIT—FT 5
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https://provisioning.tenable.com/

O

BEDERESIELFY. SAEVRBMEER LY. SAEVREATELEELIYVTHEE . 5
AEVRETVIT—TEET.

b5 HARET IS

o FHILWLWSAEVADT YT T—FHIIZ. Tenable AUk IRL—2v—HN AT LDSA VA EHE
TTICEHF L TR ITAIERYEREA.

o AUB—RYNADTHIERADWLE TT . OT Security T/ AL A—Rwb [T TERMG S
T EEDPC hoFMtUREEHFTEET .

FAERET VT T—hTBIZE. RDESIZLET .
1. BE] > [VATLEE] > [G1/EVA] TR ELET.
[ZAER] D1 R DR TRENFET .

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID

2. [POo3U] A=a—D% [FAEVADTYI T ZRIRLET .
[FEBA B DE L] 8LV [POTAR—a0a—F DA N] DF IENRRENET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ ) Enter Activation Code
activate your evaluation period
Cancel

3. [(1) POT4R—a ik AR DE R RV T, [REBAEDERK] 200 ILFET .
[BEBA T DE L] /\RIDR R EN ., CONRIUTITAR— VR B IR RENFT
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. [THXRREI)TR—KRIZ2E—] 20Vl THS. [ET]1 &)L ET .
AR IRRILHBALET S
5. Tenable Account Management R—ZJ/LTHAF DFMERELET .

a. Tenable Account Management -R—#/JLC. Tenable OT Security 3£ #l R— (22 &L .
TYIT—hFTBHAL DT T, ~ REVEDIVILET .

AZa—pARTENET.
b. LIHA-DRE]IZ0)ILFET .
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https://provisioning.tenable.com/

O

[V~ DIRE] V1R IDRRENFT .
c. BREINLCTHMERELEY.

d. [POT4_R— a3 iL A &) RuoRIZ. OT Security O [RE B 8 DE R ] 91K ocal—Lf-
FEBAE ZRE YT ITE T

e. [PYTT—R] &V IVILET .

R—BIUTITAR—230a—F R B EINZATATRVIADNR R ENFET . Chld 1
B R W4 g ShdH3—K T, OT Security 1V RAV R TOE—F 2L BEMNHYFET .

f. HREUES )L . [FEE] F0')vILET
6. OT Security 1> RAVRIZRYET .
7. [(2) POT4R—2320a—FR DA A RYIRT. [FITAR—3a—R DA ] &9 )0ILFET .

8. [7HT4_R—3>a—F] RyYXIZ. Tenable OT Security Account Management R— 53
E—L7-1ERYE B SNDa—F &8 YR ITFT

Enter Activation Code x

ACTIVATION CODE *

| I

9. [PUOT14F]1 &=V IVILET .
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O
OT Security TV AT LME B [T VT4 N—b LI=CEER T AV E—DO DR R EN. [T4EVX]
R=DNTPYTT—h ENFZAM OV ADF DR R ENFET.

SAERELAITSAVE—RTP7YVIT—LT5

1. ALV RETYIT—T2EI2avTHBPESN TS, FIE 1 o4 E2RTLET.

2. [(2) POT4R—>ara—FR DA A RVIRT. ®ILTH—ERR—ZILDY %I )ILET .

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2693
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to L
) ’ ) Enter Activation Code
activate your evaluation period
Cancel

[OT Security 24754 TFIT4TI] 242 R OAFH LWVITTHREET .
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the doc ntation page.

Activation Code

Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

3 & : URL https://account.tenable.com/offline-activation/ot-security Z{& Fi L T. /22— Uk [T3E#x Sh -
TINA RS [OT Security #4754 CTTIT4L ) BN A 7V 2R TEET

¥ & tenable.com [ZAT AL TLVELME B (. A—ILPRLRENRDT—R#FALTAG AU TEET .
ATAUNZETAERA—REZ (TR ol A— VT H I R EE R LET . OJA VR ERALE MG S
(F. [/ SRT—RZE N8B &) £7)voL TTOV TR IZHE 5N Tenable 7HOUh 32— v—(SEHE L
TLEEELY,

3. [PHOTAR—ava—R] RyHRIZ, 20 XF DIV RA—FEEA ALET (SAEVR] 910K
MEAE—L TREYAT (T ZENTEET).

4. [PHOTAR—La R A B RYIRIZ, FHOTAR—a AL A B AL U 1TFT
5. [Tenable YI+ Dx75/ AR #EFHR A BRLFEL] FovohvIREIIVILET .
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on offline
activation, visit the documentation page.

Accept License Agreement

Please review and accept the T

* |have read and understand the Tenable Softwan cense Agreement

AR SAtUREZHER T I BICIE. [Tenable YI+ 9754V REB ] DU H%ED )L TS
LY.

[E{E] =0 )vILET .
OT Security (7074 "—2 30— EE B LFET .
TOTAR—1 30 a—R 26— 5(20%. & REVES)9ILET .

OT Security D[54+ R] 8T IR Y. [FPHTAR—2ava—L DA A &7 ET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ . Enter Activation Code
activate your evaluation period
Cancel

[7OT4R—2a0a—F DA D] AR NARIIDRTENFT .

9. [POT4R—2ava—R ] RYIRITTITAN—30a—R &R U+, [POT4TE] 2000l FE
ER
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Enter Activation Code X

ACTIVATION CODE *

HAR/RILHE L. OT Security [CEYSAEV AT YT T—rEhFET .

A RZBENHIETS

FAEREB IR T5E. SRTLRBE R OTA VAT ITAR—aV ERABRIZ. S RATLDDIRIE
DA ADHEIBREN . FILWLWSAEUANTOTTIbEShET . S/ RAZB UL TR EAHD
BEA FHLWSAEUREZ TS5 E) (X ROFIEEFETLET.

15 HAHHEIZ

e Tenable 7h Uk I —v—M, DRATLTH LWWSAEUREFT TIZRTL. S/ Ra—F
QOXFDXF /| #F)ZFIRHELTWARLELHYET .

o AUBR—RYNADTIERADWE TI . OT Security T/ 5 REAA—RIb TR TERME A
T EEDPC hoIMUREZEHFTEET .

FAEVADB AP TBHIZIEL RDIIILET .

-123-



O

1. ®E]> [YARTLRE] > [SAEVA] [TBHLFTT .

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. [POoaV) A=a—hb [FAEVAODB ML) =& IRLET
HE IR IONRTEINET
3. [BHHE] &0 )vILET .

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

[5At2R] 24 RIIZ3 DOBE H L RTVTHR RENFET .
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License

LICENSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

4. DATLEBFIEIH ST, FMEVRETITATILLET . SAELRADTIT1I1LE2S BLTW
<A

TOTAR—30aA—FRZEZA ALER . BE DAV RIIH LWVWSAEURICEEBR ZAONET .

R DOF E
OT Security AT LNDE 1k

OT Security Mi Eh

| B#: S RTLERBL. OT EXa)T/O=—X & HETHEAZMAIBLET.

Tenable Core + OT Security 2% & L1=t& . AT LM OT Security DfE A #BA 1R TEAK5IZLET

1. OT Security Y AT LDE L — A1 RETOT4_R—k L= . OT Security Y AT LEH N
ELET
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ot_reinitialize_step1.png

O

2. OT Security DfF A — Bt %t & vk J—4., ih—k D 8 . 21— —. H)IL—F., BEfH—/\—%
% L T. OT Security DfE A #BAELET .

OT Security Y AT LDE 1k

| WHER OT Security 1—H—0—)L. BB EH

FAEDRDTITAR—23aVh5E T §45&. OT Security IZ[BRE] REUBRREINFET .

( dtenable.ot

System is Disabled

Enable

UT DEIEL AT LDOATHEBEET I T471L 5I21E. OT Security 8 $h1E L TZELY,
o FURT—URNDE EDRFE
o TARTOFRYN T—ITT097DULE LB 1R
o Rk D=L Ol EE 1 OOJE 8
INEDEEE DS/ ILENTZT RTDT—AER M E1—— AU F—T1—A TR R CTEFET

FEE NS EMNISETI5T0ERATHY. ELRICEFINBBER ISP —(5—T1—RIR RN
BHFETICFF R ADMFET .

FEIY—I(A——A3—T1—R) D’TE] MR DT TOT4T 0TV E, BN D REZEER
FELTTPITAIIL T HIENTEET . IOV TIE. 7OT479T)ES B LTS,

HE: N\—23 44 R TIE 75— DB AR ZF 59 17HIZOT Security 28 #h (TF5&. /W TE=AI)
DT IFIVE TEITZYFET . /N TEZRITER ST BT, [BE] > [Rvk T—IVFEB] X—2IC
BEL. VO TEZARUII N TIVEI)IVILTE MITLET . AVFI—0/ D TE=RYY
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ActiveQueries.htm

O

TAAUNE N TEZR) TN ENDNEMNERLET .

OT Security zB 1L TBIZIE RDFIILFET -
1. [(B#E1Z0000LET .
OT Security IZ&YS ZATLOE (T2 Y. [FVPR—R] > [URD] D4R ORR RESNET .

= Otenable ot security

Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)

Total 6

ERB . VATLANEEZH AN T HETIH D HOWET . TEDORTERIBE T BHICE A= DTy
YAl EMLAFEEA.

OT Security M F DFE 14
AV AR —)L#% . OT Security #5% € L TE A T=EY .
BT RARINT—DEEKRTETH

OT Security 85 8§ 5R vk T—UEIAVNEREL . Fvk T—VIBHESTETNTOTIITHE Fh
BESITLET . R R R Aok T—UES B LTI,

AR FELGERYR RIS T—IZHIBRLTIZEL. ZORvE T—I0EMLI-E EZIERRICTEE
Y. ML EEDNERTES LT,
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R—hZHELTRETD
FERFTLTCUVENG & & [EER— LTITATITUR— 0% B B R TEET

:I-_-Ijs_\ 7\‘} l/_jo\ Eﬁ.‘?\ EIE -U-_/ “_EEQ I:FE -a_é

O—h)lla—H—¢a—H4—JIL—TE%ELFET . N ERIE—/\—ZHRTFEITHH SAMLEFIFHLT
SSO OV A VEBR ZIZTHIENTEET,

Pk J—OH—EXZEBMT S

DNS 4 —/\—ENTP H—/\—ZEBMLET . F-. TRTOEBELRARUNFEE T 576, Syslog £E
A= H—/IN\—FEETE CTEFET -

TOT4TO0T)EE ML TS

TOT47HT)IE. OT Security DELF| E D1 DOTY . EEICEETIEALT. RLIERETIRZUT
WA LDFEMIERETRMEEBDIENTEET . FMITONTIE. 7OT4FVTVES B LTS
Ly,

TOTATHEERE - FALUNGE E O/ TEZR) TSI TIEFIN—TELHWNEEEZ. T
O7557471278—J L TR E LET.

Nessus A¥XvZ{EL 95

OT Security vk T—2128%% IT T/3A X3t LTE 1T 9% Nessus R¥vo &% ELET . Tenable
Nessus AX ¥ IdEH & T. BHE SN ITEEIZOAEZEEZE5 2FT . #EMIZDLVTIE. Nessus 754
AVRAFYUDEETEES B LTSN,

INVITYTEERTETD

E B RT LN TYITEHRTE L O—HURFETEH VJE—F RFL—DIZTHORKR—h§50%
BIRLET . 3£ I1-DL TIE. Application Data Backup and Restore (7 7)r— 3 T—2 DI\ 7y
THE ) S B LT,

TVIT—rEAFTS
T4—RERTLDT VT T—hELTHER LTSN, SRATLHIATSAODE S I1E. BT EEIMIC

FETVIT L EETLTIZEN. FEHITOWTIE,. ZyI T ES B LTS,
&1L I
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ActiveQueries.htm#top
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

O
OT Security A2 B L TR TIN5, ERMShARUERRL. BEEHITEL TRV —%RE
ELET.
METSH

OT Security Zfth @ Tenable & & Ff=IEH—R /1 \—T4H—EREFE ELET . SEMISOVTIEL. i EF
S B LT,
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OT Security 22 9—D( A —)L

| AR COEYL VT N—2a0 314 LI DO Y—ERE I HFIRICOVTIHRBALET .

OT Security T4 —0DA > Ak —JUZIE. 28— Industrial Core Platform (ICP) EDRTUL T HE E
NnFEY . £ H—&OT Security ICP X7 J 9 5I2(E. ICP EE a2V —)LEtH—0 Tenable 37
A—H—A2B—J—ADH A &#FERALET

#IEATULTIHTIAN OB BEBEEHITTH0. BBRBERD LT, FLLEH—DRTYY
GUHTAR CEOF B R R OHEH T T HENTEES .

I8 $HARI I
ROEHEEI-SN TSI EEERLET .

o EIH—N\—FO7HELIEEE INTND (B —Dtvk 7YvTES &),

o« YR T—IRIVFITEHEEN TS (Ruk T—OADEY—DE 25 ).

o LH—ITIhE DEH IPv4A TRLADSHD (B —t vk ZYT U F—E DT RAES R).

e Y —Nh Tenable Core 75vk JA—LIZHE#H SN, Core A—H—A2—DJx—XIZOT(0T B
F=8ONI1—H—4% L/ \RT—K 1'% 5. Tenable Core A—H—AA2—Jx—XMD{F F 1Zf8 4 55 #H
[ZDULVTI&. Tenable Core + Tenable OT Security A——HAK %5 BB L TIEELY,

e ICPOVY—IUZE NI BAENHS GEBHEEXS ).

SER: 14 OY BT £E 8 $ 5712, Tenable TIE2H—DATYL I TOLRIH L TE EH O—)LERE D
% [ ICP 1—Y—#/E B § B0 e R L TLET (—hLa—Y—DEMES B, HFLLOEEE 1—F—%
BILT. B DA —ERTU I TEET,

¥ E : Tenable Core DI UNTHAISA B # %438 Fi 9575 i% [ZDLVTIX. Update Tenable Core Offline
(Tenable Core DA TZALT7YvTT—h) &5 BB L TSN,

T —DRTIT

v.3.14 LI Ot H—EICP ORTYU T F|E

-130-


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O

1. ICP BB I Y —)L(A—Y—A23—J1—RX) T, [A—hHILERE] > [EoY—] DR I ELE
ER

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (@) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(

2. EUH—RTIYTDODEBEARBEBENICT BT R— EEIZHS [RE A—DRTIVT)Y
IXNZBEEB D) RMVFE [AV] [TOYBZET . 7UITEOTVEWNMG & (F. $RTORY
DOJVIIRANEF B TRBLE TN RYFEEA.

3. ICPATJZERAW-FETH LLVITAFE. <Sensor IP>:8000] A 1L TEHY—D Tenable
Core A—H—AA—DJ1—REMEFT .

| ;¥ %: Tenable Core 1—H—AA2—DJ1—XIZI&. &/ \—23> D Chrome MoDH T IEATEET .

4. Tenable Core A —ILDAT A IR T, A—H—Z LINRT—KEA A L. [IHHEFRHITN
AD—RZB F A9 3] FooohwoRAZRIRL T, [AT1] 29099 FT .
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

EE: 0J(URIC[RFEARIT/IARD—FEZBHRATEH 2R IRLGNE o ——ERZBEEH T
SERYET

5. TEH—132A=a2—/\—T [OT Security £2H—] #0)vILET
[OT Security 22 H—R7] V1R IR RENFT .
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*ICP IP Address: | |

1P Uner:
ICP Pajiword:
IEP AP Ky

Unsuthenticatsd Pairing

£ & [Tenable OT Security 2 H—R7] D4R Dl R—2 D) [B] 5 AA #BF IZDHFK R SNFE
T . TDH% ZD 1R %ERLIZIE. [Tenable Core] a2 —ILD [RPV & ] o arTE KRRy
EOVIIOLFET .

. [ICP IP PRLR] RV RIZ, 2D H—ERTITTBHICP D IPvA PELREZA ALET .

. RESINTUVEL (BB L SN TUVEL) RPYUTEE A 952 [RESHTLVELRTYVS]
ZEIRL. FIE 8 ISEAFT

R BIEShTOVVELRTUVITEE R I5E09—(E, Rk T—02TAVNE/INVD TR T5HIE
LWTES. ICP [Eto—2 BB L TTITAITIIVEREE THENTEEEA.

. NPV TERBITAICE ROVITIADEETLET

e [ICP A—H—] RYYRIZICP A—H—& %. [ICP /ART—F] RYIRIZICP /AAT—R %A
HLFET.

« [ICP APl ¥—] /RY~RIZICP M APl ¥—%A HLET .

FEE:RT7TTOwRF OEFHEHER I 5=0IZ. Tenable TlEtE H—DRT7L St LTE H
ICP A—H—%ER 3B LA H R LTUVET (O—HLla—H—DEBEMES B).

Y. FREEIF M AH R U ISR NENSI AUV BBHYET .

| AR YRRV ZEZEAIHEIAF AT HBRBIHR I NITES AP F—LEER
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9. [BHY—DRFPULT ZDIVILET .
10. ICP MR I RHEBAEZHERIZE R

a. Tenable Core O [Tenable ICP SEEAE] £/ avIiHha [BRERT—RA] 2. sSEHEE
MATARAENDIDEEFEET S

Certificate Subject:  Tenable.ot
Certificate Issuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:45:57 GMT +0300

| Status:
Approva He Pending user approv T

Upload Approved Certificate | Choose File | certificate (1) pem

b. [RRE]ZV)VILTEEAEZRFELET

c. [Tenable OT Security Y—/\—EEEA B ORZ DHEFR] V1R IT. [COREBABEZERRT
B =0 )ILET,

AREEFH TTYIO—RTHEE

a. [Tenable ICP] 22 —/LT. HTTPS EEBAE Q&L B TEREASN TS F IRICHRELVE
EE

b. [Tenable Core] ®[Tenable ICP REEA & ] 5 av(Hh3 [BRIAFHLBR B D7V
A—R]T. [PPMNVERIRT D] V' )0ILET .

c. 7Y7O—F¥5 .pemFEBAZ I7MIUFEELET .
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AR ENE LR AHAFTNSE. [OT Security ICP SEBA B R D [RBRAT—
SR N [BEFH LR TSNFT.

Cartificrte Sulsject:  Tenatie ot

Cortificwts lssser:  Tenaths ot

Mot Vil Bafesre:  Sun Jul 25 2021 16:46c5T GAAT #0300

Not Valid Afbar:  Tue Jul 23 2003 BESEST GMWIT+0000

( e .-.m:-.amuu

Uplosd Approved Certificats | Chooss Fils | Ho Tl chown

11. ICP A—H—A>4—DJ1—XT. [A—HILE E] > [ Y] 1L ET.
OT Security [Z&UFT LWV EUH—DR (TR RSN, [RT—2X] D [RBFB] [THVET .

Sensor pairing requests are pending approval View Requests x

= @tenab|80TSecurity ‘ 11:49 AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview
Sensors Search. 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates b

> 0 Events
P Status Active Que... Active Query Networks Name Last Update ¢

@ Policies
{2 connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024
> iE Inventory pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

¥. Network Map
> @ Risks

> @ Active Queries

> @ Network

sBumasa

> & Groups
v & Local Settings

Sensors

12. B H—DITED IIL. [FOIaV REVEI )00 (FET 2R 7)00) LT, [RB] &FIRLE
EE
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O

= Otenable 0T security |
88 Overview
Sensors Search...
> {) Events
33 Policies
> 2 Inventory
. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors

Sensor pairing requests are pending approval View Requests

11:50AM  Tuesday,Nov5,2024 ® & Mr.Admin v
0 AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
Approve
Stat Active Q Active Query Network Name Last Update o
Delet
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024
Pending app! | N/A Sensor #98 11:49:16 AM - Nov 5, 2024

1NIsa

NTIVITHR T BE [RT—ER] B[R FH] (SO UBDYET . 20 DRT—2RIFRDELYT

EE

s BEFA RBEL) - b Y—(ERDBIAETF TEHEINTOES . EoHY—(E, /WP TRk

TR DHERITTEEY .

s —HHEL -t —LBE Y SERIATOETA, — B FELELTOEY.

o YIB — b —EEK SN TOFERA. REEShI-EUY—05F & . X7V TO0EROIS—H
[RE THARREENHYFET . F=EAE FURILIZ—0OAPI DR E T

s BIREH (FoRNIS—) - RTIVUTERB DI LELEA FoRIVEH OB EEITAFEA. £V
H—h\5 ICP ~ADR—k 28304 D MR LES . M L. T7AV—4— U IHEESE

HZESRL TS,

OT Security IZ&BFREEF A F—DRTIVITHE T Lizb. T H—IZET
R E TEFET . 7TVT490T)DEE#S B L TN,

+BFHTFAIHIY

¥ E: Tenable . R7PYLTH5E T LT=5. Tenable Core 1—H—A242—J1—XTl35<. ICP R—C DH%E

FERALTE Y2 EHIHILTHE

LTWET.

o H—Dtyk 7vT

2 H—(ZIE. OT Security Sensor T

RMBAINTNNDEIIZ, VIOV E o H—EE

=
ax

=

X Al B

Bty

H—D 2 DDETILHBHBYET . VIOV ETILEL ZBE D19 AFUIIZR YA 1T5H. E@EICE
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O

(CENTEFT . BEARELETILL DINL—IUZRE 5N EBED 19 1VFIVIIZR YA 115
EDTEFT (I AY— 1 7ET2—F I ZFER).

VIR I H—Dt v TV
oL BEDI9AFIVIICIVT (5L LG EDT E ISR E TH5LHTEFET
FYIIIVE (SVIRIVEETIVA)
OT Security tZ2t— ODIZ % 19 41V FS9I~DE YA (+F I
1. TOERBRITRT LI LFEITSIrvk o H—0f # DR R IZER YA ITET .

|

2. WEIZ2ADRISEEAL. RSAN\—THRSEMOTIS I EFR EDMBICEELET .

4. B DSVIRIVNB IS IR ESVIRIVMNTE S TH4AY ((TBLTLWERA) TSV IL—
LIZEEL. 2=9bES59IICEELET
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EE:
« SYUNE RIS ENTODI LR R LTS

o INYINRRIUZHDAF T7 DB R O ER VT IRILDE R A D SEIANTUVENIEERE R LT
=]

5. ACERT—IINUTR) ZV7/I\RILDERAKR—ELAH. RIZT—TIVEACER (EE
R ITELAAFTT

SEm

OT Security 2 H— OF @ ~DFX E FIE

1. €29 —2 WK ETRELGE WLRE) ICTESFET .

EE:
o HlEMNFESTENTWSIEERE R LTS

o INVIIRRIUZHDAEN 77V DB R A EMYTNRRILDBE R AL NSSHANTUVENWIEERE R L TL
et A
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2. AT EMOBESR BB E—RICERE ITHE R X 1\ RIUHLIA N I7oDE R 275
AR—RZEHRL. BUGRRERHNEITVET.

3. ACERY—JIL(f118) ZUT/\RIIDERR—IELRAH RIT—INEACER (XE
JB) ICELAHFT
B E W RE Y — Dk Ty
B E ARG LY —IE DINL—JUSRE $52LL BED 19 1VFIVIICMYM (T ELTESYS
(MO AN — | TR TE—FIEE ).
DIN L—ILADER Yft 1+

OT Security £% % 7] BE 75 2 H—DIZ % DIN L—ILADER YA I+F )IE
1. B —DERZHZTS7vbEFER LT, £2H—% DIN L—)UZER YA (TFET
- F .
6.0

K- o

SR

L - X | S

2. ROWVWTNHIDHETREREERLET .

« DC E R — 12-36V DC 6 E> Phoenix Contact at74%tHY—1=vc DAl & (T E A L.
aARIADLEEET EIZHHIEHAAB ROEFHFENHT. DC BERI—FHFoY—(HEHKLE
. RIZ.O—FDES—FDixEDCERIFEHELET.
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pi—
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Ol |

= um

 AC EiR — 12-36V DC 6 E> Phoenix Contact a4t H—a1=vc QEIEI3EAL.
ARTADLERET B IZHAIEORA AR ROEHBOT. ACERZ U Y—I3EHmLET.

RIZVACER7—TIL(HRB)ZBERI=VNIEAL. £5— A DinE ACaVEUNTE
LIA#HFT

ST (B E A RELZETIVA)

BREARGE A ARBLTWAI IV VY—1ZE AL T, YUYV YA 1T EMNTE
E3
R E RIREFE—DRE (19 120F) VIO YA I+F B

1. SYOTYOUREIZAZYNERE B LET .
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a. A=Yk DA D 3 RKDRUEHLET .
b. HLLWAY (&) ZEALT. 2=vk DMl Al 12T ook A — 1 ZER U 1TFET .

. =\ IR ETYIDZE LTINS 1U Oy [T A LET .

AE:
o SYINE R ITIEH SN TULNAIEERE 2 LTS

o INYIINRIUZHB A E I7DE R O EM YT /IRIILDBE R L HSSHNTLVENWZ EEFEZE LTS
f=&by

U RS (R ZE B LT (IO A —1%59IL—AICE E 35282 kY. 2=y %
IUIICEELET

. ROWVITNADA ETEREEHRLET .

« DC E R — 12-36V DC 6 E> Phoenix Contact at74%tHY—1=vc DAl & (T E A L.
aARIADLEEET EIZHHIEHAAB ROEFHFENHT. DC BERI—FHFoY—(HEHKLE

4. RIZ. —F DE5—H D% DC BIR IS LET.
— e
=
— g
p—— u‘ .
R
1 1 ]
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* AC B R — 12-36V DC 6 E> Phoenix Contact a94%Zt 9 —1=vk Q| @ IFE A L.
OARIADEEET EICHAIEDAABR ROFHOHT.ACEREZ U H—ITEHR LET

RIZ.ACBRY—IIL(HB) EBFEI=INHEAL. £5— 5 D% AC Otk 128
LAAHET.
Y —DRvk T—I8E

OT Security Z2H9— (&, b T—I+ 57199% IR & LT OT Security 7T 54 7V RIZER 1 957281
FRINFET . RN T—VEREETIBICE. ROV O—F—/PLC [T SN TLS RV T—
DRAVF DI TR—b A=y iR LET .

o —EE BT HIUE. A=V ERVNTDITEHR LET . L RV T—IBE B OETICERT
BRIk T—HEFR G DRI T—OTENENEF A

OT Security VI b L H—DF Ik T—O D% #5i F B
1. OT Security £ — T, /—HRvbk =TIV (1 8B) #R—F 1 ITEH LET -
2. FINT—PRAVFDBER——TIVEEKLET.
3. A=UrT. Bl DI—rubr—JIIL (T §) Zh—b 2 [TERLET
4, Tk T—DRAVFDIZ—) G R—M =TI EEHRELET .

OT Security £% & Al Bl £ H—DR Yk T—O~D#E #; F IE

-142-



O

4.

. OT Security oY — T, /—HRobk5—TIL (I B) &h—k 1 [TFEHFELET
. IR D= R YF OB ER—Mr—D W EEHELET .

A=vk T, Bl DA—HRIsr—J )L (1 8) ZAR—b IR LET .
FIN T—DRAYFDIZ—)IR—M =TV EEHELET .

o H—tyk TYT I —R ADT7IEX

EEIOY)—)IL~DOSALFE

1.

RODVTNHEITVET S

o [—HRULT—TIEFERALT. EBIVY—IT—DVRT—13y (TAYMYT . /—k/Y0
V13 E) % OT Security EoH— DR—k 1 ICEEEHKLET.

o BEOY—IVI—HIRT—a R IN D—ORAFIHEHELET.

B IO —)LT—HRTF— A, OT Security 24— EF CHI %k (192.168.1.5) O— &8
THAHD A=Y II—TAV TR BE THIEERERLET .

B IPEERETDICUEL. ROFIEEEITLET (OT Security LH— THE#E 97512, 8880 IP
ZRETIDLELIHYET).

a. [Rok T—IEAUE—1ob] > [Rok T—OLRH BU5—] > [FHT5—B R DL E] 1%
BLET.

| EE Windows D/N\—230([2&oT, FES—avhE TR LD & ABYET.

[Rob D—08E#R] IR UDRTRENFT
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m-ﬂ!u Netwerk aed Intemet » Nebwork Connectiens » = | 2 || Search Meteeark Comnections
Organize = $ = |
=L Lozal Area Conmection | Wirelent Metwerk Connection
Hatwor MebworkCrwerdosd com
=4 g Disable .‘ Compadt Wineless-G LUSE Adsgter
Status
Duagnose

W Bredge Commections

Create Shortont
& Delits
% Rename
W Properties

b. [A—HILTYPHER] =6 U)oL . [T/sTA &R LET .
[B—HILTUTHER] IR OBR REINET .

Connect using :
¥ Intel(R) PRO/1000 MT Network Connection ‘

Thes connection uses the following gems:
i o8 Chant for Microsolt Networks
¥ JBl0oS Packet Scheduler

i 4% Fils and Prnter Sharing for Mcosoft Networks
¥ 4 lntemet Protacol Varsen 6 (TCP/IPVE)

¥ i Intemet Protocol Varsion 4 (TCP/IPvd)

i -a- Link-Layer Topology Discovery Mapper /O Driver
¥ 2. Link-Layer Topology Discovery Responder

) (o [ oo

Description

s G

c. [Ar8—FyhFaR2WS—3> 4 (TCP/IPVA)] 28R L. [TO/ST4] £9UvILET .
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(8) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Jotaen DNG server aodress automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(L] validate settings upon exit Advanced...

o ] come
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L TIZ&LN.
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1. ROWTNHIEEITLT. ICP O RTALIZZIEALET .
* Tenable Core ITAJA LT, 3—=3FIUT7IERTS.
* SSHEFERALTRT(2T 5.
2. 3—SFIITROIATNEEITLET.

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

% #B Dz BA

e /home/admin/my-tc-ot-backup.tar [&. EE D/ I 7T 774 ILDI5 T T

AR A\TYTEE T LTHDIRUR AR T 50T, TR T ETITEERAHAYET . R OB 5V
BT OE TR R ERE TEES:

Tenable Core 1—H#'—A28—Jx—2N [/ \Wo7YIIE 5] > [/ \o7YyT T RYT] > [ER] ORT. HHL
[F. ROARNREEFTLETS.

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)
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Updated Oct 25, 2024
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= (Otenable.ot

v & Dashboards
Risk
Inventory
Events and Policies
v & Events
All Events
Configuration Events
SCADA Events
Network Threats
Network Events

2 Policies

v

&  Inventory

¥ Network Map

Vulnerabilities
Active Queries
> &a Network
Groups

* Local Settings

Version 3.16.55 Expires Sep 17, 2024

All Events | search..
S V& LogID
] Notresol.. 1
0O Not resol... 1
Not resol.. 14
Not resol.. 23
Not resol.. 79
Not resol.. 107
0O Not resol... 108
Not resol.. 13
Not resol... 240
Not resol... 241
Not resol... 242
Not resol... 245
[ Not resol... 246

Event 1

Details

Code

04:22:14 PM * Oct 29, 2021

Time

04:22:14 PM - Oct 29, 2021
01:52:27 PM - Nov 3, 2021
04:39:34 PM - Nov 3, 2021
03:14:33 PM - Nov 10, 2021
09:57:43 AM - Dec 30, 2021
11:28:06 AM - Jan 17, 2022
11:28:33 AM - Jan 17, 2022
05:29:09 AM - Jan 19, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:35 AM - Mar 7, 2022

09:33:36 AM - Mar 7. 2022

Snapshot mismatch

Event Type

Snapshot mismat...
Change in Key Sw...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Rockwell Code U..

Rockwell Code U..

Rockwell Code U..

Rockwell Go Online

Rockwell Go Online

High Not resolved

Severity
High
High
High
High
High
High
High
High
Low
Low
Low
Low

Low

Policy Name

Snapshot Mismatch

Change in controller key state

Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch

Rockwell Code Upload

pload
Rockwell Code Upload
Rockwell Code Upload

Rockwell Online Session

Rockwell Online Session

A new code version was detected which doesn't match with older versions of the controller code
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Table Settings X
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Time
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Severity

Policy Name
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Source Address
Destination Asset
Destination Address
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Comment -

Reset table to default
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(< I <]
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(< I <]
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(< I <]

Category

Reset to Default
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+ Add Filter v

840 Assets Group By ~

Search...

| None

. Slot

I Name munication Modul

| Type

1 Risk Score munication Modul
Criticality o

| munication Modul
IP
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MAC

| munication Modul
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i
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+ Add Filter ~
ID >

ind All Collapse
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Type
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Risk Score > @m PLC
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Rouge . Resync
PLC

IP MAC

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
ruware
20.055
Details
Overview

Backplane View
Code Revision

NAME Rouge
Backplane #4
PURDUE LEVEL Level 1
IP Trail 0 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors A
ADDITIONAL IPS @ @ m @ @ O @
mh h h
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 @ 5 @ B
Vulnerabilities g % I b4 4 b4 I
C bt © bt C
) VENDOR Rockwell £ 2 g Z 2 2
Active (3) = = 8 8 8 o)
MODEL NAME 1756-L61/8 LOGIXS561 < = = = = =
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ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 s 2 2 H £ 5 £
o o o - < 3 o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nic? {Local),nicO (Local)
Related Assets NETWORK SEGMENTS Contraller / | Controller /
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SERIAL D7D63D
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TWAIT AATDE E IR L THESS 4 SE I R¥ v 2R T TEFT . RILFEHRDOE T ITHHVDOS
T AXvU (LB DEDIE E D72V H—IANA ER &4 58 Ol 5 TR H SN TULNAHEETE
g 2DIEILEET .

Nessus A DEE 12DV TIE. Nessus TS50 A4 A DVE B ES BB LTS,

[¥#8] X—2 D [Nessus RFVvAEH] U av It ROFHMHARTINET
s BROEELZRTYY
« ZEBIERFr>
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o B ORFvU T E R E

= {Otenable or security ‘
v & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE [ 26 |
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors

IEC 61850

[ #] R—C D IEC 61850 £/ avIClt. ¥ E D IED & E IS T 5 R DF E AR RSNFET .
° “/9’_
« BTN

e JET 3V
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2 oD

1P MAC Vendor  Last Seen State

ABB Jan 27,2025 10:08:18 AM  Unknown

Details

NAME IED#3
IP Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Forts DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controlle
Network Map
CRITICALITY High
Related Assets RISK SCORE 15 |
IEC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24

SCD 77/ ILMFE M IO T, L TES B LTS,
e SCD 774J)L

* [EC 61850

a—RJED 3y

[a—FEDaV] 47 (avk O—5—0#) [ZIE. OT Security DI RF TS avk | IZK>THF YT FrEns-
AV A—5—0a—KR D NIRRT EINET . KT RAFYToavk 1/1\—Dav(lE. TRFv T3y
b IAME B SNF-BF R TOI—RFJED VI T ABHME FNTVFET . ThiZF HE DI a3y
(A—RTaYY 1 529) LTI T 55 NS ENET . [ RFYTTavk 1HZ0IU O—5—DLLET D
[RFvToauk | B — THUME S (XE I2TO—RJEDaV O LUV avhME i snE g . /1 —P 3y
LR LT, avkO—S—a—KIImzioh-ZE Bx2EE T=FT.
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A
]
-]
1l

Rouge
PLC @ Finished taking snapshot successfully X

IP MAC Vendor Model

\ \ | | C |C Rockwell ~ 1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details
Version 1
L. 06:55:07 AM - Nov 11, 2024 Version 1 Search... o)
Code Revision
IP Trail Compareto  Previous Version Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM

AFYITavh (TR DA & TRJA—TEET,
o JL—FU-RAFTYTavkF VATLER EBEE CA—H—DRELERY. EHMICREBINE
T
o PHTAETARHY - B OO—KR7OTAETADME H Shf=EZ2. S RAT LR YT avkERY)
A—LFET (fHl: a—F DFEooO0—k).
o A—H—FAR - 11— —(X. BEDEED[RFTYT avbZE R REVED I THIET. R
FVIT vk EF HThIA—TEET
[RFYTavk DF —B IR —Z2F/ELT. Ak A—S5—0Oa—KF (M Zbh=EMm. HIff . TE %
BHETEET. REARUE — Vb O—F—TFITAETADARUS BA4TES B L TZELN.

HBi<EI a Tld. a—RUED IR R OIFESFL I av e BH B RFyToavk 1\ —oavztt
BRI BHAHEIZDODNTHBEALES.

IN—D3MDFEIRRAY
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Version 3

8:50:50 AM - Nov 10, 2021

Version 2

Version 1

ZORAUNZE. DAVt O—5—Da—RJED IV DR B ml g8 T RTO/N—23av DURS Bk REh
F9. N—D3 T TN OBFE AR IR L-ER B SN TUVSRHEE BRI AR R SNET . KL
BT DI ZFyTSavk IMDDZEE AR H ShEEUIC, FHILLINA—"au e ShET . TR—R50
A%, LB DB B TR—RSAN—Da L TRAE R TE SN TWSN—D30F R LET . /N —D3Y
ZERLT, [RFTVTLavk DF M) RAUITO—FJED a3V ER RLET .

AT a9k DFEMRAY

wergion § E .
[ e ¥ttty
o
fag Lo
g vy L -y
-
-
o 1 T
Vs
o
R -
ooy WAl “ava
- -_
ey [
. - -

FEMARAVICE BIRURFTYToavb N\—2av O E Oa—RTavy. 527, 4718 4553 M1F
WMARRINFT . P BRI RFSNDFMERR / R/NMLTH-ODOXREN M EDV—HEE T
RRENET FERITONVT, & HT YA X, A/ (UL EEBELIRTShFT . BRLI/—D3y
EURT DNV F I R—RFM N2 e B LT RN BT EER TEFT . RFvTvay
hA\—Dab DB ES B LT S0,

IN—DUaVEREARAY
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Version 1 Snapshots List
User Initiated Snapshot

Routine Snapshot

CORAUNZF BIREN N30T F oL RFyToauh JICE T2 AR RESNET . &
NIZE. FTFeDERIE SN-H Z O T Fyan-BBLE FNFET.

AFYTavk Bl TE R MTONEIOIIGE R DRFTYTavk BN — DN—23 LT IL—T
IEENFET . B — DRFTYTL Vb [TITART. FON—230 D [RAFYTVavk BB RAVIC—ER RS
nFEd.

ZF VT vk IN—2 3 DL B

AFVTO Uk IN—D 3 F ] DIN—23 OR—RASA 2 DIN—U 3 LB TEFET . LB AE TSNS
& ZAFYTavk DEHARAUIZ, 2 DDARAFTYT o avkBl Tavk O—S—Oa—KR 12 Zbn=Z BN
RIRSNFET,

EREIERDELIIT—IENFET .
FEMFH-BRLN\—DavTiEMESNH LLVa—k,
W I BRF& A - BIR L\ —2avTHIBR S za—F .
FREFH-BRLN\—CavTHRESNO—F.

AFTYTLavk DIN—DaVEBERID/N—23a0 LB T HF R
1. [AORVR)]>[AvbB—5—] EE T B OO rA—5—%FRRLET.
2. [a—RYEDI] 2TEV)VILET .
3. IN—Dav BRI RAUT. 935/ \—2avmERLET

4. [RFYTLavk O] XA DL ERICHBLL B D4—ILK T, KOYTH U AZa—hb [BLET D
N=23] HERLET

5. [EBXR] FroIoRvIRED )vILET .

-192-



O

[RF YT avk OFEM] RAUIT 2 DON—2 3V DT ARNTOEDNRREINET . TE LT,
RELE-ERBDOIATDTAIAVTRINET

Viersion 3 Companits | PRECas Version E
Mams Sire Compaled an
Rouge(7)
Tashcs (5]
MainTask(s)
Programs (£)

MainFProgram (3)
Tagsid)
B (Dini]) koko o Mo 100 202 QECE0:30 AN

o (D) kokod Mo 10, 2021 0S50S0 AM

RAFYFT vk DIN—23%F B /N—D 3 (B RTON—230 U4 ) L8 $5F |

1. [AYRUR]> [Avh0—S5—]EE T. B Oavk0—5—%&RLET.
2. [a—FYES IV 2TED)ILET .
3. I\—=Da BRI RAUTL LB DOR—RSAELTER T H/ D308 IRLET
4. [RFYFLavk OFE#] R1ODLE T, [N—Da3VER—RSAVIZER B &0 IvILET .
BIRLIZNA—23V T [R=RFMU] ZTDR TR IN R—RFA/N\—D3 VL TR E SN TS
EDVRENFET .
EE N—TEARRIAVEL TR ELS & ICEETA0E. TOE E & A L& 21 TT.
ThiE. RFYTLavk OF — BEFToIT RIS —IZER E LERA.
5. [IN\—=2P3VDBIR] RAU T R—=RSGAVELL B T H/13\—D30F B IRLET
6. [LEE R R] FvIRvIREIIVILET . [LEE & R] FoyIRvI A0 DI74—ILK T, KOyT
BTG AZa—h\S [R—RSAN—23 0] & IR LET .
7. [RFYTL vk DFM] RAUIZ. 2 DON—23V B DT RTOE VDR REINET . TE LIS
RELEERDIATNTA(ALTREINET .
AFvTavk DIE R
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O

ZF T Aok (EF B TS TEES . Tenable (4. H i & [Tk 5Tk O—5—0f IE 1F 3 ORI # 22
FVIavk EERITTEILELENOLET .
vk B—5—MDRFvTavk DIE L A &
1. [V > [AvbB—S5—] B E T. B O O—5—%&IRLFET .
2. [A—KIED 3V 2TE0)vILET .
3. [RFYTavk D] X1 DE LIZHD [RFYTavk &R &0 )L ET
A—H =R LRy T oavk pMERL ShET S

4. ZEMHIESNEVME S FILLA—Y A AT avk SRt/ N\ —Davn[JEDaVE
BIRAUISEMENES . EEAHANSNGEE . 3—FIEDIVOEEZRIHLILVI—D3
UIMERENET .

|P ZIE 35

[IP BE®H] 2T12I&. COEEICBEETHTRNTDIP AR FTENET . [Ruk T—IH—R]5IIZE. CD
& E CTHEAIND RIS T—IH—F DYURAF BNRRENFT . KUk T—Ih—F DE DR Z')yILT
DALZRFAL. £FH/ WITL—UIBEBREIN TSI NTOEEDIPEZRRLET .

| Rouge - — .

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

P Start Date End Date
IP Trail
© 1756-EN2T/D | Slot 1 (1)
Attack Vectors Oct 30, 2024 09:53:07 AM Active
Open Ports ~ 1756-EN2TR/C | Slot6(1)
Oct 30, 2024 03:53:48 AM Active
Vulnerabilities
© 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:58 AM Active
Fixed(0) ~ 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Events
Network Map

DARZIE IPPRLRAOER ORI A LR T BHNEFENET . 8T BOATLaVIERDEEYTT .
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O

o PHOT4T-|RE.IPFFLRIZZHDE EIFEAINTLET.

s (B /BR}-IP FRLANZDE E T LTTITAT oIz OB (8% 30 B LLAIZTY
TA4T1o1=158).

o {Bft/BE} FETITAT)-IP PRLADCDE FE IS LTTFIT471o-& % OH B (B % 30
BL LIETIT4TI5HE).

e EFHOT4T-IP PRLRIZBIDE E IZL->THEHAINTLET .

WEFX

BEEE FobT—IOEHHE . DFY B RIEHALTCERLEEITI/ERTAHILT. EERT
DERERETHCENTERT . EENEERREOH R (TATAR—3V) THY . WER B TR
BENEDEEIST IR BOISERTHIL—+TT.

WERBEF A THAE

BT BEMEESNDE. VATLIX. COBEANDTIERAZER REICT DT BEIEHHDHT N TOHE
AMTHERBRETEL. COBEZRRKRICSOTIRAIARIEVERZRELEFY . RVEXA
WEZREHFTE THO. TEITERD/NGA—E—ZF AL, VRIR—RO7TO0—F&EALE
T o RDINGA=E—DBYFET .

o BEEURILANIL

e NADESE

® :éfﬂ?FEﬁO)JE1§ji/£

o NERBIE (AF—Fub 3L N) LR ER @ 1E DLE B
R P RTYT

BRUEBRZEALT. BENGREOURIVEZR /N RICH A EE B ATYIIZUTIEE
nFEg.

s MERRICEFNDIE E OB EVRAIVRAITELWME R YRV ZATER BT S

o SNER SRR D=0 (A F3—Fb FFHE A Rk T—0) ADRVE D=0 F7 0 Rz IME FIEER
9%
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s BERBODBREZRAEL. TOCLAANOBEEZRITH. TNEEEETHLLOE. BEHY
KB R REET=OIZAIR T 5 (R—h DI0—X., H—ERADR ELE).

W AR BE DA A

W (L, BB T AA—Yuh BECHIE B TE T AL EABYET. Thif. B 0a—4 vk
BED[RERE]4TTITOIET . WEEBEE K T52032 D08 & HHYET .

* BE)-OT Security [FINTOBAEMN TR ERRZTML. RLRBEEBERELEFT.

s FH-R"HEDV—REEZTIETEI5HE. OT Security (& F— 7B EADTIERAIFIRATES
BEMGCRER (FEIHEE)ERTLES.

B B) OB 2 4% B DA Ak F IE
1. BTN EEDEEFHMIR—2ISREL. [REER]|2TE20)ILET.
2. [£H] &)L FRYTE IR DS [V—REE BIMISRIR) 200l FET .

Details
°

Select Source Automatically

Code Revision

IP Trail Select Source Manually

Attack Vectors

WEZERNBSHICER SN [RBER] 2T ICRREINFET.
FHOWERZIROE L FIE
1. BRIOS—7TIEEDREFHMIN—IRB L. [HEER]2TEI)VILET.
2. [£B] &)L FOYTHEOU) RN DS [V—REF B TEIR]| £ 0)vILET .
[V—RDRBER] 21 R IoDRREINET .
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

IR TIAITIE V—REE[QVRYZATIBICH ATONET . RREELHELRY. BHOEE
ZIRBELIYTEFT.

3. B/ REEEZERLET.
4. [ER]ED)IVILET
WERERMAER SN, [RBER] 2TIRTSINET.

W BRI DR R

Details
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ ©

Code Revision

IP Trail
Attack Vectors
Open Ports
v Vulnerabilities U
- o e AN
Active (3) ( \
NetBIOS (137/UDP) NetBIOS (137/UDP (€@ )
Comm. Adanter #60 OT Device #59 \! A
Fixed (0) m @
Events Rouge (&
Network Map

[MERER]FTICE FEESNFA—T I EEICRHLTER SN ERLH LV EZ RO NR RS
NET . [ER] RO ORVIRIZE RIRSN-RERBROER BRENRRTINFT . KERER
DEIZIE. ROERIAEENET -

s WERBICEFNAIZTEEITONT YVRULANJLEIP PRLADR RENFT . EETAIAVEY
LT, EDVAVER I I HEMOFMZERRLET -

o Aok T—oEHECH BE IO ISR RENET
© T EKETHAEDSE . B IEFATEEATVET

AR (BMEFE|ITDA LICHINVTREED )T HE REFEREDHANR TENE
EE

F—ToR—k
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O
[A—ToR—] 2T12&. ZDE EDA—ToR—bk DURN DR REINET . A—ToR—hZ&Iz. A
957aka)L. BEEDIHRBA . TANREZICEFHF IN-BE . R—FHFAVTWASILERTIHERY —
R(TOT479T). iR—hvEY . %t EE . Tenable Network Monitor E7=[% Tenable Nessus Z¥+>)
[CRA9 25 M AR SN FET . EE TR RAREEA IP ZLIT. A—TR—k O Bl DURE HFk R Eh
FT (HE/NVITL—ZBE L TTIERINDR—b L EHFT). IP DB DX ZEY)WILTIRN %=
FE. A—ToR— b ERRLET.

Fouge n
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search... o Actions v Update Open Ports
Code Revision
0 Port mapping is turned off Configure Queries =
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports - | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversal itions Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
~ Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM

Active (3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protacol Nov 27, 2024 08:42:58 AM
44318 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16,2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversa tions Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversal itions Ethernet/IP Nov 27, 2024 08:43:37 AM

F—TUR—b DEALT I BB R B E . R—EAFELRAVTOAIELERTIEREZELLGS )
ArDSEDA—TUR— DB BB ICHIBR SNES . T4 OEIE L2 8B T . [A—TFoR—+D
AR NIARE] ORSZABE I DL T/ MRZES B LTS,

F—TUR—k RXNA2DINGA—E—F, [FOT4T T THRELFT . BRLE-EEDOFHITVEE
TLTC A—TUoR—DURNERE#HTHIELTEET .

A—TR— DE #H

WHEL OT Security A—H—0O—)L: B E | Z—/\—/\(H—, EX1)T4IHR—Cr—., £Xa)T47FUR
b AR ARL—5—

A—ToR—FDIVANDFEFEH H &

-199 -


ActiveQueries.htm

O

1. [AORVR)] > [AobA—5—/ 20—V BE]EE T. BRDEEEZRRLET.
[(BEMM]EEHIRRINFET.
2. [A—TFoR—b]15TEI)ILET .
3. [F—ToR—L ] RA2DH LIZH5D [A—ToR—t DEF] 0 )0ILFES .
#HLLRAFrUMNETEIN. 2OV O—S5—ITR REINTWSH—ToR—r AR FHIhFET
[A—TUR—b] 2T DD DT 3
¥ E DE E D [A—TUR—F] 2T T FEOA—TUR—h I LTROTILav(RT TEET
o RFvy - ERLIAR—F DRV EETLET

* KRR -TINMADITTARA—TI—RIZTFVERTHIET, TNARIZEE T 5D DFF #l L52
ERTLFET

AXYUDET
¥ E DR—k TORFYDEATH iE
1. [oRVR]> [AvbB—5—/ 20— VRE|EET. BHOEEZERLET.
[EEHMEEIRTINET.
2. [A—ToR—12TEYIVILET .
3. BHEDR—rZERLET.
4. [7OaV] A =a2—%=0')ILET,
5. ROYTH I AZa—hs, [REwV] FEIRLET .
OT Security [FZ R ENTFAR—b TREYUEZETLET .

& ER—FILOR TR
& ER—FILOXR R FIE

EE: COFTavE R—k 80 (VT 7URRIER) A F—TUR—b D1 DTHAE & IZDHE R TEE
R
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1. [MVRVUR]> [AavkR—S5—/ 37—V REIET T, BHOEELZRLETS.
[EEF#H]EEmINARTINET.

2. [A—=TFoiR—b]2TEI)VILET .

3. BEDR—FZERLET.

4. [POav] A*=a—%&0")ILET .

5. RAYTAOUAZ 21—, [RR] #RIRLET .
FLWIZOYITHEE. TDE E DE ER—FIHKRREINET.

Me 55 1%

[ME 58 1] #T(2IL. OT Security 757 M Uk TR SNz B ESNEE IR EE5 25T AT
DI 55 1 DIVRR DR RENFET . VAT LIE. B D Windows ARL—T4U 9L T L. e 55470
FLDFER . BFEDIATDTINARIZESTRE R FIEE E THEWIEND o TWNSEA—T B
ER—ILGEDMEEMEEEELET . BB EIX PIHTAILBEFHD 2 DOATIVH TTIRRS
NFET. FUANIL. BB OME LTORZNEICE T MIARRIINES . COFTITRRINDE
M IEESNE-EEICEET IR BIELETHACOR—JIZR RENEIEER WNT. [URY] > [ B
] R—DVIZRRSNDFEHRER LT . MR RO A ITDOLTIE. EFE 4 ES B L TZELY.

- | Rouge - P— E—

P MAC Vendor Model Last Seen State Family
o Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33AM  Unknown  ControlLogix 5560
20.055
Detail i
Search. 0o 202411200946 Actions Update plugins 3
Code Revision
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings
1P Trail
Attack Vectors Name Severity + VPR Plugin family Plugin ID Source owner Commen t
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500092 Tot I%
E;
=
Rockwell Automation Logix Controllers|... Critical 5.9 Tenable.ot 500451 Tot v

v Vulnerabilities

fetive(3) Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tep Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell

Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIX3561
Version : 20.055
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AR

[ARUR] 2T12IE, OT Security F5TAUIZE>THR H S, B E IR &E TRk T—IR DI

DFMIARARTINFTT . RIRSNDINEF I DL EZRHEITHLET BT

EFET . ANUNE SESFLGATIY (AU EAT R
FY . Fos ANVMNIRREY R BEUVTAWBIV T LY, B EERT
7 A X BE

B (ZD\TIE. BB OV —ILODA—H— (L 3—DJ1—RAE X455 18

=L ==

R TEENAIIAART

ZNE . R)O—BLE) I ->TTIL—TIL TE

LY HIELTEFT . hARE
LTSN,

— | Rouge
‘ &
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
runware
20.055
Details
Code Revision
Status LogID Time & Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail C.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Ada; 10.1C
Open Ports Not resol... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10| Comm.Ada; 10.1C §
o«
Not resol... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 10.1C ¥
~ Vulnerabilities
Not resal... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Adap 10.1C
Active (3) Notresol.. 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U...  Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0) e
S Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Not resolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME - D o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source

Sources A10 | Comm. Adapter #48 | Yuval | Comm.

Adapter #45 | Comm. Adapter #43 | Comm.
Adapter #47 | Rouge | Comm. Adapter #46 |
Comm. Adapter #44

> Destination DESTINATION NAME the network.

Policy DESTINATION IP ADDRESS

Status DESTINATION MAC ADDRESS 4

The system has detected an upload of
the controller cade that was done via

When not part of regular operations, a
code upload can be used to gather
information on the controller behavior
as part of reconnaissance activity.

1) Check whether the upload was done
as part of scheduled maintenance work
and verify that the source of the
operation is approved to perform this
operation.

2)If this was not part of a planned
operation, check the source asset of the
event to determine if it has been

N—U DT EIZIE BIRSNIANVE TEFHMITRMIFTID B SN TR RSNFES . BRL:
ARV DARUBAT IR E T HETDADNRRENET . AU DFEMITONTIE ANV ES IR

LTSN,

RAVDERIZ [PV REUDBHYVET . CORIVEFE ST BIRLIZARUMH L TR DTV 3

LER T TEET.
¢ MR- COARUNERREHELTI—ILET .

o XN TFHIPAILODFEIA—K - ZDAAUE D PCAP J7A )LEST o O—KLZET .

o RYS—HR ) - ARV DR)—E N EERLET .

NBDTIL AV DFEMIZDONTIE, ANV DEZS B LTS,
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FHANVRYRM R RESNDERICOVT. ROKRTHALFT .

INGA—
9_
a4sID
B ]

ARk
24T

R % E

s —

V—RE&

V—AR7
FLZR
Y—AT
FLX
TATA
*r—3

VEE

an BA

ARV ES BT B5=OI AT LIZESTE RSB ID.
ARV FEEL-HEF.

ARUNEN A== OTAETADEATDERBA . ARULE S RTLIZERE ShTL
BRI —IZE->TE R ESNFET . SESFLRA TR —DER BA I2DLV T, R —

DEATES B LT,

ARV DRZNELANIVERRLES . LT & ATREGIEDER A TY .
o IFL-IDEIFFETY,

o 1B - BEF R TIRDE XHYFEAL. B E DR NWEEITHER T ENDHY
FI.

s BE-BEMICEDHATITAETADFELELCEHTEHHIEE DR E
LARLT. #E DR WNEEITH LT DB ELHYFET

s EX-BEMICEDOHITITAETADFEELICETH THRZE DS LA

LT, 9IS T 2 EHNHYET .

ARURZEE B LIRS —D%& R - & BT &, RS —YRR AR IT7E5TOVET .

ARV ZRIB LI-E E D& R . COT4—ILE & B E VAR AD) 175 5TLET .

AN ZFIR LT-& E D IP =X MAC.

AR EBIR LI-E E D IP /=X MAC.

ANV DEEEZZ(T=-EE DR B . COT1—ILK[E. EEVASADYDI1TEHSTLY
ia“o
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INGA—

& BH
@_
FARTA AR DEEEZ 11 IP £1=[X MAC.
=3
JFERL
R

Zaka EETHEEIF COMNUNEERLE-REIFERSIN-TONLERLET .
)12

ARk ARV D— R TEHTIVERRLET .

BTV B[S RCOAR B FRCOEATDIR B RENET. ThEh

DY E DAV BEE ZIE, 1§ E SNIATTUDARUS OHDER RSNET .
UTIE ARUEATI)OE BB TY (F#7aH B o0 TE, RUL—hTTVE
HYIhTIVES B LTS,

o« BMEARUE -2 DOYTHTIIVNE FNFT

o AVbA—S—RFEANUS - CMHORYL—IF, Rk T—/ DAVt O—5—TH
EIOEEERELET .

© AVRA—F=TFTITAETAANIL -TOTAETARID —IE, FvbT—OUTHRE
FTATITAETAISEHELTOET (DFY. rob T—INE EMICRE SN
ra<ok ).

e SCADA ARV -av bk O—5—DT—R2TL—UIT AN T-Z B %3 5l 357K

Jy—TT.
o FIRT—HBEARUL - CEORUS—IE, BADBRETRTHok T—Ih S
TAIERELET .

o RYRT—DARUL - YN T—IR DE E HXVE E M OEE AR)—LIZE E
L1=7R)>—T9.

AT—3 ARURHIRRFHELTI—IENTNSHNEIIERLET -
A

fRirRE fRIR B HARUNIDNT, EDQA—HF ARV R FAHELTI—ILTE=AERL
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fRirH FRIR B HARUETONT, WOARUE AR FHELTI—ISN=DERLETS .
AR ARV O REFISEMSNAA M ERTLES .

Ik T—ovT

[k D=2y 2T, BEE DRI T—O B ETT5I199TRRLET . COE2—(ZIE. EIRLT -
EEMAE 30 HEIZT oI RTOEHKMNAR RINET.

@ o
PLC
nnnnnnnnnnn st Seen mily Firmware
M nown rolLog
Details
Go to network map

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

® (O] (¢93)

CDFTIZRRENDER (T, [Ryb T2y BE ISR RENDEMEF UL TOFET A, ZIITK
TSNDEWMEICORTE DE E I EITHERIBESNFTT . T COBEIZF. RvkT—I3y
TOAVEE ITRINTWDEIGE E DT IL—T O TIIEL E © D& E~ADERHAR RS
NFET . COFTITR R INAIFE R D B IOV TE Ryk T—I2vT %S B L TGZEL.

IRTDE & OFvh T—ITvTER R TR [Ryb TR M) R 2D )vILET . )y
9 BHE T T=IRITHBMIIIERL . COE E([CT+—hDAL T, D& E T IL—T D zk
~LFET.
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W7 E DEHRIN-EEDNTNOED )T EHEFTDEEDFEMARTIN. EEL DI IED
Jyod BERIRL-EEOHMEmIFRELET.

TN ZR—h

[T/ A= ] 2T ERIE T—ORAVF DT 7R TE . FYk T—IRAYFDiR—k TR T 53 M ME
FNTLET . OT Security [£. RAYFITxF TS SNMP JTUEFER L TIDT—AFWNELFET . RR
SNDHBR—F DFMICIE. MAC PRLR, &I AT —RR (TYTEIEFIV), TAUTX, A
BEDFHRIBHYFETS .

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.3 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.5 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vian1 Up Up vian1 Siemens, SIMATIC NE...  L3ipvlan 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

AR COFTERTIDICEL. FHUUNTIOHBEZE HDICLES . COWMREETIT,471L 9521, Tenable
HR—b [SE#K LTS,

BE&E

BEEDEEEE] R—TITE KRR SNZFTRTOE E DUVRN R RINFET

[BEEEE]| R—DIT7IVERTDHE
1. [AIRIEN)] > [TRTODEE]| T—TILT. BEZIIVILTEEDHEMR—FRHAETET.
2. EROFES—avRAIUT[ERE] 0 )0ILFET.
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[BE:E & E] R—UHARTINTS

< Rouge Actions ~ Resync -~
~— = PLC
IP MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

s3umasa

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Sources

ROFMEE L (BAEEE] R—UHARTEINET .
0+ & BA
’——RE B & E DA .
E&RE47 BE 8 & 7 LB R DT Rk
FOERA R B EETDIN—F—DR DT I2ADH [ .
=3 BEIMTDFEM . 1=£Z(E. ControlNet F1=(£ IP.
PEREZRE OT Security NCDE EEZR A ICFE R LI=H .
BXRERH OT Security ACDE EZR & (TR H L1=B 1.

FRANSNT=E E OF i

FRARENI=T A REIE, TOHS5TT VAT YAk O—F5— (PLC) D/ TL— 0T IRA ADE % T
B SN TS PLC £-IXZ0ft DFE £ A HI > AT L (ICS) ED2a—ILDIETY . ThIE. BIETH
TR—|EEEHEINEAE R KRB SAT (VFD) Il TOET . RANSNEE EDEFEMERTITS
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([ZIE. [BAEEE] R—D T, RRARSNI=E E D) 9%9' )09 ET . OT Security (&7 P4 %E
FALTRASNI=T /NI RERLET

. @ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details
Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] LL:E L ]
ADDITIONAL IP -+ e
v Vulnerabilities ADDITIONAL MAC ‘g 3 ‘g
- {
T 5 2
Active (0) FAMILY ControlLogix I3 - E
§ 3 £ | §
VENDOR Rockwell o = 0 ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
FIRS E -54- . Communication Module Details
Network Map RST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

[RANENT-E FE OF ] A—VICROFHERIR RSINET S
M= BRI NTa2—LANJL KEE. BN IPREDE E DFEMINE ENFET .

— & DNTFIEE . J7— L9 T7/IN—23 0 TINRBIA T 1\ TL—F& B . ROV &
SHEDFEMIE ENET .

1\ NI T—2 DT ZT49IE1a—DR R ENFET . /1 \WITL—Ea—DTINMRE %D

L—> o9 BE. [REEDI—IVDFEM] 2T E[RARARENT=T/INAR] FTHR RS E

Ea— 9.,

IEC 61850

7w 78—k &t 1= Substation Configuration Description (SCD) 774 JUZE DLV T, OT Security [F&!
& Avt—I Bk (MMS) LiR—b DURNEE B LEST . SoDLR— X EEMEERDOEEIZD
WTERBAL TLVET . OT Security &, SCD 774 )LE% & TR SN TWVEWTIERZHR B T5H&. T
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S—Ayt—UER T LET . SCD I7MILO 77—k QFFE DLV T, SCD J7()ILES B LTS

L\O

IEC 61850 N—

-~

v

(7Ot RI DA

1. [AURUR)] > [FTRTOEE] IR EHLET -
[TRTHDEE] R—UHKRRINFET .

2. IEC 61850

R RESNTI-[IEC 61850] R—UIZlE. R DFF M MNE FNTULET .

EN100_E+ I[ED_Indeg
IED

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (13)

Fixed (0)

Events

Network Map

Related Assets

IEC 81850

Sources

MAC Vendor

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

BREERTIOHNRDEEFFEEMERRFLTERRLET
BEEDHFMA—UHARTEINETS .
3. ZlDFES—1 32/ \—T. [IEC 61850] Z:E IR LFT .

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

Search. 0
108MMS Reports  GroupBy ~ G O

Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNOSRP$urchZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNO$RP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRPS$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurcbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

it % 2t BA

LR—h

ID

LR—b

%

Lik—k D—

B D@ F ELTHEE S S MMS LAR—b ID.

Lik—k D—E DA F ELTHBE S D MMS LAR—k 4 .
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T—Aty  LR—bITEFENETERAUEDTI—TEEERTSH. MMS LR—k 2o

- hf=T—42tvk D4 Hi

D47  Lik—hEHITRY)TLa B E L TRIETHI95ATUoNT7IVr—a & -lE

;4 AT LD T .

TEET MMS L R—hZE R TS IED (AT IR EF T/IMRA) BREREINTLVD
EEFT.

Javzy LAR—k EZFDREEaR—R kDR 5. B4 IEC 61850 7O I F

~ =T AT LER5E -

4. OT Security A% th L1-4% ti 5 R OB MR 7 5% % XA~ L8 IZHBIT—AvE—UT,
(84 DA O—R] E0Uv LT

OT Security [F5£#i% CSV 2 KX THOoA—KLFET .

AR IS—AyE—CAOMMS LiR— O E4E E OE E ISE A ShET A, 40—k shi-CSV
T7AIUZITTRTDE E DFEMMNE ENFET .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details

\/_x

BEDV-R RV B 247 A ERERICHRESNFHRLGE BEEOV—RIEEY
I RNTDEHBIRTEINFET . BEDY—RIE [ARUR)] > [TRTOEE] R—VD[V—R] 5T
LRAHIENTEET .

[V—=R]| R—DIZT7ORT DA &
1. [ARVR]> [TRTDEE] T—IIT. BEEEVIVILTEEDFMA—CZREEFT .
BEEDHFEMA—UHARTEINETS .
2. ERIDFET—aRAUT[V—R] &7 )VILETS .
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[V—R]| "= R RENFET

e |Rouge - p— —

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmware
20.055
Details

Code Revision

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM
Open Ports

v Vulnerabilities
Active (3)
Fixed (0)

Events
Network Map

Related Assets

[V—=R]| R—=U MR DF M ELLIZRTENETS .
w0t 1 &t B9
£ | Y—ZAMD4E B (Hl: O—HILY—ZADI5 & & nic 1 F=lE nic 2. V—AH L H—D5 &
[Ftov—28).
A7 Y —RADEAT (A—AHJLICP Ff=lEtH—)

mES Y—REEERETETSHIPPRLA,
nr=1P

HE Y—REBEEEEETETDHIMAC PRLR, o — N E EEZBE CEDIFEEELE

hi- 15 & . OT Security (X MAC 7R LREHRELFT . Lo H—HE EHILEEENTNT

MAC 1. U OSFEEFBELTLSIE S . OT Security (FERZE SNtz IP 7R L ADH
FHRELET

V—RABEENRRICHRESN-FZ.

ofF o
3
-

Y—RAEEMRAIHRESN-FZ] .

oF &
=1
-]
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& 7 &% M R &

I WHEF OT Security A—H—0O—)L: EEE . R—/\—/\(H— B AL —42—

OT Security [&. A& T—R2ERIE T—ITODTITAETAITE DT, EE DI(T LA R EZEEMIIC
HAILES . SATLACOERZINE TELGRMGELCEBH A NEE TLHVERDONAE & B
B UL, E-[ECSV I7/ILETYTO—R $TEETINOD/INSGA—E—5iRETEET . BED—
MR A=V DG FTDRAZTE NI H5IEETEET

UlICkeE EF M OiRSE
1DONEENEEFMERE I HICIE. RDKIITLET .

1.

2.

3.

10.

11.

[ARUR)] T, [AaVhA—5—] FX [RVST—OEE) =0 )vILET .
DBELGEEEERLET.

ANYE—IN—D [FO 3] REAEDIILET S

FOyTA o RN S, [#RER] ZERLET.

[BEHEOWE] 2P ObBEET.

[#4T] RYDRT, FAYTE IR DB ERATEREIRLET .

[4 BiT] RvHRIZ, OT Security Ul TE EZ# Al T5-OD& R EA A LET .
[EXE]RVIRIZ. VRTLIZEDTDZDE ENEKREDLANILEAALET
[/STa—LARJI RO RIZ. BERAALTIS CIzNTa—LARNIVEA I LET .

[/ SO TL—] RO R (Avk B—5—H) 2. B E NIV AR —ILEN TS/ W TL—2 D4 #il
EANDLFET.

BB RvORIZ. EEDBFADRBAZA D LET. NIFEE DI —IL T, T—2(F. B E
T—IIIECDEEDBEEFM E@ICKR RSNET .

[BRBA] RvORIZ. EEDSRBAZADLET . CHIFEEDIT(—ILLTT . T—E2(F. COEED
[BEHM|R—IZRRTINET.

-212-



O

12.

[(RTFE]ZV)VILET
OT Security [Z&kY. fRE SN MR EFEINTET

BHOEEMRSE (—ET0EX) FIE

1.
2.

3.

[AYRUR)] T [avbO—5—] =L [RykT—OE E] #0')vILFT .

B D & E DHEIZHEFIVIRVIRTERLET .

[—1E 7o) AZa—%5UvoL . KayTEI YRR A% [RE] BB IRLET .
[—EHEE]IEET. —ERETELH/N\TAEI—DRRINFET.

REITAEINGAAB—BAT. EXE .. I\Ta1—LAL, RURT—o5T AN BFT. ) D
BIZHDIFvIRVIREEIRLET .

R RN T—IEI AN E—EREITDEE . FTEEZ BT TIILI—L TS, —EHRET
2EETERLTUZEV. EHDIP PRLREHF DEE (X Rk T—0TAVED—EREICE DD
CENTEFRBA. EEEEFH THRE IOV ELHYET .

HFINTGA—EF—ZERLEITIGLTHRELFT .

AR [REBWE] JA—IRICAALEERIE BERSNEEEDREDABTEZTAATH—\—31FL
Y. GAE—DEDFVIRVIRERIRL . BIRABZA ALLEWNME S TH, Z0/5A—5—0
WMADEIXHESNTT .

. RTFIEVIVILFET .

OT Security [Z&Y. # LLVEE E TRUS—DMRESNFET

CSV M7y7R—kIZk5HE & 5%l DR &

COAECEEFHMEREITOE UVITFHTHREITOADYIS. csv I7MNULTREDE EZRE
TEFES . COAEEFERLT. 847, BHT1. EXE. /\T2—LARIL 5FT. B ARZLIA—ILK
DFMERETEFT .

CSVTEEHMEREIDOFIE
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1. [AVRVR)] T [TRTOE E]. [ava—5—] L [ED -
IUvILET .

2. [THORR—=P] R2VEDIVILET .

Controllers and Modules

[rok D—SR E] OLFhoE

+ i v
Add Filter Search... Jo
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m
Name Type Risk Score |- Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) & Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 £ Schneider
~ Backplane #103
~ Backplane #104
~ Backplane #106
v Backplane #112
v Backplane #115
~ Backplane #137
~ XS N Iy N
AURURD csv TP ILDFIvA—R ESNFET .
S > S —_
3. AoO—kLzIEMDT7AIUFE B L TREET .
d A ] £ o (] ¥ ] M i i L L L] M ] # a & 1
1 [} it L) Type Wik Cribraldty AddiosesVendor Famdy  Model  lamwse Ste Purdar  Land Sren lorstion  Rschplee Decnghion
2 P A i DT O - PLE AT HighCritici B 103 BeckhafT C-Sosm LL1230% Uringwn Lovel]  Seeasses
L] O e T AT S MBI HiPLE 33 Heaghrtri B3 100 18 Sty 57803 OPUA125608 Faut Lewel]l  aswsnssd Serrrares, SAAATH 53
i (R Ta O Tl Yartagy  COvnrm 0 WaghCE| 13 DO 10, Hebmisgi ik Al TLs P LV Uningwn Level]l  STesimm P A el 2
% T PP A bl s ot roller 30 MghiCnbars B3 LBOL IS T Insinementi Urdinteam Liswil] ERRREETER
[ L il B RECHOI 1 VighCriic: 53 LG 1 Schrspicher Modioon PRI NOC 1% Uringam Lowel]l  ESESSESS b Schaicher Qlaciric M
T U DA b @ VAR bbb L L= i aghCriters B LD (K Semern.  WPROTEC Fuid Undinown Lewel] CLESLLER]
[ ] g PR A BALL SO LE B HaghLebsci 11 L0 1D Resthowell Watiollogs L ML 30 20U Unhadewrs Lewti]  SSmERESS AR By ] ML
* T A T, o TR Hgh e FIAD 1Y Emerion SEenes 30 M 1LY Unlrgwr Lewel]  ERBRRNSS it Tenas Bt - 50 Pl Skl
1w O TR R F AT ST BT T3 Coememiina § HghCric: 53 D80 18 fepwspra. SO0 OF ML LLLE Uringeam Lewel]  EmssEm Teatrvapnn RALATIC M
n (T ATl D0 M D03 FY Mgk 53 LBOLFE Tonsbly Urincen Lewel]  SSRBEESE
12 R AN TUTHES Vi PLE M gl 50 LB0 I Semera CHPROTEC TUTEENLE CAET.00 Uninown Lewell  Sewsssss WPROTECA [NLSO I

4. CILORNBRZEBLT. MEFIRELNTAAF—ZRELFTITRE AT GEL/ \TA—2—(L. 24
TR EKXKE./NT2—LARL. G, A hDRZLT—ILK TT .

AR BEOATLAVERLELESTH/INGA—E— (BA4T . EXE . NTa—LANWEE) B ET—4

EANTIRLENHYEY . BERNLGTHTRMG S . HISTIEE

[FEHFSNFEA.

5. D7AIVE csv I7AINAATELTRTFELET .
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IR ZEELIEEDANATLTEFH SINET . csVITEFNTULVENE E . FEFEELTLVEL
TIE SATLATEESNFRA. T, COAZEZERLTE EZAIR I HZLETEEEA.

6. BE] T, REBE]> [Rob TV R] I BBLES.
[Rok D=0 ] R—UHR R ENES

Network Definitions

Monitored Network

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. [CSV 2 AL-EERMOEF] £V avT. [PyIO—R]1E7)0ILFT .

8. TINAADFEF—2av OV T 2T RELEEND csv T7/VETYITO—FLET .
BHSNEATRET TR AV E—UHRRSINFET .
[CSVEERLI-EEFHMOEN] /2 avn [HmETYIO—F B RVIRDNEHEINET .

9. 7YIO—FDHERICEATHFMAMER IHICE. [CSVEFEALL-E EFMOERN] I3
T, [LiIR— OFoB—R]1 Z20)vILET .

OT Security [&. 7YTT—hSNt=& E ID E7VTT—MIZK B L& E ID RN LTz csv 774
IWESTUO—RLET.

EEDIEXRT
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1OULEDEEZEEANVNIDGERTICTHIENTEEY . FRTICLIEEBE X 40U
[CRRENT . TIL—ThBIBRENET . 1L, ERTDE E DIV ERVST—ITIT1ETA
[F. Bl EmERTINFT .

FERTOEEDETIE. RE] > [REKE] > [FRTORE] X—UhoTEFY .

12U ELDEEZFRTICTEHFIE

1.

2.

3.

[A2RUR)] T, [AVbB—5—] F=E [RbD—OR E] 20 )0ILET
HIBR 95 1 DLl £ D& E Ot OF IRV REERLES .
ANYE—IN—T [PO2a #0)0ILET

AZa—ARRSNFET

[EEZFERTICTD) EERLES.
[ERRDEE]|N—CUHARTINFET .

(AT a) [ArAUR ] ROIR T, BEICETETERAR AU EEBMLET .

R AUNE BE] > [REERE] > [ERTOREE] R—D 0. HIRRShI-E EDIAL TR TSN
F9.

[FEE =] E0)VILET .
OT Security IZ&Y., [fURUR Y] R—DE[TN—F]) R—STE EHNERRITAYET.

Z W DO RKR—b

BEFHIEEITI—TOLHLAR—EZIHVRAR—F LT O0—FK TEET . ZOLR—F DD, 51
H PZF0M ORI EEM AT ENTEET . COLR—k % Tenable H7R—bk IR B LT, EHG D T ET
STENTEEY .

W LR—bEIIOR— DA &

1.

EROFET—2avnN\—T. [AORVN]] > [TRTOEE] DIEITFEELET .
[TRTHE E] R—UHRTENFT .
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O
2. [TRTCDEE]T—IIT. ZWILR—FDIVRR—FITEHBH 1 DFLITEHDEEEZERL
EX B

3. RODWLWITIAIEITLVET .
s 1 DDEEDGE A LIZHE[FTIoa] > [ZHOTIRR—R] &0 )y ILET .
s BHODEEDB A A LICHH[— /BT > [BMDIHAR—I] Z20')vILET .

OT Security [Z&Y. BIR LI 1 DFEIFEH DE E DZ B LHR— BT ooO—kshFET. 2K
LAR—k [ tar.gz I7MILT. B E OFE ML json T/ IUZE FNTLFET .

W LR—k DR RTIZIE. B E DL T 4 LRET . OT Security D/ \—23uhV& FNET .
=&z 1E RDESITAEYET .

1 DNE FE M5 A TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
BEHDEE DIZ S TOTS_AssetsReport_3.19.15 2024-06-03T07_17 54.tar.gz

4. ZWLR—bZEHME L. o120 T 5701 Tenable Y7 R—k [THBLFS .

BEEDODI—

l W B OT Security A—H—RA—)L: EBE . R—/\—/N\(HF— FA AL —5—

Tk T—OR DTN ZAHY, OT Security T2 DL EDF 7 DE EEL TR RSINBIGENHYFET. =
NIE I TRTTAVIDERE . II—TAVJERTE . BEEBROTRLGLEICKY. A TEEZBETHW
[CR—P TERVWIENRRA T

fz&ZE D—ORT—2ay, H—/\—, AV OB—F— G EDTIFR—LE T/ RIZILA F . SFIFL
Tk T—OR TEAIE TEDLIIHEH D IP PRLRADHYFET . Ff=ld. RAVF. IL—F—, T/ ¥—
DA—ILODR I8 Kok D=0 3—T1—REE ZoNFET . Cnbld 1 DO Rk T—0T /1 RDR
EHEHL R THDHIZHIDDET . TNTNNELGDIE E LL TE R INDAEE LIHYET .

ZD&IGIHE  [BEDI—D)| AT 2EALT2 D0EEEZY—CL. EEZRIRTEET. CO
FTavIlUE, [AURVE )] R—=DFE 1 DDE E DF M R—U ST IERATEET .

l AR COTIVAVETITR T ENTEFEA

EEAZV—UITBHAEK
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C ERIOFES—2avAZa—T. [AURVR] > [TRTOEBE] DIRITEELET .

[TRTHRE] R—THRTSNFS .
[T RTCDEE] T—TILT. ROVTNAETET .
s X—UIBETINEBEEERRLFET.
s BEVIEDIVILT. [EEDFM| XA—VEHMESET .
OT Security T [F722av] NME R ITRYFET .
[FovaY) > BB EER—D1ED )VILET .

Inventory
All Assets Controllers & Modules Network Assets loT Assets
Search... o} + AddFilter

880 Assets w Group By v [

Name View ‘ype Risk Score Criticality P

s @ PLC 62 il High

bLC #?nl Merge with Anotherlm PLC 50 il High
Merge with Another
Hide

RTU #1 @ RTU 59 il High

testigy

Export Diagnostics )
CPUM2 o e i@ PLC 59 il High
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— | testi
gy
=—— PLC
IP MAC

Details
Code Revision
IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities
Active (30)
Fixed(0)
Events
Network Map

Related Assets

Vendor

Schneider

Overview

NAME

DESCRIPTION

PURDUE LEVEL

STATE

ADDITIONAL IP

ADDITIONAL MAC

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

Last Seen

BMX P34 2020 Aug 28, 2025 09:28:24 AM

testigy

CPU

Level 1

Unknown

Maodicon M340

Schneider

BMX P34 2020

09:28:24 AM - Aug 28, 2025

03:03:32 PM - Aug 27, 2025

State Family Firmware

Unknown Modicon M340  3.51

Backplane View

Backplane #7

B
g
7
g

No card selected...

[BEDT— | V—REEDRR] /\RILBRFRESNFT.
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O

Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. V—RBEEZIAIIWA)TFEFRELETS

- 220 -




O

5. 3—TUNBEER—TITH/—REETERLFT.

6. (AT av) [RIEIHRE THERES TLRMMMITT—UT ) FouIRvIREEIRTHE Hia %
BRLTY—UTEEYS.

7. [R—CLTHIR] £0)v0LFET
OT Security TY—RE EMHIBRSN. TORME LR BB RENI—TINEEITI—USnET .

BEEZN—UIDEESTHL

BET—CITOERTIE, VRATLE2ADTHAOESHEHTFLAELNS. 2 DDEEE 1 DDIV T4
TAIHEELET .

COREIZIE. ROEGERELAEENTS.

s BETIONTADME: EENI—UINDEE. TOTONTAIETATAH—avE EITR—D SN
F9. ALTONTAIZH L THEHA DEEDENRLELIGE . VATLIIME RIELL DAN=X L%
FRALT. EELDEEZRBFIAIINERELTT . kY. I—VSN-BEEICRVIEEF X
BRI OEBRISMRIFINET.

s B ORE: LAETICELODDE E 1T DTk D08 L. v—V R DEEEZS R T
BINFYFET . TNIZFRDELDOAE FENFT .

o DT INARADE HE 1§
o I\WHTL—UR DALY R—XDHE §5

* IP7ELREMAC PRLREE L RUk T—0(UB3—DT1—ADTVELT . VAT LIL, B
EDITANTOTELRAERZRFL. ERISIUNIZHIBRLET

s RHBROMEG : DATLIL. INTOREFER LB EF)T4AUNEI—DRDHFHL
WEEDTISHALFET . ChickY. T2 B EFa)T(BEMRFINES.

Y= DR E gl v—o
ROE EIFI—CTEF A,
* ICP. oY —, JO—RXVRNEELREDR KRG EE
s BRDINWITL—UIZBTDEE (FD355D 1 LTI I TL—%# DTENHF Al ShEY)
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 BERQHRAOVEH DR E (A DE EICAOV %515 & X LAV THHZENB E TY)
s BRHVITINESEROEE

sl 7v—2: RS v—) Fou oI RERIRTHE /WO TL—, ROV DYTILOFRE I T3
AT LDFTYIDNAINRENFET . COATLavEESTH T LLT—U 0 R 50T TIEHY
FEA I—UIVOUNEMN LR EEZTOVIT SRR [FHYFIT A AT LARXTOVIENSHT S
R—UERITLES .

ROTN—ULIE S DB ER X

ROTEEZV—ULTLFESIGEE 0. MADNEEZI—VRAIDKEICRLI-UVE & (X B E %8B
LET. HIRTBHET. DATAIII—URTDE ¥ DB EEB & TEEJ . OT Security hioB — D
BEFHIEEITIN—TZEIBRIZIAEITONTIE. COFLYCAR—ANEEES B LTS,

& B A 0 Tenable Nessus A¥vNDE 1T

Tenable Nessus (. i35 EZ#1& B T5=0IZIT T/INA RERFv2 95 Y—ILTY . OT Security TlE.
OT Rk T—ON D E D IT & (23t L T. Tenable Nessus DX Rk J—HRX V52 E T TEE
T o ChIE B—N\—ERIE T T INAADMEFF T ICEA L TESHIZEZKDEREIRE T 50D, 74
TAIE IO AT LAF YU TE . ZORFHUTlIE. WMI ESNMP OB IEE#HABNIEETNEZFEALE
T, COREIL BETSHPCAR—RADIL U TOHAEITTEEFT . AFvUAERICIE. [HEFE 1] R—D
NoTIERTEET . DRITARLIZRF VU E R LT B E DRV T—0E E DV IS LTH E
M Tenable Nessus 75742 D vk EE1TT5HELTEET . Tenable Nessus 75T 1V A¥v &5
BB LTI,

OT Security M Nessus X+ (&, Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management ME K Rk T—ORXX v LRI LR —ER EEE A LET . B — OE L&, OT Security
DINTH—R U AA T3 TF . LLTF &, OT Security ® Nessus R¥X¥> D/ \TA—IVRA T30 TH .
NEDATavid. [POT4TIOTVE B R—UhioiE 895 [Nessus v IZH@E A SNET .

* EFFICHFET AR 5@ (RXK)
o KRR HE-YDRE B Fvo 2 4 (&RX)
o b D= AIYDAA LTI 157

JE®: Tenable Nessus [&. IT IR 1% TH# ICB) 45 4R A B Y—)LTT . Tenable TIE. B % OF1E IZF i
I HEREME DD DT, OT T/INAATHME B IZHEN HLEE A -
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/how-to-remove-assets-from-the-ot-security-inventory/110668

O
¥ T D& B 12 Tenable Nessus ¥ v a2 E 79 5FE
1. [ARIN)] > [RvhTD—OBE] [TRRELET
[Rok T—O& E] R—U DR RSNFET .
2. R¥¥29% 1 DLl L D& E OB OFvIRwIRERIRLET
3. HLD[F7VI 3] >[Nessus Rxv] =0 )vILFET .
[Nessus RV DR EB] FAT7OTRVIRADER REINET .

Approve Nessus Scan

The redsus Loan fof vulnerabilities in 83808 15 nol intended fod OT dedces
of any sort. 5canning controllers, field devices and other industrial-specific
devices and senvers might Jnl}wr:llm L1175 Jv.;ll..:l.ul:'l:,-. Pléase make Sure
that this asset is not one of the above before proceeding with the scan.

4. [RAUNED])Z0)vILFETS.
OT Security #¥Nessus R¥ ¥ &#ETLET -
HRIADEIT

HEL OT Security A—H—0O—)L: B E | Z—/\—/\(MH—, EX1)T4IHR—r—., £Xa)T47FUR
b AR ARL—5—

BRIAKE L. COEEDORHMIFBMEIMF 501, robJ—oLavbO0—5—(#LT1 2L L
DITVERIBLET . FIRRIBRLGIANTOITVERTIAEL HEDIIVERTIDHIELTERE
EE

LTI BRI CHARIRELHIT)TY .
o INVITL—DVARXYY — 1IN TLU—V N DED a—ILEFDE R ZRR B LET .
e DNS A¥v> — Ry T—ONDEEDDNS 2B FLET.

s MO - obO—5—0O/N—FIxT7ETT—LITTDF MEMFLET . KB R (L. [EE] >
[AVk A—5—,EED 2= R—D D [F7—LITT] T4—IR IR TEINET .

« AT -BFEHOTOrVEFERALT. EEZHAILES
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NetBIOS #I!) — vk T—HH D Windows %> M5 35 L& H DF=HI1Z{F FASh 5 NetBIOS
X NYARM YR EEELET .

SNMP x!) (SNMP RE$HEER)-SNMP AE ML EE DR TEDFMERBLET.
R - EEDREDATAE2A(RITHh. Elbh . EE. FHAH. TR ZHRHELFET.

ARP — 2k D—o TR SN=H LW IP DMAC PRLRAZIBLET . #& B (Z[EE#] > [ E]
v VIR RENFET

BEDOEHT T [BRYM]RIVNEN LR BEMEADYET . EZAONDSEHITRDEESYTT .

TINARIZEZE TEGEULD, A TEDVTUAGEL

FOTATOINR—C TEESINIZTIRRFF ALY, EBFH UNDTHAIUN LD E DIT
DB 1R HVHI R SN TULHRT BEE D

ZD OT Security T7AA AU TlX. YTUAE 3 1T ->TLVELY
[ZOT479xV)] > [F B 523 DT RTOITINE S TH-TLVS
BEIZOTUR DB D IP 7R L XAV

BEETHADBRYPOERTFIR

1.

LEGEEDREHFMIN—T. A LIHS BRI Z7)ILET.
DTYDOF AYTEF I A BR R ENFET .
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Run All Queries
Ping Query
SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query
ARP Query
2. RITIDITVED IV HMN [TRTDITVERTT] 0 )VIL TRIA A B G T RN TDIT %
EITLET

FEITIAERITSINDE VTUDRAT—ERAZM b EHB AR RSNET .
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@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sLoppea
@ Details Query completed successfully X

DTUDHE T 351U, OT Security [FFHLWNVT—RIE DNWTEDE E DVRATLTHREREHLE
EE

e 55 1%

OT Security [, RYN T—IDE EIZHEFXE ZBSFIFHAMTDEREHB A LET . HTLLME S
IR T AE AR RSN T/NT)IR AL T— R NS 5L, Tenable JH—FRAvI(%
Tenable Nessus A Z Dt 55 4 & H TEAKL5(705 5 LEE R LET .

NoDTATSLIE. TS5 1420EFE [N . Tenable Nessus Attack Scripting Language (NASL) &ULYS
Tenable Nessus ¥ B DRYTh § B TR RSN TLVET . T35 1U(E. CVE. BLURYET—UDE
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EICEEBEEZLREMEIHIMDE R (B WARL—TAU TV AT L fEELTONLOERA . i
BEA—TUoR— L) ZRHELET

TI2TAVNITE B HERER. —BRHWGEELEDOEINIMAT, X217/ EHF 7E LELAR
EIEH57IILTIVRLIEFENTVETS .

T4k DT VITT—MOWTIE BEEE 25 B LTS,

ffe 55 1% DX

HE OT Security A—H—0O—)b: EHE | Z—/\—/\(MH—, EXa1)T4IHR—Cr—. £FXaT47FUR
M. AR ARL—E— SABYER

[RMESS 1] R—2 (2. Tenable 7559 AUIZ&>TRHE SN, RUhD—OEE E I EERIZLTNST
RTOIE T DYAF DR TENFT .

RERSNBINERF DA BEEZRAETAHET. RREREEHDRIAVAATEET . hRAZITA X RE DER
BRIZDOWWTIE, EEOVY —ILDA—H—A3—DJ1—RAE R ES B L TEEL,

(IN—=23> 319 OH) ERIDFET—230n\—IZHD [POT1T e B LB ESNI-MEE ] OA
T w#ERTHE RBROMBHELE EFAHDMBHEEINTNR R TEET.

I R OT Security TIX BESN-ME X BIRUNITLZLHET 1 FRRFSINES.
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— a ®
= Otenable orsecurity | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview i
T ; Plugin set N o N
Vulnerabilities S £ 202410280920 &
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> i Inventory Name Severity VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 ] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 o] Tenable.ot 500084 Tot «
Compliance o
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tot %
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 o] Tenable.ot 500125 Tol
> 2. Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
o B
> @& Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537...  Critical 59 3 ] Tenable.ot 500201 Tol

[AE 55 1] X—2 12l RDFMARTINFT .

£ Bl M5t DRAT. BATESE LM EVANER RITDIIITLGHOTOEY .

REE  CORATIF COTSTAUNE TR SN BB ORLEERLET . AIREA1E
(&, [E ] [E]. [P]. [&]. [EX] TY.

VPR Vulnerability Priority Rating (VPR) [&. iR ZI ELRILDE B AT r—32—THY. e
BEDREDERAINSAREEICE DVWTE ICEHINET. COMEIX. MBI
KBR T B A 5 B LB B ATl 975 Tenable O 8l 1IZHE DUN1E & B 5 1+ 1T DHE
H &L T Tenable [C&>TE B enET . VPR OIE OFFE (X 0.1 A5 10.0 T, EHAK
EVNFEEASNATREE NS RVET .

T5594 TS5540D—E DHE T F -

> 1D

TOT4 IRECOMBHEDEELZZ ITTLBRINT—IKHNDE E DO .

JEE

BEEE EHEINEHM (TIHLTE1E)IZBWT. CORBHE O EEZ(+. REEBIE
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E SNt T—ON DE E D . COHA M FHAZYARXF BIZIE. Tenable H7R—k
[T #& L TLIESLY,

T304  ZOTSTAUHEEF 5 TWSI7R— (T IIL—T).
VI7s
IJ_

AR CDTSTAVEATHERBE X TIANDIANZEB N TEET .

T34 5
TSI DR MER T TEFIE
1. BMERTIARBHEOTT. BBEORIMEIIVILET.
(s 55 £ DFE ] R AR R ENET
(32 55 1 ODZE #] R Izl R ORMAR R EShET .

o AYE— I — SN B I ITA2EARAFRNIR T INETT . B L OERAEZRETS
[ZIE, [P Aa—D [FHOBRE]| B RLETT . BEHEHOEEEZS B LTS
LYs

o [ AT -MBHEOTLAGHEERTL. BEETI—ANDIUIERELES.

c [REBEZHZIEE| ST -HEORBEDNEZELZZ(TTVNDITARTDE ENDJANERRLE
T BVAMIZ. EEICEIIHMIBER . PLUFOBEED[EEHM] MR 0ER KT 51
HD)ONE ENTULNET .

MEss 4 FF M DIRE

HEL OT Security A—H—0O—)L: EHEH | X—/\—/N\(HF—, EXa)T4Ir—Sv—. X2 TF«7FHIR+
Mt D MEiRE I 5FIE

1. BETH(REBEOREM R—>T. B LIZHD[FHII] A=a—EDIWILET .

[POiav] AZa—hRRINFET
2. [HMOWEK]ZV)VILET .
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[AfE 58 14 B # DR K] /SRUDR RENFT S
3. [AAVR] RYIRIZ. B HEICBETHaANEA N LFET .
4. [FRAF]RYIRIZ, MEF ISR LT E-OIBYL TORADERTEA N LFET .
5. [REIZV'IVILET .

T3040 hDOxR =
BEDISTIAHENT. BETHEDTSTIUPRESN-ER TS S LHELER 50N
TEET.
e 55 1 DD TZT A -1 DFER R
[MEBHE] R—oTST/E hDFMERTTHHE
1. B IFEELET.
[ iE] R—ShR REShES.
2. fEBEMHEOURFTHMER R TIMBUEERINL . ROVTIHETNET,
- FEBHDULIEIIVILETS.
- EBHEE UL, [RR]|EERLET.
o [FULaV] ROvTE I RusZhG . [RE] SEIRLET.
[ 35 1 DZE 4] R—SIZ[FSTAUH H] SHRLAE R EN. ROEHHERESNET.
* EvhH
e J—RA
. K—h
o FSHLUH A

| AR INTOTSTAUTTSTAVH N HHEDITTEHYFEA.

AR UDNSDTZTAE DR
[AURVR )| R—O NS TSTAE H DFEMER TTHH .
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1. [AURUR)]> [TRTOEE] ITHELET .
[AIRVR )] R—=U R RENFET .
2. BEEDVALTHMERTIDEEZERL. ROVITIAEITLET.
s BEDIIEDIILET .
s BEEZHRVIVIL.[ER]ITERLET.

o BEDOHEICHAEFIIRVIREREIRL. [FH2aV] ROVTHEIURYIZNG [RR] EE R
LZEI.

[B E DeF ] R—U AR TENES .
3. [MEE81E] 20%0)vILFET .
ffe 58 1 DURL AR R EN. [TITAVH A ARIUZR DIEBRAR RENET .
e EvhH
e J—R
o R—k
« TSV A

| AR I NTOTSTAUTTZTAVEH h h'HEDITTIEHYFEA.

Tenable Nessus 75912 DT55 4 H 71 D
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Name Last Hit Date

Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM

Items: 1

WIN-180FIPB12HM (Direct) Engineering Station

Plugin Output

Type Risk Score

Criticality

Engineering S... Medium (Direct)

Jul 18, 2023 02:50:54 PM

Category

Network Assets

Port: 445 / tcp / cifs Source: Nessus

Hit date: 09:52:26 PM - Jul 10, 2023

Remote version : 6.0.87.14
Should be : 6.5.10.53

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.

OT Security 75542 DTZ5 1 H 51 D

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CYE-2023-3595)

Critical 6.7 3 Tenable.ot 501226

Details

Name Last Hit Date + Type

Affected Assets
Comm. A Jul 18, 2023 07:05:36 PM
Comm. Adaj Jul 18, 2023 07:05:36 PM

Jul 18, 2023 07:05:35 PM

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module

Plugin Output

Communicati...

Communicati...

Communicati...

Risk Score Criticality

61 High
67 High
68 High

Jul 18,2023 07:10:14 PM

Category

Controllers

Controllers

Controllers

Vendor
Rockwell
Rockwell

Rockwell

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

[ Copyto clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007




RHBER

[RHERIN—VZERALT. BRICEEEZ5ALMBEDE RN DAURFIVADIVAEE E I
HRALES . [RHBR]IX—C TR ROBEZERTTEET.

c REANOREHFEEDENENE R ONevh BT MG ER TLES.

o TSTADTNTA R BERITTVDEE . AT 3R BRBEVINGEDREDIVRFVR,
F=FTONTADEE DEAE LEDVNVTNNTHRIZE DIRNEIAILEIVTLET .

o TANBITENTRHEFER DVANEIIVRAR— L B ETAH-HIREBREENVE TFET
[RHER] X—DITTIERTEAE
EROFES—2avAza—T YR > [BRHER] TRBLET.
[RHEBRIR—VHARTIN. BHEEIRERX TR RINET.

Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings *
@ Vulnerabilities £} Policy Violations
Search... 0 Status  Active, Resurfaced v x Severity Low, Medium, High +1 v x + AddFilter ¥~ Remove All Filters
1090 Vulnerability Findings Group By v~ [
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 o Critical Siemens SCALANCE, RUGGEDCOM, Sl...  TCP 0 '
CP-420FA6 e Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
ML1100 ® Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 o Critical Rockwell Automation products using G... TCP 0
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Copy to clipboard o]

Plugin Output
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Severity Low, Medium, High+1 ~ X + AddFilter ~ Remove All Filt
13 Vulnerability Findings ~ Group By ~ Vulnerability Details
Affected Asset P Severity 1
Overview
Medium
SEVERITY
Medium
AFFECTED ASSETS
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings

O Vulnerabilities O Policy Violations

Full Event Log (4

Search... 0 Status  Active, Resurfaced v = X + AddFilter ~  Remove All Filters

58 Policy Violation Findings Actions v GroupBy v & m
Status Sev... 1 Violation Type Source Asset Source P Destination Asset Destination IP
Active ® Medium Unauthorized Conversati... Eng. Station #1 ]
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #101
Active & Modinm Unauthaorized Conversati Ena_Station #1
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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Resolve All B O

Source Asset Source Address

MUAZU. L ILIUTE Y.L C (ISR VIVPavaS]

. S

All Events Search... o]
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
= Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM - Nov 11, 2024  ARP Scan

Details

Affected Assets

Policy

Scanned Addresses

Status

PROTOCOL

SOURCE NAME

SOURCE MAC ADDRESS

RS —Bx 5% DAE AR

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verifv that such mapbing is

Suggested
Mitigation

Check the source asset to
determine whether it is
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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SOURCE ADDRESS:
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= @tenable OT Security | 08:57 AM  Monday, Nov 11,2024 @ = sanjusha v
88 Overview
Network Summary | From 08:42:18 AM - Nov 11,2024 To 08:57:18 AM - Nov 11, 2024
> 0 Events
Traffic and Conversations Over Time Protocols
@ Policies RSTP (554/TCP) ' 35600 83536
45 180 MB
> i Inventory
20 130 HTTPS (443/T.., = 298%  699.75
MB
¥. Network Map
35 80 UDP (40140) f— 16.8%  393.48
> @ Risks MB
. . 30 30 UDP (40180) — 16.8%  393.48
v @ Active Queries 08:47 AM 08:52 AM MB
Queries Management @ Traffic (MB) @ Conversal tions IDEAFARM-DO... ! 0.4% 10
MB
Credentials . .
Top 5 Sources Top 5 Destinations SNMP (LDP) oz 55
v @ Network
CIP (TCP) 0.1% 2.76
| | M8
Network Summary e I
HTTP (80/TCP) 0.0% 1.02
Packet Captures l mB
WS-DISCOVER... 0.0% 805.5
Conversations KB
(1] 200 400 600 800 0.0 0.5 1.0 15
> 2 Groups NetBIOS (137... 0.0% izB9.84
M Traffic (MB) M Traffic (GB)
S n e 40

> @ Local Settinas
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Traffic and Conversations Over Time
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[ZFak )Y 242 ok 1T, E DRALIL—LIZHEITERvk T—ON DR 1§ OIFESFE IO LD
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Protocols

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB
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HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|
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Identification Query  FunoavenTaL

v “8 Data Collection Identification Query is a set of unicast queries that will fingerprint the asset based

on network protocols, services, and banners
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Credentials Type Credentials Details
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OT Security IZ&KYSREEEMAMRF SN [BIEHER]) XR—V IR RSNFET .

-317 -



Fits nl_t |IEI #& 0)%@ %
Fis |:|.|.—|Z IH #E @ni‘fﬁ%%ﬁ%(%i?

s nIE IFI *& o)%ﬁ$$]||5

1.

4.

5.

[T—2UWE] > [FOT14T O] ITFEELET .
[FOTATOTVE B R—UhRRENFET .
[Credentials] (FREE1E &) 2T &V )VILET .
[BEEfR ] N—O R RENFT.
RONTNHEITVET .
c BRI EHRZEEV)VIL. [RE] ZERLET
s BHIDRBABEH|EFIRL. [FUoaV] AZa—mS [RBR]EERLES.
BRI 1R R DIRE] /SRIDKR REFET
BEICSCTHMZEELEY.
[REIZD)0ILET .

|:uL.\ FII.E |ﬁ *ﬁ a)ﬁlj B%
RE(Tg o B (FAIBR TEFT .

|:||., H 'IFI #E 0)#] B%%E”IE

1.

[T—5U K] > [POTATHITV IR ELET .
[FOTATOTVE B RA—O MR IRENFET .
[Credentials] GREE1E k) #7&0)vILFET .
[BRREIE®HR] ~—O MR RENFET.
ROVTNHEITET .

- BRI E®REE V)VIL. [HIBR] ZRIRLET
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s BRI DREILIFE|MZEEIRL . [Foav] A 2a—bb [HIRR] 228 IRLFT
OT Security [Z&Y, ZE IR LI=ZRFL B #|RAHI RSN FT .

WMI 7howk

WMI 7HOUk%E& E §4H5Z&ET. OT Security T Windows Management Instrumentation (WMI) 21
HE T TEDESITAYET . OT Security [E. Windows & AT AIZE 32 M 1H R E 15 1=,
WMI ZTJIARF L TLET .

OT Security I&. WMI 2T)%%E 479 B[ [Z Tenable Nessus &R L WML AYR ITIKELTLET . R
X9 B=HOIZWMI 7HOU k%% F 9 51Z1E. Tenable Nessus 1—H—HAK OO—HILE LUV E—
kB & D Window OS5 AUEB #1123 5003025 B LTS,

Nessus 7594 A2 DE B

| WHEL OT Security A—H—0O—)L: EIEE . R—/\—/\(H—

Nessus 75914V Axyld. CIDR &£IP PRLADYAF THEShE=E EITH LTST10D1—F—
EHEUANEEITTEE E L Nessus AXvUzie#LET .

OT Security (& $§ & M7= CIDR W DI & I 5& E [Txf L TRFYUEETLET . 7z72L. OT 7/3(
AR & 3 B71=6IZ. OT Security [34%F F DEFE (PLC LIV ) THEE SN=Ruk T—O& E DHER
FrLET . OT Security [£. RFVYUNSIVRRAVNZATDE EEFR N LET

OT Security 4.1 A& TlE L T DATLao#FE AL TH LWAF VYU EER TEET .

s MEMNLETRANERITTS - ZOF T3 TlE. Nessus TS5 102 B CHEMERT U EE
TTEFET . INITKY . R ITHDVSEF ] AR I 57T BE T ASHYFE T HY. JAR T71 /L1
AR —ILENTULVS Python S4TSR E. KU MGIEHRER R THDIRILBET

s BLWIEMOUME - COA T3k RyvU(IHESE M I T 5E MO MIEHRZRET
EFHINTGVET . COBHMEFEALTRFYUBREBE R DN ST a—TAUJETIENTE
F9 ., T, TOFTLavIz&kY. Attack Path Analysis (& Nessus REx v 4§ T—3%E FH T=%
EIE

o RYNT—HRA LTI (PP B — KRR DSOS & £H 1§ 3 5FE T Nessus HF#E LA (3%
LRV KR . BRARAN TRAEYULTWSIG & & B EIE 0T ENTEES . TIA4/LE
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(£15#TY.

o "R HT=YDE K B B FyI8 — Nessus KRR X LTEIT T EHLHIHIFVINDRE K
. TIHIE DFVIOE L2 TT.

o AXVvUHT-YDE K E B KRR — Nessus HE B [CXF w2 TEDRAN DR KX .. TI4/Lk
DRAM# X 10 TT.

FREE R D Nessus RAvUABH 2. R OFHHE FENFET .
s BRERDEELGRTY
o B ORFv T E R H
* R OEHELTRERFVY

= (Otenable oTsecurity | 03:57 PM - Wednesday, Feb 5, 2025 ® = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « m

OT Server
> [ Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies [Direct) (Direct) Rockwell  RSLinx Server Feb5,202503:53:30PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PURDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
Ly “ Vulnerabilities ~ DIRECT MAC
% Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> @ Local Settings Sources SOURCES nic1 (Local)Nessus (Nessus),nicd (Local)
NETWORK SEGMENTS OT Server /1 X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025
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Nessus RFEv NE$R (IR D EIZR I HET .
e FMFAEELERTMNDE EXIBIETS.
o BEMNRIMRTYUVEERIE ATV DELLDX RITESTLVAOMEIRIET S,

o RX VUL FH BT IBICE TANRANTSI9TAREETT 5. 1z&&IE. Windows. Linux #EfTL
TWAIT AATDE E IR L THESS 4 SE I R¥ v 2R T TEFT . RILFEHRDOE T ITHHVDOS
T AXvU (LB DEDIE E D72V H—IANA ER &4 58 Ol 5 TR H SN TULNAHEETE
g 2DIEILEET .

OT Security M Nessus X+ (. Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management D& K vk T—OX X v R LR —R EZERALET . M — D L&, OT Security
DINTA—VAA T30 TY . LT &, OT Security M Nessus AFv>D/\TA—X 2 AA T30 TY
INLDFTLIvE, [AURUR)] > [TRTDOE E] R—UHoR2 B §5 [Nessus E AR RF¥v2 ] 1TH
RAIhFxzd.

e BIRFICHFEAETHSHRRAN5E (&xX)
o IRRAFHIYDREEFFIvI 2 (xXK)
o XYk T—UZAWMYDIA LTI 157

JE®: Tenable Nessus [&. IT IR 1% TH# ICB) 4 4R A B Y—IJLTT . Tenable TIE. &= OF1E IZF i
I HA REE D HBT=8. OT T/31 A T® Tenable Nessus DfF B (EHE) HLEEA.

EED1DONE EIZNessus E R RXvE#E T3 556 (L. EEREFH D Tenable Nessus ¥
DETES B LTS,

Nessus TS5 4 A2 OIE X

Nessus TS5 A4 AFv2 D L F B
1. [POT47 0T > [VTVEB] ISR ELFT
[FOTATOTVE B R—UhRRENFT .
2. [T—HWE]>[7OT14TOT) IFHELET .
[FOTATOTVE B R—UhRRENFT .
3. [Nessus A&+ 2TE0vILET .
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[Nessus R+ R—UMTRREINFET S
4. B E D[RV EER]EV)VILET
[Nessus SRS RFv2 OME L] / SR ILDR RENET S

Create Nessus Plugin List Scan X

IP Ranges Plugins

Nessus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

*

NAME

IP RANGES

*

C' PERFORM THOROUGH TESTS (0
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * (3

s )

MAX SIMULTANEOUS CHECKS PER HOST * @

2 |

MAX SIMULTANEOUS HOSTS PER 5CAN *®

o )

Cancel Next »
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10.

11.

12.

FEEEMBIEH LU Nessus AXvEEL T B5=0DT IHILNMEZRLTLVET . TIAILMME TRV
VERTITAEE . AXAVUIEENLUETI DRAF v LR LR E CERITSNFET .

[4 B[] Ry RIZNessus RFvo DL RIEA I LET
[IP & BR] Ry RIZ. IP E£=[X CIDR DEEFEHEA I LET .
(AT a0) [BENBZTAR FTWVES)9ILT. AT 2B ILET.

R [BENGETAN AT AV, RV B AR GEDA B DHETST1UHE ENFETH
JAR T74 LA U Ak —)LEN TS Python S47357ia L. LY M7 1E R & Nessus R¥vUhiE R
TEDIZILBET

FFToav) [KYB DR ERE] N TLEI)YILTREY EZRB L. e 55 14 12B8 3518 10 7%
MERELEFT.

R [KVBWT R ZENCTEILERY. AXVUEEHEH IR T 2B MOFMIERFIZELE
T, IhE AAVYURB IR DR SIINS a—FTA IR I THIENTEFT . Tz, TOFTLavIk
L), Attack Path Analysis [ Nessus R¥v i #k T—4%E A T .

[k D=2 L LTIk (BB L] RUIR T, AR HhHDM & ZH 15 375 T Nessus HMFHEL
BITNIELESER KR ZA ALET . BEREARAN TREYULTWSIE A (E B E8EFE O3
EMNTEET . TIAISDIALTIOME 157 TT .

[RRk BTV DB K F B Foyo#] (. Nessus H7RAM I3t LTE T T2 EHAHAF VIR
RK#EAALET . TIAHIS DF oL 2 TT .

[REv2 &=V DB K Rl B 7R RA - #] Ry X T, Nessus HFE B [CTRF w2 TEDRA DR X%
ABLFET . T4 DRAN L 10 TY .

[RA] &)L FT .
[FSTAN RAUDRIRENET .

EE: OT Security (EZDT/NARIZE B DTSTA>DHEIVAN R RFLET . FLWITSTA2%E3 (TH
BITE ALV ADRFH DK E THAIBENHYFET . SV REEFH T ICE AV RDEHES
BB LT3N,
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13. [FST1773)—R ] T BRI STA773)—"EZ IR L TRAX YU E HFET . L E(TS
CT. BRI DI TE * DFSTA4>DF I RvIREFTITLET S

https:/jp.tenable.com/plugins/nessus/families 2 B8 L TLF=ELN,

| ;¥ E: Tenable Nessus 7554 773)—DF M 12D Tl \

14. [REI1EIIVILET .

H LUy Nessus ¥ h [Nessus RFxv] R—U (R RSNET

X BLF D Tenable Nessus Ry &¥m & F-I3HI B 9 5I12E. ZORFvoE2H )00, [RE] =
=X [HIBR] 2B IRLFET

Nessus 7591V AFxv2 DE 1T
Nessus 7554 AXv2 DEITF B
1. [Nessus RFx+v] R—U T, ROWNVITNOEEITLET .
o ZXVUER I, [FICETI SBIRLET.
o RITTHIRXVUEREIRL. [TV ]>[FICETIZV)0ILFT .
[Nessus RV DERE] FAT7ATNR RENFET .

2. ZXXUIZOT THAARADE FNTULVENIENDAOTLVSIG & (L. [COFEFERIT TS 0oL
E

B4 7O5HEA L. OT Security BARF ¥R EFELET
3. AXNUEETTBITUE. 33— ERAFVYATEE IIVIL. [STCETI ZERLET
[Nessus RAXv>DE B T4 7OIHB URTINET .
4. [COFFERITI R 2V )VILET .
OT Security MRAF¥UEETLET . BEDRT—ARIIE LT, AXvoa—BEL/ER. &
1k FILEF R T TEFT .
T/ —R

OT Security D [T—4%Y—A&] £oLavIld. RDBTER—CHNEFENET
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toY—— LU —ERREBLVEEL. B E o —ORTITVI TR T 3B E-I3A B
L. o Y—&oTERITSNETITATVTVERELFET . o H—ZS B L TZELN.

I—Uxh —OT I—Ox b EER LT, B Y—Z2 AR —ILTELL)E—F @D Windows ¥
VEAXYOLET . OT I—U b E2S B LTS,

loT ARH4 — TRTOE B R E/DIF—Rbk (10T) T/HAARETNENOT T )r—ay
H—N\—ZTVETLET . loT aRV3NE B ES B LTSN,

PCAP FL—Y— - SE i Shi=Rwbk J—97OT4ET4% & L PCAP 7/ )VE7vIO—KL. ¥
h# OT Security TTB 4 IL. T—2E VAT LIS AR TIENTEES . PCAP JL—VY—%5
BB L T=ELN.
FBH7YIO—F
e CSVEHERAL-BEEFMOELH —-CSVTUIL— I 2FHALTEEDEMEEHLE
. [CSVEFERLI-EEFEMDEEH]ZS BLTEEL.

s FHICKIZEEDEM -CSVTUIL—+2FERLT. EEYAMIFHLWEEZEMLE
T [FHICEEE E DEM] ES B LTS,

e SCD 774 JL— Substation Configuration Description (SCD) 774 JL% OT Security [Z7v7
A—FLT. EEITXIHRI 1. IEC61850 % E - HEVDIRE IR T 52X )71
YA ZRFLET . SCD I71/LES B L TSN,

o Rockwell 7AY x4k 774 )L- Rockwell .LSX D7AIVETYIO—KR 3 BET. BEEE
L. EEDFEMERESE. T7FvUTIR E 00 18 15 A% IR SN -3k 15 T& i DR
ZREH £ TEFT. Rockwell 7OC 4k J74 )LES BB LTSS,

o
Tenable Core A—H—ALA—J1—REF A L T Y—ERTILTTDHE, [FOPAV] A—a2—THR &K

E.—HREFIEEEE. AIREEZERALT. HILLWRTIVIZERELEY, to 2R mELUVE

BLIYTEIENTEEY . [ —DRFIVIVIIZAF OB B R B I IVEFERL T, EoH—~7
DOJVOTA DB B A RBEAEMITTHELTEET.

R AU 2214 SULBT O —ETILL. ICP 22— R—SISR R SNELA, 1L, ChETEY
R E— TR A TEES
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R ICP ERTYLITED U Y—OIZHI R (XHYFEAN., 7ITSA TR EIZE 5 SPAN (Switched
Port Analyzer) k5749 IZL B AHYET . fzEX . 10 DEH—FNZENT 10 ~ 20Mbps DR E T
ETEETH. ST E KR TICP DFIRZB A TIFHEYEREA. EEMIZDLVTIE. Tenable Core +

OT Security A—H—HAK D L RATLE # ES5( U RBE#ES B L TEZEL.

oY —DR T

WHEA OT Security 1—H—0A—)L: B E | Z—/\—/\(MH—, EX1)T4IHR—Cr—. £XaT47FIR

b AL ARL—5— G ABRYVE A

[EoH—] T—T Ul S RATLR DN—230 2.214 LLE DT RTOEUH—DYRF BR RENET.
R DHRZTARA EIZDOWTIE. EBa Y —ILDI—H—A3—DJ1—RE X455 B LTEAL.

There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sens:

ors page
= Otenable ot security (B 12:16 PM - Thursday, Jul 17, 2025 & Mr.Admin v
8 overiew Data Sources
& Inventory
Sensors Agent: loT Connect tors PCAP Player Manual Uploads
> B Risks
quests @D .
> L Events
> 1@ Network
¥ “2 Data Collection
c @
Policies
1P Stal Actlve Querles Actlve Query Networks me Last Update Verslon Platforms
Active Queries
@ Paused Disabed ~ Sensor #1 12:15:58 PM - Jul 17, 2025 4353 Oracle Linux 8

Data Sources

> § Settings

[LoH—] T—T UL, ROFEMHNE TN TLET .

IP 2P —D IPv4d PRL X,

[T [—FFLE].
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BE: R7VUIDNE T T5E TRTOEH—DAT—EAN[—RKEIE] X RShE
ER

o RSN Y—DRAT—RRZE B I BHIZL. ROFIEEITLVET .
OT Security T H—%H 7)ol . AT—4ER% [— B & 1] 5 [
BHNEBLTTITAIITLET

o RASINTUIVENEVH—DRT—HEREZE R T 5(2E. ROFIEZEITULVE
ER
Tenable Core + OT Security 2> H— T. [OT Security 2H—] > [R7)
VURB] O avIBEL. [THEEOBRM] 27y L T [EKX
T—RRZEELFT .

TOT479 wUY—OTITATOTVEEREE 5. WP BB 4L,
Il

TOT470 EUH—HEYE TEATOS RIS D—0ET A0k,

IRk

70—y

£ Al AT LA D H—DR I

BRREH Y BHRIRRICEHFSNEBE.
H

2 H—#  UUID (Sensor Universal Unique Identifier). 4>32—2 vk £ DA T ok Fi-FT
Al F UTATAE— BT A 3 5=0IFE ASNd 128 Evk DIE .

N—o3> o H—DIN—T3,

RIL—Ty ToH—EN LTRMN) 2o TEN TS T—HE DB FE B (KB/ 7).
~

ZIETHIE N ARTIITVIIANEFH TRE
WHEL OT Security A—Y—0O—)L: EEE

[ H—DRT7V VIR DE B R B X EIAIIHVEZSNTNAIE A . ZIETEHEUH—R
TILTVIIANEF I TR IBLLBWCE B ICEHKSNEEA.

T —RTFIDGVIIREF ENTRE TS5 %
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1. [T—3EK] > [T—BY—R] R—U T, [P 2T )ILETS .
[ R—TU R TENFT
2. AT—BAN[EBRHEB] DT—TILRDITED)VILET .
3. [7O2aV] > [ERI &V )IT M AUV IAZa—hio [ERB]I ZEIRLES.

Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... i) IRING ReQuesTs (I Check for updates 53
> {) Events ) . Approve
P Status Active Que.. Active Query Networks Name \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> © Risks
> @ Active Queries

> @ Network

umasa

> & Groups

v & Local Settings

Sensors

| FE: Y —ZHIR TR S L [FoaV] > [HIR] £0)009 50 BVIVILTHIRR] &EIRLE
EE

TOT47OI)DER E
HE L OT Security 1—H—0O—)L: EE &

AR T THEREINDE. UL TOMTWS RIS T—IET AN TTITATITVERELT
FBLINTEUH—FRTE TEFET . VTUTDRIN D= T AV EIRE T OV EABHYET .

| AR UYL COREICEARLG FIATRLETRTOET AV T/ WO TR TR HERTLE
EE

TIOTATOTVERES DA &
1. [T—3RE] > [T—HY—A] R—D T, [BoY—] 2TEIIILET .
[P R—URRSNET .
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2. AT—BAN[EHRFEH OT—TILADITEI )VILET .
3. [FOoaV]>[REIZV )T H2M™ B )VILTHRE] TEIRLET.
[EoY—DiR ] /SRR RENhET .

Edit Sensor X

AN

Test3

Active Query Metworks
OME CIDR PER LINE

D Sensor active queries

4. LY —DRAEE R TBICE. [BAT] RYIADTHRRANERELES .

5. [POT4THOTIRINT—H RO AT, CIDRER S ZERALTE 7 OIT TE HIT Rk T—H%E
ML, v Y—DFO0T4TOT)EEETHEE RV T—I T AN E BN F SR ELET .

FE: VTR BRI ROV T—VEE 28 b CIDR TOARITTEFY . COEA—DDTH
X TES CIDR DAEE M T HEIITL TS, TUERATELLCIDR ZE M T SHE. ICP AVEI DA
ETENLDETAVNEI TS M BE 1T B EE-I RIREEAHYFET .

AE - DNEETEIRINTID—ETHEIEE . EE T D09 T—UD P TRLAD [PIT4
THOT)RYN T—D| RO RIZR RSN TwE S A [THEH>TLET

6. [ Y—FOT4TOIV N T IVEDIVILT. TOT4TOTVERILET .
7. (RTF]EVIVILFET
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NRDBALET . [Bo Y] T—TID[FIT4F 0TI F <. B laEH—D[BHH] &R RS
nFEJ.

T —DE H
WHEL OT Security A—Y—0O—)L: EEE

N—232 3.16 LLE @ OT Security ZoH— (. X REZEE LTS ICP AoV Iz 7EtFal)Ta
DEHFHIOTSLEZ TRVET . BEERTIVTShizoH—E B ER OS &I IT7DEH %
RBITEHEEICCOYAEFERALET . B Y—DY IR DI7OE F 2 (TER 51-DITL BT DI,
OT Security [ZFI#F TEHZEZITTY . OT Security D— Jt ik iz [EH—] R—UH%. TRTOE
UH—EEH TEFT .

}IE OT Security [&. —JTAE SNF=FB # 124754 ISO 2 AL TLET . ICP [ZH YT ITHN TSI ART
DRIt Y—F— T EHEFF I BIZIE. ICP D /srv/tenablecore/offlineiso/tenable-offline-
updates.iso [ZICP /oY —74T754 2 ISO B ELET -

EXE: (OT Security EM A—H—MD#& %% £ EL TULVET). OT Security (&, — T SNZE #FH A TS5/ 1SO
ZEALTWET . EMZ5 LTICP [ZER YT (T TULS T RTOR L SNzt —%F— T B H T 5.
EM O /srv/tenablecore/offlineiso/tenable-offline-updates.iso [CEM A 754 ISOZEE L
E 2

T —CEH AR ELH S (TE LT O R T775— 22 (TRYET.
- N
o L H—LICP B ORTIVITDE T B
s EHFIVY
o [EH OMEER] AT av0fE A

EE UM Y—FEH I BT BEEICkoTE Y —% OT Security EXTUL I T I EAHYET . R
TG OF HIZDVTIXICP &t H—DRT7 5% S R LTI,

ICP €1EFH L/-Cl:l'l.:\ |:|.|.—|Z 5% J#‘t"/"j'—j‘c_/ <_93> 316 131 B% [:E %ﬁj—é%': “IE
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1. [F—ARUIR ] > [F—4Y—R] R—CT. [EoY—] 4% 9L ET .
[Eob—] R—ShE RENET.
2. P23 BIEFTVILT. "—Sav R F HNESH. E-FEH HABENESHERRLET.
3. N—CavDBEHF IR ERISE L. ROVTIAETVET.
120 Y—2E#HISEE
« BHOELH—EE UYL, [BH] EBIRLES.

 BHIDEH—DREIZHEFIIIRVIRERRL. [FUaV] A=a—ho [E#H] ZFIRL
FJ.

BHEOEH—EEFHIHEE
s EHMAVLEL1DULEDEH—FEIRL. [FOPa] A-a—D0 [BF] EEIRLET.
BIRLI=tEH—HOT Security ICEYE FrEhET S

l AR EHPRE £ —ZFATERVIELNHYFT .

OoTI—> x> ok

OT T—> ok I&. JE—F Windows Yo UIITFTOALTEB AV AR —ILA] BELL Y Tk Iz 7aVR—R
b TY . K DEIH—DAU RS —)UHTR 0] BE FIXE IR # TR O OT Security EEETIT4
TITRFrU L TR TEFET . OT I—U b K 7OTA70TVEFERAL T [BER B E RV 7—] I
YR SN TULNDIE B Rvh D—O 0TI T4THT) 1wk D—0% AFv LET . THlZkY. Windows
R—ADT—hk x4 TV =T )T I—HYRT—av, Fzldea—<oIP A2 3—TJ1—X (HMI) T
ETINTVSI—Uob A EEY OT/IoT BRURYS T—0 L O #5358 HTINA A% E CTEE
9.

OT I—Ux b ZEoTHR I SNEE OT BEE L. EOR Y —REG o= B TV M B E T F
BNET . ChIZKY. Rk T—UR DE EHF E O L—HEUTAAMG oI ET .

P T—0%RXv T HI2F FT OT I—V b EAVAN—ILLTEELES . LT OEIIaVT
(. OT I—U b ZAVRAR—ILL TR EL. OT I—Vx b #E AL CRF YU ER T I BAE (D0
THBALFET.
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1. OT T—o kDAY O—K

2. OTI—V Vb DAVARR—IL

3. OTTI—C hDETE

4. RXYUDELT

OTIT—o bk DAVARR—IL

| WHETF OT Security A—H—n0—)L: EEH

Windows ¥ (2 OT I—U b AV AR —)LL T, OT REZRFYULET .
b8 HADREIT IS

* Tenable & A—RR—%)Ls OT IT—U b EFOUA—FLET.

* Windows YU TEBE D7 IR A & oTLVSH LB LET .

A Y—ro— B T 5% E EEES B L TKHEL,

| FEE: RTIITELVEK A OTI4IUE DR—k &, ZhZh 443 KU 28306 T . R—k IZDTIE. 77

OT I—2x b DAVAN—IVA &
1. 4£2AM—JLI7A/ )L (Tenable-0T-Agent-version.msi) & Windows ¥ (8 LET .
2. .msi AVRM—=)LIFAIVEDIVIL AV RS =L F—REREET .
3. [OT I—Cxobwyh PYT o4 —R] 94K ITL [RA] 90O LFET .
[ICP BE#l DA A] 1R IR R EINET .
. ROVTNAEERLET
« RPVTX—EERTHS

NETIHIVE DA T2 T COFTLavaERLIZZE L. ROFIEEETLE
ER

N
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. OT Security T. [T—%INE] > [T—42V—R] ITBELET .

[F—8Y—R] R—Uhk RENET.

TSR] ATESSILET

[T—SToh] R—UhiE R EnET.

. B EORPULTE—0E ] £9UILES .

[T—S 1ok RPULGF—DE B /SRR T ShET .

Generate Agent Pairing key X

uuuuuuuuuu

. [ICP IP/fRRR] Ry RIS, ICP M IP PRLRAE IFHRRR & & A I LET .

. [B#EAR] FOyT a0 Ry X T TI4ILE D90 B B OFEFIZT BH. F—0E R
YIRS ETOR#MERELET.

. [BRBA] RuoRIZ. F—DFBEEA ILET.
RN EYIVILET .

OT Security [CEYRTYLTF—hE K ShET S
. B REVESIL . RPYLTF—EOE—LFT .
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9. ETI1EV)VILFET .
OT Security [ZEY/ARILAEALET -
10. Windows ;RRR T UICRYFET .

1. [RPUYTF—] RO R, ICP ASaE—L=R7)o 5 F—HBEURT ITET

75 Enter ICP Details -

Enter ICP Pairing Details

@ Use Pairing Key

() Enter ICP Details

Pairing Key:

Back Next Cancel

- ICPHM#MZANTS
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COAT AV EBRIRT DL EAE T/ —ILEDRREN., ICP I ELFMEA N TEFE
EE

1. [ICP PRLR] RYIRIZ.ICPDIP PRLARZA ALET .
2. [ICP A—¥—& ] RYIRIZ.ICPILUDEHTIZA D LET.
3. [ICP /8RT—R] RuHRIZ, ICP T DSAT—REA A LET .

4. [API ¥—] RwH R, ICP hDE B aht- APl ¥—% A H LET. APl —DERE
SR LTSN,

5. [REBAE D4 H—TYUR] R R, ICP Mo SN =D40H—T)UrEA ALE
9. iEFAEES B L TSN,

AR RTIJX—LEERAE L XTIV TOCRATOABETYT . RPIVITET % BEITELTR
T X —LEAE EHIRR TEFT

. [RANED)VOLET
[38 5& TAIWF—] I1 VR OMR RENET

. [OT T—U 2k DAV R —)VE] RYVR T, TIAILE DAV R —)LSE DFEFEITT HhH. OT IT—
DIVREAVARR—ILT BNREIEE LT, [RAN ZV)VILFET .

C[AYRR=I EUVILES .

AR —5—MOT I—V ok EA AR —)LL . OT Security D [T—C b #TDURM ZE &
F3 . COBDRATARRI[RBPOEE] TY.

. [BT1Z20)ILT. AR —5—%FLFET

EE RT7ITICRE DS A (X OT I—CzV b AV A=l F—R D[] AT avxE AL
T R7PIVITDEMEE A D TEFET.

. RTPVIVHOIANEE IR R T BI2E. [T—D b RPIVTOVIIANEEH B A E T3]
KTIWES)WOLTEMIZLET.

COATL VBRI STUWVEWME S L LTEETLES.
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s FHILLEBMEINzOT I—VxbEHEIIVILET

AZA—HRRSINFET .

e OTI—V b DEIZHAIFVIRVIREZEIRLET
OT Security [&. [733V] > [RB] A=2—ZFHICLFET.
10. [REB] %V )vILET .

OT Security [FT— b DRTYGERFEL . RT—2R% [RB P DR E] ITEFLET .

Data Sources

Sensors Agents loT Connec tors

1Agents  GroupBy ~

IP/Host Status

PCAP Player Manual Uploads

+ AddFilter

Active Query Networks Agent Name

enT PaIRING REQUESTS () Generate Pairing key

nnected OTAgent #1

BRTGOTNBIEE TH. OTI—U b DR EMNSE T L TLNHIEZREFR L T=ELN.

| FE OTI—VU b EET IR [TV RTUVTDYIIRNEB B RBTH] AT avn

RDF|E

OTI— I hDEERTE

OTI— kDT

| WHE L OT Security 1—H—0O—)L. EEE
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OT I—Ux b EAVAR—UL Tz . DB R EEEL . XV TRV T—VEREL. TOT4TY
TIDRTD1—IVERELFET

18 HADHEIT IS
* OT T—Vxb AV AR—ILLET .
OT I—Ux b DERE A&
1. [I—Uzoh] 49T, ROWNThAERT LET.
s FILLEMENZOT I—C b E2EV)VILET
AZa—hHRREINFET .
 OT I—2x b DI ICHAFIVIRVIREERLET .
OT Security [, [PV aV] > [ E] A=a—ZFFMILFET.
2. [BRE]EoUILET.
[Tk DR E] /SRIDR RESNES .

Configure Agent X

NAME

{ OTAgent #1 }

Active Query Networks

(D RUN SCHEDULE SCAN

REPEATS EVERY *

® These are the available credentials. To define more, go to Data
Collection = Active Queries > Cradentials

3. [BHEIAVIRIC. T—V b DA RTEA ALFET
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[POT4THTV] ROIRIZ, REvdBR0kT—oDIP PRLREA ALET.

AR OTI—VxobE E2RV TR R A0bT0—0 (REERE] > [RVbT—VER] > [BER AR
YN T=) [SEFENTWS. TOTATIT)RIN T—ID IP FRLADHERAF v LET .

(AT av) R D 2a—IVAXNYUER BT BIZIE. [RTD 2a—ILAXYUDELT] T IVES )L
*9.

OT Security (& [# YR LEIE] K v 4o Ry REB 3 ILET .
(AT a) B EITELT. 2. BE. B. BZEELEFT.
[ H]] RoI AT, FOYTA IV RN O BRI ERZRINLET

AR [POT4791)] > [REWH] THERLERBIEBERANOVILIUAN TR RENES . 3
(&, RELE#|ZES R LTSN,

[(REF]Z0)vILET
OT Security [&. OT I—C 1 b DRT—E2RA%F [EREF A ITEHLET.

RDF |

AENYUNDELT

OT I—Yx b ALIAF YU DELT

HE L OT Security 1—H—0O—)L: EE &

I—D1Vb RERVUERIB T HE RDTITATITIDMIA—ENFET .

R BERRRRINT—IDSATEEZRELET.
A—ToR—bFzv0. 7OT4THITVIS5A4T7 b TREBEIEHINDIR—FZERFYLFET
#) 83 1k : Dynamic Fingerprinting Engine (DFE) TH LB Sh-EEZH ELET.

OT 7X1): PLC OEFTIKEEX, /\WITL—UITE B EIN TS TOM DED 12—V EDT /MR
IEEREINELFT .

IT 2x1): OT Security IZKYE=ARTINTWS IT TN/ AT —2FWMEFLET .

HHIEX 7OT1I0TIDEEZS B LTS,
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1. [T—3Y—R] > [T—V xR 3T T ROVWTIOEITVET .
s HLGBEMESN=OT I—C bR VIVILET
AZa—HRTSINETS.
* OT I—2z b DI IZHEFTVIRVIRERIRLET .
OT Security (& [7V2aV] > [§ T<CREYU] AZa—ZFFMILET
2. [§FICRENUET)VILFET .

OT Security [&. T—U 20 b DRAT—RR% [AFPUH] IZE B L. 36 E SNfzruk T—IDRXFv
ERIRLET . OT Security BMRFYUEFE T LR . I—Cx b T7—T LD [ &G Sh-& E]
FHEDEEBD)DEDINITEE [AIRVN)| R—DTIANA) o TINTHERER R TE
EX I

OT T—o x>k DHI R
WHEL OT Security 1—H—0—)L: EE &

Windows ¥ ohs OT I— b #7042V AR —)LF %L, OT Security TI— ok DRAT—RAD
[UIBr] ICEEShFS.

OT T—>x ok DHIBR A iE
1. Windows ¥V TAU RN —5—%FZ. [HIBR] £0)vILFET .
2. UF—FDOFIBIHE ST, TV b ETUAVRN—ILLET .
OT T—Y ok A Windows I oMo 7oAV AR —)LENFET .
3. OT Security ® [T—AY—X] > [T—Y U] 2T 1B B LET .
OT Security [IT—C 0k DRAT—ARE [VIM] IZEELFET .
4. ROWITIIEITVET .
s HILGEBMEINOT I— bV VILET .
AZa—HARTEINET .
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* OT I—Vz b DIEIZHAEF VIRV RERRLET .
OT Security (. [722aV] > [HIBR] A =a—ZFHILFT
5. [HIRR] &0 )vILFET .
OT Security IZ&Y OT T—Y ok HEI R ENET S

IR EETIERRIIT—INHEEE F. IT—DUZHIBR T RIS FTEhoDRIs T—0%
HIFR 920 ZENHYET .

CLIZ#ERBLEOTI—"z b DAV RR—)L
WHE A OT Security 1—H—0—)L: EE &

CLIOVR R ZFERLT. R7PUTF—  ICP RBEEE#H . APl F—TOT I—V b EA VAR —LTEE
9. CLITOT IV b ET7UAVAN—ILT BT ELTEET.

I8 6HBRIIZ
e Tenable &9 A—KHR—%)Ls OT T—U 0k DAV AN —5—%4FToO0—K LZET .

R7)GTXF—2FRHALTOT T—V b EAV AN —ILT B ROATKREETLET.

msiexec.exe /i "<OtAgentInstaller.msi>" /qn PAIRING_KEY="<PairingKey>"

2% BB DER BR
* OtAgentInstaller.msi (/AN —ILI7AILTY .

* PairingKey [&. OT Security @ [T—%UUEK] > [T—HYV—R] > [T—D IR 2T E R TS
*—T9.

f51 -

msiexec.exe /i "OtAgentInstaller.msi" /qn PAIRING_
KEY="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXOXXXXXXXXXXXX "

A% £ RRT—R £ LT OT I—S 1ok AR — LT BITIE. ROITUREET
LET.
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msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_USERNAME="<Username>" ICP_
PASSWORD="<Password>" ICP_FINGERPRINT="<CertFingerprint>"

2 #B Dzj BA

e OtAgentInstaller.msi [EAVAR—)LT77AILTT .

IpAddress [ZICP D IP 7KL ATY .

Username (X ICP 2R 129 %1=D1—H—%& TI .

Password [X ICP M/\XJ—K T9,

CertFingerprint (& OT Security TE B 9 %5 BAE TT .

51 -

msiexec.exe /i "OtAgentInstaller.msi" /gqn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"

APl F—%FH LTIV RN —ILTBIZIE. ROATNAEETLES .

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
FINGERPRINT="<CertFingerprint>"

(fE & D/¥5A—43—) INSTALLBASE=""<FullDirPath>""
% &B DER BA
* OtAgentInstaller.msi (/AR —ILI7LILTY .
e IpAddress [XICP D IP PRLRATY .
* APIKey [& ICP o4& B Ehf= APl ¥—T79,
* CertFingerprint [ ICP MoE B ShI-5EBAE T .
* FullDirPath [FAYRr—)LTAL IR YDISRTY .

I 1:

msiexec.exe /i "OtAgentInstaller.msi" /gn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="KXXXXXXXXXXXXXXXXX_
XXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX
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msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="XXXXXXXXXXXXXXX_
XXXXXXXXXXX=""ICP_FINGERPRINT="XX:XX: XX : XX :XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"
INSTALLBASE=""C:\Program Files\AAA"'

OT I—Y b DTFUAVRN—IVA &
msiexec.exe /x "<OtAgentInstaller.msi>" /gn
& # Ot 5
* OtAgentInstaller.msi [EAVAM—ILI7MILTY
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B RE oT T—Yx b i Y—

A—FIk 1 {ffi . PoV. & 7& Windows "—X ST DR E LI A BIETILT

d1—R— DOTIRIEM (+ TOA AN 1T

A

TIA4M4AY  Windows Y22 (HMI. 7—9X7—>3  Tenable Core ARL—T4V 5L AT L

- E I\ O VTRYIR) T4V AR —IL HER—REGBHIN—LOTTEIEVM
AAR—)L

ICP DR ICP EDRTIITHB BTN, BMIIL ICP IZE £ [Tk 17

B & TT—RUNE A A #E (HAR—k + XY

ThHWLE)
AVAR—)L BRETERHEIBY. —FTIO4A MIBFEEIFRE T IO AN EEFE N
DEMS bk HVA] RE WHE
ICP ~AD AFVvUSET RIER N TV 1305 BT —RAN—L(TOT4T + 1%
T—270— 7)
ET847 TIT4TRAEN DH TOTATREN &1 TRV
AEXv B [T—=D IR R—=U DA E B [FOTATHOTI) R—DE[AURUN]
I Ul R—UHhshH—En55T)
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IWTRS HR—bk it & 44 5 € HYR—hk
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2ERIE IPIASDEE . TNEE B T HETAE B O RXT L (VMS) —/\—DRRINFT .
OT Security D [ARUR )] R—D T, VMS 7TV —23oB—N\—8B BT DL, [12RUR)] > [
BEE|R—VIZ. ZOY—/N\—DEEBLTWETRTOOATHR REINET .

FEE: T4 T, loT ARV E EZAR—h 355 & . OT Security [E7/3MRD MAC 7R LREED
[ZIP PRLRZEAVIR—RLET . MAC PRLADHEAR—h5I121E. RE] > [BIERE] > [EERE] IS
BHL.[loTEE®DIP PFLREIIYF| AT aEE,ILET .

loT ARIATI— o DEH

EHHT3IY BIMEH

ARL—F42 TR e Windows XP. 7. 10. 11. Windows Server 2003. 2008. 2012.
T L 2016. 2019. 2022

e Ubuntu 20.x Ff=[% 22.x

*E) 1GB
TARIBE R 1GB
CPU E A D CPU B N1 10% L £ 8HDH/N—F o7,

loT aARIAIID Y
OT Security IZ[&. ZfE A D [0T/VMS H—/\—,#fi & TES [oT ARIVAIV D UNEFNTLET .

CDIVTUNE2 DOEH A FZEHR—FLTWET . JE—rT7T)5r—a0 APl H—ERE B DREE &
I—UxbBHEOER T . 7IIVr—>aY—nN\—,Io D0 % & 3 5&. OT Security (&, hAS.
INVOTOBRRAD AT Ly KENRIIVGEE, BEEXNRDIARTOT/INMREAHR—LET .

loT AIRVZIE L TR DERVEE 1T TEEY .
loT aRI2ME SN
1. [T—2WER] > [T—EY—R]| R—=U T, [loT aw93] 29%9)99LFT .
[loT aARIF R—UHFRFTINFET .
2. A ED[loT aRkyE2DEM] 0 )vILFET .
FAYITEIUAZa—RRENET .
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I—x &R

1.

2.

[ARI5B] RVIRIZ ARIEDEZRTEA I LET .
[B—/\—®DIP PRLR] RV RIZ BT HIARIZDIP FTRLREA ALFET .

T—AR—ZATHRANENTLVS VMS [THE KT 5(21E. [VMS BEE1ER] ~ T L E0)y
JLTEBIZLET.

OT Security [&. VMS AL E ML ELGBEE T —ILEZEBHILFET

[F—AR—AD IP PRLR] RyPRIZ. VMS KA L TWDT—ER—ZD IP 7R L
AZEMLET .

5. [T—AR—AR—F] RVIRIZ. —\—~DiE I A DR—+ESZEMLET .
6. [1—Y—R]RYIRIZ, T—AR—RDI—HF—EFANLFET.
7. [1XRT—=F] RV RIZ, T—RAR—RDNRT—RE#A B LFET.
8. [(RTF] &V )VILET .
AR 77)7r—30 89—/ —IZ OT Security loT A1 9ET—Jxb A VR —)LEN TV
WMEE . & IEK L. OT Security [ET5—Avt—CFRRLET .
'JE— API & H

. [ARIBBLA Y3V T B M TS loT aARIFEERRLET .

[RAN] &0 )0OLFES .

[ARI20F#] €I avhAR TENFET
[ARVER]IRVIRIT, ARVADEFTEA ALETS .
[IP] RyHRIZ, ARIBDIP PRLREA ALET .
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6. [1—Y—R]RVIRIZ, ARIEI~ADOTAUIERATH1—H—BEANLET.
7. [1XRTD—=R] RYORIZ, ARIEADINRAT—REA B LFET .
8. [RTEIZEVIVILEFT.

OT Security [C&EYIARIADMRF SA. [loT ARIF] R—DZRRmEINFT .

loT Connectors Actions v | AddloT Connector v [

Name 0 Connection Method Status

Lab Milestone Via Remote AP| @ Connected
Salient Agent Via Agent Disconnected

Lab Exacq Via Remote AP| 2 Connected

loT ARIRIIENT-EEEZRTITS

TI)Vr—2au—N\—E 5T 58 7I)r—2a v —N\—(CEoTE B INTWAEETEIEE D
Y—ERER T TEET .

Y— NIk TEBENTNDT RTDOTNARER T T BH %
1. [MURUR] > [§RTHEE] BB LET.
[T RTHEE] —ChRRINET.
2. [BE]|RWREBALT. 7Ir—Lavy— —ER R LES.
BIR LTI —2 3 —n\—OR—EN, BT BT AARDURR L ISR R ENET .

U @ 0256AM - Wednesday Aug 14,2024 @ = Mr.Admin Y

DESKTOP-BMF3PP8

(Directy VMware VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown VMware Virtual Platform  Micresoft Windows
Details
Q
1P Trail
Attack Vectors Partner Asset Family Relationship Type Access Direction First Seen Last Updated
Open Ports e e SingleCam loTConnectors To Partner 01:43:36 PM - Jun 17, 2024 02:56:17 AM - Aug
¥ Vulnerabikies {anwha Vision QNV-8080R Hanwha Vision QNV-8080R loTConnectors To Partner 01:43:02 PM - Jun 17, 2024 02:55:14 AM - Auy
Active (63) acceBefs210e M3046-V IoTConnectors To Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM - Auj
Fixed (0)
Events

Network Map

Related Assets

loT £t &2 TANT S
loT a9 3%B N . OT Security HE|ZE TESIMEINET AN TEEXT .
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1. [loT AR9F] T—TILT. ROVWTNhEETLET .
o TARF B 0T ARIZDTER VIVIL. [TRAMER] EEIRLES .

o TART B loT ARVAZERRL. [FUaV] > [TAMNER] )0 ILFET .

OT Security [&. TAFZE T L TIARIZIEN ZE TEIMNEIDNERIELFET -

loT ARV%ZEwmET S
1. [loT ak4%] FT—ILT. ROVThHERITLET.
« WETDI0TARIEDFTER VUYL, [RE] EBIRLETS.
« WETDITARVFERIRL. [FroaV] > RE] £V IvILET,
[T—Z b JE—h API 2 HI T loT aRI5ZME] /SRIIDR TESNES.
2. BEIGUTHMELELET.
3. RTEIZVIVILET.
OT Security /10T ARIADEH N B LR EFLET .

loT IRV Z2 DHE| B
1. [loT aR5%] T—TLT. ROVFhAERTLES.
 BIRRT B 10T IRHRDITEE YL [HIR] ©ERLET.
o BIBRT 2 10T RIAEBRL. [FHIav] > [HIB] £5)0oLET .
OT Security [% loT R4 %HI B LET .

ERE loT ax43%H| B9 5&. OT Security [E7TVr— 35 —/\—m5 loT ARVEZI—V IR ET
DAVAR—=IWLET . RLT7IVT—a—IN\—&I— M & B TR 95121, OT Security loT 3

ROBI—V b TBAVAN—ILT D ELHYFET

Windows T® loT ARI2I— b DAV ARN—)L

WELZO—)L.EEE

OT Security Tl&. BEEINTVSE/ DAUE—2 Uk (10T) DFRTDT/INARETNTNDT T )r—
LA NI LT TEET . THETSIZIE. T IRVRTUOLERE L. B E OFTr—3
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== EEERELET . TIVr—ao—N\—E I MR R TEK T HICE.
OT Security loT ARIFI—V b EAV AN —ILT 2 EHHYET .

OT Security loT ARIFI—V b EFA VR —ILT BIZIE

1. [Tenable A9 O0—KR] R—2J (AT AL ET .

2. OT Security R—2 (T LFET .

3. [REXR loT ORI 1] £ arhs. Windows loT ARIFI—T ok /\wr—U %40 0—k
LFET.

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
202, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11(64-bit) (v341)

@ UbuntuloT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.%, 24.x(amdB4) (v341)

4. #75o0—K L1=Windows loT AROP2I—J b 1\wr—2% AV AN—IVTBT7T)r— 3>
HY—\—z2aF—L %9,

5. [Tenable loT ARIAI—V b M P—REETLET .

ARIEI—V b I F—R DI h THDHEER T AVE—U MR RSN, [Tenable loT O
RIRI—=T 1k DI TYT IR IR IR OBR RESNET S

6. [RAN]ZIIVILFET .
[SAEVRARM] IR OBNRTSNFT .

7. [RPICABLET]) EERL. [RANEV)VILFET .
[38 %& TALINUERR] 24 R IR RSNES

8. 10T ARIAI—U Vb EAVARN—ILT B TAL IR )EIR E L (F=IETI4I DTAL I UZEE
A). [RNZ0)0ILFET .

Tenable loT ARIZI— b DAVAS—ILAFIBSNET .

9. AVAL—JLHSE T LT=5. Tenable loT AfRIFIT—U b H—ERNE TSN TNVDZEERERL
9.
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a. [B4T] AR 4R T, services.msc EAILFET .

[—EX] D1 R IhFREET .

b. MEXRITH DH—ERDURIZOT Security loT ARIRZI— b R RTSINTNSIE
FHERLET.

AVAN—ILINSE T LD, 7TV —arH—\—% OT Security [T # TEEd . JE—hIT—2 1k
ENLTTIIVr—2a Y —N\—IE i 55K 1200 TE. IT—U VB H T loT aRI2FEBMNT 5
5 B LTS,

PCAP FL—y—
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6. MELI7MNIILERFELET.

7. [EEBRE]N—VICRYET.
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SCD 7714 )L
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 Substation Configuration Language (SCL) /A\—23> 1.0 KU 2.0
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[T—2UNE] > [T—EYV—R] [TFEHLET.
[T—ARY—R] R—=U AR RSNFET

. [F87YIO—R] 42T T, [SCD Z7M\] O avIF e LET.

[SCD 774/ 93> T. [PyFA—K] &0 vl ET .

SCD Files

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the 5CD file.

Upload SCD files to import each of your substations’ configuration and define IED
device communication settings according to the IEC 61850 Standard.

Note: only one SCD file is allowed per substation. The most recently uploaded file
containing the same substation name will override previous ones.

Project SCDFile Name Substation Last Updated

Station Indegy Station Indegy (1).sed Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S/S 8860 SBUSServer.scd S/S 8610 02:50:54 PM - Jan 2¢
NIC STATION NIG STATION.sed 03:08:44 PM - Jan 2

Upload [0}

Download Details

EE . EEMILI1 DDSCD I7M/IDHT7YIO—K TEFET . ALEEM L EEOERIC7YIO—

RKENT=070 LD, FDRIDIT7AIVEA—/N\—F(FLET .
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B DF AR RENET . SCD F7MIUBR EIADHAHEANUE DS UA—2n. [FEfll] ~—D &

IEC 61850] R—C DL ITHR IE 7V ERADIFT—AvE—U DR R EINFT .
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Rockwell 771 IIVET7YIA—K$545 &
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Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. [PvFR—K]1%&0)voLFET .
4. 7yIO—KRTE5I7MIESBLTGERLET.

OT Security & Rockwell 7AY 8 7/ IVETYTO—R L. [ARUN)] > [BE#l] 5T TEED
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ActiveQueries.htm
ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
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Bl DEE AR TSNES .

¢ SMTP H—/\——SMTP H—/\—[ZkU, [ RUMBEH & E A—JLTEE TEFET
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EETHIENTEFET .
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s HETRFDERTEIZ Y — T RTORELXEABFEOTIAHINIELET . HEBFOREIC
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| ES COBREERICREFEEA. YVATLADTRTOT AR ONET .
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Application Data Backup and Restore (ZF)4r—arT—3Q/\wo7vTEHE ) %
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o BEDAUR—b — .ndg Z7qILELTO—HILAVE 1 —3—I R FESNT=-
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TINMAR—DIZIL. OT Security 3% % [ 32 MEMARRSNFET . COR—CTREZHERL
TR&E TEFEY.

Device

Device Name Edit

The name of the Tenable OT Security management system.

DEVICE NAME

Device URLs Edit
Device URLS allows you to set multiple URLS from which the system can be

‘accessed (FQDN/IP) in additien to the locally configured IP adkresses. (Change:

requires restart).

System Time Edit

Maximum Log-in Session Time-out Edit

Determines the session period aiter which logzed in users will be logged out
automatically and required to log in again. (Requires log-our)

TINMRE
OT Security 7F 547V A0— B D#H 31 F T
T 754X URL

DRATLIZ7ZATES 1 DO URL (FQDN) Z5% E TEFY -

BEE . 7/ MAURLOFEFEELEETY. HILLVFAODN [EIB E R RINFLEA. TDH. XFFIZIE
FEIAEL TEIVEWEA—H— AU E—T1—RITFVEATELGLRYET . 1T T HH1IC. B THREINDLEE
MR LTS,

AT LEZ

ELVEZIERFHAEBMISEKESNFI N REITHELTEEY

| AR OJETI N EERIERFEITAICE. ELVBE M ERRIEHRETIENEETT .

o742ty 384 L7O O KB
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ping 3R

ping B3R 27429 % &. ping B3R 23t 9§35 OT Security 75k 74— LDBE it BENT7IT471L S
nFEd.

ping ER &7 0T471L 3 BIZIZ. [ping BER] FTILES)VILTping EREE R ICLET .

179 5T Fv
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B ERDTITAIEESNET . ThIZKY. bSTN a—TaoTETHL DI B #RE LR TS
F9. ANL—CBEN18TBHFBASE VATLITHEWIFAIVEEIBRLES . FIHARELRT7MIL
(X [RYb D=1 > [1 V7 Ik T TF %] R—O TR RBLVFOUO—K TEET . FubkT—oDtII 3>
%5 BB LTSN,

INTIS XN TFNETOT4TIL T BIZIE [PV FNTF] L TIVED)IL TNk T FoEH 3
[ZLFT .

| B RMVFEAIINNVE ZRDLET. /Wb T F i BEZ VD THIE L TEFT

T H—ORTIG))TADE B A R
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NF—EBMTBIZE. [RE]E7V0ILFES . NF—ZBMLES. [BE/ ST TLESILTE
BICLES.

RETADEHIE

(IR & TF—2DH 1] AT 3% F -T. Tenable A OT Security TFOA AU [TDNVTHE & DTL
ANYT—ARERETEINEIDIEIRELET . ARNIZT BHE. Tenable (T35 F DE AN ITIFE LAELTLA
FPUBRZFINELET . COBRISEHLARNILTOARE SN B A T—20E N E4EE TEHER
(PIl) & FNFEA. TLANNER EE. 7OERRLIER—D . R LILR—L E8YY aR—K | R E
FAEREICRE 5T —2ZIELFEIT . CholIRESNFEEA. Tenable (. Tenable E R EZKE(C
fiE ST, 5 3& D OT Security ))—ATA—H—ITHARYIVRER E 5=, 2D DE B
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TLANIREZE ST HICE. [ERRERIBETAEERB ORI N ILED)VILET .

I TR COMNIIWDRAYFED )T HIET. NETADHBFEZNDOTHLEDITTEFT .

GraphQL Playground

TS9HA O GraphQL IDET3 . A& & 5 T Playground 2 FAL TAPI 2T TAL 3 5I2(F. 2D
b IVER S EITESILET .

R—h B

N—23v 4.1 LU . /R—k 8000 O Tenable Core 412 3—J1—AD57 Bl R—rEZR RLTERETHE
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T—AREERTEEESC[AVTFATUR] By aR—K NS B35 X1)T4IL—LT—0%BETH
CENTEFET .

[ TSATUR] B aR—K D% E #1T75121E. ROESIZLET
1. ROWThHEITVET,
s BE]>[VATLERE]>[AVTISATUR] IFE#HLET.

o [AVTSATUR] BV aR—K R—=U T, [BX)F1IL—LT—OD&KE] ) o%EI)voL
7.

[AVTIATUR] R ER—I DR RENET

Compliance

Compliance Dashboard Preferences @

The frameworks that are selected here will be referenced in your Compliance
Dashboard.

Not Defined (Default)

2. [AVTISATURAY aR—F DR E] o3V T, [RmEI| EV)VILET.
[BRBENBAVTSATURIL—LT—HODRE] RMUDRR TShET.
3. MEBHRIAVISGATUVRIL—LT—IEZEIRLET . ROATLavhoE R TEFET
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ISO 27001 B HEHK

CAF R8I

OTCC #TR AV
NIS2 &% (¥ 21 %)
NERC-CIP E#

4. [(REIEVIVILET .

OT Security [&. AV TSATURIL—LT—IDHEEZRFL. IBE NI E LB LU THE
DAVTIATUREFvILET . OT Security [&. AV TSATURFVIDERE [2TSATY
Al By ah—FIZRRLET .

7T T—h
WEL OT Security A—H—A—)L: ] E . R—/\—/\(HF—, #Fa)74I7r—v—

Tenable Nessus 7551V ER A BRI L RAT L (IDS) TV UL —IL vk ZRF/AN—2 a7 yTT—
k9 %&. OT Security hVE& & ZE=#)>J LT, & 31 OBE &0 O 55 14 AV LIDYT RTFovyL T M FE
9. OT Security [ZI&. DFE (Dynamic Fingerprinting Engine) ®259K 7vJT—k T. 2 $8. 773
)=, WLV ETYTT—hF24TavhByET . 7T T7—h & 95O EELTCEHTHLFH T
KT TE. ATSATHEITTEET

3£ & : Tenable Core ME # D&% M (ZDLVTIL. Tenable Core + OT Security 1—H—HAFDEFHF NEEES
BB L TSN
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

» DS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

| AR (MBI > [TT1VOFVT T hoTYI T EETTHIELTEET .

AR YoMt AOFE MR IUINGE, FHLWTYIT—REFO0O—K§54Tavnnvssh.,
TSTAETYTT—h TELELIGYFET .

Tenable Nessus 7571ty D7 YT T—h
T2V DBEIZIRTYIT— DEEE
T340 DE 8 7YIT— B MNITEHFIE

1. BE]> [VARTLERE] > [PYFT—R] I EHLET.

[PYTT—hk] 94K oMK RENET . [Nessus FS5T 19k DISIKTPYTTF—R] o
(2. TS0140evb D . R T7Vv7T—hB . 7YI TR a— LR RINET.

2. [Nessus 3512y DHSIRPYIT—R R TILES)ILT. BB 7YTT—REESILE
ER

TSTATYTT—h O E O &
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1. BE]> [VARTLRE] > [PYIT—H] IHEBLET.

[ZYFT—k] D4R ORR REINET . [Nessus T35 vk DHFIK 7YTT—R] €3>
(2. TS5T40tok D% ZEBRT7YTT—FB . PYIT—h R 1— AR RSNET.

2. [EEOER])ZV)ILET.
[BEEE DIRE] HAR RIIDRFTENETS.

Edit Frequency

REPEATS EVERY ™

0200000 @]

Repeats every day at 0200 AM
Mext run at 020000 AM - Jan 21, 2023

3. [MBURLEE] 023 T HEZA WL TR OYTEIURYIZMGEE ] OF i1 (B F1=138)
ZEIRTDHILT. TV B HTORMMBRERELET

[B] &E RIS S TSV CTEREHEERITISEBEEZRRLET.

4. [FR] O av T KET7A4avEI )L TR B EEIRTAMFE TREZA LT, 7394
VERE I AHEZ (HH:MM:SS) 28 ELFT -

5. (RTF] &V IILET .
HEMNEE[CEBINLIEERTAVE—UHRTSINETS.

TITAVDFERIFIT7VIT—E2ETTH
TSTAF B TTYIT—HI5FIE
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O
1. BE]> [VARTLRE] > [PYIT—H] IHEBLET.

[7YvFT—k] R— D [Nessus FT5T 129k DHFIR PYvTTF—R] o avIz. T55140uk
D BREEHB . 7VIT— IR 1— AR TEINET .

2. [§FF<TPYTT—RE0)ILET

TITT—hDETLTWWAIEEER T HAAVE—UNRRENET . 7VIT T T T5E.
[TS551t98 ] ITREDTSTA9k DB IR RENET.

EVk: TS5T129k D7 VT T— DEFTH (K. TSI R 9B LOV-FRILTR—SEEH LY
AN QG AN

IS4 T7IITT—h
OT Security 7/ RIZA 2 2—2wh 5 AV L5 & (X, Tenable Community Portal Do 3t D754
Aok ES I O—R L. I7AIVETYIO—R $HIET. TITAVEFH TTYIT—H TEFT .
TTAEATIZATTYIT—h5F B

1. B> [PATLRE] > [7YITH BHLES

[ZYFT—R] R—U DR REINET . [Nessus T35 1t2vk DITIRPYIT—R] O3V,
TS55940t 9k D B T7VITT—B . PYIT TR AT 1a—IBR REINFET.

2. [FPANDSTYIT—R] &0 )0OLFET .
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[PPAMDSTYTT—R] 94K OBRRRENET

. FEATUO—KREToTULVEWNMG B (X U 9F 9 )0 IL TR T DTSTA D74 IVES o0 O0—K L
THS. [FPAILDSE ] V1R JIZRYETS

EE )OSR DTSTAT7A4IVERIO—K TEBDIE. 13— b T SN-PCHED
A B—2INEREN LI5S DA TT .

. [BW]%5')v-L. OT Security Customer Portal oS0 O0—K L1=FS55 142 5% E I71IUFE
BLET

. [PYFTHRED)VOLET .
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IDS TPV IIL—ILtyk DT YT T—h

IDS T U=V vk DB B UFIR TYITT—k D E

IDS TV UIIL—IL vk DB B IZIRTVIT TR EERETAHFIE
1. BRE]> [LARTLBRE] > [PYTT—R ITBEILETS.

[FYTT—R] R—TUBRRENFET . [IDS TP VII—ILtvk DOTIR PYTT—R] 12, IL—IL
kD ZRT7VIT—AB . 7YI TR a—IBRTREINET.

2. [IDS TP U=yt DHSIRPYTT—R N TIVED )ILT. BEI 7Y TR EEZIZLE
ER
IDS TP UIIL—ILEyk D7 YT T—NEE DR E
1. BRE]> [VATLERE] > [7YTT—H] 1B EBLET.

[7YTT—b] R—=U R IRENET . [IDS TP VII—IVEvk DIFIR PTYTT—R] 2 L—IL
b O R TVIT—B . YT TRV 2R IRENET

2. EDOERR]EV)ILET.
(8 E DR K] VAE /1 \RIIDR RSNFET .
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Edit Frequency

REPEATS EVERY ™

Dy

AT ™

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. [MYRLEIR] £ 3> T BIEZA ALTROYIE IRy MG H E OB G (B £=(3:8)
FRIRTBILET. NI EFT7YI T TEERRBREZEELET .

L8] ZEZ RIS & (F L—IEob OB RTYIT—EETIIEBAEERLET.

4. [ o3 T B 71 E0 )L TCHERBZZRITANTFH THREIZAALT.IDST
OUIIN—IEYsETYTTF—h 3B Z] (HH:MM:SS) 5% ELFET .

5. R EVILET.
HENE R ITEBSNIEERTAvE—SHARTEINET.
IDS TP UI—ILEIk DUT IR TYI T EF B TET IS
IDS TV U=k EF B TTYI T $HFIE
1. B> [VATLERE] > [7YTT—R] ITBEBLET.

[PYTT—R] R—U AR RENFET . [IDS TP U=tk DHISIR PYTT—R] (2 IL—IL
Ik D ETYVIT—F B TYIT TR AT 1R REINFET

2. [§F<PYIT—REV)VILET .
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O
TV T—DETL TSI ,EE R T HAVE—U DR REINET . TVI TR I T T5E.
[k ] RO RIIRFE D IDS TPV I)L—ILtvk DE DR RENFET .
54 T7vTT—h
OT Security T/ RZA A2 —yk # i AV L5 & (L. Tenable Customer Portal oz #7 DJIL—IL
wykEHOoO—K L., I7/IVETYTA—R§HILET. IDS IO UIIL—IIV b EF B T7YIT—H T
TF7
IDS TP U= IR EATTAUTTYI T~ 5FE
1. B> [VARTLBRE] > [PYIT—H] IS EILET .

[PYTT—k] D4R ORRREINET . [IDS TV VII—ILtEvk DHFIR PYTT—r] (2. IL—
vk O JRETYIT—EB . TYT TRV 12— LR REINFET

2. [FPANDSTYIT—R]E0I0ILET .
[P7AUDNSTYTT—R] 24K OBR RENET .
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. FERFIDIDS TP UIIL—)Ltvk T7AIVEF O O—R LTUVELME & (. V9% )L TH
ooO0—KLET.

-371 -



O

IR VISR EF D IDS TUU U IL—ILtEyk DA IILDETIO—R §BIZIE. A 3—F Uk ITHE i Sh
=PCHRE. AV3—F UM BRIV EITHYET .

4. [&W]%E5')voL . OT Security Customer Portal hio4 20—k L1z IDS TPV )L—)Ltvk 77
AIUFBEBLFET

5. [PYFT—R] EH9vHILET.
DFE ®Y59K 77 T—hk

[Dynamic Fingerprinting Engine (DFE) O7 Y7 57—bk] 93> %#E AL T. OT Security > X7 L®D
EEZEHLEY. LD EZEMLEZYTEET .

B &>k DFE 7YJT—h D% E
B & DFE 7YJT—h&H I 55 %
1. BRE]> [VARTLRE] > [FYIT—H] ITHEBLES.

[FYTT—h] R=UHRRENET . [DFE DIFIRTYITF—R] o2 avIcF. BB 7VIT—
FPOEERTE.. XREHA . TVITFODREDN—DavhRRmINET.

2. BE7YIT—rEBRIZTBIZE. [DFE DYSIKPYTTF—R] FTILES)ILET
DFE 7vJ7T—hk D58 E DR 5
1. BRE] > [VATLERE] > [PYTT—F] ITBELET.

[FYTT—h] R=UHRRENET . [DFE DIFIRTYITF—R] o2 avIcF. BB 7VIT—
FPOEERTE .. RREHA . TVITFODREDN—DavhRRmINET.

2. EDOERR]EV)ILET.
(8 E DR K] VAE /1 \RIIDR RSINFET .

3. [RYRLMER] 723> T HiEZA W LT OYTEIURYI IR OE A1 (B F=1358)
ZEIRIHIET.DFE7VIT— D HERERELET .

E)ZERLI-5 & F. DFEZBB7YI T I2ERZERLET.

4. [FFME] €023 T B T7A4aVE0 )L THRBEZEZERTOINFH THEIZA N LT.DFE%:
7T T—h 9B (HH:MM:SS) 2% ELFT .
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O

5. (RFE1 &V IVILET.
EEMNEEITTYI T SNIEER R T I AvE—C AR T SNET .
DFE 95OR 7Yy T—hE&FBITET TS
DFE:#F B T7Yv/T—h95A%E
1. BRE]> [PARTLEE] > [PYTT—R IBELETS.

[PYTT—R] R—O R REINET ., [DFE DIUFIFT7YTT—R] 2o avillk. BE7YIT—
FOSEERTE . REEHE . 7VIT—FDBREDN—avhR RINET

2. [§¥<TYIT—HEVIVILET.
TYIT—h HHEATL TV EER R T HAVE—IUHRRENET . TYITI AR T 5L,
[/3—2au] RuH RIS O DFE A—UavhiR RENET
A4 T YITT—h

OT Security T/ R [ZA 22—k % #i V725 & (L. Tenable Customer Portal hhisi 3 D/ \—23
EAUO—K L., I7MIVETYIO—R§5ET. DFEEF B TPYIT—h TEET .

AIOSATDFE 7w T—hEETT5H %
1. BE]>[VATLERE] > [PYTT—HR] IFBEHLET.

[PYTT—h] 24 R OR RENFET . [DFE DYFIR7YTT—R] oo avIld, BE TV
TrOEERTE. . RREHB . 7TYITFOREDN—VavnRREINET

2. [FPANDSTYIT—RE0I0ILET .
[P7AUDSTYTT—R] 24K OBR REINET .
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. FEEILO—RLTUVEWMG & (F. Vo9& )L T &I DTN RE R TP V&S 00—k
LES.
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O

TR RHOT/NARE R I7AID )R 700—R [, (o8 —rwk TSN -PC L. 1V
B—rUbERENT L TOMMTAET .

4. [BW]%5")voL. OT Security Customer Portal hhioS ™0 O0—K L1=T/\f RE & T71)UFE &)
LET

5. [PYFT—h]1&D)ILET.

sEEAE

WHEL OT Security A—Y—0O—)L: EEE

HTTPS i BARZE D4 Ak

HTTPS SEBAZ [Z&kY. L RTLH OT Security 7T ZA TV RB IV H—/IN\—~DRE 25 EHKEFEHL
TWAIEMNRIASNFET . YDA E L2 ETEMERIINET . HFLLWE S ELRIAHE L
WOTHLERTE. BEVHRT1ERH TS .

l AR HLVGIAEZAE T4 REDEAZ X LEESNFT.

BCERAEAEOERTE
1. BRE]> [VATLRE] > FEAE] [SHELET
[REBA ] D1 R IR RENEFS .
2. [POoa) Ao [BHEFAMABOER] ZERLFTT .

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-signed Certficate

Upload Certificate

SSUED TO Tenable OT Security
SSUED BY Tenable OT Security pownload Certificate
SSUED ON Oct 31,2023
EXPIRES ON Oct 30,2025

CERTIFICATE FINGERPRINT

[FEBAZE DAL HER V1 R IR RSNET S
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® Generate Certificate

Are you sure?

Security.

be trusted.

3. [EM]ZEV')VILET .

OT Security IZEYB T E R TR ENE RSN, [FEAR] R—2 TR TEFT.

HTTPS fEBA E O7v7O—F
HTTPS St FAE D7y 00—k FiE
1. BE]> [CATLEE]>REAT] IRBEHLET.
[EEEAE] Y R In R RENET.

2. [7Ooav] A=a—h% [REBAE O7YTR—F] 2 FIRLET

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Securi ty
SSUED ON Oct 31,2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

[5E B3 B D7y T O—K] AR R LAR R SNET .

w

N

)]

(o)

. [PYFa—R1&29)9IL T, I7AIVETYIA—RLET .

- 376 -

Generating a new certificate will override the current certificate issued by Tenable OT

Self-signed certificate will be valid for 1 year. Please note that your session will not

. [RFER/NRIL—X] RVIRIBE FED/INRIL—AEA ALFET .

Generate Self-Signed Certificate

Upload Certificate

Download Certificate

. [REBR D70 £V av T8RRI &V v, 7vTO—F 5 E T7MIURBEILET .
. (BRI FAI I avTIBRBIEVIVIL. TYTO—FTEMERIFMIUBELET.



AR IRILHEALET

X Tenable T, SIBAEZE S AR . TS50 42TJ%2)0—FLT. HTTP SEBAE A RER IZT VT
T—hENBEIINTBHEEH R LTWET . 7YTO—R KB LT=5 & . OT Security [CRYZ & Ay
T—UDRRINET

APl F—04 ik

WHE OT Security A—H—0O—)Jb: BB E . R—/8\—/\(H— £FX1)T4IFR—2r—. X174 T7FUR
b AR ARL—2— GRABMYEHR

APl F—%4 B 94T &ET. OT Security Z#8 #8 N O DEF )74 Y— IOV AT LICH & L9 <4RY
FJ.

OT Security TAPI ¥—%4% K955 i%
1. BE]> [VATLEE] > [API F—] [SBEBLFET.
[API —] R—U R REINFET .
2. BLD[XF—DER]ZV)VILFET .
[F—DH &)/ SRILDE R ENET .
3. [ERHIRR] RUIRT, API F—DEAR I NI HFETHOR B EERLES .
4. [BRBA] RUIRT. APl X—DEtBAEA HLET.
5. [ER] &=V )ILFET .
[F—D&% K] /R JUZ[ID] & [APl &—] AR RSN FET .
6. O RELESvIL. APl F—%aE—LFT .
7. [BT1Z0IILES.
[APl F—] R—UhR RSN, HLEEMSN-API £—ID HRRENFT .

ICP & Enterprise Manager D7) %

WHEIL OT Security A—H—0O—)L: EEE . R—/\—/\(H—

| ERE: SOT70—(E. OT Security 3.18 LL& TR AR BE T -
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Industrial Core Platform (ICP) & OT Security EM ZX7U 0 IE. §RTOH A EZE B TEET .

EEEMERTIVILTD . YA EZDE =R H /N—230 DT VI T EZ (TR A K. TRTDTY
TT—hEZEMLUANLTETTILELSHYET .

bR HDRI I
RO EEMER LTSN,

« OT Security EM & APl #3& LT ICP [Zi&#E T& 5%

ICP H\i5 OT Security EM ~M& {§ A IZTCP 443 & TCP 28305 M A TLVS

ICP & OT Security EM DS IZHTTPS ##AFE LTS

(72 3>) OT Security EM T API ¥—%4 3%

| FE: INE API F—ATLavaERALTNTI )T HE R ICOHLATY .

ICP & OT Security EM X712 5$ 3IZ1E

1. OT Security T. & €] > [ AT LE& 7E] > [Enterprise Manager] [T B LET .
Enterprise Manager R—U AR R SNFET .

Enterprise Manager

2. [EM RPYLH] 5232 T [RPIVT ORI =0 )voLET .
[EM RPYLTEESE] /1 \RILDR REnFET .
3. ROVWTHhIEERLET.
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o A—H—L L/ SRT—R%&f# oF=RTY YT
o APl =Lk &l of=RT7UY
iR 7o av
A—Y—£ &I\RI—F 1. [[RRF £ /IP] RvDRIZ. EM ORAR & F1=1E IP 7R
& o7V LREADLET.
2. [A—Y—R&]RYIRIZ.EM DEEE D1—F—4
ZANDLES.
3. [/SRT—R]RvHRIZ. EM D/SRT—REA ILE
ER

4. [EM SEBAE D12 H—FU2M] 12, EM OO [RE BA ]
R—UhbaE—UT-AE B & 2R UMt 5T

EVbh: COF IEEZRFYIL T EM RPUTR—S
DHEBAEEFH TREIHIELLTEFT .

SEE: OT Security EM O [A—HILER FE] > [V AT LR
E] MDD BEHER—DITFIERTEET.

APl X—%FERALTR7 1. [(RRF£/IP] Ry RIZ. EM kA~ & =X IP 7R
V2 LREAALFET.
2. [API —HLwk] RyHRIZ. EM AvidaE—L 1= API
F—ZRE YA (FET .

3. [EM EEBAE 21> H—T)R] 12, EM O [BE BA ]
R—=TUhoaE—U=-EE A E ZRL U ITFE T

EVk: COFEERTYTL T EM RPYTR—T H
SIfBAEFFETRIEITHAELTEET .

FEE: OT Security EM @ [A—HILER TE] > [ AT L%
E] Mo EHEAR—DITTIERTEET.

4. [RPIIT &0 )0ILET .
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O
OT Security BNEM RPYUTR—D[IRFYI G AT—RRER RLET .

TR AT XL REAEORRBRL] GEHAENMRE SN TUVGRG &) F(EI[EM OERBFB]
(NPT VOIADEBEBAIED DS ) ERRSNET

5. (AF2av) AT—2AN[REABORBRHFEL]) DHE
a. [EBAEDORR]ZVIVILET.
[REBA & DEER] /\RILDRRENFT S
b. INRIDIAH—=TIVEHEM DREAER—CDLDER L THALZHERELETS .
[&B]Z7vILET .
OT Security &> TEEBA E AR B ENBE. EM RFYLHIR—UTRT—H AN [EM DE
BBl ICEDYFT .
6. AT—HRAN[EM DERBHFBL] LR RINTNSIEE . [BBIRER ICP RPULSIVIIRN] HiEE
MITIZH>TWET . BMITTBITIER DOF IEZEZE1TL TSN,

EVbk: OT Security EM TRX7YL )OI A2 H BRI (TH R 9521, OT Security EM @ ICP RX—2
TIBERE ICP RPUJVITAN 2B HILET.

a. OT Security EM QX | DFES—> 320/ —T. [ICP] #ERLFET
[ICP] R—U R RENFT
b. RFVLTS BV ATLOATITA—YIIVEGHE. ROVWThHNERTLETS
o [RTBXFNEE V)L, [RBIZERIRLET.
s B ED[TIIA > [RRB| TV )VILES .
OT Security EM BIR7V T ZEHRBL . [ F A DRT—IANK RINFET.

Evk: RPYLSHSE T $ 5. OT Security EM [T T AR R ahET .
« ICP OT—45% EM &y aih—RF TR RLET .
o FEIZRTULTENT= ICP A[ICP] R—UIZR REhET .
. [ICP] R—S D ICP & %4y T, ICP [Z7/tALET . EM B 72 ALT=ICP A2
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ARV ZADANYF—IZIFICP INILAR RENFET . FF# ITDLVTIL. Tenable OT
Security Enterprise Manager 1—H—HA/F D ICP #Z& <fZ&LY.

OT Security T. Enterprise Manager R— DRAT—R2 AN [EFFH] LR TSNFT . [fRE]
EVILT . EMRFPLITEEEE B TEET

Enterprise Manager & ICP MR 714 E B

| WHEL OT Security 1—H—0O—)L: EIEEH . X—/\—/\(H—

RFVIGDR BT ofzb EM FzILICP H5 ICP R7PUL TR R TEET .
OT Security EM & ICP X745 DFE &
1. OT Security EM QXK 8l DFES— 32/ \—T. [ICP] ZERLFT .
[ICP] R—C MK RENFET
2. BIBRTBICP DATICH—VIVEE DHE. ROVThAEEITLET .
o [RT—3R] 5 ZER V)L [HIBR] ZFIRLFET

* [ICPIDATZEVIVILEYS . ChIZKY. TR B R TSN, [FOIaV] REUBE R TR YE
EE

3. [HIBR] &Y' )vILET .
OT Security EM [Z&kY. OT Security EDRTUL TR R ESNET .
OT Security & ICP X725 DfiE B
1. OT Security T. & E] > [ AT L E] > [Enterprise Manager] (2 &I LET .
Enterprise Manager X—U HR RENET .
2. EMART7ULI w0230 T. [REI &V )ILET.
[EM RFPUYLT] 1R ILhR RENFT .
3. [RPVLTIEL] &0 ILFET .
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https://docs.tenable.com/OT-security/enterprise-manager/Content/EnterpriseManager/ICP.htm

O

4. [RPVINED)VILET .
OT Security [Z&Y. OT Security EM EDRTUL TR R SNET S
14t R

OT Security 51tV A& E #FH F=EB 1L T4 EMHSH5E S (&, Tenable 7HIU b vR—2v—
[SE#& LTSN, Tenable 7hOUk IR2—V v—(CkYSA U ADRTYITT—h Sntf=6. BB LB
D TIAEVADTYIT—E PRI NTEET . FMIEX. OT Security AV ADTITAR—3
VES B LT,

IR 15 AR E

YD —UE &

I WHER OT Security A—H—0O—)L: BIEE . Z—/\—/\(H—, A+ FRL—4—

[Rok D=0 B N—DIXF ROEIVavhEENET.
s BN RRAVT—Y

o INVUTEZRYY
EEITOIRRIET—Y

SNMP Z4r L1=# LLVE E DR
loT EFEDIP PELADITVF

BERIRARINT—

I WHE OT Security A—H—0O—JL: EEE . R—/—/\(H—

BE 18 % R Ruk 7—H D% E (ZF. OT Security DEZRL TS REEHE T H—EDIP & H (CIDR/
HI2Uh) K& ENFET . OT Security (X, BRESN-EHEHNDEEZEHRLET.

T 74Uk TIE. OT Security (& 3 DDT T4/ /3T )& B 10.0.0.0/8. 172.16.0.0/12,
192.168.0.0/16. HLUW)oO—AH)LE B (APIPA) 169.254.0.0/16 #5% ELFT -
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Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot's sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

T4 DFEE OWTNUAETE TS, FEFEAL TSR J—IISE L-E E %8
MY BIZE ROEIILFET

1. [RE]>[REHE] > [Rb 7O E] ITBELES.
[Rok D—O% 8] R—UBRRSNFET
2. [EfRMRARVND—D] o av T [WERIZV)VILFET
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[BS 18 5t & Rk D—] /SRIILDAR RENFET .

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16
10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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3. WEX [BEOIPHE] SRR T, R SNFERNRYRIZGEMO IP HEE] (17712
% 120 P §iH) #EMLES.

4. [(REI1ZV)VILET.
OT Security NEE R I R vk T—IUR EFRFLEFT
INOTEZRYLY

NV TEZR)J1E. OT Security OF) 8 5% & 1 IZEE SN (TR YET . Tenable TIE. /WP TE=RY
JEEMITTIRN ERR R TIODEREET T THLIHRLTUVET . ThiIZkY. W HE
[ TREDT7T—rPEFaA)TAARVEDBRETIOEMNR. 75— DB R FKEZHSTENTEE
7.

BEEITHINERIST—Y

| WHE OT Security 1—H—0O—)L: I EH | X—/—/\(H—

BEEIHIPEEAIE FALCIP 7PRLAMMEM DT/ NARIZEYY TONTWAEICERAELET . EE TS
IPEE IR ERELATEREDLDIAYET. ChICKY . EEZEHIEELTGEMRITEIEN
R E I, AR OX vy TR B LE EOBEM IAFREELET. IP FRLADELLZ T AY
MZE=ASTEF AINTNSE A TH. OT Security [T LTEHE Th5rukT—02EEITHNIE &
EFEEEITEMTHIENTEETS.

B BETIRUNT—IKR OB E DL A—ER DYU—Z (B O —Oa—h)LD ICP) O 75 [2&->TH
HaEnf=15 & . OT Security 124—J1—R(FFENE 1 DDEEITHHALET . =1L S/ RAEELTIFK 2

DNE FE ELTHIURESNET . TNERFCE=HIZ. Tenable TIEE#E T5R Uk T—VEGE B2 B L TENDELS

BEEZBRN T EEHERELTLET.

BEHEIDHRYNT—ODEM

I8 $HARI I
o RSN H—BRTUSTESNTNSEEER R L THEL.

I 3EE: OT Security (&, B SN TULVEWNELY—DEE 351898 T—0FHR—k LTLVEEA.

RENDEFELRNT—IEEERT DA E
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1. [RE]>[BREBRRE] > [RINTIUER] ITHEELET.
[RYk D—DFE B R—C BRI ENFT
2. [EETEIREBARINT—I] I3 T, [RST—ODEB M Z0)I0ILET .
[ERETHERYNT—ODEM] /RIS [RVk T—ODFE ] L& ISR REINFET .

FERE: OT Security [&. IP 7ELR% NAT IP | YL TIZTIVEL T T B1=5hDA R F $ T—ILEL T,
240.0.0.0/4 IPEFEZERALET . COFTHT—/LEEEZE FE 352X, Tenable H7R—k ISE#K L TS
f=&Ly,
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

f the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. [E#T3IP ] Ry, IP % CIDR 4 TA A LET (1: 192.168.0.0/24).

4. [EE (oY) FOYTEIURYIRMNG, ER TS IP EE I E M (15 Y—ERIRLE
EE
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5. [RAN&VIYILET .
[FERR] /SRIARIRSNFT -

Add Duplicated Network X

® @®

Metwork Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save

6. (AT av) & E DHIR] FoooRv I REEIRLET .
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EVR BIREINFZTATOE EZH B OV T—II125 B 9578012, Tenable [&. OT Security A&
EZHIBRLT. BEIRICINOER R TEDLLIITTHILEH R LTUVET . [& E DHIBR] Fvo
RVIREBRLGWNES  EETRAEDIPEHEARNICEEFEY. F—HOFHLLEVEELREELE
BEEABHYET .

7. (RTF]EVIVILFET

OT Security IZ&YEH IPEHEMREFEIN. [EBETIAB RIS T T—TIUIRRTINE
ER

Duplicated Internal Networks Add Network

IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks Actions ~

CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans

192.168.0.0/16 Sensor #1

BEE . FHIH5RIINT—ODREMNT T LI=H. Tenable (F. OT Security #B 2 8 L THinEH—%
AMITTHILEHRELTLFET.

8. OT Security #BE£EILET -
9. oY —FEHHITBIZE. [A—HILERE] > [P (TFBELET.

| EB.7UT479TUD P & E (CIDR) &, [E#ETHARE RIS T—] THRELLDTY . ]

1. ROVWTIHEITVETS .

s H—toY— o9 —%60)00L. [RE|ZV)ILET . [EoY—DIRE] /1
VT, [ =T T4 I F T IVED)VIL T, TOTATOTVER $IZLET .

s BHOELA— BELGEAH—FITRTCGERLES . AVF—T [T aV] >
[FOT4TO0TIDE L] ZEIRLETS .

2. BH—ZEIIIL. AT —ER%Z [—REILE] Mo [ERFH] CEELTTIT(TIILE
EE

RDRATVT
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BEETEIINT—UERTELTOT Security #B R L1%% . BEEIEBEDIP LLBLIZ[TRATOE
Bl T—TIURTEINET . SHIT. EETHARINTIIBYE TONIPEZA ATBHEE L IS
TE5EH—ERINT DB EIDHYET (FEAE. [7OT4THTY] > [ ]/ [Nessus R¥v] > [R
oz fE R F-IE [REETE ] > [RRRE1E 8| DTRR)).

o [MURUR)]> [FRTDEE] T [TRTOEE]| T—IIDEEDERDIP TRLRE[Y—Z]
RmLET. 1EZE BLIP PRLRAER A LTLEH, BHZE9—ZBE it (T TS
2 DONEEIIHDHELET .

o [7OT47H5T]> [TV EE] > [ H] E£=[% [Nessus A¥+v] > [RXVv 2R T. EHE T3
IS T ELTITATITVERETARIC. FDOIPHE O [EET I 0] #8IRLE
T . ThIZKY. ZDth D —ERR S LD, B E Do Y—ICB E M Hoh=-E EEKR HD
DIEEITTEET.

R OT Security (£, EE I 21V T—0D P & E (23 L TDH . [BE 5] RurREH %)
[SLET . DI AATOIP HE TIEE DFETT .

o [7OT4TH2] > [RERR] > [RERBOTAN TRIAFRRERTETIRIC. EETIHRY
FO—ODIPEEZANTHEE . [ER] (E) RVIATHET S H—ELERT D
HENHYFET .

c BEEIIIVETVDEEMA IR LT [BRETN—T) 2R THICL [RERR]| ATV
EHEAL [BE]TIILOV—RFIESNTHEDIPEHRELES .

[EEITH5ABARVT0—0] T
[EHE AR Rt T—0] T—TIUZER DF AR RENFET .
e Bt BA
CIDR EHEIHIRINT—ODIP EHE .
9 BEE IV T—O0IP £ B 2B E F [Ton TSt o —.

RS - CIDR »"73<&b 1 DDE ER W (FUT47 VL)) THRAHRMNEINERLET .
‘mHoT) FERAPDEE.CIDR7IT47REZHIBRLTHS. EDCIDRZETEER TS
b D—0ZHIBRLET .

EAS - CIDR A¥1 DLL E @ Nessus R¥vTfE g hESHERLET . & A D5
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Nessus X & . Nessus 2FvH5 CIDR ZEIBLTHS. O CIDREZEHEE 51Uk
P4 J—O%8IBRLET

BEHEIOINMARIT—II 2703y
E#ETHRU7—ODEE
DEIHELT. EFEIT ARV EZEE TEFY .
BTN TOEmRET DAL
1. [ERITIABAVNTI €I T. EEHRTHIEE T DRI T—IEERLFET
2. ROVWTNHEITVET .
s ERIERTUEEIIVIL. [REIEGERLET.
s OV DE LT [PV > [RE]I TERLET

[ER I BRI T—VDWE] A RIDRTEN, ZIISERLE-EE THRIN T—O D5
MERIRTSNFTT .

3. BEIIGLTEZERELEFTY.
4. [RANED)ILET .
5. [RER]/S\rILT. [REIEVIILET.
OT Security IZ&Y. EE T 5V T—ODEEIMREINET .

E#H I 519 70D BR
REITGOEHE T D10 T—IZBIBRTEEY .
EEI DV T—OZHIBR T EH K
1. [EETHIABRINT—I] /L30T HIBR A R THLIEE THRUT—VZRRLET .
2. ROVWTNHEITVET .
s EEYDRUINTOERVIVIL. [BIR] ERRLETS .
s O DA LT [FUaV] > [AIRR] ZERLEFT
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OT Security IC&KYEE 579k T—IDHIBRENFET .

E#H 950U TE A Ot Y—0H| B

BEEITHZRINT—IOTHERAD O Y—ZHIBR T 57 %
1. Nessus RFv2/7HOT478 H H5 CIDR ZHIBRLET .
2. ERIHRVNT—UERTE I Y—ZHIBRLETS .
3. BEMABBZEIL APIZHERALTHLLE Y—IDZEREL. GV Y—ZBEHMZFT.
4. [P R—CT. HWVEVY—ZHIBRLET.

SNMP Z47 LT=#T LULVE&E E Of H

[SNMP 2 LTHLWE EZRH T3] 4723028 3129 5L. OT Security (& SNMP JI)[Z&k-T
BRHESNEEEEEAANUISEMLET .

loTEEDIP PRLADITVF

T 74K TIE. 10T ARIAMNSE FEFAVR—b 95&. OT Security [T/ AD MAC 7R L REED (S
IP 7PRLARBAiR—h LET . MAC PRLADHEAVR—k T 521, [loT BED IP PRLAREITVF
TR AT I EEYITLET . ML loT IRIEDEEEZS B LTS,

ANV IZRE
B E OT Security 1—H—0O— )L B EFH | R—/S—/\(H—
ARV DEZR)UTER B I1TT 12012 RICHEEH DEB DIV B, 1 DDITRZITFEEDHLN

FY . COVSRZEF ARV AT (AR —ZH B I HARUNGEE) V—REE . TATA1—
DAVEEICEDVWTIThNET .

ANV EISRABE T BHICTE. RO E SFrEERA ANV EE KT IBELAHYFET .

s ERITDIIRUVFEDORKEFH - A UrRE O KEFFERERELEFT . CORBAERY
& BT DANUNEIISRZEENFERA.

s MEEBEBDARUNE OBRKEFH — T RTINS DITREEL TR R EINDHER K B
R ELET . CORFE R DR [CERSNEINUE . FFRBIZEEFENFTEA
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DR TERMILTBHAE
1. [BRE]> [BERE]> MRV I5R5] ITBEBLES.
[ARURI5RE] R—UHRRENFET .
2. NIWEDISILT, 95RB) T I B ATIVEENIZLES .
3. ATIUDEE B ERE T 5151, [WE] £l ES.
[38 5 DR 4] o R InR R ENES .
4. BERVIRICEHWOBIEZA AL, FAYTFIOURYIREE AL CH B OB EERLET .

| EE: VSRR EIUEE FE fa 0O # (22T H TAAVED )L TSN,

5. (RTE] &V )ILET .

1——EH

OT Security AV —ILADT IR ZD1—HF—IHR I ENET I RF A EIEE 51— —Th
IUNZEOTHIEEINET . A—F—DOT7VEREF A F 2 —F—HF YL TohTWS1—H—J)IL—T
[CEOTRESNEY . & 1—H—JIL—TIUF. TDAVN—HF A TELG—EDTILRFAZEE
$HO—IIAEIYY ToNET . LIzAoT, 1Ex I YA AR —3—21—F—JIL—T YA ARL—
B—OO—ILHH5IEE . ZTDTIL—TIZEIYE TON TS T RTOL—H—ITHA AL —4—O0—)L
(ZBE & fF (Fonf-— E DT/ RHF A M 5EENET .

DRATLIZIF. FI R A RELGE O (BEBEA—Y—TIL—T] > [EBE O] BLU[HAAR
L—3—a1—H—5)L—F] > [ ARL—E—0—)1] 12 E) |0t i §75— & DERIE & Shi-1—H—
GI—"THHYET . hRELDA—F—T)IL—TEER LT, AoN\—DO—)LEE E §5HEEHTEET.

DARATLTA—H %R TBIZIK 3 DDA EHIIBHYET .

o O—hLa—Y—OE M - 21— —TFThIUREEBL T, ¥ DA— DV RTLITTIERT S
CEERRBLEYS. O—IEE R T 51— )IL—TIIa—F—%EYE TET.

o BBRE Y—/\—— T & #8 8 DFR FE Y—/ \— (Active Directory. LDAP % &) ## LT, 1—H—
WO RTLIZTHOERTHIEEE R LET . Active Directory DEE 77 DY IL—FI1ZH DINT,
OT Security A—)LZE| Y& THIENTEFT .
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e SAML — 74T T4T470/3(&— (Microsoft Entra ID % &) & & vk 7YIL . 1—H—
% OT Security 77— a8 YH TET

O—Ah)La1—H—

1A—H—GN—T

1—H—0O—)

J—

RS H—/\—

SAML

O—AhJ)La—H—
B OT Security A—H—0O—)L: EEH

EEELVAX HLOVA—S—THIOUEER LY FEOTHOUNERELIZYTEFT . &
A—H—F, I—HF B YHB TONO—LERE TS 1 DU EDA—H—JIL—TIB YL Tonz
EE

RAE 1YY —0O7h U FEREA——TIN—T R b F=EIRE R IZ. 2 ——F21—HF—F)IL—T(E
MTEFES,

A—A)l1—H—DR T~
[B—hLa——] DR II2. AT LA DT ARTOA—HILA—F—DIAL DR RENFET .

Local Users Search. 0 MiUser [

Full Name * Username User Groups

Mr. Admin admin Administrators

Supervisors | Site Operators | Security Managers | Security Analysts | Read-...

[B—HILa——] o R IIZlE. ROFBAR TSNFT .

g?]l:l

INGA—H— A
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)|V SETN A—H—DI)LHR—Ls,
aA—H—£ AJAUIE R ESNd 11— —N1—F—4%4 .
a—v—5)—= A—H—HEYY TONTWNS1I—H—)IL—.

O—A)LaA—5—01E i

A—H—THIEERHLT B DI~ —HRF LTI RS HEERBLES . & 1—F—
(&, 1 DBl £ O1— T B Yk TN B B ABYET .

A—Y—F7HIU+ DE R FIE

1.

2.

BE] > [1——E®] > [A—hlLa—Y—] IBELFET.
[1—Y—mE ] =7 )vILES .

[1—Y—DB M) RAONRTREINET

[FIVR—L] ROVRIH ELEA D LET

I AR AALEZRETNE a— =D A AU [INYI—N\—IZR R ENFT .

. [A—F—R] RYIRIZ S RTFLADOATAVNE R TH1—F—LEAHLET.

[/ SRT—KR] RYI R T, ISRT—KR#A A LET .
[/SRAD—K DB A A] RyIRIZ. R L/SRTD—FZA A LET.

R ML DRI OATAUIER TS/ RT—RTY . —F—(F, Y RTLIZATAULT=
ZRIC[EE] V1R JTNRRT—FEZEB TEFY .

J

[1—5—FIL—T K OyTE I RYIR T, COA——%E YL THRE 11— IL—TDFvy
RYIREZEIRLET

AR VATLIC M ATEAEE O—IL(BEBE1I—Y—JI—TJ > [EBEHO—I]. LU [YA+A
R—E—21—H—F JL—] > [YA FRL—E—0—)U] 12 &) 123t i 5 — E DFE R E & Sfz1—
HY—JI—ThHYET . F A A GEZO—/LDER A [CDULVTIE, B—A/La—H—%S B L TS,

[ER] &0 )0ILFET .
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OT Security IZ&YH LWL\ A—F—THIUk B RT LIZHE K S [A—H)La—H—] D1—H—)
AMZEMENFET .

A—H=TFH IV IE T HEDM DT I3
A—H—=THhoUb DR &
A—H—FELITH DA—H—TIL—TIENYE TY., JIL—Tho1—H4—%ZHIBRLIYTEES.
A—Y—D1—H—JI—TDEEFIE
1. BE]> [1——EH] > [—hla—F—] IZBELFET.
[B—hlLA——] R—UHRRRINFET
2. BHOI—Y—FHE V)L, [1—F—DR L] ZERLFET.

EE:HOHVNE - —FERLT. [P2aV] AZa—h% [1—Y—DR K] &E IR TH2LLTEFE
EE

3. [A——DfRE] RAIUMKRREN, I —F—DEYE TonTWS1—H—JIL—ThRShF
ER

Edit User

USER GROWPS

4. [T~ FOYyTEIURYIRT, B I DA—H—J I —TEEIRFERIRERLE
EE
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Edit User X

USER GROUPS *

Administrators -

Administrators
Read-Only Users
Security Analysts

Security Managers

Site Operators

5. [RTE]IEV)VILFET .

A—H—DIAT—K DL TR

EE InE EEBEFE IV RTFLOEEDTHIOUNDISRT—R#E B S HEIFERITLFIETT .
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3. [HLLVIRT—R] RYIRIZFH LLVART—FZA ALFET
4. [BLLVSRT—F OB A A RYIRIZH LLVARD—KE2E5—E A ADLET.
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5. [UEYN]EV)IVILFET
OT Security [Z&Y. #FLLVSRT—R A 8 E Shf-1——FAhVUUM SEREINFET.

O—Ah)La—5—0H I B
A—H—7hook OBl F IE
1. B’E]> [1——EE] > [O—hLa——] [TFEHLFT.

[A—Ala—F—] R—TUhRREINFT.
2. BHOA—H—FHV)vIL. [1—F—DHIBR] ZEIRLFET .
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DRTALIZIE, FIAA L O0—L(EBE1—Y—J)I—T) > [BEBEFEO—I]. BIU[YAFAR
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User Groups

Name

Administrators

Read-Only Users

Security Analysts

Security Managers
| Site Operators

Supervisors

Search...

Members

Mr. Admin | sanjusha

1Y TR TIER OFMER- R TEET .

INGA—
9_
E:|
AIN—

A—JL

L

A—H—JIL—T DR FI.

Role Authentication Servers

Administrator
Read Only
Security Analyst
Security Manager
Site Operator

Supervisor

GI—TIEBNYH TON=FTRTOAIN—D) R,

ZDTIN—TIE Zz6nb0—)L. & O—)UZEE A (5N TWNA 7R DR BR ([
DWVTIE, a—5—0O—)LT—ILES B L TS,
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A—H—JIN—TE=ERTEH &
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[——TI—TDAER] RAUDRRSNET .
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Create User Group

NAME *

Name

ROLE *

Select

LOCAL MEMBERS

Select multiple

ZOMNES

Select multiple

AUTHENTICATION SERVERS

Select multiple

Cancel

Create User Group X

NAME ¥

‘ Name
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Edit User Group

MAME ™

Security Analyins

ROLE ~

Secunity Anabyst

LISERS
Bob Smith Kir. Admin o w
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7. RFE1ZDIVILET.

OT Security IZ#t & BRI LIzZEERTAVE—UNRREINFT - HENTE T 75L& 8E
R=UTYogENT=H A+ %K R TEZEJ . Tenable One Tl&. [2H—] > [OT aARI3] R—>
[Z. OT Security TZDHYA~ IR E SNF=T /I RE BRREINFT

YA DTNARBTOVTRL [VRTLEE] > [T/ MR R—D D [TINARB] 2oavcs B
LTSN,

FEE BIIRTILITENTNS YA DL Hi % OT Security TEBE LB & . o H—R ZH LWLV AL
£ &— B3 % &5 Tenable Vulnerability Management (A CF &) TZE B TEFEY . Ff=I&. OT Security
& Tenable Vulnerability Management O 5 Tt & ZHIBRL . BEARTIIITNIEHA B DEEE
BEMICEHFTEET.

Tenable One [Z Tenable OT Security 7 7A/L T4t X%+ 5952 FEIZDLVTIE. Tenable
One TIAA AU HAF %5 BB L TN,

Tenable One M SAML #i & D% €
SSO #{# A L T OT Security 279+ RX3%4&5IZ Tenable One 12 AB AT SAML #5% E LET .

Tenable One [T—YAR—X] R—U D [OT THRR—TA—] 21 )UIE. TIHILE TIEE S (TE-TLE
T, [OT THRR—Tv—] A/ IVER (25 5(21E. £9 Tenable One M SAML 5% & 50 E HHY
EX I
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(Otenable  workepace

Tenable Products

NEW
Identity Exposure i
is N - o Atack Surface Management Cloud Security
isting Active Di jomains and reduce Understand your external attack surface. Unified Cloud Native Application Protection
jour exposure. Platform (CNAPP) built on Ermetic technology.

0T Exposure Vulnerability Management PCI ASY
ain can iites,

Web App Scanning

Scan web applications to understand the true
security risks without disrupting or delaying the
applications.

Analysis and Prioritization Guidance

3 Inventory .€' Attack Path Analysis
= rganize, manage, and review all of your Embrace the attacker's perspective to manage
(= I i i riauss

ooo

organization's

Lumin Exposure View
Unite the global cyber exposure risk of your
organization in a single view.

15 HHHEIZ

* B %7 Tenable One H&U OT Security DA ADEH D EEHE B L TS,

Tenable OT Security M SAML #% E 955 %

1. Tenable One M5 SAML 7A T T4T4 70/ 15— (IDP) MM &5 I—TA T 1ok ID #E

"JLET

a. Y R—bk S TSI SIHT https://cloud.tenable.com [ZAT AL . [P—HIRAR—R] R—

[Z7OEALET

b, B L0 S ReLEsILES,
[B5E] R—S R R EhET.

c. [SAML] 21 ILED)9ILET .
[SAML] R—C AR Ran .

d. [SSO A FLER] #TEIIWILET .

[SSO AV TSR] R—T higk 7k S, Tenable OT Security® SSO £% &
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https://cloud.tenable.com/

= {Jtenable Vulnerability Management | sAML @ L

DE 550 Cloud S50 On-Prem

1 ltem

D PRODUCT ~ ENTITYID 1DP URL IDP CERTIFICATE AUTH CALLBACK URL SPENTITY ID

’n“ Tenable OT asbasas1-121231 N/A NA

@

©

ity 1T I1Zh— a DIILET
. Tenable OT Security 17 [Ch—Y ILEE& HhETH )y .
- = o S f—
A1 IDP DFF Ml / SRILAR RSNFET S

= Otenable | settings> samw

SS0Cloud  SS0On-Prem AUTH CALLBACK URL
[ htpsz Tauth/calloack |

[m] m
spenTTV D

ooooooo v [Tonatle_o ‘

[  TenableOT https://dev.cloud.a f93¢23-68b! . https://dev.cloud.a com ‘

op eNTITVID

\\\\\\

B RAVEFERALT. ROFEMEIE—LES.

* IDP T>F7174ID

« IDP URL

* IDPREEAE

L [IPAVDEYO—R] £9)voL T, O—HI AT LISGEBR Z 5490 0—K LET.

L IN—TORIEITT—REMBLET . JIL—TATO O IDEHRER T T DI, [
E]> [PORRGE] >[IV IFHEHL. EBESTDHIIL—TERDITEMNEMLET .
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f=&Z (. Tenable One T. [OT EE &) L[OTHRAMYEAR] D2 DDTIL—TEERKL
F9 . OT Security DA—H—O—)LIZRVEL T T BIZF. DT IL—TE %,

OT Security [SAML] R—> D [E B & T I—TATZxHk ID] J4—IK L [RAMYEF
A—H—FIN—TFHTSHk ID] T—IKIZFNFNEMLET .

= @tenable ‘ Settings » Access Control > Groups > Edit User Group

0T Read-Only

General

USER GROUP NAME

| OT Read-Only

[] Managed by SAML (&)

USERS

| Select Users v

-

£ OT E2E 550 Access X

= @tenable | Settings » Access Control > Groups > Edit User Group

0T Administrators

General

USER GROUP NAME

‘ OT Administrators

[[] Managed by SAML (@)

USERS

‘ Select Users v

X, OT E2E S5O Access - Site Supervisor b

Permissions
X Search

0 Items | # Add Permissions

NAME USERS
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2. OT Security TSAML ZR DELSIEZRELET .

a.

b

OT Security [CAY 1L ET .

B®E] > [1——EE] > [SAML] (BB LFT.

[SAML] R—S 3% sk S ET .

[BRE]. IF DR EEHRETIEE X HREK] 2V )vILET.
[SAML D% B ] R—U MR RENFT .

a.

. Tenable One [SAML] > [SSO AT R] R—UhioaE—L=R DFMEA HLET .

[IDP ID] R4 X<, Tenable One SAML R—ZsaE—L 1= [IDP I 747+ ID] %
BE U IHET .

[IDP URL] Ry2XIZ. Tenable One SAML X— hvisaE—L 7= [IDP URL] %8k U4t
(+F9 .

[EEBAE T—3] RVIRT. SEBAE 7MW EFOO—R LIZGFES B L. 207714
WETYTOa—KLET.

[1—5—& B RyIRIZRDEREA DLET

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
s

[TI—TR ] RvURIZ. groups EA 7ALET (Groups TlIAEL. INXFIZT S
EHAHYET).

Tenable One MoER B LT I—TAT O IDIE#HEA ALET.

f=EZIE RTYTh T [OT EEE]) L[OTHRAMYER] D2 20JIL—T%
Tenable One THERLLELT-. CIHDTIL—T& %, [SAML DR E] A—C D [E B
BITNA—TFTTxHb ID] T4—IR E[FRABRYVE R I—F—T I —TAITPxHk ID]
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T4—IRIZENENEMLET
g. [REIZV)IVILFET
OT Security IZKYSR EMMREFEIN . RDEBRHBR RSNFET

= (Otenable 0T security | 08:03PM - Tuesday, Feb4,20250 = Mr.Admin ~
88 Overview SAML
> £ Events
@ SAML single sign-on log-in @
@ Policies

Populate SAML account with the following
> @ Inventory

ENTITYID 1© Tenable_OT_

. Network Map URL & htps:// Jauth/callback

5 5
R/ Riske Configuration details
> Active Queries IDP ID https://dev.cloud.a ablesecurity
IDP URL https:/dev.cloud.aws.tenablesecurity.com/
> @& Network P ki
~—BEGIN CERTIFICATE-~-
> & Groups
v @ Local Settings CERTIFICATE DATA
Sensors
Read More
> System Configuration USERNAME ATTRIBUTE http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
GROUPS ATTRIBUTE groups

> Environment Configur...
ADMINISTRATORS GROUP OBJECT

D OT Administrators

pllUEer!anagemant READ-ONLY USERS GROUP OBJECT o7 g gy,
D
User Settings
Local Users
Zones

User Groups
Authentication Servers

SAML

| Version 4.1.24 (Dev) Expires Dec 29, 2993

BE XTORGFRZIBEELELTLZEL, OT Security & Tenable One O] 5 TE%
EFIEZET T LTHS. BREEI LTSN,

h. [SAML] R— T, XDEZIE—LFI . ChoDfE &, Tenable One D L B 71 5%
ECRHEILHYET.

s I T4741ID

* URL
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SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

3. TenableOne THRMEMLEREZT T LET .
a. Tenable One T. [BR%E]>[SAML]>[SSO A TLIR| R—JIFHLET .
[SSO > FL=R] R—U 'K 7R . Tenable OT Security® SSO % & AR RINFT -
b. OT Security {T&2vIL%ET .
OT Security 5% T D&% fll / \RILHR RENFT S

c. [BEEa—IL¥v% URL] £[SP 74T« ID] [Z. OT Security ® [SAML] R—TaE—L
FEEEANLES.

= Otenable ‘ Settings > SAML

SSOCloud  SSOOn-Prem H CALLBACK URL

[ htpsur Jauth/callback

[m] Tenable OT https://dev.cloud.ay f93e: b - https://dev.c| a

\\\\\\
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d. [REIEV)VILET.
OT Security IZ&Y SAML 5% E MREFESNET .
4. [SAML S WHAART AU R 5 ILES LT SAML £8 M I1ZLET .
OT Security IZ&YBEEZR I AV E—UARTIEINET .
5. OT Security #BEELET

Tenable A%, [T—IRR—X] R— D [OT THAKR—S5—] 8AIVEE HIZLET . [OT THRF—
Sa—] 24 IVED )L . OT Security IZT7IEALFET .

Otenable  Workspace s b

Exposure Management Identity Exposure o

Discor ritize weaknesses within your Attack Surface Manaqement
pi u s, existi rectory domains and reduce Understand your external attack surface.
enabling comprehensive and proactive measures. ur ure.

0T Exposure

Gain visibility into your Operational Technology
environment, identify vulnerabilities, monitor
threats, and ensure the resilience of critical
systems.

Web App Scanning

vulnerabilities, view and refine
Scanweb applications to understand the true
late ata, and share this
security risks without disrupting or delaying the
i imited set of users or

applications.

H—/\—
HEA OT Security A—H—0O—)b: B E | R—/\—/\(H—

U RTLT SMTP H—/3—& Syslog H—/\—%R E LT IRV B % E A—)LTEE LY. SIEM
(SRR ER LY BIEMNTEET . -, FortiGate 774 ¥—04+—ILEE% E LT, OT Security vk 7—%
ARV ZE DWVTI7AVY—04— LIRS —DIR £ % FortiGate (T {§ T42EETEFET

SMTP H—/\—
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EA—IENLTEFZREFITARNB I ZEE TEDLIINTTBHIZIE. S RXTLIZSMTP —/\—%E% E
FTELEINHYET . SMTP H—N—FBR ELEWME S . AU DE L END-IA— LB EEE
FTBLETEE A EDQLIER R TEH. TRTOIRUN L, [IRVF BEOEEILY—IL (2—
HP— A B—T1—R) THRERE TEET.
SMTP H—/\—®DE EF B

1. B E]>[Y—/\—]>[SMTP H—/\—] IS B LET.

2. [SMTP Y—/\—mDE M 0oL FET .

[SMTP H—/3\—] 8 E q R IR REnET.
3. [V—/\—R]RYIRIZ.E A—ILBHIEHT5SMTP —/\—D& B ZA ALFET
4. [fRRFB\IP] RyHRIZ, SMTP H—/\—0rk Rk & F1=1L IP PRLREA A LFET .

5. [R—F] RYIRIZ. ARV FIJVR T D SMTP H—/\—DR—+ BB EZA ALET (TIAHILL &
25),

6. [E{EEH E A—IVTFLR]| RUIRIZ, ARVNBEHA—ILDEEE ELTRRENSE A—ILTR
LRZABLZFET.

7. (AFLa) [A—H—B] Ry RE [ 18RT—K] RyHRIZ. SMTP $—/A—~DF7 o R A T3
1% LR T—REA ALET.

8. TAL EA—)LEZEE L TR EMNE LATONI=ZEERE R TAICE. [TAM EA—ILDEE] %5
ool IEEFRDA—ITRLREA ILT, ZIERVIREFVIL . A—ILHVE W EIDERE
BLET.EA—IDBEIEMGE S T F ST a—TAU 0T > CHREDRREZER EL. B IE
LFET

9. [REIZVIVILFET
EBINDSMTP H—/\—%K E 9 5I2E. COF IEERVIRLET .

Syslog H—/\—

SN ERH—/N—TOATARUS DIREZH 123 BI2IE. AT LT Syslog b—/\—%HRTEITEILEID
YFEF . Syslog H—/\—ZHTELEMG A . AUk O3 OT Security 759k I4—LDH R FESH
*9.

Syslog H—/\—®D&% & F IIE
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1. BR%E]>[Y—/3—] > [Syslog Y—/\—] [T HLFT .
2. [+ Syslog Y—/\—MiEM] %)L ET . [Syslog H—/\—] & TE V1R OHKR REINET .

Syslog Servers

SERVER NAME *

Server Name

HOSTNAME / IP *

Hostname / IP

PORT *

314

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

3. [V—\—R]HRYIRIZ. SRTLARUE DAJIZfE AT 5 Syslog 4—/\—DE& FIE#A W LFET.
4. [fRAk 4 /IP] 2RI, Syslog H—/\—DRAk & E=ILIP PRLAZA ALET .

5. [(R—F]RYIRIZ. ARV AL E SNhB Syslog H—/\—DR—+BEESEA ALET . (TI4I/ILL
2 514).

6. [FIVARR—] FOVTEIURYIRT, AT HSVRAR—TOMIVEEIRLET . A TVa>
[ TCP &=l UDP TY .
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10.

O
TAN At —UZZELTERENSRY LI EEHR T HIZR. [TRR A E—D DEE] 2507
L. Avt—U 0@ WVEIDEHERLET . Ave—UhE VRN & IE FSTWa—T10T
T OoCTHIENRRZRHEL.BELFT .

(FATLa) EREEEITFIT DI [10 53 SEXF—T 74T Ave—C &R ETH|FT
AVEERLET .

(7 av) TCP syslog D5 & . [syslog AvE—2 DX wa%fra 35] A7 a#EIRL T,
BEHENR I LEEITARUNEFvyial BEME TSN/ RN EEELET.

F®E:UDPsyslog Avt—UIRIRREERHET . RSP SNIE S SR DIDAIREMEAHYFE
EE

[REIZVILET.
1B N D Syslog Y—/\—%5% E §5ICIF. COFIBZBRYRLET .

FortiGate 774 Y¥—4+—JL

FortiGate H—/\—®D& E F B

1.

2.

5852 ] > [Y—\—] > [FortiGate 77/ V—o4+—)] [T EFLET .

[P —+—ILDEBM] &0 )VILFES .

[FortiGate 71 ¥—94+—ILMB ] 55 & 91 R InR R ENET.
[V—/\—R] RyHRIZ. 9% FortiGate H—/\—D&FIZA HLFET .

. [(RARk & /IP] RyHRIZ. FortiGate H—/\—®MDRAk & =1L IP PRLRZEA ALFET .

[API ¥—] RvYRIZ, FortiGate M4 B L= API b —o2Z A I LFET

IR FortiGate API k=Y ZE I 5F IRITONTIE. ROR—UZS BB LT,

https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token

LEM]E5)vILET .
OT Security IZ&Y FortiGate 774 YV—A— LY —/\—hAME L ENFT .
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O

TR V—AT7RLR (APl b =9 %5 38 TEDHHRRAN Do DAE A 7] BE &9 5101 E ) [ZIF.
OT Security 2=yk @ IP 7F L R%Z{E A L TSN,

OT Security DE B E TOT7MIVEERL T 5HEEE ROFEE IR STT IR Al 20§ A
LT<r=&ly.

Access Permissions
Access Control Permissions Set All~
Security Fabric 2B COEN ® Read o Read/Write

FortiView R ® Read £ Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom
Log & Report m ® Read & Read/Write © Custom
Network @ None m # Read/Write & Custom
System SR ® Read # Read/Write & Custom
Security Profile ZQ NN ® Read # Read/Write & Custom
VPN I ® read  # Read/Write
WAN Opt & Cache | [ZJIILER ® Read # Read/Write
WIFi & Switch [ZRNNTN ® Read # Read/Write
AT LY

WHEL OT Security A—H—0—)L: EEE

[VARTLAT] R—D Tl VRATLTRELEZTRTOV AT LAV (RY—mtHoIzdntz, K1)
=R E SN ARV DR IR EINTAEE) NIRM R TREINET . 2ORJIZIE. —F—hA IR LT
ARV EBEMITRE TEVRAT LAV (Evh DS TEBI=DITRYL—HE & B T4 D18 o173
E) Dl AMNEFENFET . ZOATIZEL. [MRVM] B E TR REINEGRID—E B ARV EEFNFEE
Ao BJ1E CSV T7AILEL TIHRR—k TEFT . VATLAY AR % Syslog H—/\—TEET5&
SISVARTLERTETHELTEET . RODWRITAXF EITOWNTIE. BBV Y —)ILDA—H—A(>
A—T1—REFRZSRBLTIZEL.

AJIZR RSN ARUM I ROFHAE FNTOET .
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B %] ARV DR ELI-BE.
ARk FHAELARU O B3R .
A—f— ARUNEBBLIA—F 0BT BBMICRE TV DBE . 1%
A FHYFEA-
Syslog H—/\—~D> AT LOT D% 5
DRTLARUE % Syslog H—/N\—TEE TAHALIDATLERE I SFIE
1. BE]>[PRTLAV] ITBEBLET .
2. ALEoRAYITFOURYIRED )L TH—N\—DJRF R RLET .

| ;£ % : Syslog Y—/\—%:B 19 5IZ1E. Syslog H—/\—%5 BB L TS,

3. MWEBELRHY—N—ZFFIRLFET.
OT Security IZ&Y Y RTLATARUE B, 15 E Stz Syslog —/N\—ITEXFESNFET .

{1 & — Microsoft Azure & SAML Oft &

OT Security Tl&. SAML Ok 2)L&# B L1= Azure ED#E & HHR—kShTULWVES . Thizky.

OT Security IZE] Y& TSN TULVS Azure 1—H—hY, 2T )L 4> (SSO) T OT Security [ZAT A
UTEDBSSIRYET . FIL—TIELTEE R LT, Azure TA—H—HE|YY THNRTLVSTIL—TIZ
& HET. OT Security TA—)LEEI YL THIENTEET

DY 3T, OT Security & Azure D SSO B R ETH7O0—2KITDVNTEHRBALES . Th
[ZI&. Azure T OT Security 7V —L 3 EEBL T B R ETHELE ENET . Z0E . 2D
# LAE R SNtz OT Security 7T —2av I 5B HREREL. SRR OT7ATo 74747031
A—DEE B & % OT Security SAML R—U TPV TO—R TEET . YIL—TETATUTATATANAHF—
A5 OT Security DA—H—S IL—TF 2w ELS LT BREEZT T IEET.

ZMDER TE Z17 5121 Microsoft Azure & OT Security Dl A [ZE B A—H—LLTATA T2 E LD
YET.
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F g 1-Azure T Tenable 77)5r— 3 e 95

Azure T Tenable 77— a3 k355 i%

1. Azure T. Microsoft Entra ID > [Enterprise Applications](T>4—754 X7 )r—3V) 125
E)L . [+ New application](+ #1 LWL\ 7 TUr—a30) 9O LET

[Browse Microsoft Entra ID Gallery](Microsoft Entra ID ¥+35')—%% B 3 3%) R—UARRS
nFEY.
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. [+ Create your own application](+ B % 7 T U4r— 3 &5 BT 5) &00ILET .
[Create your own application](B 3 D7 F)r— 3V EE KR 3 %) AR /1 \RILHBR RESNET S
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3. [What's the name of your app?](7 745 —a> D4 &) RV AT, 7IVr—23> D4 il
(Tenable_OT % &) A 51L. [Integrate any other application you don’t find in the gallery
(Non-gallery)|(F¥3)—IZA LMk D7 TUr—2 a8 & 95 (Fr3)—LUAN)) (T4 ) %
RLU.MERZ0IILTT IV r— 3B MLET .

FIR2-HZEZT D

ZDF || Tl&. Azure T OT Security 77U4r—3> O] 8 5% F 21T LVET . ThiZlE. ZE K SAML 5%
EE @A FHEIUEE URL) O—FFGEZERLT. W BLGIRAEEZIO—KRTEHIENEF
nFEY.

AR COFIETREB INTNSNGA—I—DHEEER TE L TZEL . ZOM D/ \SGA—F—[ETI+ILMME DFEF
IZLFET

DR EERTIDAIE

1. Azure FTE#— 3 A=2—T. [Single sign-on] (> 2T IV AUAL) EOUVIL. STV AUF
YDA EELTSAML ERIRLET.

[SAML-based Sign-on](SAML R—RDYA27H2) R—U MR REINET .
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

B Overview

Deployment Plan

2 Diagnose and solve problems

~ Manage

i
&
At
&
)

kL]

]

lal

| Properties

Owners

Roles and administrators
Users and groups
Single sign-on
Provisioning

Application proxy

Self-service

| Custom security attributes

> Security

> Activity

> Troubleshooting + Support

2. 23> 1[Basic SAML Configuration](& & SAML

«

$ Upload metadata file

2 Change single sign-on mode

Test this application 47 Got feedback?

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn

maore.

Read the configuration guide & for help integrating Tenable OT.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign an URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

& Edit

Required
Required
Optional
Optional
Optional

A\ Fill out required fields in Step 1

givenname

surname
emailaddress

name

Unigue User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64d)
Certificate [Raw)
Federation Metadata XML

[Basic SAML Configuration](& A& SAML

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname

£ Edit

Active

11/27/2028, 11:04:39 AM

Download
Download
Download

) O 4 4R 2] E LT
) HARSRILBR RSN ES
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. [ 5 F (T>T17« ID)] /RYYRIZ, Tenable 77— 3> M— B ID (f5]: tenable_ot) A
hLFET.
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4. [Reply URL (Assertion Consumer Service URL)](i& & URL (7H—Y3>arya—<H—EX
URL)) RvORIZ. B $h7% URL (f5l: https://0T Security) A ALET

| EE[EAF]EEE URL] DEFE—FRHGETHY. TDRDHEE TOLATEEARETY .

5. [(RE]|ZV)ILT— B AZEFRTEL. [Basic SAML Configuration](& & SAML % 7E)
AR NRIIERALET S

6. o ar 4[tyk 7y T. O REU%E51)vHL T [Microsoft Entra ID Identifier](Microsoft
Entra ID # 3l F) ZaE—LFY .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com, .. O
Microsoft Entra Identifier | https://sts.windows.net/ - D
Logout URL | https://login.microsoftonline.com, .. I

7. OT Security AV —)UZHIYE z . [1——E E] > [SAML] [T &1L FT .

8. [Configure](3% &) &%')v-L T [Configure SAML](SAML D& ) MK /\RrJILER KL, aE—
L7-fE % [IDP ID] Ry RIZBE Ut (+FE TS
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

9. Microsoft Azure A —ILT. Oy Ra %45yl T[S (4> URL] 2aE—L %9

10. OT Security A2 —JUZR Y. aE—L1-{E % [IDP URL] RwoRIZBE Ut (+ET .
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11. Azure 22V —JLOE%4 3> 3 [SAML Certificates](SAML £F B ) T. [Certificate (Base64)]
(EEBA Z (Baseb4)) D [ForA—K] &0 )vILET .
12. OT Security 2> —JUZR Y. [Certificate Data](SEEA ZE 7T—73) 93> T, X2 )T/ HE
T7ANVESRLGERLET.

13. Azure Y —ILMDEH 3> 2 [Attributes & Claims]()& 1 9L —L) D 74 [fWE =0 )oLFE
EIP

14. [Additional claims](:& 0 DY —L) €923 T, [{E] A’ user.userprincipalname (2% >TL\%
[Claim name](YL—L4% ) DURL &ER L TaE—LFT .

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim —+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Name 1D} SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

“  Advanced settings

15. OT Security 2> —JUZR Y. 20 URL # [Username Attribute](1—%—%& B 1£) /Ry RIZBk
Uit I-ET .

16. Azure O>%/—JLT. [+ Add a group claim](+ ¥ IL— oL —LZEE T 5) #9)vILET .
[Group Claims](¥ IL—F 9L —L) AR I\RILBR RENFET S
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Group Claims X
Attributes & Claims - Manage the group claims used by Microsoft Entra 1D to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback? one
s

Required claim

Claim name Type Value

(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipalname [... ***

) Source attribute *
Additional claims

[‘Group 0 ~
Claim name Type Value
saML usermai 1 . [] Emit group name for cloud-only groups @
SAML usergivenname - Advanced opt
SAML

SAML

17. [Which groups associated with the user should be returned in the claim?] 73> T. [TR

TOTIN—~FA%&RL. [RE] EV)vILET.

EE: Azure TYIW—THRTENE I >TWSE B IE. [TARTHTIL—T] TlF4< [Groups assigned
to the application](7 7o — avIZB| YL TENTWS T IL—) & R FHIENTEFT . 259 5L,
Azure (7 T)r—av(CEIYE TonTWbS1I—H—JIL—TJH=IHZERH# LFET.

18. [Additional claims](GE il DY —L) 2932 T. [{E] A user.groups [TRT] IZH-TLNVD
[Claim name](VL—L4%) DURL /(SR RLTIaE—LET .
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. OT Security 3> —)UZR Y. aE—L 1= URL # [Groups Attribute](7/L—7& 1% ) RuOX(ZBEY
fT+ES.

20. (A7 3v) [BRBA] RUURIZSAML 5% E DR BAZE ML ET .

FIg 3 - Azure 1—H—% Tenable FIL—F(ZvEL T T 5

ZDF JIg Tl&. Azure 12— —% OT Security 77)7r—>avIZEIVE TET . 21— It 53nb
THORAHFA L. ZOLI—H—HE| YL THNTLVS Azure F)L—T &, BE F (Foni-0—)LE—E DT
9t A5 A] 4 DFE HI E & shf= OT Security —H—4 IL—T LD DVEL T IZ&->THR E SnZE
9. OT Security DERIE &ENzA—F—JI)IL—TF. EBE . GiARYERI1I—Y—. £X2)747
FIRS  EF 2 JTAIR—Dv—, P ARL—E— Z—/ 8=/ (Y —TF . S MF. 2—F—EE%
% BB LTS, & Azure —H—IE. OT Security A—H—JIL—F(ZUELTEIN TS D 1KES 1
DOTIN—TIE YL THENILEIHYET .

TR SAMLEHTRJAULE-EEEZE I, EEE M) 1—F—LELGSh. O—WILEEEZE DT
RTOER (I 5 ShFRA. EHOI—F—JIIL—TIEYE ToNz21—H—(E. ThoDTIL—T D% Hh
S m DTV ERF A M EShET .
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Azure 1—H—% OT Security [CTeVELS T 55 i%

1. Azure T. [A—Y—ETIW—F R—(ZF£ F) L. [+ Add user/group](+ 1—H—/FIL—TDE M)
=)L ET

2. [AIYE TOERM] R—C 0 [1—Y—] T, [BREL] 2000I9LET .
[1—H—] R— R RSNET,

rch resources, services, and docs (G+/) I ¥ Copilot -

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

EE: Azure TYIW—THREEZB L. [TRTOIIL—F] TlI%< [Groups assigned to the
application]([7 77— avIZBI YL TONTWS T IIL—) &R LG & (X, B © 21— —TIFH<
TIN—TZENVE THIENTEET .

3. BMELIRTOL—HY—%#BRFBLTGERL. (BIR]ZV)0ILFET.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. [BIY&E T £0)vIL T, ThoD1—H—&7T)r—>avIZEYE TEY .
[1—H—LT I R hBRRENFT .

5. A—H— (FFIVIL—T) D[RFRA]EV)ILT. ZO1—Y— (FEXJIW—T) OTO74—)L%
KARLFET.
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Home >

Users and groups

Enterprise Application

0« -+ Add user/group ¢ Edit

jential () Refresh 3 Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type Role assigned

O . User User
S2 Users and groups
9 sinlesignon e user vier

@ Provisioning

L, Roles and administrators

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

[FAZ7AI] R—C AR TENET .
6. ZRIDFES—2 a3 n\—T. [TIN—FZEIRLET.
[TI—~F| R—C R TEhFET.
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Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

& Editproperties  [I] Delete () Refresh

Overview Monitoring Properties

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name

Applications

Object ID

@ Reset password

O

P Search resources, services, and docs (G+/)

© Revoke sessions  £3% Manage view A7 Got feedback?

Group memberships 1

. Applications 1
w Licenses .
Created date time Sep 6, 2024, 6:11 PM
[H Devices Assigned roles 0
User type Guest
Azure role assignments R . N
Identities ExternalAzureAD Assigned licenses a
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. [A#FSxHk ID] 3 T\ Tenable [TYVEL YT 5T IN—TDEEERLTIE—LFETS.

Home >

User

| Groups

+ Add memberships X Remove memberships &) Refresh

Oveni

& Overview [ Search groups | 5 add fters
Audit logs

-] 9 Name . Objectld

3 sign-in logs

O . OT test

X Diagnose and solve problems
] Custom security attributes
L. Assigned roles

& Administrative units

& Groups

Applications
w4 Licenses
[l Devices
Azure role assignments
@ Authentication methods

2 New support request

8. OT Security A2V —JUZR Y., aE—LT1-{E

== Columns

27 Got feedback?

Group Type Membership Type Email Source

Security Assigned Ccloud

ELBEL [TIN—TFTSxHb ID] RyIRIZBE YA I+

F9 ., f=&Z (X, [Administrators Group Object ID](& & J)IL—T4THk ID) TI.
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. OT Security DEGEH1—H—JIL—TII2EL TR TIL—TI/H LT, ATYT 1-7 %4 Y
RLES.
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10. [RF]ZE9IILTIREFL. YAF /A RIVERALET

OT Security 32/ —JUZ [SAML] R—U AR RS, ZTITRE SNFERARTSNFT .

(I SAML single sign-on log-in
Populate SAML account with the following

ENTITY ID Tenable_OT_

URL https:/.

Configuration details
IDPID fsfsf

IDP URL sfsfs

«====BEGIN CERTIFICAT ===

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
ADMINISTRATORS GROUP OBJECT 3191

[12]

FIE 4-Azure TEREZTTTHRIES

Azure TR EZTERIESFIE

1. OT Security [SAML] R—>T. & RAV%E5oHL T [TUT4T4 ID] ZaE—LFT .

SAML

(O sAML single sign-on log-in Edit

Populate SAML account with the following

ENTITY ID enab\E_OT_

URL (& hetps:/,

Configuration details
IDPID fsfsf

IDP URL sfsfs

-----BEGIN CERTIFICATE---

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

1T
D

- 487 -



2. Azure a2V —)LT. EflDOFES— 3w A=a—D [Single sign-on]( T IWVHA2A) E01)vD

LET.

O

[SAML-based Sign-on](SAML R—ZXD YA A ) R—=UNR REINFET .

3. O a1 [EAR SAMLERE] D

[fR&E]Z0)voL . JE—LTI-fE% [B B F (ZoT1T4

ID)] R RIBE U (9T, IABTICA I L— B MR EE B =l 2 5T

Microsoft Azure

£ Search resources, services, and docs (G+/)

I ¥ Copilot

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lill

lilil | SAML-based Sign-on

Enterprise Application

§ Overview
Deployment Plan

X Diagnose and solve problems

o« T Upload metadatafile ' Change single sign-on mode 7= Test this application

Set up Single Sign-On with SAML

A7 Got feedback?

An SSO implementation based on federation protocals improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn

~ Manage more.
11! Properties

& Owners (1)
Basic SAML Configuration
2. Roles and administrators

Identifier (Entity ID)
28 Users and groups (Entity ID)

 Provisioning

Sign on URL

Relay State (Optional)
Logout Url (Optional)
£ Application proxy

C self-senvice (>} Attributes & Claims

Custom security attributes A\ Fill out required fields in Step 1

> Security givenname
surname

> Activity emailaddress
name

> Troubleshooting + Support
Unique User Identifier

© SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
bt 1D

Read the configuration guide c7 for help integrating Il

Reply URL (Assertion Consumer Service URL)

Required
Required
Optional
Gptional
Optional

usergivenname
usersurmame

usermail
useruserprincipalname
useruserprincipalname

2 edit

Active

11/27/2029, 11:04:39 AM

Download

Basic SAML Configuration

[ save | & Gotfeedback?

Identifier (Entity ID) * ©

The unique I that icentifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

[ Enter an identifier |

Add identifier

Reply URL (Assertion Consumer Service URL) * @
The reply URL is where the applieation expects to receive the authentication token. This is also referreci to as the "Assertion
(Consumer Service " (ACS) in SAML.

Index  Default

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This feld is unnecessary if you want to perform identity provider-initiated single sign-on.

‘ Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users (o a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

["Entar = lnmnait el 7

TENB OT RESEARCH AND DEVEL

4. OT Security (28] Y& % . [SAML] R—ST. i R4 %45wsL T [URL] £aE—L %7 .

5. Azure a2V —)UIYE . [EX SAML & €] 23> & URL (7Y—>3vava—v
H—ERXURL)] IZ. aBE—L=URL #BEYUft (+. LLRT A A LF-— 7 URLZE S 2 FT .

6. Bl [RE] 2V ILTEEERBEL. AR/ SRLEBRLET .

2% T M5 T L. ¥4 A [Azure Enterprise applications](Azure Enterprise 771 J5—32) R—
DIZRRINFET

FIES-HEZTIT171L TS

SAML #8 & &7 7T471£ §5IIF. OT Security ZEBEE B TAMBENHYFET . Y RATLEICITHIE
IO RTHEHIINERIRTEEY.
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MEETIT17IL T DA

1. OT Security 22"/ —)LM [SAML] XR—2 T, [SAML single sign on login](SAML 245 )LYA >
Aond4) N TNED)VILTSAMLER RICLET .

[System Restart](Z AT LDH I E)) & H V1R OBNRREINFET .

@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. [9<CEREEH] 27)ILTORTLEBREE L. SAML 3% F %9 <1258 A 955\ [Restart
Later](#% TH &) #VvIL T, RIZARTLEZE R EILT-LEIZSAML 3R EANE A IhEELS
[CLET. R THRETHIELEFERLEIGE . BREANT T §HIETRO/NF—HRTINE
ER

Authentication servers changes are pending a restart (49

SSOZEEALI-YA 1Y

Bt 813 5&. OT Security AT A4 R o TlE. [ATALU) REVDT (ZH LLN[SSO THAVAV] 1Y)
OMRIREINET . OT Security IZEI YL ToHN iz Azure —H—I(X. Azure ThOUREFEHRLT
OT Security [CAG AV TEET .

SSOZEALI=UAM VM1 F IR
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1. OT Security AT A2 4R T, [SSO THAU AN Vo 0E D IVILET .

Otenable ot security

£ Username

“ Password

Sign in via S50

Azure [Z3 TIZAY AL TS5 & (X, OT Security vy —)UCE EBELET . 05120
TULVELME & (. Azure AU AR—=DITVFA(LINENET .

BEOTHIUNEH TSI & . OT Security & Microsoft 3 [Pick an account] (7Hh™2k M
BIR) R=DITVFALINL, ZETRIAUN BT H I EE IR TEET,
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