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https://docs.tenable.com/tenableone/attack-path-analysis/Content/AttackPath/asset-query-builder.htm
https://docs.tenable.com/tenableone/attack-path-analysis/Content/AttackPath/QueryBuilder.htm
https://docs.tenable.com/tenableone/attack-path-analysis/Content/AttackPath/InteractWithAttackPath.htm#View_the_Attack_Path_Graph
https://docs.tenable.com/tenableone/attack-path-analysis/Content/AttackPath/InteractWithAttackPath.htm
https://docs.tenable.com/tenableone/attack-path-analysis/Content/AttackPath/interact-with-asset-query-data.htm
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O

T7AN—04—ILDE [EEIE

OT Security Y AT LER E § 5 . Tenable VRATLMIE LLENE T DL A—TUR—L &8 F
HETAIEFIEE TI . KOKRIL. OT Security ICP KU OT Security T2H—TFE A 3 51=-0HIF
W BR—b . TOTATOTVEE T 51=0I1Tb B4 7R—b | Tenable Vulnerability Management %0
Tenable Security Center D & [T BERAR—FZRLTUVET .

EE: O7AN—04—ILD@E B EF B TEH0E MBS Tenable DITTH AR ER AL DYRM ZDWNTIE. FLvy
CR—ANEEFS B LTSN,

OT Security Core 75wk 74—L

OT Security Core 75k I4A—LEDEE DI=OIZ. R DOR—k B UW=FZXICL TR EIBYET .

A1\ TCP 443 LU oT 29— o H—DFEEE . N7
K TCP 28304 g, vo—IgH 0z

1% o
Tk TCP 443 B&LV OT Security EM ICP &£ EM DRF7Y
WIS TCP 28305
A2\ TCP 8000 Tenable Core Az d A3 — Tenable Core AT 5™
K J1—X HF7OER
A2\ TCP 28304 ICP/OT Security oY —@EE
k
A1\ TCP 22 SSH 7O0t®RAB7IS5ATV A 0S F=ET7TSA T AN
N DARKR AT IR
Tok/Ny  TCP 443 Tenable Security Center & DI=DIZT—2%%
R E]
TR/ TCP 443 cloud.tenable.com HE D=l T—8%1%
R* H
Tk SFESFLEER PLC/ avkBA—5— TOT479I)
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N Zara)l
7ok TCP 25 F1=I% 587
R*

F7oks\7  UDP 514

R*

7ok /N7 UDP 53

R*

7ok s\ UDP 123

UR*

Froks\r9  TCP 389 Ef=I&
R* 636

Frok Ny TCP 443

R*

7ok /N7 UDP 161

RF

Tk Ny TCP 443

UR*

7k TCP 10146 (2%
R T7iR—k)

HTaP—ER
A IS4 F EHF R A RE

OT Security £ H—

OT Security Z2H—EMi&E 1§ DF=HIZ.

Fo—h A ——

Syslog H—/\—

DNS H—/\—

NTP H—/3—

AD H—/\—

SAML O/ (45—

SNMP H—/\—

*.tenable.com

*.nessus.org

loT aAR94%

SMTP (75—h A—JL. L
R—")

RS — AR TS5—h &
syslog A yt—C %% (E
95

% Hil A IR

R LY—ER

AD LDAP 23

G NHA A

Tenable Core IZx1 95
SNMP B5 %R

B#TS554>. 7T
br—av, 0S PYFT—
I\ ko

ICP % loT I8~V
UhICERTS

ROR—bZRWV-FEIL T ELHYFET .
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Tk
INT)Y
k

TCP 8000

TCP 22

TCP 25

UDP b3

UDP 123

UDP 161

TCP 28303

TCP 443 LU
TCP 28304

ATLaH—ER

TOT479T)
FHOTATHINERE BT 521 LT OR—k 28 UL =FHL TR EABYET .

JTIAB—DJ1—R

SSH 79 RABT7ITSA4T7V R

To—k A A—)LH—\—

DNS H—/\—

NTP H—/\—

SNMP H—/3\—

ICP/QOT Security
oY —hoBEETEE.
ICP/OT Security T2 1S

ICP/QOT Security
oY —DoEEEEE .
ICP/OT Security TZ1{E
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dA—4H— GUI ANDITSI9HFT7HER
0S F=EFTSATA~ADATY
KSA2T7Ho1R

SMTP (75—k A—JL. LiR—k)

% I A2 IR

BALY—ER

Tenable Core [Zxf 9% SNMP &5
v

FEShTUEL, LI S
TDHDE—E

2 H—& ICP A DEREEF & /
BEHTLARIL



B A

TR ISR TCP 80 OT F/ (R
APLVAWMIS TCP 102 0T F/3 1R
Vidw AW TCP 443 OT T/ AR
Y NAWIIN TCP 445 OT F/ (R
VAN TCP 502 OT T/ (R
VAPLYAWMIN TCP 5432 OT F/ (R
VI NAWMIN UDP/TCP 44818 OT F/ (R
Vi AW TCP/UDP 53 OT T/ (R
VAPV AWM ICMP 0T F/8 /1R
VAN UDP 161 OT T/ (R
Vidw AW UDP 137 OT T/ AR
VAPLYAWMIN UDP 138 OT F/ (R

HTTP 24>A—2)k
S7/S7+ Ak 3L
HTTPS 24> A—1)2k
WMI &)

Modbus Ak /L
PostgreSQL 2x!)

CIP ZakajL

DNS

BEERH

SNMP 1)

NBNS T

NetBIOS )

FE: THARDMERTEHR—F . RUF—OH R FAUIESTRGYFET . TOTATLEITVER Y S5
OITH B BE T HR—bETORLDYRNTDOWNTIE, BRI LM nyTUES B LTS,

OT Security Q¥ &

Tenable Vulnerability Management &k Tenable Security Center 0% & EDI&E 15 DI=HIZ. XD

R—hZR LV -FEIL T ELHYFET .

EAE 75 A R—h i {8 5t

Tk N TCP cloud.tenable.com Tenable Vulnerability Management M#f
N 443 &
VAP LNV AN TCP Tenable Security Tenable Security Center D &
~ 443 Center
kAl VT )ERF MO
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O
Al OTULEM T TR ROKR—ZERTEET

VA—IVDR—ZR R TR EABYET -

| AR 5B (C&koTIE. OT Security F=(FFD 2 H—VE B (ZR & 37 57R— (2B ZF 351012, T7/Yv— l

21 FTP

80 HTTP

102 Step-7/ S7+

m Emerson OVATION
135 WMI

161 SNMP

443 HTTPS

502 MODBUS / MMS
19M Niagara FOX

2001 Profibus

2222 PCCC_AB-ETH
2404 IEC 60870-5

5500 Bachmann

4000 Emerson ROC

4911 Niagara FOX TLS
5002 Mitsubishi MELSEC
5007 Mitsubishi MELSEC
5432 PSOL / SEL

18245 SRTP
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20000 DNP3

20256 PCOM

44818 EthernetlP / CIP
47808 BACNET (udp)
48898 ADS

3188 Honeywell CEE
55565 Honeywell FTE

OT Security ICP D42 Ak—)L

l B B9: OT Security ICP Z/> AR —)LL TEF TEARECLET

I8 $HARIIZ
s FIREHZSHE.

OT Security ICP ZA4 A —)LL TRYk T—212$ i 951 B EITECTROF B IR LVET .

e OT Security ICP IN—K 927 F7IS5ATUADAV AR —)L

SER: Tenable 2 £ @ Tenable Core /\—K ™z 7IZ(% Tenable Core + OT Security ANTJA Ak —)LE
NTWET. TWTISATURPIB K DT ITSATUREAVAN—ILT BIH & (. D)— AV RN—IL%E
BEIRTBHIEETEET . M. Tenable 2 #/\—K 27D Tenable Core + Tenable OT Security ®
D= AR —)LVES B LTS,

e OT Security ICP R 7 TSA T ADA AL —)L

RDATVT

» OT Security DRk D—I# #t

OT Security ICP /IN—=F D77 ISA TV ADAV AL —)L
OT Security 7TSA TV RIESYIIZI YA 1150\ FHENLEOF & IHRE TEFT .
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O

EVb: Tenable [&. FITSATURESVIRZDM DB NIZIG AT ISR B 3 HATIC. ERERLTVNSTAYT
Tenable Core Mt yk 7v7 KU 0T Security ok PyIoqF—K TIRBA SN TULBE KRR E VN TVIER
TLTHLCEERENDLET

AWM
OT Security 7ITZA TV REAZHE 19 A F V21T UA (FBI2IE. RD&SITLET .

1. —N\—21=9kES5VINZEVTLVS U ZAYs ITHEALET .

IE:
o SYINERMIIE SN TNNAIEERE B LTS

o INVINRRIUZHEAENT7UOE R O ER VT NRRILDBE R AL NSSHNTULVENWEERE R L T
fZ&0y

2. VORIV R ISk ((F ) ESVIRIVRITE A 35D (T B LTLWEEA) TOVWIIL—
LICEIEL A=y ZEoV7ICB ELET .

3. B DACERT—TIVEITNRILDERAR—MELAAH RIT—TIVEACER (EEBIR)
[CELRAAFET .

Em|
OT Security 7TSA 7V AL @ IR E T5(21E. RDKIIZLFET .
. PISATVARIZUN & WK ELRE (MLRE) ISBEET.

EE:
o HlEMNFESTENTWNAIEETEE LTS,

o INYIINRIUZHEH A E 77 DB K O EM VT /IIRIUZH DB R FLDASSHNTLVEWEEFESEL
TS

e AP EMDER MR E—HITEE TH5E (L. /W \RIUBDLAET7VDERITT T
AR—ZEHERL BTGB EFHAETVET .

2. FERDACERT—TINEITNRIDERIR—NZELIAH. RIZT—TILEACER (EFER)
[ZZELIAAZFET .

B4 DM I OLTIL, vk D—9IZR 3 5E EEEHES B L TS0,
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RDF IR

OT Security Dk J—H4E

Tenable 1 it /\—K D7~ Tenable Core + Tenable OT Security DI J—2 A2 R
k—JL

Tenable Core + OT Security [&. Tenable 124t M2 K /\—K 9z 7IAB HE & i TT)A VR —ILENT
WET . ZEITEOTIE V)=V AV AN—IL (B IV a0 [End) AMER SN TOET .

I EE HLWPISATUREZ TR OIEMN DG A (. COFIEZR YT TEET .

458 HARI
LT ORI STWSIEERERLET S
o EB)AIRE%E USB 75w aRk SA4T7ETA—< v LTHE K 9751007 F1)r— 3> (Rufus % &)
o« JUTIVr—IIL
o PUTTY G EDI)TIA—IFINT T )Vr—ay
* 8GBULEMDUSBKSAT

Tenable Core + OT Security ISO 77/ L&AV Ak —ILT BIZIE. RDEIILFT .
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O

1. Tenable MELO—K Mo T DA IS4 1SO T7AIVESTooO0—K LET .

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. USBRZ47% PCIZELA . IS0 % DD E—F TIZYLakSATITT5valL T,
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47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
- 67 -



ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.

However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

. ¥ 7T L71=5. USB K547% OT Security 7TZA T AD USB R—h IZZE LIAAFETS .

LAY T A A —T1—REE L TTTIA T RITHE# L (8N1 5% 5 T 115200 bps OR—
L—k). BERZANTT .
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ght (C) 2024 Emerican Megatrends, Inc.

r setup.|j

5. 7OV R TIN5, <DEL> L Tk 7Y IAVYET,
6. YATLEYNTYIT. KENF—%#FALT[Boot] (£28)) U avIBEHLET.
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 TEEsm s e Y
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. [Boot Option #1] (£2 &1 AT 3> #1) ZFEIRL. USBRSATIZEEBLFET .

l ¥ & UEFI (Unified Extensible Firmware Interface) #7730 %% A L TLIE&LY.
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O

EZP COM6 - PuTTY — O X

etup Utility - Copyright (C) 2024 REmerican Megatrends, Inc.
ExXit

Aptio
Boot &

Boot Configuration =sets the system boot
Bootup NumLock State [On] Yorder

Launch PXE OpROM [Disabled] T

UEFI Boot [Enabled] ¥

Quiet Boot

[Enabled]

Boot Option PriSiujuls=(elsi wEiy
= UEFI 0S (WD
Oracle Linux D (
UEFI: SanDisk T
UEFI: SanDisk, Partition 2 Screen =

Boot Option

==
[5%]

Boot Option #3 Disabled = plaad =
Boot Option #4 ect =
e Opt. =
Boot Cption #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] ¥YF2: Previous Values e

==F3: Optimized Defaults
SF4: Save & Exit
SESC: Exit I

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

l FE: TIFATURTH RN ENTWS LB DU avh £ B 1B REZfE A TEFT . ’

8. [Save & Exit] £ 77 L T# T ) 4> 3> T. [Save Changes and Reset] (Z E £ FZL Tt wk)
HEIRLET

9. FIZATUAN B EILI-%% . TO> T+ T [Install TenableCore using serial console (ttyS0)]
(2T ILa)—IL(ttyS0) ZfE FA L T TenableCore ZA2 Ak —)LF %) ZE IR LEFT . ThizkY.
AR =)V B DT TSATURADD T INAY) —)UE R TR 1T v ashEzT .

AR N—ROTT7HAEZS—H 51 (VGA. HDMI 72 &) ZH7R—k L TLVS15 & (L. [Install TenableCore]
(TenableCore WA AR —JL) AT a %8R TEFT . COT—RATIE. AVAM—ILDE B 1FERK LT
EA—IRRSNFET,
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Ef COMG - PuTTY — O X

ion.
'c' for a command prompt.

FIGATOADAVAN—ILDE T T20EHFHBET . VATLINEH B BRI H5 8 HHYE
9. A0407a TR AR TSN A/VRN—IUEITE T T . —EDT7TIATUATIE. A1V
f—ILSE T RIS ATLIA Ik BT BHIENHYET

HE 0V TR T aENEE S DRATLNKOIDAIVAN—ILFEEZE 1T T 5154 HHY
%9 . Tenable Tl&k. # 5 £F >THD Tenable Core Yk 7T H—R 2Rt AL BEIDHLET .

10. 412AR—ILASE T LTHS. USB KSATZEE YA LET .

R DF I

OT Security DFRvk J—93E i

OT Security ICP R BB 7 ITSA T ADAV AR —)L

Tenable Core + OT Security & VMware R 28 <> &L TT7AALF BIZIL. Tenable Core + OT Security
.ova Z7AINEFIUA—R LT NA/I\—/\ (=T TOA( T2 BEHLBHYET .

-72 -



O

B AR EINTLS .ova DR DYIZ .isoT7MIIETTACT D15 E [F. RDKIITL TS,

Tenable Core + OT Security DY AT LE F ITHEWLET .

b TV A EEFRIRTHTIO00TE AR RENT=5. [Tenable Core DA Ak —)L] i R
LZE39 . Tenable Core + Tenable OT Security MP)— A2 Ak —)LES BB L TLEE0Y

R A —ILDAV AN —)LA—F—A3—DT1—REFERH LTIV AN—/ILTOERE
ETL. BRI LET . AVRN—ILTOERER EIZE B InTLSED. 1A —)L
NEEIIFET THETUARATLERMELENTLESLY,

I8 6HABIIZ
o DATLEHIZREHINTULALIIC. FHRENVAIVADE R B WEYR—LLTVSIE

ZHERLFET.

o TOERZH THBASINATODLIIZ, 13— ER— DTV EADNIVREVADE A B ZE

HR—b LTSI EEHERLET

VMware {g 8 %< > &L T Tenable Core + OT Security #7 A4 5 F|IE

. Tenable #r9oO0—K R—U A5 Tenable Core + OT Security .ova 7/ ILEA o O—KLET .

INIS—IN(H—T VMware R BT U%B=%d.

aVE1—A—hoiR 8 < 212, Tenable Core + OT Security VMware .ova 774 L&A iR—k
LET . .ova F7AIWNER B I UNAUR— 354 E 12D TIE. VMware R FaA &S
BB LTy,

wyk TvITAVTR T, BB DR L—2 =—XEE . BEKUOT Security b AT LE
[ZHAZKHERBRI-TIIIMRB I UERELET .

Tenable Core + OT Security 1> RAVAFELET -

A—ZF IR IR BT DRE TOEANK REINFET . i E TOERADE T 121K
2 hBI5E HHYFET .

EE 0510700 TR AR TEINHE D S RTLNKONDRRAVAN—ILFEBZEITT 515
& HHYET . TenableTlE. 9 &5 >THS Tenable Core vk 7YT o4 HF—R 2R 18 T 525 HE)
HLET
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O

AR B OT AR —C XX 5 T HDITTARIB 2 1 ©LTI-LME & (L. Disk.
Management (T4 R%%& I2) %5 BB L TS0

RDF A

OT Security @Ryt J—IE #i

OT Security DAy T—# #i

OT Security (& Ry D=0 R EFITAT VTN A IfE R TEFY . FMIE. ’obT—DICE TS
ERFEESRLTIIEL,

o RYNJ—HEE - FY O O—S5—/PLC ITEHE SN TOB RIS T—HO R YFDIS—) 5
R—hIZa=yrZFEHLET.

o POT47HI) — &Y xa bk O—5—/PLC [FEHFE SN TND RIS T—IRAYFLETIP PRL A
OB E RN EEHELES.

TIAHIR R E Tl 7OT4THT)EEE Y —)UE. =9k DRI CAR—k ((R—k ) ZERALET . 1=
L. I HA ERICEEZR—t ISR ELT. EBER—LETITAITVITIR—Ho50 B TEET
COEREMNTE T Lo, @5 OF B R—k O i (R—k 52 &) TERBASA TSI, 1=yk DR—
b3 ERAMVTFOIRER—NIHEHKELT. EEEEITTEET.

VM HI % E Tl R—b 1 2RI T—ORAMyFDIZER—F [TFEHE L R—k 2 #3I5—)0R—~ 2%
HmLET.

OT Security 7TZA TV RERI T—IIZHEH T 5I12IE. RDKIILET .
IN—RDIFFIFATIADG &

1. OT Security 7FSATV AT A—YRubr—JIL(H B) EFR—F 1 1K LET
2. P T=OR(IFORER—r—JIVEEHRLET .

3. A=YR T, Bl OA—HYRob r—DIL(H B) ER—h 2 ITEHKLET .

b4, RIS T—DRAYFDITZT— ) JR—r—TIVEEHELES .

BT ISFATUORADEE
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O

.ova I7MIWEERLTTISATURETIAALI=E & . FOTTSATURIZIE 4 DRI T—04>
B—DI—AMNFEFHRE N THET

Liso IPMIWVEE R L THRILMR B 7 ISATUoRETIOAL=15 68 13 T ORTLEH THRESL
TWAEHITHE-TIRE TR E LTS, VMware RS2 DRk D—08% FIZTDOWLVTEEL
{IE. VMware KX aA kES B LTSN,

OT Security ICP D&% E

l B8 VI IzT7 D7 I0TAN—23a e/ LET .

OT Security ICP 4> Xk —)LLT=5. OT Security 5% & TE=F9 . R EICIXTRDFIEHE ENET

1. Tenable Core Mtwk 7w — CLI F=lda—H—A242—Jx—R%{FE AL T. Tenable Core M)
R EETE T LET.

2. Tenable Core ~® OT Security ML Ak—)L — Tenable Core ~® OT Security DA Ak —)L%&
SETLET.

3. bk 7y o4 H—K Z{E B L1- 0T Security MEx E — b 7T H—RKEFE AL T,
OT Security ICP DE KR EF#1TLVET .

Tenable Core Mt vk 7w

Tenable Core M) EAEE F (L. CLI & Tenable Core A—H—A 2 A—J1—ADEL LML THITHOZEMNT
=F9,

BT ITSATUoRADTITAA AU DR E %42 T 95121, Tenable Core A—H—AA—TJx—R%EFES
HEIHYFET .

I:It Ik PYTHF—RK N30 D LLRIZTE T LEWME & IE. 7IS5A4T7UREB R B L TS,

CLI ZEE 58 B R & (FT2av)

CLI #{# FH L T Tenable Core ZE& & 9 HIZIE. RDELIIZLET

1. Tenable Core + OT Security DD )— A2 AR —)LTERBA SN TLVBLSIZ, L YT7ILavy —)LaEE
B LTOT Security P47V RIdEH LET .

2. A—HY—% wizard. /8ARTJ—FK admin ZERLTAT1ULET .
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O
[RYk T—IR—T—] Z3—ZFINAR—TI—APR RENFT

J.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.lJ.lJ.lJ.lJ.lJlJlJ.lJ.lJlJlJlJ.lJlJlJlJ.lJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.L
L L

Thi

unau

(AT aV) BB IPFRLRERETAICIK. y EADLET.
4. nicO (split-port 5% & 1% FH 9515 & (I nic2) #B IR L FT .
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=D = LN Oy =l

5. Enter ##L %9 .
[Edit Connection] (#E#t DIRE ) V1K IONRTEINET .
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Ka
il

KX FERALTEEIL. REL IP PRLA, TI4HILLS—k 914, DNS H—/\—75 E%
LEST. DR TE I, TEETEETS.

. TREONTCEEO—FHETETHEHL. <OK> Z:EIRLFET .
[Network Manager] (vk 7—OXR—Tv—) AU R IONKR RENFET .
. <Quit> ZERLFET

FE: T4 TlE nico 1£192.168.1.5/24 D IP PRLATEHE IR ESNTLVET. ZDIP PRLR%E
FERTBE. IP Ryk T—HHE| ZE T] 272 {E = D PC A Tenable Core 428 —71—X (R—k 8000) %
FERHLTURATLDHREERSE T TEFT.

. YEAAL. TOUTRAESTEEE TH IOV EERLET . COF7HYUR L. Tenable Core
(—=4JLa>—)L. SSH. Tenable Core A—H—A2B—T1—R) ADOATANZDHERALE
9. OT Security 7TUr—L avIZIER D7 HIU b ZFE B LTS,
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: ,.Im admlul:TLatu_uL a

J.lJ.lJ.I.J.lJ.LJ.I.J.I.J.I.J.lJ.lJ.lJ.I.J.lJ.LJ.I.J.I.J.lJ.lJ.l
m

10. PHOUNER & . ZDTHOUREFE A LT, a2V —ILhnEIER s T—0% K (SSH F=zI&
Tenable Core /24—2J1—X (https://<mgmt-IP>:8000)) &£ A L T. 2—3FH/)UZAJ /1 LE
9.

Tenable Core A—H—AA—Jx—REFE5¥ AR E
Tenable Core 1—H—A 22 —Jx—X (https://<mgmt-IP>:8000 T7YtAH] §E) THIHI /X E Z1T7OIZ
(E\ TTSATUORADIIS D=0 5 Hib B TY .

I IP7FLRAFEERELTLVGELMG & (X B #EiE i Shiz PC F£(3@E U 125 & Shizrwk 7—0%
FRLT. ZOWLWThhHS Tenable Core I—H—A 2 A—J1—R[ZF7HEATEET .,

e 78—k 1/ nic0 — IP 7KL X 192.168.1.5/24 THRIEZ E =Nl=. TIAHILDEB A/ 4—DJ1—X,

e R—b &4/ nic3 — IP PRL R 192.168.3.3/24 TERIR ENi=. TS =FYLT(B8—T1—R,
BHOSEBLLEWMEE L. UHN\JTOERIZE R TEET.

PC Ff=l&/—k /3y H 5 Tenable Core IZE BB #H 9BI121E. RDESIZLET.

. PC &£ 0T Security 7FSA 7V ADE R R E SN TLBWNTNODR—kFA—HRyk 5—TI)LT
EHLET.

2. Windows T win+tR F—% L T[IP/INAEHBELTEIT] ZFHA = ncpa.cpl EAALTI[RY
FO—OBEB ] ZREET
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X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

'!" This task will be created with administrative privileges.

Cancel EBrowse...

ﬁ}vlpn"m-um Metwork Connectoet v orts
Organize =
&T! lcﬂlfw(whﬂﬂ "! Wﬂrt:ﬂm:mllﬁﬁw'vn
* % Diable | st Wineless: 5 USH
Status
Cragnase
W Eredge Commections

3. b DUk ([B—hLT)FER ] OS2 81 28 0UvIL. [FTanT4] &8 IRLET.
[O—hLT)TESE TO/STA] TR IR RENET .
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Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(Cortgee_]
Thes connecton Laes the following fems
i T8 Chort for Microsoft Metwords
W B0 S Packet Scheduer
& J8Fils ancd Printer Shanng for Micrmacht Netweres
¥ 4 intemet Protocsl Vermon & (TCRAPVE)
¥ i iremmet Protocsl Vamion & (TCPAPwd)
¥ -a- Link-Layer Tapology Discoveny Maoper 1O Driver
WL Lk Layer Topokogy Dicovery Fesponder

instadl.. I _ Urenatsl Frogenes

Descnption

4, [43—RvhTARAWIS—T30 4 (TCP/IPVA)] 5B 1R L. [TA/ST4] 9oL £,
[A242—Ryk Tak )L N— 3> 4 (TCP/IPVA) DT/ ST4] 94K 9K RENET .

Internet Protocol Version 4 (TCPAPw) Properties x
Ganeral

Tou can get [P settings assgned automatcaly if your network supports
had capabiity. Otherwee, you need 19 ik youl Petwark Sdvrety s ior
for the appropriate [P setongs.

() Obtan an 1P address automabcaly
{8) Use the following [P address:
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O

ARDIPFRLRZES] &R IRLFET -

. [IP PRLAR] RYORIZ, HEFHELTWASAA—DJI—ADBE Y IP PRLRAZA ALET . f=&4
(£, "—k 1/ nicO DT IA+ILE PRLADIS & 1% 192.168.1.10. 7"—k 4 / nic3 DT IAILE PRL A
M5 &£ 192.168.3.10 TY .

. [HFRuk 7RH] BRIz, [255.255.255.0 ] EA I LET .
. [OK1%=5UvoLZET

. Chrome F579HM5. https://<mgmt-ip>:8000 [C7ZEALZET .

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. EEBEI—H—THAVNEFELRELTVVEMG S (X BREER I TOVTF AR RENET

HLLIERLIz-A——TBEOJ4LFET . ML, Create and initial Administrator Account
(FEAEIRE 1——T7hH o Uk DIERR) 25 BB LTS,

EEWETHIOUNMEB % . Tenable TIEEE IP PRLRZERTE THIEEHEIDHLET . split-
port R EEFRH IHI5E (L. AVF3—T—ADE U L Rvk T—II2F|ZE TEHEEHEE LTS
280y ML, Rk D=V 45EF EFIBEZS B LTI,
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm

O

IR split-port X EZEFE AT DE B EAR—F 1(nic0) MdR—k 3(nic2) I EILET . EHEAK
DA BEtE DB, Tk T—UR EIZEoTIE. LWV IP PRLRZE A L T Tenable Core [ZH
EHITIDLEINHYET .

FE:EE IP7PRLAREZERE F=IEZE E 9B(ZI&. Tenable Core [cAGA/LEL. BB EBERZHMIC
LT, rubT—9% ExmE L TSN,

R DF

Tenable Core ~®M OT Security DA AL —)L

Tenable Core A~ OT Security MDA Ak—)L

Tenable & it TIIA LV \—K 7 F=(H R 28 <> > Tld. OT Security 74— 3> DAV Ak —)L%E
FHTETIIDEIBYET .

Tenable Core @ OT Security A4 Ak —)LF BIZIE. RDESIZLET

1. Chrome 75 7HH5 Tenable Core IZAYT A3 BIZ(. https://<mgmt-ip>:8000 [CFUt AL
EX I

I AR EEBHERIHHLEMEL TS,

2. OT Security (B8 LET .
3. AVA—)LDOTO Tk T, [Tenable OT Security DA Ak —JL] 5oL FET .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

indegyadmin@
& 3 Administrative access @ Help ~ n Session ¥
tenable-bztwsz8g

Search
OT Security
Tenable OT Security has not finished installing.
Install OT Security
Overview
System Log
Networking
Storage
Accounts
Services
Diagnostic Reports

Terminal

Remote Storage
Update Management

SSL/TLS Certificates

Backup/Restore

EE AVRN—ILTORARSE T £ TICHE B ADDBIG & HIBYET . A1V RR—ILTOEREH W LT
G- AN

AR —ILHSE T L1=5. https://<mgmt-ip> V5 OT Security A—H—A24—2Jx—X[ZA5
A TEET

mgmt-ip [&. Tenable Core D4R L E D URL J4—ILR R RENB IP PRLATY .
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English (English) v

Otenable ot security

Welcome to Tenable OT Security setup

Start Setup Wizard

R DOF E
oy 7T 94— &4E FH L1= OT Security D& E

B yk PYT o4 —R % B L1= OT Security D% &
OT Security #yk 7YT o4 H—R (X, R RN GO RATLEEFT57AEREHARLET .

l EE. COBRTEF VEIELTEEIY—IL(A——(3—01—R)D[BE]EHE LT E CEET.

Tk 7T o4 —R 27O RTBIZIE. £9 0T Security BE ALY —IUZAT AT B0 ELBHYE
3. BEOY—ILOOS A4 R E 12D T, OT Security B O —)ILADOAT AU S B LTS
LY.

T TYT IR EFERALT ULTEERELET.
1. A—H—IE#H
3. YRATLEZ

4. {85 OE 3 AR—F O (R—k 5 &)
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I TR I TYT AR # T & . OT Security oL RTLOBEENER HEAVE—UNRREINET.

OT Security EE a2 Y —)ILADOT (>

OT Security EEB Y —)UIAT AT BIZIE. RDESIZLET S
1. ROVWTIhIEETLET .

o f—YRUN—TJNEFERALT EBIVY—ILIT—IRT—2av (TR YT /—k /Y3
V13 E) % OT Security 7ISATUADR—b 1ICEEEHKLET .

s BT —ILT—IRT— eIk T—ORAUFIFEHELET .

FE:EEaVY—ILT—HRT—avh, 0T Security 7FSA TV RER LY TRk (192.168.1.0/24) D
—ETHD. F=lE21 =M TIL—To T A BE THHEEFTE R L TSN,

2. OT Security 7ISATVRISE R T 518 ROFIETHH IPEERELET.

a. [RURT—H&q428—2wk ] > [k T—oER B A—]> [PAT2—BEDEE] (TH
FLET.

[Ryb D—0k#R ] B @ AR RSNET

Jw| B Network snd Intemet 5 Network Connectioes & = | by || Searn Merwars Commectarns
ot
Organize =

Lol Aspa Conrbctas Wisileii Metwerk Connachon
b orkOverioad.oom

B e
ietar detworkhvers
o o .d ermpact Winsess- G USE Adagter

I FEE: Windows D/\—23uZ&oT, FES—SavhE TE LSS & ABHYET .

b. [B—HITYFEK]1ZE V)L, [Ta/sTA] ZEIRLET.
[B—HILTYTES ] Do R IOBR RENFET .
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Confpre.._|

This connection uses the folowing tems:

i 1B Chart for Microsolt Networks

¥ JBl0oS Packet Scheduler

i 4% Fils and Prnter Sharing for Mcosoft Networks
¥ 1 Intemet Protacol Versan & (TCP/AIPYE)

¥ i Intemet Pratocol Varsion 4 (TCP/IPvd)

¥ i Link-Layer Topology Discovery Mapper L/O Driver
Wi o Link-Layer Topology Discovery Responder

) [ oas ] [ o

Description

c. [1258—RybTFOa)IN—23Y 4 (TCP/IPVv4)] ZZIRL. [T/ sT01 20O LET .
[A252—Ryk TAR)LA—3Y 4 (TCP/IPVA) DT/ ST4] 914K 9K REINET .
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit el

o ] come

[RDIPFRLREES] ZEIRLET .

. [IP PRLR] RwoRIZ, 1192.168.1.101 EA AL ET S

. [YITRYRTRI] RuHRIZ, [255.255.255.0 ] EA B LET .
. [OK]1 &2l ET .

OT Security [CKYEFHT LLVR EAE A SNFET .

. Chrome 54T, https://192.168.1.5 IOt AL ET .
T TYT IR D& BEAREET .
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| AR A 301X IITF7UERTBITE. FF/\—23>D Chrome Hbh E TY .

i. [BIbPYT I F—RKDBAR]EV)VILET .
bk TYIT O HF—R AR E. [2—F—BRIR— AR TINET .

R OF IR
21— i 4
1—H—I1F R

OT Security ®yb PYT o4 HF—R L. BRI GO RATLREZITITOCREAIFLET .

| R CORERF BHEICSLTEEIY L (A——(E—T1—)D[BRE] EE CEETEFT.

A—H—IF
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Setup Wizard

User info Dt Sysem Thne

Lissrmame s be

| T -

Full X

Frtrpe Prvewond

[1——# R ] R—>Ta—HF—THOUMEHREA HLET.

FEE: I TYT TR Tl EBETHOULDRIEERER E CTEFT . A—HF—(4—DJx—X(ZAY
A% . BN OI——THIoUrZER TEFT . —F—7HoUr DFEMIZDOLTIE, a—F—n—)Ltos 3
ES LTSN

L [A—Y—R I RVIRIZ DRTLADOTAVIER 51— —REANLFET.
A—H—ROREF 2 XFET. EFRATEDIXFIINXF EHF DAHLLGYET .

2. [1—Y—RBOBAAN]IRVIRIS, a—F—L2ZBANLES.

3. [FIR—L] V3T . BKABZANLFT.

| FE: ChiE AYF—N\—ESRTLDOTITAETADAJIZR RENDELRITY .
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4. [1RRT—R I RYDRIZ S RTLIZAT A0 G BI=DINRT—FEA ALES . N\RT—F(ZFD 7
CELUTEEHIRLENDYEYS .

s 12XF

1 D2DRXF

1 D2DINXF

1 DD F
1 D% X F
5. [/SRD—F DB A A1 RYIRIZ. BL/ART—FEBAALET.
6. [RAIZEVIVILFET .
Ik TIT IR D[TFINAR] RO HBREFET .

R DFE

TIRERELES

TIN R
OT Security Tyb 7vTo4H—R (k. EXW LB RATLE EEZTS5IO0CREHARLET .

| AE COREFE BEIELTEEIY L ( A—F—(2—DT—X)D[BRE]E @ CEETEET.
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Setup Wizard
Lkar Infio Drwice Systemn Tme

Darvicd Nmmar

S -

S e mamaprmend om pir o qerrers

st s » Mhwror Por
blanagemend

_) Imatial Asset Enrichment Active Query

[7/34R]: R—IT. OT Security 75wk IA—LIZBE T 5EHREA A LET .
1. [T R4 1 RyURIZ, OT Security 759k 7+—LD—E DFFI FE#A HLET .
2. [R—rERE] Y23V T. ROVTIhAEEITLET.

o R—t 5B — 1 DOR—FZEERICERAL. Al OR—rZ2ITVRAIER 56 & [F
BEFITATOTVER BT D] FooORvIREERLES . COFTavaEIRT 5L,
R—h 1DVTUFERR—FELT. R—F INEEERAR—NELLTEEINET.

AR —HOVATLTIE R—h D BEATSaUhF A TELMEEIHYFET . YR— I E
735 A 1, YR—h B B F ([SEHK LTS,
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s NEETTL — HTVLEBERULAR—FDFFXICLEVME B (X [BEEBETHTAITHIVES B
T3] FrvrRvIREZIRLENWTEEWN., COB & . COF IEBDRATYT 3 EXFvTL.
ATYT 4 ITHEAET,

3. R—+oEEAT 3 EBIRLE S
a. [POT47HOT)IP1 RYIRIZ. 2=yk DHOT)R—F D IP PRLAZA D LET .

CDR—k [F Uk T—ORAAVF DB FEHR—b 13K L. a0k O—S5—I3& Kk F=3IL—T+«
D TEEYS . OT Security [Favk A—5—IZHE i 35780 FIkT—0HTRINADIP 7
FLAAWE TY,

b. [POT4THTIDY TRk TRI] RV RIZ, HT)R—k DY ITRUk<TROZA A LET .

c. [POT4TOTVF—bIxA1 RVIOR (AT av) 12, BEROs T—ODF—b o4 D 1P TR
LRZEAALET.

=~

. [BE IP] RyYXIZ. OT Security 72yb FA—AIZE A 5 IP PRLR (Rybk T—9H TRk )
AALET.

A 0T Security EE IP PRLRIZEYES . R—bERBELAELMES . ZD IP PRL AT
TRELRIZHZYET .

5. [BEHITRIETRI] RYIRIZ, vk D—0DHY TR TRI%EA JILET .
6. (AT av) T—bIzA%HRTE T D5 E L. [BEBOY— 2] RV RIZHRIs T—H D —k T
1IPZAALEFT.
EE:BES U/ IPEEELEZLME S . OT Security [FA—JLH—/\—X0 syslog H—/\—7# &,
b 5 BB DAY B oV R—FR b L@ TELRRVET .
7. NP EERIETITAITIIVE. VATLRATRE SN -E EE TETSNE—ENDIIT)THE

BENTHEY .

. OT Security NE EEZN BT AHDIZZR L HBET . OT Security IZE->THR HE SN B LK
BEIRLTINDITVEETIHICE. [ EERIETIOT(TIOTVI N IIEFUILE
¥

RN ED)OLEFETS .
Ik YT IR D[S RTLEZ ] R—DhFHEET .

[e0)

R DF |
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VAT LEZ DR E EZ1TVET .

AT LEF
OT Security £k 7T o9 —R &, B XL ORTLEE ZT5TO0EREAIFLET .

l EE. COBRTEF MEICRLTEEIY—IL(A—Y—( 83— D[BE]EHE L E TEET.

O AT LEF %
Setup Wizard
] @ L
User inifo Daevice System Time

Timst Femer:

EfCAUTC
[

0w 1# 00, E
Tt

iTr: Akt G

I EE - DJET7S—MEEEICRETAICE. ELWAFEFLNEREITAENEETY,

[SRTLEEZ ] A—DI2E ELVWERZI EB B MR TSNTT . MESTLDIEEE. RE
EITLET
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1. [BALY—2] K OyTEOURYIRAT, YA+ D5 OO—hILAA LY —UZ &R LET .
0. [BR1RWIRT. ALoA—T74ar B &5 ET,

YT TPTYTHL U A—RR RENFET

OCT 2020

D N ¥ ® O »® W N

. RAOH M ZEEIRLET.

R RYIRT, B 55 AM/PM 2 ZNZNEIRL . F—R—FFEFE X ET X OL
INOEERALT. ELLVIEZA DLES.

EE N TIT U R DRI OR—CERETHEE L. [ED] &0 )L TSN [ETLTHE
BB Z0)ILER K B TYT U —RICRBAIENTEFHA. L. —F—AE8—T1—RAD
[BREIR—DTHREELE R TEET.

EUTYITERE T ITAICIE [ETLTERB ] V) ILET.
BREIMNE T 95&. 0T Security [TKY [F4EVR] D4R I)FA(LIEINFET .

BRI 2BATa 2R RS E (L. B 5 OF BAR—+ OB #E (R—h 5 &) DR BA ITHEST
Rk D= EL B LTS,

R DF|E
RERITLFET.
o &5 OE HAR—F Ot ((R—k 5 &)

e OT Security A AT ITAN—L 3

&8 5l OE EAR—b Ot (R—h 2 B)
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[R—F B 1 AT a5 ERL T VTUZEB LIS BET 515 & (L. (B BR—k &iEof)
OT Security 7TZA T ADR—bk 3 ZEHIk T—IRAYFDR—h [THEHR THIDLELAHYET . Chldk.
IT 2k T—ODFIE T—DRAYFIEE . Bl DRI T—DRAYFIZT HELTEET S

EER—EER T BITEL. ROLIILFET .

1. OT Security 7ISA TV AT A—YRuhr—TJIL(H B ) ER—k 3 ITEHRLET
2. IS D—=IRAIFDR—k T—TIVEEBRELET

RDF &

OT Security A ADTIT4N—3>

OT Security 4 ADTIT4N— 3>

l B : AV RATITAR—2aV TORT LR ZOVIEBRLEYS .

Tenable [, Y ATLAD—E D IP DEIZE DNWVTSAEVREFHELET . IP PRLRATEIZE B DS
A AN ETY . =EZIE. Tenable (. EH DT /NARAHEL IPEZHEITEHHEE L. AL/ \WoT
L—UNFE R INEB DT/ MADBRIL I DD IPEEEFITIHEETEHL. —EDIPDFHICEDONTS
AV RERFELET . LIzAYoT. T/ RO RGBS/ RO (L 3 DITHYET .

OT Security FISATUREAVAM—ILLT=E . S4B RETOT4T1 TEFT .

EE: OT Security 4V RET7TYIT—h F-IEB W H1L T80 E HHH15 A (L. Tenable THIU b IH—
Dr—(TE K L TLIESLY, Tenable ZHOUk RR2—S v —IZkYSA U ANT YT T—hEni-1% . BEHK(TB
D TIAEVADTYI T PEP I N TEDESIHYFET.

Tenable One 128175 Tenable OT Security DT FOA Ak 0542 A+ 5 [ZDULVTIE. Tenable One
TIOA AV AARES B L TN,

b5 HBHI 1S

e OT Security 7ISATVRAEHZREBELET

o TINMADE K (Z Tenable Mo TE =54 Aa—K (20 XF / F ) hHHEEHERL
9.
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm

O

o AUB—RYNIITTIERTESILEMEFR LET . OT Security T/NARDBA U A—FRvb [THEFRINT
WELME &L EEDPC AT/ REEFE TEFT .

e Tenable 7OE 3= 0 R—RANADT I RED DD ELXHERLET . 7UVERMEIZDLTIE.

Tenable Customer Success Manager [ZHR LA HhELFEELN.

OT Security 51 ANDT7HT1471E

OT Security 42 R&ETIT471bL L. EEEZE B T5H LLVHAE/EK T 51260 Tenable 7OE
D= R—RINWE R E T HIENTEET .

OT Security 24V RET7 T4 §HIZIE. RDELSIZLFET .

1. A2a=FT4T7H IR EFE AL T, Tenable 7AEY 3= 9 FR—42)Uzab 4 LET .
[FOESa= 0 R—UI2 BEHENSAEURZE STLBE AR FREINET .

2. Z A MDRA>T. Tenable OT Security Z:#iRLFT .

OT Security 2422 RE DA B . EMHAR . S/ AT 5Nt IP E1- DR EDEE
HARTRINET

3. [3—K 1% m5. 20 Hrd OT Security I/t RAa—KZaEl—L %9 .

4. OT Security T, POTARN—L 3 i EAEZE RRLET S

a.

b.

OT Security D [SARVRADTI)TAR—3V] R—DIZBELET

FIE 1T [FHLOSAEVRI—F DA A1 E7)0ILFT .

[HLLSAELZa—F DA A ] FAERIDE Bl ISR RENFET .

[S4t2Ra—F 1 RyoRIZ. TAED 3= R—2)ILhoaE—Lza—R #8E YT 11FET

- [REE]1ZE0V9ILFET

OT Security (& [POTA4R—afEBAE DER ] U avxBRICLET .

. [REARDER]E7)9ILFT

[BEBHE DE R ] /\RILDE Al ISR RENFET .
[TFRREDVYTR—RIZTE—]1 20 )L THS. [SET 120V ILET .

_97_


https://provisioning.tenable.com/
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O

OT Security TEEBAEAE K SNFET . AL FB M T BI(E. Tenable TAED 3= 5 R—
RIUZOEAEZIRETILEIHYET

5. FIE 3 DFITA4R—3>a—F DA AT, [RIVIH—ER])H%E9)yoL T Tenable 7AED 3
—R—RIVEREET.

I R FFEARMETITAI1L TAITE [CSEIVVI1 V0% )V ILET .

6. [Tenable OT Security 7AELa= 1 R—SIZB L. @ [ DB ] Z5)0ILET .
[$7LL> Tenable OT Security Ak DB M ] IR IDR RSN FET .
a. (AT aV)[SRIV] RvHRIZ. L DERTIEZEA D LET .

b. [IP] RYIRIZ. COHARIZEIYLE TS IP PRLADEEZA ALET . [+] &£[-]1 K5 A&
ALT. EZEELET.

EVh: SAEVRIEIYS Tontz IP TR LADH O E (T, [IP]RVIRDT ICHERTAF—%
FERATHELLTEET.

c. [POT4R— a3 REEAE ] RvIRIZ. OT Security CAE—L1=SEBAZ 2BL YU ITET . F
B f %5 88 LTS,

d. [fER]1ZEV)vILET .

TOTAR—2ava—REECHATATRYIANR RENET . ChiZ 1 ERVERSND
O—R . 0T Security /2 RALRIZAE—F 2 B HHYET .

e. D ARa EHVIL. [EB1EY)VILET.

7. OT Security /1 RAVRIZR Y. FIE 3[POT4R—230a—FK DA A 202 a>T [PHT4
R—30a—F DA R ZE0)0OLET .

[7OT4R—2a0a—F DA RN RIDBRIZRTSNET

8. [POT1R—Laya—K ] Ry RIZ, Tenable OT Security FAOES 3= 5 R— hoaf—L 1= 1
| PR YA B ESh3a—R 2B UM (3ET. FIE e 25 B LTS,

9. [POTAR—L1ZDIVILFET .

OT Security TORTLDIE B [T ITAN—b SNz EER T AVE—U AT R S, OT Security
AR—TI—ANR REINFET
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https://provisioning.tenable.com/
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O
10. [ARBE]1ZEIIDILFT .

OT Security BB IZGZY. £ A TESKRREITGEVYET.

1. Tenable FAED 3= JR—RIUIRY. TUR3A LE K TITAR—230a—R DFATATRYIR
T [COREBAEDERERE . TXT7VT14A—3 A IC Tenable.ot [ZOE—LFLT] Fvo
RO RED)VILET .

2. [FERB]1ZEV)VILET
#F LGB M SNz kAN OT Security @ FAEDI=U I R—DIZR R EINET .

A RETYVI TS
BEDLERZESIZLIFI-Y. S/ REBEER LY. SA U R3A(TEEBLI-YT BB AL
A RETVTT—h TEET .
I8 $HARIIZ

o FHILLWSAELRDTYITT—RRIIZ. Tenable 7HOUk TR—D — DN AT LDSA U RE %
T TICEHF LTLVERITAIFRYEEREA.

o AUB—RYNADTIEADWLE TY . 0T Security T/ A RABAUEA—FRuk [THEE TERME S
. EEDPC oStV RAEEFTEET

A RET VT T—FFTBIZE. RDESIZLET .
1. [B—HIEEE]> [P RTLERE]> [S/EVR] B ELET.
[SA4t2R] 91K OpR RENET.

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID

2. [PHOa] A=a—D% [SAEVARDTPYTT—R ] E8IRLET.
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https://provisioning.tenable.com/

O

[REABDER] BLU [FTHTAR—3Va—F DA A DF IEHARTEINET .

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2093
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

0 Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

3. [(MFOTAR—La AEAEDERM] ROVXT. [REAEDER] &7 )0ILFET .
[REBAE OER ]/ \RIDR RSN CONRIUTITAR—23 A E AR TSNFET .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. [THEANED)YTR—KIZaE—=]1 %20 )voLTHS. [T T 1 &0 )WOLET.
HARNRILAEFELCET
5. Tenable 7AED 3= 0 R—2ILTHA D MEHRELTT .

a. Tenable 7OEY =24 7R—4JLT. [Tenable OT Security FAES 3= R—U (238 &)
L. 7YTT—br T2/ DITT. = RAVED)VILET .

AZaA—HARRSNFET
b. [YI+DEEE]ZEV)VILET
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O
[V DIRE] D1k IDRRENET .

Edit x

Warning: After modifying the site size, you will need to re-enter the new activation code into your
Tenable.ot instance. This will be a one-time generated code.

Label (optional)®

HQICS

IPs

1426 - |+

1 4949

Activation Certificate

c. REINLCTHEMEZRELEY.

d. [POT4R—aVEEBAE ] Ry RIZ. OT Security @ [EEBAE DE L] 94K oTcal—L
FEEBEZBE YA ITET .

e. [EE]1ZV)ILFET
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R=BIUTFITAR—23 AR BE B ENFFATAITRIIANR RENET . Chld T
B R W4 p S dH3—K T, 0T Security 1V REVRIZTIE—F 2 EHHYFET -

f. DARg g oL, [B1E2IVILET.
6. OT Security 1 RAVRIZRYZET
7. [(2) POTF4R—30a—KR DA B 1 RYIRT. [POTAR—30a—R DA A1 &0 )voLFET .

8. [7HoT4_R—3>a—K 1Ry X<, Tenable OT Security 7AEY 3= R—U HnaE—L 1= 1
[ R YA B Shba—K £BE YA IHET

Enter Activation Code x

ACTIVATION CODE *

=1

9. [POTAR—L1EIIVILFTS

OT Security TURATLME B IZFITAR— LI=ZEHFR T AVvE—UBR RSN, [S1EVX]
R=DNITFYTT—h ENF=5A LV ADFE IR RSNFET .

SAtEUREAISAVT—RTTVIT—,TB

1. SALLRETVIT—F 9202 avTHRASNTNS. FIR 1554 EZEITLET

2. [(2) 7OT4R—3a—F DA A RVIRT., BILTH—ERR—Z LD %I )9ILET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully

Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period

Cancel

[OT Security #4754 TFIT474 ] D4 RO LWV T THREET .

Activate Tenable OT Security Offline

Activation Info
Offline Activation Details

Tenable OT Security

Activation Certificate

License Code

I have read and understand the Tenable Software License Agreement

-104 -

2
Confirmation

Information

Please copy / paste your Activation Certificate and click
"Generate Activation Code”

How Do | Generate a Tenable OT Security Activation Certificate?

Tenable Security Center Offline Activation

Tenable Nessus Professional Offline Activation



O

3% : URL https://provisioning.tenable.com/activate/offline/tenable-ot Z{E AL T. /22— Uk [THEHE S
N=F A2V [OT Security £4 7512 TTIT4 L | BN E [S7 /A TEETY

X E: tenable.com [ZASAULTULVELME & 1E. A—ILPRLARENSRAT—R#F R LTAY (U TEET .
AT AUNZEFSA A= R EZ (TR o= A—ILT7H O EFE A LET . AT/ R ERAEMGE S
X, [/ SRO—RZEE N5 S 120)voLTIOU TR ZHESH. Tenable THIU b TR—Dr—TEHKL
TLZ&ELY,

3. [POT4R—avVEEAE ] RUIRIT, POTAR—a REBRE Z AL YU ITET .

4. [Z4EVRO—R 1 RYIRIC, 20 XF DFMEVRI—FEA ALFET ([FMEVR] B EASIE—
LCREUSRT (FBTENTEFT ).

5. [Tenable VI IxPS5A AR EH A BRELELZ] FouoRvoRE)0ILET

o :
Activation Info Confirmation

Offline Activation Details Information

Please copy / paste your Activation Certificate and click
"Generate Activation Code”

Tenable OT Security

Activation Certificate
How Do | Generate a Tenable OT Security Activation Certificate?

Tenable Security Center Offline Activation

Tenable Nessus Professional Offline Activation

License Code

I have read and understand the Tenable Software License Agreement

Generate Activation Code

AR SAEVARZHERTTBICIE [Tenable Y IR Ix754E AR ] DI O%ED )L TLEES
LY,

6. [FHOTAR—Lava—FDERK]ZEZ7)vILET .
[AF51T7OT4R— a3 a— R RE B IZEBShEL 19/ R ODR RENFET.
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https://provisioning.tenable.com/activate/offline/tenable-ot

Activate Tenable OT Security Offline

Activation Info Confirmation

Offline Activation Code Successfully Created!

Enter this activation code in the Tenable OT Security license activation or renewal/upgrade
process

7. BAREES I ILETS

8. [GA4EVR]ZTIZRY. [FIT4R—Lava—F DA N &0 )0ILES .

License

LICENSE TYPE Perpetual
Dec 29, 25993
Unlimited

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period

[7O0T4R—30a—F DA A ] HARE I RILHER RENFET .
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9. [POTAR—30a—FR I RYVRIZTIT4N—230a—R &Y (. [POT4TE 1 &0 V0L F
ER

Enter Activation Code X

ACTIVATION cODE *

HARSRILHE L. OT Security IZ&YSA VAN T YT TF—hEhET.

FMEVREBAHMIETS

ALV REB NI T DHE VATLRB K DS/ AT ITAR—2av ER Bk IZ. VAT LMLERE
DAV ZADEIBREN. FLWSA UV ADTITATIL ENET . SV RZB N HAIL TR ENHS
BE #FHLWSAMEURZRZ TR O5E) X ROFIREETLET

b5 HAET IS

e Tenable 7HOok I —x—h D RATLTHLWSAMEUREFS TITHITL. 4/ RX3—F (20
XFOXF | BF)ZRELTWHDBRELIBYFET
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o AUBR—RINADTIERADWE TI . OT Security T/AAREAA—FVk [HEH TELEWNME S

[T EE D PC oo/ REZEEFTEFET .
A ADB DL T521E. RDEIIZLFET .
1. [B—hIEEE]> [P ARTLERE]> [S/EVR] IZBELET.

License

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17,2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID

2. [7O2av] Aza—mn [F1EVAOBHAMIE] &2 IRLET.
HER IR IONRRENET
3. [BMME]ZEV)VILET

@ Reinitialize License X

Are you sure?
Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

[S4ER] 4R 923 DOB AL ATYIT DR REINFET .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2093
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

4. DATLEBFIRIHE ST, AV RETITATILLES  FALVADTIT1471L S B LT
<A

FIOTAR—2aVA—FRZAALFE . BREDIAEVREH LGV RICESHBZAONET .

RDFE

OT Security Y AT LDHE 1t

OT Security MEE &

| B#: SRTLEEEHL. OT X )T0D—XITELETEREMIBLET.

Tenable Core + OT Security 5% & L1=%& . > XTLH 0T Security OfFE B #BA 1R TEAELIIZLET
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1. OT Security VATLDE L — FAEVRETIT4X—k LT=#% | OT Security VATLEH #1E
LET.
2. OT Security DA — ER A R Rvk T—0. R—b D8t 21— —. JIL—T ., BEEY—/ gL
%% T LT, OT Security DF AZBKBLET.

OT Security Y XTLDE 1t
SAEUADTHTAR— 30D 5E T §5E. OT Security IC[BRE ] REZUNR RTEShFET .

( dtenable.ot

System is Disabled

Enable

UT D&Y AT LOATHEREET I T471L $5IZIE. OT Security 28 1k L TS,
XY T—UNDE E DT
o TRTOARYN T—Ih ST DIR E L8 18
o FwkT—9L Ol xtEE 1 DOOYER 8%
LD BE MBIV I VENET RTDT—2ER T 21— — (U 8—TJ1—ATR T TEET

AR oI ISETTE5T0EATHY., B2 ICEHFINAE RN 1—F—(2—T1—RIZR RSN
BHFETICFF R ADMFET .

FOTATOIVGE  BMOEREERELTTIT4I1LT45 8 F EEa Y —IL(A—F— 53—
J1—R) D [O—HIVERFE ] 7R ITITAET . EEMITOWTIE ZOT4T 0T )ES B LTS,

OT Security B ML TBIZIE. RDELIIZLFET S
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ActiveQueries.htm

O

1. [BRE]ZI)ILFET.
OT Security [CKYUL RTLHE $T7EY. [FvaR—F ] > [VRI] D4R ORR RENET

= Otenable ot security

Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)

Total 6 Total 6

FRB: VATLNEEEZH N THETIH D IDNET . TEDRRER IR T HIE. XR—CDYILy
VAN ERIE R HHYET .

OT Security OfFE B3 OB A

A AL —)L#% . OT Security 5% E L THER TEFET .
ERNBERINT—OEETETD

OT Security ABE R FHF vk T—OETAVNERFEL . Rk T—IIBAE T HTNTOIITIE TN
BE3ILFET. ER R R Rk T—0ES R,

AR TELGERIAR RN T—IZHIBR LTI ZORVET—IOEIMLT-E EEIF R RICTEE
9. ML EENERTES LTI,

R—ZHERBLTERETS

FEEITLTWVRWME R L, (BB R ETITATIVTIR—L D5 B | 8 IR TEFT .

A—Y— JIL—7, BIREY—\—%EBETS
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O—h)la—H—¢a1—4H4—IL—T2EFTFLET . SR —/\—ZFTFITHH. SAMLZFIAELT
SSO A A VER B ITT AIENTEEFT.

Tk D—oY—EXZEBMT S

DNS H—/\—&ENTP H—/N\—ZEB ML FET . Ffz. TRTOEBLANUNEI T T 5728, Syslog EE
A=Y —/I\—%EEE TEFT .

FTOT47TOTVERRIE TS

TOT47H0I)IE. OT Security DELF A D1 DTT . EEICEETIEALT. RLEETIRIFUTIL
AALDFMIEIREFT REZFDIENTETT . FHHMIOWTIK. 7OTATVTVES B LTIESLYN.
FOTATHEEEBRE — YAL NGB E D/ TEZAVT NSO TIFIN—TELRWVEEE. T
O757471278—J L THRELET.

Nessus AXVvZ2{ERL 35

OT Security vk 7—212%5 1T T/ RIZxt LTE 1T 95 Nessus R¥v R E LET . Tenable
Nessus R UIERE T . RSN IT EEICOAZEEE ZFT . FMITDLTIE. Nessus T35
AVAFXY DR FE =S BTSN

INITITERETS

E B RT LNV TYITEHRTE L O—HIURF 5 VE—r RbL—DIZTHVRKR—b§50%
BIRLEY . S£MI-DLVTIE. Application Data Backup and Restore (P 7 — a3 T—R2MiNI 7y
TLE ) S B LTSN,

TYIT—HEAFTS

I4—KRERTLDT YT T2 THERE LTSN SRTLIAITSAODB &1 I EH /I
FHTYIT—FEETLTEEL, FHHMIZOWTIX, ZYyTIT—r 2S5 B LTS,

=#EETS

OT Security AMEEN L TR TSN 0 AR SNFARNUNZHERL. BREZEH IS LTR)Y—Z2RE
ELZFET
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

METS

. g N
OT Security Zh @ Tenable 8 & F=(FH—F /\—TH—EREFEELET . FMIOWLWTIE. #HEE
S BB LTSN,
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OT Security 22 H9—DA2VA—)L

| AR COEIL AT N—2ar 304 LB O Y—2R E I HF IRICOVLTEHRBALET .

OT Security T3 —®0OA 2 Xk —)UZIE. £2H—& Industrial Core Platform (ICP) EDRFIL T NE F
nF9 . 25 —& 0T Security ICP X7 T S BIZIL. ICP EE OV —I)LEt2H—D Tenable 37
A—H—AB—J—ADH A &#FERLET

BERTIVIVIIADE B RRBEFNICTHH. BB RBZEYDICLT. FILLVEH—DRTY
TVIIANCEDF B R B DHET ] T HENTEET

I8 $HARI I
ROEHEE-ENTWNAIEFERLET .

o« EH—N—RIITHE L SR BEINTNS (L Y—OREFIEESB).
o EUY—BRUN T—IRAVFIHE B INTND (Ruk T—9~DEH—DE G ES BB).

o EUH—ITHR B OB 1PV TRLRDSHS (LY —tuk PYT PR ADT I RES B).

o trH—htTenable Core 7o vk IA—ALIZHEH SN . Core A—H—A2—DJ1—X[COFT(2F S
F=8ON1—H—4 E/\RT—K H¥%H 5. Tenable Core A—H—AA—2J1—ANDfE A (ZRH 355 #
[ZDULVTI&. Tenable Core + Tenable OT Security A—H—HAK %5 BB L TEELY,

o ICPOVY—IUZEMLIBAEINSHS GIFAEZES ).

AR ES OV AR E 35702, Tenable Tl H—OR7o 5 T0EX (I LTEEEO—LEZED
BHHICPA—HY—%ERTA5,F5HRELTVET (O—hL1a—Y—DEMESR). HTILLWVEBEE 1—H—%8
MLT. EH O H—ERTTTEET .

= : Tenable Core MY UNTAITTZAU B H %18 A 957 & I12DLVTIE. Update Tenable Core Offline (Tenable
Core MAIZALT7YITT—h) %S B LTLIESLY,

o H—DRT7 G

v.3.14 LLBE DY —& ICP ORTYU S FE
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O

1. ICPEEIY—IIL(A——A3—DJ1—X) T. [B—HILEEE ] > [EoY—] R F8 F L
*9.

SEAAAr - b e s et i P .
: - S e e - e st P
“ . ———
Sensors Search... jo) AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates [
IP Status Active Que... Active Query Networks Name Last Update ¢
{~» Connected Disabled 04:37:54 AM - Oct 29, 2(

2. BUH—ARTIVITDEBAREEMITTHITE. R—C L IZHD [RE 2 H—DRTIVIN)
VIR ZBBEBTIH] RVFZ[FV] ITOYB ZFET . AUITLEH TR NG & L §TOR
TITVIIAEF B TERB LG ITNEGYFEA.

3. ICPAJ#B W -FETHLLVITIZRIZ=. I<Sensor IP>:8000 | A 11 L TEH—D Tenable
Core A—H—AR3—DJ1—REHEFET.

| E®E: Tenable Core A—H—A2A2—J1—XIZIE. J#F/\—2 32D Chrome hoDH T IERTEET

4. Tenable Core a2V —ILDATA94 R YT, A—H—& LI\RT—K A A L. [BHHEA4RITN
AD—FRZBHMA TR FovIoRyIREERLT. [RTLU]1E20)0oLFT .
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

EE: 0J/UKIC[HEIRITART—LZBARAII] BRGNS Lo 9——EXEBEH T
SERYET

5. FEA— 3o AZa—/\—T[0T Security £ 9—1%9)voLFT .
[OT Security 22 H—R7] D1 R IR REINFET S
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*ICP IP Address: | |

1P Uner:
ICP Pajiword:
IEP AP Ky

Unsuthenticatsd Pairing

;¥ & : [Tenable OT Security £ H—AR7] 42K Il R—2 D) [B] 5% A1A BB IZDAH R R ESNFE
T . FDH% D91 K 9%E<KIZIE. [Tenable Core] a2V —ILD [RPYLTTER ] o av TG REY
=9 LET .

6. [ICPIP PRLR] RYIRIZ. CDEH—ERTYLTTSHICP D IPvsa PRLRAEA HLET.

7. BEEINTUVVELN (BB LS TUVEN) RPYLTEE A 512 [BEShTIVELRTYLS]
ZEIRL. FIE 8 ISEAFT

FE: BREESNTVVELRTULITEE AT Y& Rk T—0ET AR ENNV TREYUTHIE
LAOTES. ICP [T —EE B L TTITATVTVEEE THIENTEFEA.

8. "NTFVLIERIT AL ROVWThAEERTLES .

* [IcP 2—H—]RvYRIZICP 21— —£ %. [ICP /SRT—F ] RUYRIZICP /SRT—F & A
ALFET

o [ICP APl ¥—] RV RIZICP D APl ¥—% A HLFET.

A—H—FE R TBIEEHELTVET (0—hLa—Y—nEmES R).

| AE: R7USTatRE O £ R 3 51=0IZ. Tenable Tl —DOR7Y) 512t LTE A ICP

FE: YR LRV EERATHREIE A EICET TERAICHR I NITGS AP F—LIFER
Y. B E W AHR T NITAZ S NEWNS A HHYFET .

-N7-



8. [EH—ORFULT EHIILET .
10. ICP AR TR ABEEATHHE

a. Tenable Core M [Tenable ICP SEBAE ] U avIZHb [RBIAEART—FR] 2. SEBAE 1F R
MR A AENDDEFHLET .

Certificate Subject:
Certificate |ssuer:
Certificate Fingerprint:
Mot Valid Before:

Mot Valid After:

Approval Status:

Upload Approved Certificate

Tenable.ot

Tenable.ot

DCAT-91:4%F 1 E6:48:B8:B001 1:B7 A8 F9:52:52:48:23:.CE:D1:BF

Sun Jul 25 2021 16:46:57 GMT+0300

Tue Jul 25 2023 164657 GMT+0300

Pending user approw. Delete

| Choose File | certificate (1).pem

b. [REI1ZEV )WL TEIREZRBELET.
c. [Tenable OT Security —/\—fEBA B DR E OER] D R OT. [COERAEEREBT

Bl1ED)VILFET

EfAZEEZFE TYYIO—KRTBRIEES
a. [Tenable ICP] 3>/ —/LTC. HTTPS SEBHE DX B TEREBASNTLVDF B (TR LVE

ER

b. [Tenable Core] ®[Tenable ICP iEBAE ] &/ avIZHhb [RBIEFHLHAE D7V
A—K 1T, [FPMIVERR TSI =0 )vILET .

c. 7Yy7FO—K¥3 .pem

AEBAE D7MIURBLEFT .
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AMNTIERAENE LGEAATNSE. [OT Security ICP REEAE ] XD [EBRT—
BRI N [BREFH] LR RSNFET

Cartificrte Sulsject:  Tenatie ot
Cortificwts lssser:  Tenaths ot
Cortificate Fingerprint:  DOAT51450F | BESE BRI 11 BT ARFI ST S48 2 SCEDBF
Mot Vulld Bafore:  Sun Jul 25 2020 1846057 GAAT <0300

Not Valid Afbar:  Tue Jul 23 2003 BESEST GMWIT+0000

( e .-.m:-.amuu

Uplosd Approved Certificats | Chooss Fils | Ho Tl chown

N. ICP A—4—A4—2J1—RT. [A—hILERE ] > [ ] 1B ELET.
OT Security ICKYFT LWLV H—DR IR RSN [RT—E2RX] A [RBFB] (TGEVYFET.

Sensor pairing requests are pending approval View Requests x

= OtenableoTSecurity ‘ 11:49 AM  Tuesday, Nov5,2024 @ = Mr.Admin v

%5 Overvi
98 Overview
Sensors Search... jel AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Actions v Check for updates 5

> ) Events
1P Status Active Que... Active Query Networks Name Last Update &

@ Policies
{2 Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024
> i€ Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map
> © Risks

> @ Active Queries

> @ Network

s8umasa

> & Groups
v & Local Settings

Sensors

12. B H9—D1T% 9 )0IL. [TOPav]RE E=D )00 (F-=1E1T7E2H 9)90) LT [RBIFEIRL
9.
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... i) IRING ReQuesTs (I Check for updates 53
> [ Events Approve
P Stat Active Q Active Query Network Nam \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors
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ERE CTEEY . TIT4ITVTIDE B EZS B L TZELN.

$B570T479T))
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ALTE —%E B3 HILEHRELTVET.

o H—DEREFIE

T H—[ZlE. OT Security EoH—a iR—3k THEAINTWNDEIIZ. TVIIIUNEH—EERTE
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General
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All Assets

+ Add Filter ~
ID >

ind All Collapse
Slot >

Type
Name >
Type >
Risk Score > @m PLC
IP > E Communic
Criticality > M PLC
MAC > @ PLC
Categor >

gory @ PLC

Vendor >

fm PLC
Family >

[l PLC
Maodel >

® Power Sup
Firmware >

2. AN DR ELLDEREERLES.
TAINA—FTLavDYRR HR RENFET .
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ID >
[ Callannn ALl
s ’ Search...
Name > |
(Blanks)
Type >
| 0
Risk Score >
| 1
IP >
| 2
Criticality >
| 3
MAC >
| 4
Category >
5
Vendor > |
6
Family > A
7
Model > f
8
Firmware > 1
1 13
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All Events Search... el Resolve All B S

Resolve

Status LogID Time ¢ Event Type Severity Policy Name Asset Source Address
Download Capture File |

Not resol... 62630 05:35:48 AM - Nov 11, 2024 Intrusion Detection Info - SMB U F0A
Exclude from Policy

Not resol... 62626 05:34:25 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATICHar______ — Jindegy.loce

Mot carn zazn0 AC.24:27% ANA Rla 14 2074 CIMATIA 1 v chainr [ CIMAATIF | lnvdisincn Foanfi L E e Lo n
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= Otenable o7 seeurity | 1217PM  Monday, Nov11,2024 @ s
88 overview
> O Events

Overview @mmw ® ® Executive Report

@ Policies
> IE Inventory

T14 0T Controllers 5 loT Assets 735 Network Assets 42 6K Vulnerability Finding

¥. Network Map

© 6 at High Risk © 0 at High Risk © 0 at High Risk © 532 Critical or High Severity
> @ Risks
> @ Active Queries What's New [
> @ Network
> " P, . " 3
s 248 Assets Discovered 1K OT Vulnerabilities Found 25.4K High Risk Events Network Traffic 2.3K Hosts Involved
> & Local Settings B . _ e
[Ny oy sy WO
723 Assets Updated @ Active Queries 1K IT Vulnerabilities Found 9 Nessus 1 Code Modifications [/% Snapshots Nov 05 Nov 07 Nov 09
Assets by Type Assets by Criticality Highest-Risk Assets € All Assets
All Assets v All Assets v
Asset Name Asset Type Vendor RiskScore - Criticality
\\\\\\ | § 363 Endpoint | al 14 High Rouge @ pLc 9 Rockwell o 72 il High
& | = 210 OT Device | w 345Medium Yuval m PLC @ Rockwell — 72l High
= | & 84 Engineering.. |1 3950w Comm. Adapter.. Bl Communicati 9 Rockwell — 71l High
| @ sorc
Praetorian Gurad [ PLC 9 Rockwell — 70l High
@ 32 communica...
Comm. Adapter.. B Communicati 9 Rockwell o— 70l High
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Uve rview @l 100 Low Risk (O B Executive Report
114 0T Controllers 5 loT Assets T4k Network Assets 48K Vulnerability Finding
© T at High Risk © 0 at High Risk © 0 at High Risk © 534 Critical or High Severity
What's New Last 7 days
247 Assets Discovered 1K OT Vulnerabilities Found 25.2K High Risk Events Network Traffic 2.2K Hosts Involved
T8 Assets Updated @) Active Queries 1K IT Vulnerabilities Found ) Nessus 1 Code Modifications &3 Snapshots Nov0S  NevO8  Nevi0

2. ALEDOITTEITAIVR—L1E9)0ILFT.
OT Security NI F Y TLR—ZFEFET .
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[ENR ] A T7RTRYIAMNEKR RENFET .
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i@ &0 T . OT Security Y ATLTER E LI=R)D—IE. B TE AU SCADA A RUL | vk T—5
ZB . I T—IAR DWNTNDDATIITARUEEE B LET . OT Security LR ZIELANLE
BRI —IZBN YL T ARV DRINEERLET
R —ETOT47IL THE FORID—DEHITEE TEHIVATLADARUERARUOTER)
A—LFET. ALCEHEHZFEIEH DAL, 1 DAYFTRI—LINFET .

ARV DR R

— " ®
= @tenable OT Security ‘ 08:25AM  Monday, Nov 11,2024 @ & sanjusha °
88 Overview
All Events Search... 0 Resolve All B QO
v ) Events
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resol... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol... 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload B
Py
o
Not l... 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Ls Rockwell Code Upload =3
SCADA Events ot resol ov ockwell Code ow ockwell Code Uplo. B
Not resol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resal... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -
Network Events Notresol.. 63019 08:20:29 AM - Nov 11, 2024 Moadicon Code U...  Low Modicon Code Upload
@ Policies tems: 63026

. Event 63026 08:22:08 AM *Nov 11, 2024 Rockwell Code Upload Low Not resolved
v ££ Inventory

All Assets Details Code was uploaded from a controller to an engineering station
Controllers and Modules Code SOURCENAME T Why is this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME Yuval L71 A4 The system has detected an 1) Check whether the upload
Destination
loT DESTINATION 1P ADDRESS 10.100.101.151 upload of the controller code was done as part ofschedgled
that was done via the network. maintenance work and verify
" g When not part of regular that the source of the
. Network Map Policy DESTINATION MAC ADDRESS 00:1d:9¢.d4:70:34 operations, a code upload can operation is approved to
PROTOCOL CIP (TCP) be used to gather |nf0rmal|on perform this operation.
> @ Risks Status on the controller behavior as
part of reconnaissance activity. 2) If this was not part of a

SRTLTEAE LT RTOIRUR B, [FRTOIRUS | R—SIZR RENET . ANUF OF E DD
ok Y, 8 AUk . SCADA 4RI . Fok T—IREL . ok T—IARUk OF ARURATTUD
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DIRZ—L ENFARUFE. OF ID DIE TR TRENET . V5RZ—DE ¥ DAV ERTT D

[ZIE. La—FF9)vOLTURNERBBEHALET .

Resolve All >

Source Asset

All Events Search... fe
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
& Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Not resol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Notresol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all
Event 62952 07:48:59 AM - Nov 11, 2024 ARP Scan Not resolved
Details ARP scans are used to map devices in a local network
Affected Assets SOURCE NAME OT Server #5
Why is this
Policy SOURCE MAC ADDRESS
PROTOCOL ARP

Scanned Addresses

Status

AN DfF R

B A ST B DA R EFEEL . FIRB AR T OB BLFIRERT TN HEATE
THHEHI B LT-IE S (X FOARUS EBRFAHAELTI—IEINET . Y5RE—D— B THD 1 2DA

NURBERRENDE EDIFRZ—R DT ANTDANUE BMERFHELTI—ISNFT . EH DI

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether itis
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset

S

Source Address

UREEIRL, —ENETCRREBEALLTI—ITEELTETT . T TRTOAIRUS (FEIEE
DATIVDTRTDARNN ) — EIBRBEAELTI—ITHIELTEET
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- 156 -

s3uimas



FOyTA O A= a—hR RENFET .

AR BHOANNERREBEALLTI—VTDEE . BRINFARVNETNTRIREFHITTBIC
[T [TARTRR]I R TIIEL [BRIRZEIIITIDLENHBYET . [TRTRIR ] REU(F. E
RENTWVEWVEDHLEOT, TRTDARNUNZR R T H=HIFERINET

3. [BRIEERLFTT.
[ARUS DFEIR] T4 IR TR ENFT

Resolve Events (1)

Lot

E=m - )

4. (AT [AAVR ]I RVIRIC, B EHR T H-ODFE MK ERATHIAVNEEMTEE
EE

5. [BRR]1%0)ILET.
BIRLEARUS DRAT—EADRRFHELTI—IZNFET

FARTDANU DR R

[TRTERR] 7V avE BEDRRITEBE SN TORIAIAE—IZE DT, BE DR—C DI ART
DARNUK TERASINTET . 12EA X BREANRVINR—UHARANVTWWAIS S IC[TARTRR] EERTS

- 157 -



O

EVERTEANUNIEERLET M, SCADA ARUNGEFERRLEBA. FIRF—ILENT=ARUL Di5
B IIRE—RA DT RNTDARUS DR IR FHELTI—IENFT .

GARTDANUNZERRFHELTI—VTHFIE

1. BETB ARV R—T (BEREARUL ., SCADA ARUR, XY T—HE B . vk T—O4RK)
T AYE—N\—T[FTRTRER]ZV)ILET

[TRTDARUDRRR] 4R IONR TSN BIRT DA DHHAR TSNET

Resolve all displayed events 20 =

This action will resolve all displayed events,
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T E DRI —DIRTORI—E BFHRERB-TANUDRETDHE VATLTINUEAE
BRENET . VATLIZKYAARUR AR S, RS —TERE SN TWDRIS =772V >TEH
EEESNET .

o RUYUS—AR—ZADEH — —E DAV LR F TE R SNFARS—DFE B HEFE (SH-EShi-
HEITANUNENIA—LET

o RERH — OT Security [C&2THRYN T—VTEE FIETBHBTITAETAHEE A S f=LZ(C
ARV ENJA—LFET .

OT Security [¥. FHIE FESN-— B ORI —ZHATOET (BEEK). oIS FRIE BRI —
ZimE LY. FILLWARS LR —ZE HLIZYTEET .

- 166 -



O

FEE: T4 T, (FEAEDR)S—HA NI -TUWNET . RS —DF | ATI12DL T, R —FF
FIFES T EES B LT,

R —ER E

BR)—IE, KU T—IRIZBTEEEDIATDEEEZE R TH— EDEH THERIhTLET.
NIZE TOTAETA . EAETEEE . ARV DIAZIVTHEDE EETIENE FNFET .. RUL—T
BE ST ARTOGA—E—ATEE THARUL DHB ZORS—DA IR ERUH—LET . &R
Jo—IZIE ARV DFRZNE B AL OJRBREE & T HIEE NI —TUL 3 &K E HHY
F9.

JI—7

OT Security DRV —DEXRTEELRERET. JIL—TOFERTYT . RIS—Z2BRTEITDHE . &R
D—I\GA—B—IHE ¥ DI TATATIFELTI—TIZELTWET . IhikY. RUS—ERE TAER
P FRALINET . 12EXE T7—LVITDEFH EVITITAET4H 1 B O%F 7E DR [ (8 75 B P
2 E) 1TV O—5—TREITSNEEITDLWVTITIETAERBENDG & . RvkT—IRA DA
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-192 -



O

7.

[REIZVIVILETS.
OT Security [Z#7 LULVE & THRUS—DMRFSINFET

BEH ORI —DfRE (—1E0E) F IR

1.

2.

3.
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FLET . \TA—E—DEDFVIRVIRERRL . BRABRZANLLEWNMGEE TH, £/ \5A—45—
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5. [AIBR]1ZV)VILFET .
HRIUEIDNRTEINET .

6. BRI UT [AIBR]IZV)VILET
OT Security TY AT LAGER S HEIBR SN FET S

ARV
OT Security DEEBEERE . 7. EEIL. T/ MRATHITEIRNTOEE RGBS IH&
T .EHGERFOEEAANVNZRHELET . ChICKY ERORGHE . EHEE. T2 HE/HE
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All Assets

1338 Assets  Group By

150kected G O

Slot Name Type Risk Score P Criticality MAC Category Vent Family
5 Roug @ PLC — 74 al  High Controllers 9 Rockwell ControlLagix 5560
6 Comm. Adapter #47 B Communication Modu  ess 72 dl - High Controller: <9 Rockwell ControlLogix
3 Yuval @ PLC — n al  High Controliers 4 Rockwell ControlLagix 5580
1 Comm. Adapter #48 -] Modi — n al  Hign Controliers & Rockwell GontrolLogix
o urad @ PLC — n al - High Controllers 9 Rockwell CompactLogix 5340
0 Comm. Adapter #90 B Comm nMody  em— l al - Hign Controllers 9 Rockwell ControlLogix
1 Comm. Adapter #56 B C Mod 69 al  High Controliers £ Schneidy Modicon M340|M580
1 Comm. Adapter #57 B Mod 68 il High Controller: & Schneidk Modicon M340[M580
2 sith @ PLC &8 al High Controllers 9 Rockwell ControlLagix 5560
) ATQ @ PLC 68 al - Hign Controller: 2 Rockwell ControlL agix 5570
o testiqy @ PLC 68 al  High Controliers & Schneid Modicon M340
1 Yuval L71 A4 @ PLC 68 il High Controller: 9 Rockwell CentrolLogix 5570
o testigy @ PLC 68 al  Hign Controliers £ Schneid Modicon M340
5 PLC #80 @ PLC 67 dl - High Controller: 9 Rockwell CompactLogix
RTU #2 @ RTU 65 al - High Controliers B Siemens SIcAM
1 Qlympia @ PLC 65 l High Controller B Siemens §7-1500
BMX NOC0401 B Comm Mod 63 al  Hign Controliers £ Schneidy Modicon M340|M580
2 PLC #17 fm PLC 62 l  High Control B Siemens $7-300

It TR DT RTDE FEN. [AARVR] R—DIZRIRENET . [AORVN)]R—=DITE. B E
HEHMMNEFENSGYD. BIEMNGEEEEIAIEITELLEZT TR, EEELTOBEE AL
DRAT—HBREEZAR T TEET . OT Security (F. FybT—I B R 70T« VT )M sE %8 F
LTCZOT—2ZFWELFET. [TRTIR—VICUL. TRTOAATDE FE DT—AEANKRRINET . &5

[ZE89 %

(2. & E O FEOHTevk A [avk B—S5—EED =)L) [RvhT—HE E ] [IoT] DR B E AT
OE B OE & 12k R anET .

IR [(robD—VEE]IE@EICE [aobA—F5—,LEDa— L] R [loT] B @ ITE FATULVEVNT RTORAT
DEENEFNTVET

FEEEN—D (TRT. aohO—F—EED 2. RYNT—VEE . 10T) T, RmEIN D5 &5 5 DL
BEZRAELT. KRB EETNRIVAATEFT . £ EEVALEY—FBXUILEI T LY., &
RERTLIEYTEIELTEFT . RODHRIVAXFEITONTE EE LY —ILDIA—H—(2 5—
JI—RAE RS RL TSN,

R DR TIE [ARUR)] R—=D DINGA—E—IZDNVTEHRBALET .

[* AT LTS/ SA—E—(&, [avkA——] R—[ZDHA R TINET .

- 196 -



O

4 Al

MAC

Ik T—
DRITAY

i ]

N7
L—

ZAYk*

R HF—
I7I)—

77—L
17

&
BT
i B

0S

I T—ORDEEDAH . EEDREZY)VILT. ZOEE D[ E EFM] B
HAZRRLET (AR JEZS B LTS,

BEDIPTRLA,

| IR BEICIEHD IP TRLANSH DS A HHYFET .

SEE: (Direct]DINILAMT L= IP PRLRIE. Tenable ANE EEHFZEILL-FFLAT
T o IRNILAELME & (X, Tenable NEHEEEETICIPERE LI-IEEREKRLET .

Y—=IDA—H—(B8—D1—RE FES B L THELN.

| R BERXIPEHETIAIIA)ITEET ., 20T DFEMICDONTIE. B

B EDMAC PRLR.

CDEEDIPHEIVE TONDRIST—IET AL,

BEDIAT. ab0—5—. /0. BIERE. EEIATHES B LTSN,

BEEMEHRINATVD/ N \YITL—azvb o 1\ TL—48 B ICEE 538 i OFF
P BEEFMIEEICRRSINET .

INITL—2 L ITHHE E DIEE . B ENMIRUM IToh TS RAYE DF S R R
SNEY.

BN
B B NSk o TR B ENTH & D773
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Rouge . Resync
PLC

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
ruware
20.055
Details
Overview

Backplane View

Code Revision NAME Rouge

Backplane #4 (IO
PURDUE LEVEL Level 1
IP Trail 0 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors A
ADDITIONAL IPS &l = H @ @ =) &)
mh h h
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 @ 5 @ B
Vulnerabilities g % I b4 4 b4 I
C bt © bt
) VENDOR Rockwell £ 2 g Z 2 2
Active (3) = = 8 8 8 o)
MODEL NAME 1756-L61/8 LOGIXS561 < = = = = =
Fixed(0 £ £ £ - o £ £ £
ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 5 2 2 H £ 5 £
o o o - < 3 o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nic? {Local),nicO (Local)

Related Assets

NETWORK SEGMENTS Controller / | Controller /
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D

HEDEEDREFMA—C~DT7IEAFIR
. ROVNThHERTLETS.

o BEAMN)VIELTRRINTLBNITNHADR—D ([4RUNY] [4RUR ], F=1E ]
YR T=D) TEERZREI)VILET

o AIRVNIR—=DUT[TOaV]>[FRR]ZDIVILFET .
B ETIEESMTDIEERM] 9 Pz, ROEZEINEENTNET.

o ANYF—RLY - BEBIUVEOREDRKEICEHIIEZELTEROPEEZRRTLES . . £
DEEDIANERETES [T7IVaV] AZa—bEFNTOETS .

o M - FHHMBERESESFTLEESMTIEETIREDT HEETHT /L avVITHEILT
KRIRLFET.

e O—KEDaY (arbkO—5—0#) — 0T Security DI RFvTavb [#EEEIZKYR E Shi-. 1§
EBLVLURTIOI—RVEDaVICETHEHRERRTLET . CAIZE —FIZEASNIEFED
ERICEATLIIANTOFM. DFY. B, HIR . EESNIztY 3y (a—kTJovy/ S09) M
BFENFET.
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O

IPEEEF — B (CBIET 2T ~NTORERFIVBEDIPERFLET .

s WMEER -MBMRERR. DFYREERAINCDEE~NDTIERZR G IE-OIEATE
HIL—ERLFET . WERBZEIMNICERLT. RIEEZECHERRZRRLEY.BE
NDEEMDRERBEFE TEALEYTEET.

o F—TUR—b - BEEDA—TUR—IETHEHRERTLET.

o MEg8HE — IHX D Windows ARL—T4U PV R T L M5B A TOMILOER . B E D4 TDT
INRIZESTEB FIEEE THWLIEND IO TWBA—T UL BIER—NGE. BIRL-EE
[CBHLTORTLAEEL-RBME BEFHAETITAI) 2R TLET . B HESBLTS
AN

o ARVE — BENE R LTI TR DIRU DYRE T
o RYkD—OvT — B E DRI TR ET T I TRRLET
o FIMMRR—b (FYbk T—ORAYFA) — FIk T—O R vFDR— 1B T 5EHRERTLET .
s EERE - FRAFSINFTRTDE EDIVARDR REINFET .
o Y—R—I5F. 34T BEDIP PRLREMac PRLR, &R B IR ESN-BHRELE. &
EDV—RIHETELZIANTOERMNKRREINET .
ANYHE—RAY
AYE—RAVIZE, BEEDHREDKEOBELSKR REINET.
iy

P MAC Vendor Maodel Last Seen State Family

Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware

20.055

CORRIE ROEZEIHNEFENFT
« BHT-EEDRH-
e {RABNLY-ZOEEB@EICTIVEALI-TOE@EIZRYET .
s BEAAT - BEAATDTAVEBRHIERRLET .

s BEDHE - IP. "AUA—, J73—, BT, I7—Lz7. RERERERE (B LR EE
C.EEICHIIEELREBRERTLET
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O

o VROZAF7 4P ok - BEDIVARYRAATER TLET . YRVRATIFE. BE L0 5E B
DFE E OFFAfi (1~ 100) TY . COME DR TE 7 & DFRBA 1I2OWTIEL YARVEE i 5 BB L TS
W [VROZRAT A0 —8—80)00 5 %E iR 24D b R RSN YURTLAILODEE il 12
HEIDER(RBROANU MEEME. EXE) DARIPRRSINFES. —HOERIF. £
NEFXRDFMZERTISEEBEADIITT .

Unresolved Events  Vulnerabilities  Criticality 74
3544 3 High

o PHUIUATA— - BEFMEHRELY. Tenable Nessus ¥y 2E{TLIEYTEES.

s BRAM -V IILTIOEETH ARG 1 DU LEDIVTVEFHTETLFY . BRI DOE
TESRLTSL.

[E¥# 150

[BEM] 20121 BRUE-EEICEAT5EMOFEM AR RINET . [F]RIFLLKOHODEILIVIZH
BN, B ELI-E E DSESFLRIMTDU AT LT —ABIVHER T—INR REINFET . IEELI-E
EICHETLIEIIaIVDHANRTINET . U T SESFLGIATDEE IR L TR IRINSABE
HBBHDEITRTOEILIVATIIDIVARTT . BE . — . TAD IR AT /—H Rk,
Profinet. 0S. Y AT L. /IN—F 7. TINMRER AT, USB T/NM R AR —)LENTLVDY Tk oz
7~ IEC -61850. 412 2—T1—AMIK FE .
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o |foe a
PLC
P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560

Firmware

20.055

Details

Overview

Backplane View

Code Revision

NAME Rouge
Backplane #4
1P Trail PURDUE LEVEL Level 1 o ; ) 5 . S . . . .
STATE Unknown
Attack Vectors A 0 o
ADDITIONAL IPS o O O @ @ @B D B O
mh h Mt
Open Ports ADDITIONAL MACS
¥ Vulnerabilities FAMILY ControlLogix 5560 3 @ a 3 ? [
. VENDOR Rockwell = 2 3 = = 2
Active (3) = = z = = =
MODEL NAME 1756-L61/8 LOGIX5561 < < < < < =
Fixed (0) £ £ £ E o & £ £ £
LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 5 3 2 3 S S =4
(v o o > < o i~ i~ v
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SQURCES nicl (Local),nicO (Local)
Related Assets NETWORK SEGMENTS Controller / 10.100.101.X | Controller 7 10.101.101.X
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D

INITU—UIHEB{EINTODEEDSZE . [/ \WITL—Ea—]1t0iaviaHY. ExRIhTbdg
TNARDRAOV LB ZE L 1\WITL— MR ETFT4HIURRLET . T/ RERIRLT. T
BHDORAUIZFMERTLET .

a—KJE 3y

[a—KYEYIY] 2T (arvh O—5—0& ) [ZIE. OT Security DI RFvFLaub [IZE>TEFYTFrent-
AV A—5—0a—F Q& N—Tav MR REINFET . ETRF VT avk 13— avIllE TRFvToay
b IAME B SNF-BF R TOI—FUED VI T B HMNE FNTLFET . ThiF. HE DI Iy
(a—FTJOvy /| E1T) LTI T HFMHE FNFET . [ RFVToavk 1HAZ0IU S O—5—DLLRT D
[RFvToauk | LB — THUIME S (XE I2TO—RVEDaV O LUV avdME i asnE S . /1 —P 3y
LB LT, avkO—5—a—KR (I AN =-E B &R TEET .
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A
]
-]
1l

Rouge
PLC @ Finished taking snapshot successfully X

IP MAC Vendor Model

\ \ | | C |C Rockwell ~ 1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details
Version 1
L. 06:55:07 AM - Nov 11, 2024 Version 1 Search... o)
Code Revision
IP Trail Compareto  Previous Version Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM

AFVITavs (TR DA & TRJA—TEET,
o JL—Fv - AFVTLavkF VATLER EBEE CA—H DR ELERY. EHMICREBINE
9.
s POTAETABHE - BT D3— R 7OTAETADR H SN=EE (2, S RATLBRFYT avk R
H—LZF9T (H: a—K DFHa—k),
o A—H—BitE - 1——(X. B EDEED [ RFTYILavkZER I KRR ED )T BIET. R
VIV EF H ThUH—TEFET .
[ZFYTavk DF — IR —Z2BEFLT. avbO—S—0Oa—KIZmZbh=EM. HIR. . TE%
BRHTEET. REARUS — O O—F—TFITAETADARUS BATHES B LTSN,

HBi<EI a Tld. a—RUED IR R OIFEIFLh I av e BH B RFyToavk 1\ —oavztt
BRI AHAHEIZONTHBELES.

N3V DERRAY
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Version 3

8:50:50 AM - Nov 10, 2021

Version 2

Version 1

ZORAU(Z[F. 2OVt O—5—Da—R JED IV OF B Al 88 T R TO/N\—2av YRR HR R Eh

FY . N\—D3VTEI FON— 3 DR E A B IR LI-ERR B SN TUOSR IR FF I AR RSN FET . LU
BI DI ZFyToaub IMDNZE B AR H SNBEUIC FHiLLNA—"audME i ShES . TIR—RS5/4V )

A%, LB DB B TR—RSAN—Da L TRAE R TE SN TWSN—D30F R LET . /N —D3y

ZERLT [RFYToavk OF M ] RAUITa—RJEDaVER RLET
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Version 1 Snapshots List
User Initiated Snapshot

Routine Snapshot

CORAUNTE, BIRENTFN—2avE X TFoL I RF T avk J IR T 53R RShES. C
NIZE, FHTFraF A SNA EOFvITFrEn-HEBLEFNET.

AFVTavk Bl TE B NMTONELIOIEE  EH DR YT avk B — N\—Dav LTI
ItENFET. B — DRFYTLavk FTRT. FON—2a0 D[ RAFYToavh BB | RAUIT—E R RS
nEY.

AFvToavk N —2a D R

AF VT Yh IN—D3UFR] DIN—D I OR—R AV DIN—23 L B TEFE T BN E TSI
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N=23V] 8 IRLET
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[RFVToavk DFM ] RAUIZ, 2 DON—2aUE DT RTOE VDR RINET . EE LIS,
RELEEBDIATDTAAUTRINET

Version 3 Compaag s | PIEACLS Viershon E
Mams Sire Compaled an
Rouge(7)
Taslcs (5]
MainTaskis)
Programs (<)

MainFProgram (3)
Tagsid)
B (Dini]) koko o Mo 100 202 QECE0:30 AN

o (D) kokod Mo 10, 2021 0S50S0 AM

AFvToayk DIN—2 3 F B /N—2a0 (BERID/N—2a L)) LB T 5F)E
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BRLIEN—2302[R=RFAU] TR R EIN R—RSA/\—23 0 EL TR E SN TS
EDRENFET .

FEE N ER—RTIAVELTERELIE I ETHINE. FOE EEZFE AL ETTY .
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THEIUAZaA—DS [R—RTAN\—Da V| R IR LFET

7. [RFYTavb DFEM ] RAUIZ, 2 DON—23 B DI RTOE VDR RehEd . TEHIEC,
RELEEREDIATN A TREINET .

AFVTavk D R
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RAFVTTavk (&, A——DF B TRIE T 5IENTEFT . &z & B ifrE Aok 0—S5—DIRsF -
AT FURET IR ITRF VI avh 2 RITTHIEEHENOLET .
aVk O—5—NDRFyTavk O B F B
1 [4vRVRY]> [avbB—5—] B E T. B OI b O0—5—%RRLET.
2. [A—FYEDaV]4T%0IVILET .
3. [RFVFLavk D] X1 DB £IHD [RIVTavk &R 000l ET .
A—H =B LR FyToavk pMERL ShET .

4, EEHIHANSNLZVMGE . FFLOA—TF =5 R RFyT avk Bz #Fi/\—2avn [JED IV E
BIRAUIENMEINET . ZEAE R Sh-EES . 3—FRJEDIVDEEERITHLLVI—DT
UPMERR SNFET

IPEEE Bh

[IPEESE] 2T12I%. COBEICEAETEITARTDIP AR TINFET. [Ryk T—oH—K 1 F]IZIE. 2D
B ETHERAINDIRIINT—IOHh—K DVAR DR REINET . RYkT—IHh—K DE DK EN%E91)vL T
YRARERHL. £B/\VITL—UIHEHR N TSI RTOEEDIPERRLET.

| Rouge - — .

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

20.055
Details
Searct
Code Revisio
P Start Date End Date
IP Trail
© 1756-EN2T/D | Slot 1 (1)
Attack Vecto Oct 30, 2024 09:53:07 AM Active
Open Ports ~ 1756-EN2TR/C | Slot6(1)
Oct 30, 2024 03:53:48 AM Active
Vulnerabiliti
© 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:58 AM Active
Fixed(0) ~ 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Event:
Network Map

DARZIE IP PRLADE A ORI B &R T BAEFENET . £ T B DA T2 av IR DESYTT .
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- BERBOBREEAEL. TOLAOBEEERIE TS ThIFEEETHVL O, BEML
KR RBEELCTOTHIR T2 (K- DI0—X. $—ERODBR ELL).
T2 R B DA R

WERKE BEEIIIVINEBECLUFHTERITILELSHYFT . ThiX. BHDZ—S Vb
BEDREZER]IITIONET . RERBREERTHICE2 DOH ELIHYET .

BB -OT Security [FTTRTOEEMLTHERRZTFML. LR BLEEREHFELET.

s FH -EHTEDV—REEZIETE 35 OT Security [&. 3—45 Y B EADT7IERIFI A TES
BEMNERE (FEITIEE)ERTLET.

BEFOHREZRDERKFIE
. B4 EED[EEHRMIR—IRHL. [REBER] 2TV )vILET.
2. [ERR]1ZY)vOL. KOyTE RN DS [V—REB B ISBIR] 2099l T .

Details
.

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

BEZRRABBMICERSH. [HBER] STIRTINFTT

FEOREZWOERTFIE
. BRI EEDC[EEFHMIN—CICREBL. [RBER] 2TE20)0ILET.
2. [ER]1%0)vIL. ROyTa U)X hs [V—REF B TRIR 1 #0)vILET.
[V—RDBIR] 21 R IR RESNET .

EE: TIAHINTIE. YV—REEIFRYZRATIBICHE ATOWET . R REREZABLIEY. BHDEE
#RRLIYTEFET,

3. BWERIV—RAEETERLET.
4. [ER]ED)IVILETS .
WEZBEME SN, [RBER] TR TSNES.
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WEZKDEK T
Details
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate o]

Code Revision

IP Trail
Attack Vectors

Open Ports

v Vulnerabilities U

° ) AN

Active (3 S
(3) NelBIOS (137/UDP) NetBIOS (137/UDP,

(€©>)
Camm. Adaoter #60 OT Device #59 \V A

Fixed (0) U @

|

[MEER]2TICF BRSNS EEISH L TERSNRLH LK EF R ORI AR T
SNFET . [ER]RZLDEDRVIRIZF RRSN-HERBOERBRNIRTEINES . RER
O IZIE. ROERMIEFENFTT .

Events

Network Map

s WERKICEFINAREEIZIDONT, JRILRIVEIP FRLANR T RENET . EET7AIVED
LT ZDVRVER A THEMDEMER RTLET .

o Fob -, BETO SRR ENET .
© NI ERETRAE DS E . AE A TEFATOET .

R (HERRIITOE LIZHAINVTRIVEI )T 5 BERBREEDHRANR TSNE
EE

B LY TLVSR—k

[A—TFoR—r 1427121, ZDE E DFA—ToiR—t DURN R RENET . A—ToR—kZ&Iz. E A
95703/l BEEDR A . TANRZICEF NB . R—rHARAVTWSILERTRRY —
A(THOT4T oI, IR—bwELS ., %t 5 . Tenable Nessus Network Monitor FEf=I& Tenable Nessus
AEvV) ICATHHMMRBEINET . EETHAREEL IP ZLIZ. A—TR—~ OfFE 5l DUR A
RRSINFT (REH/ WITL—FB L TTIERESNER— L EHET). IP DEDXENE9)ILT
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Rouge
PLC

P

Firmware

20.055

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

¥ Vulnerabilities

Active(3)

Fixed (0)

Events

Network Map

Related Assets

Sources

Port

44818

Port mapping is turned off

MAC

Protocol

| 1756-L81E/B | Slot 3(2)

HTTP (80/TCP)

Ethernet/IP (44818/TCP)

| 1756-EN2T/D | Slot 1(2)

HTTP (8O/TCP)

Ethernet/IP (44818/TCP)

| 1756-ENBT/A | Slot 8(2)

HTTP (80/TCP)

Ethernet/IP (44818/TCP)

| 1756-EN2TR/C | Slot 6(1)

Ethernet/IP (44818/TCP)

Source

Conversations

Conversations

Conversations

Conversations

Conversations

Conversations

Conversations

vendor Model

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560

Description

Hypertext Transfer Protacol

Ethernet/IP

Hypertext Transfer Protocol

Ethernet/IP

Hypertext Transfer Protocol

Ethernet/IP

Ethernet/IP

nCc» Ca

State Family

Actions ~ Update Open Ports

Configure Queries =

Last update

Nov 27, 2024 08:42:58 AM

Nov 27, 2024 08:46:23 AM

Nov 27, 2024 08:42:58 AM

Nov 27, 2024 08:46:46 AM

Nov 16, 2024 04:13:17 PM

Nov 16, 2024 04:17:50 PM

Nov 27, 2024 08:43:37 AM

F—TUoR—b DRALT I BB R B E . R AFELRAVOTOAIEERTEREZELLGS )
ArDSEDA—TUR— DB BRI ICHIBRESNES . TN OB (L 2 BRI T . [AF—TR—+ D
HRUINEIME ] ORSEREBETDITE. THARZS B LTS,

F—TUR—k RXN2 DINGA—B—F [FOT4T VT THELFET . BRLE-EEICFHITVEE

LT A—TUoR—FDURNEREFHTHELTEET .

A—TOR—+DIURFDFEEH FIE

L [AoRUN]> [avbh0—5—/ 20— VR EIEET. BEHDEEZRRLEYS.

[EEFHM]EEIARTINET.
2. [A—ToR—r157%0)0ILFETS .

3. [A—ToiRk—bt 1 RA0DHE LIZHD [A—ToR—DEFH 1)L FET .
HLORFYUNETIN., COAVO—F—IZR R ENTWNEA—ToR— AR FFENET .

[F—ToR—b 12T DEDM DT 73>
HIEDEE D [F—TUR— 18T T HEOF—TUR—b TR L TR DT I3V EIT TEET S
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ActiveQueries.htm

O

o ZFXyY - BIRLI-AR—FDRFYEETLET.

* KRR - TINMADITITARA—TI—RIZTTIERTHILET. T/HAARIZEA T 52D M DFF Ml &32
MrERRLES.

1 DR—k TORFYDEITFIE

L [ARUR)]> [0 05—/ RV T7—VEE]EET. BHDEELERLETS.
[EEFHME]EEIARTINET.

2. [A—ToR—r14T&9)0ILFETS .

3. "EDR—FEERLET.

4. [POav] A=a—E9)ILET .

5. FAYITH I AZa—hi, [REFPU]ZBIRLET .
OT Security [BE IR ENFAR—F TREVYUEETLET

& E OR—2)IL0O% R FIE

AR COFTaviF R—b 80 (VT T7IERIER) AF—TUR—b D1 DTHAES & ITOAFE R TEE
EE

L [AoRUN)]> [avh0—5—/ 27— VR EIEET. BEHDEEZRRLEYS.
[EEFM]IBE RN IR TEINET.

2. [A—ToR—r158T%&9)vILET .

3. HEDR—FEZZIRLET.

4 [POav] A=a—&0)wILFET .

5. ROWTA I AZa—hb, [RFR]EZBRLET
FLWISOYRTNEE. TDE E DEER—FIDHRTEINET.

e 55 1%

[ME881% 1 #T12I&. OT Security 7535/ UIck-oTIR B SN=. B ESN-BE (T E X5 259 ~T
DIEFTFE DIVRR DR RTENFET . PATLAIE. IBE @ Windows ARL—TAU T AT AL i 557470
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BRI GEDRBHERELET . BB FITATEBEFEHD 2 DOATINL FTIRLE
NEY. FVAMIL. BEHOME LZORLEICEHITHF IR TSNETS . COFT ISR TSINBE
WL IEESNEEEICEHETIRBIELITAIOR—UICRRINSGIELZRWLT, [YRD] > [HEEE
HIN—DICRTSINDEHRERMLETY . M5B FEHRDFRBAITONTIE. MEEEEES R L TS,

L
PLC

P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33AM  Unknown  ControlLogix 5560

20.055
Details
Search 0o 202411200946 Actions Update plugins Y
Code Revision
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings %

IP Trail

Attack Vectors Name severity + VPR Plugin family Plugin ID Source owner Comment

Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500002 Tot I?
5]
=

Rockwell Automation Logix Controllers|... Critical 5.9 Tenable.ot 500451 Tot v

~ Vulnerabilities

Active(3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIX5561

Version : 20.055
Sources

AUk

[4RUR]2TI12I&. OT Security 755 MvIz&k>THRHE Shi=-. EEICBEE T LRI TR DAY

FOFEMIRNDR REINFET . RRSNDINER I DM BEZFHETLHILT. RREFEEZHRITAX
TEFET . ARVM & SESFLGATIV (AR FAT RN E . RID—R 1 E) I >TTIL—TI T

EFF . T IRURNJRRNEY =R BEUVTWA) T LY RBEETLIEYTHIEETEET . hR
AIARERE DR A IO TIE. BE OV —ILDA—H—AU8—DJ1—RE R HFS B LTSN,
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P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
rinware
20.055
Details
Search jol O
Code Revision
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C 4
o
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 10.1€
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0) o
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Notresolved
vents

Network Map Details Code was uploaded from a controller to an engineering station

Code SOURCE NAME — i —. |
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS

Sources Source A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the up.\uad was done
» Destimati ESTINATION A Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
estination Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter #44 When not part of regular operations, a operation is approved to perform this
Policy T — code upload can be used to gather operation.
HER HRATHI I ADLRES information on the controller behavior
- o as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 4 operation, check the source asset of the

event to determine if it has been

R=TU DT EIZIF BIRENFARNUNBI T EFH BRI TR B SN TR RESNET . BRRLS:
AR DARUNBAT I E S HETDHANRRENET . ARUEDFMIZONTIE ANV ES R
LTSy,

RAVDLEEIZ[TOIAV]I REUHYET . CORIEFE ST BIRLIZARUNIH L TR D73
VERITTEET.

* BRIR - COARUNERIRFAHELTI—ILETS .

o XNTFXTFAINDFIA—E - ZOARUE D PCAP J7A ILESIO—R LET .

o RUS—DBERH - COARU DR —BENEERLET S
NoDT7IavOFEFMIZONTIE ARV DEZES B LTZEL.

BFEARVRYRM R RESNDERICONT. ROKRTHBALET .

04’ 1D ARV ES BT BH=DIT AT LIZESTE R SIS ID.
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AR EBIR LI-E E D IP £f=IX MAC.

ARV ZERR LI-E E D IP £zl MAC.
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AR DEE X (T IP £ MAC.
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° BMEANUEL -2 DY THATIVNE ENFET .

o OVMA—S5—1REEARUE - TNEDRYD—IF. Fyk T—ODa b O—5—TH
955 FEHmHELET.

o AVNO—F—TFITAETAARUE - FOTAETARI)—(F. 2k TD—UTHRE
FBTITAETAIZBEAE L TWET (DFY. RvbkT—IDE E M [CEE Shi=IO
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—T9.

o XYNT—DEBR AR - LR —(E. B A DE B ZFTRTRIsT—D0
S90S ELET

o FYNT—OARUL - Yk T—ON DE E HKIVE FE [ Of 5 A)—LIZE
E LR —T9.

ARNVE DR RFHELTI—ISNTVNDINEINETRLET .
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E
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ARV DFFREFISEMSNI-OA R ZERRLETS .
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Code Revision

~ Vulnerabilities

Network Map
Related Assets

SSSSSSS

AN
@) [O] (¢<9))

CDRTITR RENDHER L. [RVbT—I2VT | BE ISR RENDEREFF UL TOET AL ZIITK
RENDERIICORE DE E I EIHEMBICBRESNFT . T, COEME IZIF. 1ok T—I7y
TOAVEE TR SN TWDEIGE E DY I—T DR T3 B ¥ DB E~DEHKHARRS
NFET . COFTITR R SNDIE R DR B IOV TIE Ryk T—I2yT &S B LTS,

ITARTCDE E DRI T—I2vTeR R T BICE [RVST—IOVT BB R2ED)ILFET . U
VDG BE TN T—IVTHBBITHE KL COE E (TT4—HALT. th DE E T IL—T Dk &
KRLFET

TITLE DEFENEEONITNDED VIS HEEDNEEDFEMARTEN. BEZ DIVIED
T HEERL-BEEFMEEICEELES.

T I\ AR—k

[ 7/ L ZAR—bF ] 2T (ERI T—D R/ YF DK R TE. vk T—IRAYFDR—t TR T 55 M ASE
FNTLVET . OT Security [&. RAYFITxE 35 SNMP 4T ERALTIOT—2EIRELET. RR&
N5 R—k DFEHMIIE. MAC PRLR, BRI AT 2R (TYTEIFFIV), TAUTR., AL
EDFEMHLHYET
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MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

B T P2.6 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vlan1 uUp uUp vian1 Siemens, SIMATIC NE... L3ipvian 04:34:37 AM - May 28...
P1.16 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

AR CORTERTIBITEL. FHIUE TIOMBEZRRNITLES . COMBEETIT4I1L $5IZIE. Tenable
HiR—h 1SEHK LTS,

BE & E
BEOIBAERE]R—VICE RRFENZTRTOE & DURS DR RSNET .
[BEEEE]R—DITFTIERTEH &
L [R>S [TRTOEE] T—TILT. EEEZVIVILTEEDFMR—CEHEET.
2. EROFES—LavR(UTIHERE]EV)VILET .
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[BEEEE]R—CHRRSNFET.

— | Rouge
< &
<—— PLC

IP MAC
\ \ A
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T...
IP Trail

Comm. Adapter #89 ControlLogix Nesting
Attack Vectors Comm. Adapter #90 ControlLogix Nesting
Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Access Direction

From Partner

From Partner

Actions ~ Resync -~

Vendor

Model

Rockwell  1756-L61/B LOGIX5561

Details

Type: ControlNet | Address: 1

Type: Ethernet | IP: 10.101.101.1...

ROFMESTC[BEAERE ]| X—CNRTSINET

5 at BA
IN—+F—RE B E & E DB H.

E&RE17 = & E LD R DRAT: Rk

TIRA M BELED/NN—FT—DR OT7IEADE [ .

o EEINTDFHM . f=£AIE. ControlNet Ff=I& IP.,

PEREZRE OT Security NCDE EZFmx IR R LB 7.

RRERH OT Security ACDE EZ&x R ITHRH LB 7.

RANSNT=E E OF

First Seen

09:55:37 AM - Oct 30, 2024

09:55:37 AM - Oct 30, 2024

s3umasa

RAREN=TINA(REIE. TRYSTT)ILAS Ak A—5— (PLC) DI\ TL— 0TI ADE %) T
EHINTIVS PLC =370t DFE £ R FI#H S XTL(ICS) B a—ILDZETT . k. BIETS
TA—CEEEHR NI ZERRBF 54T (VFD) Il TWET . RRANSh=-EEDFHEMERTIT D
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[T . [BAEEE]R—CT. RANSNI=E E D 9%ED )L ET . OT Security [£ 7" 74 %E
BALTRARSNE=TNARAERLET.

@ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11, 2024 07:19:08 AM  Unknown ControlLogix 11.004

Details

Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown — —
Open Ports @ L[ L ]
ADDITIONAL IP +H h
~ Vulnerabilities ADDITIONAL MAC 'g 3 '%
T 5 3
Active (0) FAMILY ControlLogix £ 3 £
E 0§ s |E
= F =4
VENDOR Rockwell = > n o
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Communication Module Details Nested Devi 9
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 ested Devices(9)
FIRS E -54: . Communication Module Details
Network Map RST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

[RARSN-EE QM ] R—VITROEMBHRIAR RINET .
W= BRI NNT21—LARNILIREE BN IPREDE E DEMIE ENET .

<8 SUTIBE . J7—L9TF7/IN—230, TINMREAT . 1w TL— B S . ROV &
SHREDFEMOE ENFET .

1\ 7 INVITL—2 DTS4 Ea—DR REINET . 1 \WITL—Ea—IZHDT/INMRE

L—> #0003 5L [BEES1—IVOFEM] T E[RARRSNI=TINMMR] TR R Sh

Ea— *7.

\j_x

& ED[V—RIA=JI0E BT 2107 RO LREG ISRESNBELE. EEOY—RIBET
BIRTOER DR RENET . A& OY—RIE [A2R-U]> [TRTORE] —L O [V—X] 5
THRBIENTEET
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[V=RIR—=VITFOERTDHE
L [AVRVNY]> [FTRTOEE] T—TLT. BEEZVIVILTEEDFMR—CEREET .
BEEDHFMA—UHARTEINETS .
2. ERIOFET—avRAoTIV—RIEDIVILET .
[V—R]IR—UDNRREINFT

Rouge - -— .
@ o z

P MAC Vendor  Madel Last Seen State Family

Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45PM  Unknown  ControlLogix 5560
Firmware

20.055
Details

Code Revision

Name Type Reported IPs Reported MACS Last Reported First Reported
P Trail

nicl Local | C Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nic0 Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM
Open Ports

¥ Vulnerabilities
Active (3)
Fixed (0)

Events

Network Map

Related Assets

[V=R]R—UNRDFMELLITRRSNFTS .
5l Bt BA

=Nl Y—ADB I (fzEAE B—HILY—RDI5 & [F nic 1 A¥nic 2. Y—RHEH—Di5
B [Ttoy—2).

24T Y—AMDAAT: O—AhJL ICP =Tt H—.

mEx Y—REEZRETETDHIP PRLA,
hi=1p

WES V—REEERETETDHMAC PRLR, o H—NE EEB R TEHFEEEL

hi= 15 & . OT Security [ MAC PRLRZRELFT . toH—hIE E HDZEEENTINT

MAC H. BT DR EZEHEE LTS5 S . OT Security (TR EINt= IP PRLADH
EFRELES.
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o &

oF &

®RE V- REEIRRITHRESNEFEZ.

FE#H V- REEIRDITRESN=RZ.

& i &% M O &

OT Security (& W& T—RERIN T—ITOTITAETAIZE DNT. EEDI(TEL R EB ERIC
HAILET . VATLACOBEREMNE TELVMGE CEBHAIAERE TRVEERE OISR E
B Ul Do, L CSV I7MNETYTA—R FHIETINLDINGA—E—4iRETEFT . EEDO— i
HI7ZZRERBA L=k DS FT DERBAZIB I T H2ELTEFT .

Ul IZKSE EFHORSE
1 DDEEDNEEHMERETBHITE. ROESITLET.

1.

2.

3.

[A12RVE)] T [avbha—5—] F X [RhTD—VEE ] =0 )vILET .
LWEGEETERLEY.

ANYE—IN—D [POav ] R & IILET

FayTa o YRR, [fRER] EEIRLET.

[BEHMOBE] Vo FIhREES

[BA4F1 RYIRT, KAYTHOU) AN & FE A1 TEERLET .

[£ 871 ARyDRIZ, OT Security Ul TE EZ# B T 57-0DEFTEA HBLET.
[EKE]RVIRIZ, VAT LIZEDTDINE EDEKEDLARIVEAHLET .
[/$Fa—L RV ROVRIZ, B E AT Ltz S Ta—LARIEA B LET .

[/399TL—2]1 RO R (avk B—5—H) 12 B E MV RR—ILEN TS/ NI TL—2 DA il
EAALFT.
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10.

1.

12.

[T\ ARVIRIC. BEEDGFTOHBAZANLET . ChFEEDI(—ILLTY . T—2IF. &
ET—JIWCHOEED(EEFMIBEEICRTEINES.

[BBA] RO RIC. BEDHRBPEEAALES. ChIFEEDI(—ILKTT . T—2IF. COBED
[BEHMIR—VICRRINET.

[REIZVIVILETS.
OT Security [CKY. fRESN-FHMNMRFESINFT .

BHDEEDRE (—EITOEX) FIR

1.

2.

3.

[A2RUNY] T [avhR—S5—] Fz& [k T—HEBE]1 00O FET .

B D& & E O ICHEIFoVIRVIRERIRLETS.

[—&T7OLav] A=a—%0)vL. RaYTAOU)RE G [RE] ZEIRLET .
[-HEHER]IEE T, —FERETEL/NGA—F—DRREINFT .

WETDIENTGA—EA—(FAT. ERE . 1\T21—LAR)L. RV T—oET AN BT, HH) D
HICHETFTIIRVIRERERLET .

AR RN T—ORIANE—ERETIEES . FTEEL[2MT] TOILA—LTHD., —FERSE
FREELERLTUZEN. EH O IP FRLRERF DB E (X Rub T—0TAO—FEHREICED
BDIUNTEFEA. REEEZFH THREI DL ENHYFTY

BFENTGA—EF—ZFRLBITIGLTHRELFT .

IR [—HERRE]IJ—IFICAALERR L. BRSN-EEDREDABET NTH—/\—31F
LET. 1\GAE—DEDFTIIRVIRERRL. BIRABZANLEWNGEE TEH, ED/NTA—5—
DHREAEDMEIFHESNTT .

[(REIZVIVILETS.
OT Security IZ&Y FTLLERE TR —DMRFEINFT .

CSV D7v7O—KRIZ&BEEFMOREE

CORETEEFHMEREIDE VI TFHTHREIDHADYIC. csv T7MULTHELDE EZRE
TEETS . COAEEFERLT. 247, BHT. EXE. /\T2—LARL 5FT. B DRFLTA—ILE
DFMZEwETEFT .
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CSV TEE

HMEREIOFIR

1L [AVRUVRII T [ TRTOERE ] [avkB8—5—] £[ED2—0L). [RobT—VB E ] OLThd
TDIOLET

2. [THORR—F]REZEI)ILET .

Controllers and Modules

+ AddFilter v

Search... 0
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m
Name Type Risk Score | Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il High 10.100.105.27 £ Schneider
~ Backplane #103
~ Backplane #104
v Backplane #106
v Backplane #112
~ Backplane #115
~ Backplane #137
~ QRS S “~ >
AURURYD csv TPAIILDE IV O—R EhET .
S > S —_
3. AooO—RLizENOT7/ U BB L TREET .
4 & B € <] [ 4 L} ] H I ] L] [§ L L] 4] L Q E -
1 [] ot Fame Tppe Bk Cribcaldy AddrewursVendor Farmdly  Model  Fomesrs Sy Puder L %een locsiion  Raschplane Decriphion
2 o e P ] ke T - LE AT HaghLrtioi B0 L0 S0 Bachhof  L-apserm 2B NP Unincwan Lewell LLEE LT
¥ o e T T S A ST L A3 HeghCrteri B3 180 1 Seweere. STE00  CPUAIZSAGE  Fah Lewd]  sewsiee Seprrarin, SOAATHC 53
i [y Ty B T o] Tarhiy e PO Mgl B LO0 18, Hebrinoir] miesi Al e P LV Urinieam Livel]l  aonsissd PR
% i P e g gl Catroler 30 Maghbac; B3 LBL1E Twas Insirumenty Urdncen L] BSReiEed
L] s el BN, RCHOI 3 MighCritic: 50 LB Schrspicier Micdioon P ID] NOC 1% Uningwn Lewel]l  ESSRSESS Lb Schaaicher Qlectric M
T LIV L e WAL iy L. Ts il HighCritics 50 LI 1 Smern. WPROTHC TREY Urincwn Lrwel]l  SSsassss
L] O I S R LE 81 HighCritiei 1) L0 10 Restiowell Wmrodogi 1PBELINE  1ODS Unindwn Lewell  Sowsams AR Brafiry 1L
L ] Oy T A T [ TY Haghlrber; PIAG 1D Emavion S5eres 10 M BE N Unhiea® Liwel]  OERRRESS Agins Teaas Baa - 50 Pl S0l
L i R T AT P P A S 30T T3 S ] Haghlrt; 53 DB0 18 faprepra. §P-003  OF B-LLBEE bt vl | piRniwmd Jomrarn Ll AT el
" (PSPl OO P D% WY Magh ke 53 B0 Torsble Uringen Lesel]l  ESBskEe
12 O N DA Wil PUT XS W RLE M MOt 30 L0 A Spra.  SIPROTIC PUTERILY 04 6700 Uninown Leweidl LLEE LI WPROTOCA ENLOD X

4. BILDABEEELT. RERTRELR/\TA

—A—EmELFTT(IRE ARG/ N\TAEZ—IL, 54

T &R ERE. KTFa—LAL B BB DRELTA—IE TY).

AR BEOA T A ERBEETDNGA—E— (AT EXRE . I"Ta—LANEE) IZFEHET—4E
EANTILEIHYVET . BERLGTETRIMGE . IS THEE FEHSNFELEA.
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5. D74 I)VE& csv I7MIWAATELTIRFELET.

AR ZTELEEEDOHADNVARTLTEHF INET . csv [TEFNTULVEWNE E . F-EE B LTLVEL
TIE DRTLATEBINFEBA. 2. COAEZZERALTE EXHIBR T 5L I TEEEA.

6. [A—ekE] T . IREMA]>[RERE] ITHE}LET.
[BERE]N—VHRTINET.

Asset Settings

Monitored Network @

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors' subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

DEFAULT IP RANGES 17216.0.012

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

Update Asset Details Using CSV

You can export a CSV file of the ‘All Assets' table, edit it, and upload it in order to
update asset details in bulk. Editable fields are: Type, Name, Criticality, Purdue
Level, Location, Description, and all custom fields.

The capability to update asset details using a CSV file is only available while using
English. Non-English users can switch to English while exporting and uploading the
CSV file and then switch back to their preferred language.

LATEST UPLOAD DATE Download Report

7. [CSVEERALTE EDFMETYIT—] 03T [PTYFA—KR 129 )0ILFET .
8. TINMMRADFEL—2 3o TA VTN ST BRELEIEND csv I7MILVETYTO—RLET .
B SNFTHERIER AvE—UHARTEINET .

[CSVEERLTEEDFMETYIT—H ] Eolavn [BETYIO—FBIRIADNEH SN
F9.

9. 7v7O—ROfERICBETAHMEHERITHITL [CSVEFERALTEEDEMETYIT—H] €
923av T [LR—cOF o O—R ] 200 ILET .

OT Security [\ 7YyFT—h&N=E E ID E7VTT—RIZK B LI=E E ID AL LT=csv I7A
WESY O—RLET .
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EEDIEXRT

1L LDEEZEEANVNIDSERRICTDIENTEEFY . ERRILFEEEL A/ORUR)
[CRRENT . TIL—ThBIBRENET . 1L, ERTDE E DAV ERVST—IT I T1ETA
[E. Bl EMHmERTINFT .

FRTOBEEIX [A—HURE]>[RERE]>[FRTOEE]N—UHSET TEET .
1 DU EDEEZERTICTDFIE

1.

2.

3.

[A2RUNY] T [avbB—5—] F =& [Rvk T—OEBE] 2000 FET .
HIBR 9% 1 DLL L D& E O DF IR v I REEIRLET .
ANF—/IN—T. [FTo2av] &0 )vILES .

AZa—HRTSINES .

[BEZERTICTH]I ZERLET.

[ERTOEE] R—CHRTINFT.

(AT2av)[AAVR ] RYIRT, BEEICETHTHFRANIAVNZEMLET .

ER: OAVNE [B—ERE]> [RERE]> [ERTFOEE] ~—> 0. A SN i-E EDURL
TRERINTEY

[ERZR]ZIIILFT.

0T Security [AYRUMJ] R—=DE[TN—TI R THHZEEMNFERRITHVET.

&2 W DTHAR—h

BEFLTEEIN—TOZW LR ETIRAR— LTHIVA—R TEFT . COLR— A0, R1R
H A2 DMt O BEE50 2 EMTEEY . COLR—F % Tenable HR—b (SHAFLT. FMAD W E1T
ITENTEFY .

P LR—ZIORR—95F &

1.

EROFET—2avnN\—T [ARVR)]> [TRTOEE] DIRISEELFET .
[TRTDEE] X—UHARTSNFET .
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2. [$RTORE ] T—INT. B LR ODTORR— 28 5 1 DEIHE M O&E EHRRL
7.

3. ROWTNHIEITNVET .
s 1 DNEEMGE: ALIZHA[TIav]s> BB OIHIRER—F1E09)0ILFT .
s BHDEEDNDGA - ALIZHA[—ETI V]S [EHOIHIAR—+]1Z20)vILFET .

OT Security [ZkY. ZBIR LIz 1 DFELITE B DE E DZ B LIR—kHAForO—RShES . 2
LAR—b (& tar.gz Z7AILT. & E OFF#l & json T7MILIZE FNTLET .

ZHLAR— DR A& B E DR AT ZALRZUT, OT Security D/A—2av V& FNET . 1=
EZIE RDESITAYET .

1 DME E DB A : TOTS_Rouge_3.19.15 2024-06-03T07_05 27.tar.gz
B DEEDZ A TOTS_AssetsReport_3.19.15 2024-06-03T07_17_54.tar.gz

4, ZWILAR—LZH B L. #7450 DF=HIZ Tenable Y7/R—k IZHXHLET

& EEBE A D Tenable Nessus R¥voDE 1T

Tenable Nessus &, i 54 & H 57012 IT T/INARERAFv2 9 5Y—ILTY . OT Security TIE.
OT Ay T—ON DT D IT EE I LT, Tenable Nessus DEER RIS D—IRXVUEE T TEE
T, INIE —\—ERIb T T INARDIE B 2B L TEBIZZ KDIF R EUINE T 57260, 74
TATIE IV AT LRAFYUTE o CORAFY TlE. WMI ESNMP DR EE R AN IEZNEFERALE
T. COREIL BAETSHPCAR—RDOILVUTOAEITTEET . AFAVvUBRICE [HEMHE]R—>
MNoTIERATEET . hRAATARALEZRAFYUFE R LT B E DRV D—IE E DI TR LTHEE
@ Tenable Nessus 75942 Dvb R 1T T5HEHTEET . Tenable Nessus TSI AV RFv %5
BB L T<IEaLN.

OT Security @ Nessus AF+> (&, Tenable Nessus. Tenable Security Center. Tenable Vulnerability
Management ME K Rk T—OX X v ERILRID—ER EEE R LET . M — OE L&, OT Security
DINTA—IVAF T3 TY . LT (&, OT Security M Nessus AFx¥> D/\TA—IVAA T30 TH .
NSDATL IV [POTATHOIVE B R—U o2 E 5 [Nessus AFrU ] IZHBERAINET .

s RFICFHEIHRANGE (&X)
o RALHIYDE B FTvo 2 # (&R XK)

o FUT=UHRAIYDZA LTI 157
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X% : Tenable Nessus [&. ITIRIE CTRBEIZEETHE AR Y—)LTT . Tenable Tlk. B E O EIZF %
T A BE M BB, 0T T/INARTHOFE B IZBE HLEE A

¥ 5 D& FE |2 Tenable Nessus A¥v2E1T95FIE
L [ARIN)]> [ D—0BE] ITRBELET
[RObD—VBE]R—THRTEINFT.
2. Z%%2 9% 1D £ D& E O DF IRV RAEERLET .
3. BLED[7HPav]> [Nessus RAv2 ] E9)0ILFETS .
[Nessus ¥+ DE ] FAT7AIRVIRANER RENFT S

Approve Nessus Scan

The resius Lcan for vulnerabilities in 55805 i5 nol intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
devices and senvers might Jn:cnwrtl-m i ._w..;ll.,:l,ul.'l:,-. Please ma o Tune
that this asset is not one of the above before proceeding with the scan

4. [REXPUNEL] &0 )VILETS

OT Security A% Nessus AF¥ v &R {TLET .

B R DEIT

BRIAKE L. COEEDRHMIFEWMEIMSF 501, robJ—0&avb0—5—IHLT1DUE
DITVERIBLET . FIRRTBRLGIANTOIIVERTIAEL B EDIIVERTIDELTERE
ER

UTIX BRIATH ARIRERITYTT .
o INWITL—VRXNY — INWITL—V R DED a—ILEFDE W ERE LET .
* DNS R¥vY — bk D—IRNDEEDDNS B HRFLFET .

e BEMlOTY) — b O—S5—D/IN—F T ETT—LIITDEMER S LET BRI [EE]>
[k O—S5—¢FED 2= R—2 D [ F7—LIxT] T4—IRIZRRSNFET .

s AT -EROTOIVEERLT. EEEZHALET .
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NetBIOS £I!) — vk J—HKR D Windows T2 D5 8 L& H DF=6IZ{F A S5 NetBIOS
—X AR NN EEELET

SNMP T (SNMP "B 31 ZEA) - SNMP AE G EE DR EDHEMEZREBLED.
R -BEEDREDAT AR (RITHR.BIEh . EE. FH. TAMN ERBLFET.

ARP — RYR J—HTHRH ENF-FH LWV IP D MAC PRLRZERELET. 5 R (X[ ]> [ =]
O AVITRIREINFET .

BREOFHGT T [BRYMIRNIVNVES LD EIENHYFET . ZAONDIEH IFTRDESYTT .

TINARIZENZE TEGULD, A TEDVTUAGELY

TPOTATOIIR—C TR ESNIZTIRRF ALY, EBFH UNDTHIUNZLDEE DIT
DB 15 A IR SN TLB R BEE A S

Z 0T Security TTAAAUE TlX. YTUHE 3 1T TLVELY
[ZOT4THT)]>[F8] 230 DT RTOITIUNE S (TH->TULVS
BEIZTURA DA D IP 7R LAY

BEETHAOBRPOETFIR

1.

VDEGEED[RERMBIR—CT. 6 LIHS[BRAMIZVIVILETS.
HTYDR AYTETI)AS R RENFET
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Run All Queries
Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup

Backplane Mapping

State Query
ARP Query
2. RIT9BH0TVED )00 T M [TRTOIVTIVZELT 120 )vIL TR ARG I RTOIIV%E
ETLFET.

FITINRITEINDE, VTIDRAT—RRZEH DB AR TSNET .
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@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sLoppea
@ Details Query completed successfully X

DTUHME T 51U, OT Security (FZDE E DV AT LT—REH LT —RIE DVTEHLE
EE
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RIS D=7

[y J—o<yF] El (&, OT Security vk T—IMR B #RE ICE>TR B Shi=RrokD—9E& E L
ZTORBRERB IS STREMNIZR RLES . Rk D& H (X, OV A—LTL—20TIV D =T1)
TGP I9TAETA (97— LDz 7DFoo0—K F£=(X7y7a—K . O—R OFE #H . Ao4—5h B 0@ 1§ 70k
OLTEITINSIRELERTLE) ICEAZEDHET. BRARIINT—ITOTRTDTITAETAHEE M
D OUT WAL LTRIBRIELET . [k T—o2vT ] (2IE BEEHLIEETIEEDYIL—TL. Fi=
(X1E B DE E EL TR REINFET

Search... jo)

Mt Types (All) v Vendors (All) v~ Families (All) v~ Risk Levels (All) v~ Purdue Levels(All) ~ Categories (All) v Clear Filters

Last 30days v Groupby -

= ()
Endpoint /)T Server

loT
C“"‘r"’\&\w -
e ——

OT Device

Workstation

849 assets

[Rybk D=2y T] 12l 3§ FE L2414 LTL—LRIZ Tenable [CEUBR H SNF=3 RTHDE E LEHEMN
RERINFET.

PRIk D—IYTR—DIER DM AR REINFET .

s RRRYIRA-BRETHFANZAALT. RRSNTVDEEZRRLET . Rk T7—I2vTIC
REBREI/IRTEIN. BRTFRANMI-HIDIITRTOVIL—ThRARTEINET . FTIL—
IR IO T A ETEEEER N TEET .
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o I4NVE——[BERAT]. [RF—]. [273)—=]. [URILRI] [/3T2—LRIL] D12 LD
BESNEATIUTIYTR REIAIWA—TEFET . EEAATOHRBIZONTIX. EESATE
S LTS

o BALIV—L — b T—I2V UL FEE LI=BALTIL—LRN IR H N3 RTDE &E Ly
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|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 ] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 o] Tenable.ot 500084 Tot «
Compliance o
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tot %
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 o] Tenable.ot 500125 Tol
> 2. Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
o B
> @& Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537...  Critical 59 3 ] Tenable.ot 500201 Tol
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313
Details

Name Last Hit Date < Type Risk Score Criticality

Category
Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM Engineering S... [ Medium (Direct) Network Assets

Items: 1
WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security 55912 DTS5 142 H 51 DI

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Critical 6.7 3 Tenable.ot 501226

Details

N Last Hit Date & Type Risk Score Criticality Category Vendor
Affected Assets

Comm. Ada 0 Jul 18, 2023 07:05:36 PM communicati... [l High Controllers Rockwell

Jul 18,2023 07:05:36 PM Communicati.. [l High Controllers Rockwell

Comm. Adapter #53 Jul 18, 2023 07:05:35 PM Communicati... [N High Controllers Rockwell

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module (61 Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023 [ Copy to clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007
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@ Risk: Search.
Vulnerabilit
§39MFindings  Group By ~ e O
Finding:
Affected Asset P Severity 1 PluginName Protocol Port pr2 oy Status
Compliance
€300 #006 ® Critical Honeywell Experion PKS and ACE Cont.. tep 0 o— 73 Active
Acti
@ Active 0 €300 #005 Honeywell Experion PKS and ACE Cont...  tcp 0 — 73 Active
> @ Network Venus_occupation Schneider Electric Modicon Exposure tep 0 67 Active
> 2 Groups testigy Schneider Electric Modicon Weak Pass...  tcp 0 67 Active
> @ Local Settings Yenus occupation Schneider Electric Modicon Weak Pass...  tcp 0 67 Active
Comm. Adapter #48 Rockwell Select Communi tep 0 8.7 Active
testigy Schneider Electric EcoStruxure Control...  tep 0 67 Active
PLC #30 Phoenix Contact Classic Line Controlle... tep 0 6.7 Active
Comm. Adapter #48 Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
Comm. Adapter #47 Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
PLC #75 Schneider Electric Modicon M221 Per... tep 0 8.7 Active
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 @
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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Top 5 Destinations
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Protocols

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB

HTTPS (443/TCP) IR 340% 483.18GB
UDP (6970) F— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB
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Network Summary = From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |
) ) ) Last 15 minut
Traffic and Conversations Over Time Protocols
. Lest 1 hour HTTPS (443/TCP) — 3000  609.81 MB
Last 4 h —
SSSSSSS UDP (6970) 223%  453.86MB
34 Last 12 hours UDP (58940) — 19.7% 39931 MB
Last 1 day UDP (49910) — 19.7% 39931 MB
32
Last 7 days RSTP (554/TCP) — 7.2% 146.75 MB
Last 30 days HTTP (80/TCP) ! 0.6% 12.28 MB
30
Cust
vstem CIP (TCP) ! 01%  25MB
28 20 NetBIOS (137/UDP) ! 0.1% 1.56 MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 0.1% 1.46 MB
@ Traffic (MB) @ Conversations
SRTP (TCP) ! 00%  900.01KB
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88 Overview A
Conversations Search... 0o
> 0 Events
Start Time End Time Duration Bytes Packets Source Address Destination Ad... Protocol

@ Policies
v Completed(10000)

> i Inventory Nov 11,2024 09:02:58 AM  Nov 11,2024 09:02:58 AM 1 second 587 10 HTTP (80/TCP)
¥, Network Map Nov 11,2024 09:02:57 AM  Nov 11,2024 09:02:57 AM 1 second 202 2 HTTP (80/TCP)
Nov 11,2024 09:02:57 AM ~ Nov 11,2024 09:02:57 AM 1 second 200 3 HTTP (80/TCP)
> Risks
Nov 11,2024 09:02:55AM  Nov 11,2024 09:02:57 AM 2 seconds 32487 688 SNMP (161/UDP)
> @ Active Queries Nov 11,2024 09:02:53AM  Nov 11,2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
v @ Network Nov 11,2024 09:02:53AM  Nov 11,2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
Nov 11,2024 09:02:53AM  Nov 11,2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
Network Summary
Nov 11,2024 09:02:47 AM ~ Nov 11,2024 09:02:47 AM 1 second 54 1 3COM-NSD (1742...
Packet Captures Nov 11,2024 09:02:47 AM  Nov 11,2024 09:02:47 AM 1 second 54 1 CISCO-NET-MGM...
Conversations Nov 11,2024 09:02:47 AM  Nov 11,2024 09:02:47 AM 1 second 54 1 ENCORE (1740/U...
Nov 11,2024 09:02:47 AM  Nov 11,2024 09:02:47 AM 1 second 54 1 CINEGRFX-LM (17...
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= Otenable o7 security | 06:08AM  Monday, Nov 11,2024 @ =
88 Overview ™~
Asset Grou ps < Search... Q/I Actions v Create Asset Group b
> [ Events
Name Type Members Used in Policies. Used in Zones Used in Queries
33 Policies
~ Predefined asset groups(121)
> 22 Inventory 3D Printers Function Group
>, Network Map ABB 800X Contr...  Function Group g::tgzggi:;‘l‘w;;gggx
> @ Risks ABB Masterbus... Function Group

ABB RTU500 RT... Function Grou
> @ Active Queries P

ABB TotalFlow C...  Function Group

> @ Network &
Access Control ... Function Group %
v & Groups @
Actuators Function Group
==etiioups Any Asset Function Group SIMATIC Code Download | SNMP query - Resync
SIMATIC Code Upload | ... Button | SNMP query - ...
Network Segments i
J Apogee Controll...  Function Group gf:[gzg:?#r;:;;d
Email Groups Bachmann M1 ... Function Group Use of Un.aulhorized
Protocols in Bachmann ...
Port Groups Barcode Scanne...  Function Group
Protocol Groups Beckhoff Contr... Function Group
Use of Unauthorized
Schedule Grouns tems: 121 e el
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OT Security . Dynamic Fingerprinting Engine (DOFE) ®259K 7vF5F—h @B LT, 958, 7731)—.
ALY EETYT T TEATavZR B LTWET . 7vIT—h & V5R#ELTCEFHTEHF
B TETTE. ATFAVTERITTEEY

S : Tenable Core M 7 MEE# (T DULVTIX. Tenable Core + OT Security A—H—HARK DEHF OEEES
BB LTzl

Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

» DS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

I AR RBYE]> [FFT10O7YIT— ] hoTVI T ERTITHELTEET .

FE: S M ROEMERATNDE FILWTYIT—hEFOUO—R 54T awhinovrsh.,
TSTA&T VT T—h TEGLLYFES .

Tenable Nessus 7551/t yk Q7T 57—k

TST1VDE B ISR TIVIT—ERETS
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

O

A= ERDHIE R L IR EB L TIZVA0ETYIT—hTEES. BEI7VIT—H %
AMIILTWBIGEE . TITMUE——DRE LB LEE TPYI T ENET (T4 FE
B8 2 F).

IS0 DE#TYITERMITTSFIE
L [A—hEE > [YATLERE] > [7YT TR B HLES.

[ZYFT—b ] 94 R OnER RENET . [Nessus TS5 1 2vk DIS5IR PvTT—R 1 253>
2. TS54tuk D B T7VvIT—r B . PYITT—h RS a— IR RENET.

2. [Nessus T35 tob DOSIRPYIT—R N TIVED J0ILT. BB T7VI TR EREHILE
EE
TSTAVTYT T DFEEERR TS

TS5594 DE T YIT—h R a— IV ERETHFEIE
1. [A—HLEEE]> [VRATLERRE]> [7YyFT—R]IRBBLET.

[PYTT—r ] 94 R 9nFK R ENET . [Nessus T35 M vk DHSYIR PYITF—hR 1 253>
2. TS5T109c D8 . &R 7Vv7T—hB . 7VTTF—h R a— LR TRESnET .

2. [BEDEE]IZ=V)VILET.
[$EEE DR E ] YAR/\RIIDR TRINET .
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Edit Frequency

REPEATS EVERY ™

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. [MUBRLHEE] £V2av T HiEEZA A LT OYTEIURYIZMGE fE OB 4L (B F1-1358)
EEIRTHET. TSIV 2B H T ORMAERERELET .

[Bl1&EBIRLIESIE. TVMVTEREBEHZETIIAEAELERLET.

4, [BR] €I T B T7AE0)ILTHBIEERIRIINFH THREBIZAALT. 7355
AEREH T AL (HH:MM:SS) 2R ELET .

5. [REIZVIVILFET .
HEMNEE[CEBINLIEERTAVE—DUHRTSINES.

TSTAVDFER ISR TIIT—ERITTS
T2TAVEFETTYIT S HFIE

L [A—HUEE]> [VATLRE] > [PYTT—H]IHBELET.

[7YTT—k 1 R—C D [Nessus TS5 129k DHOSIR PYIT—R 1 €O avIZ. TS351401y
PO . ZEEFHB . TVIT—FRTD 1=K TEINET .

2. [§3<P7YTT—R1ZD)0OLFET .

- 323 -



O

TYITT—hDETLTVNDIELER R T IAVE—UDRREINET . TVIT DT T 5.
[F5T4 9 1 ISRE DTSV DB AR RENFET .

vk FSTA 29 DT VT T—k DT R IE TSI IR 9B WNV-FFRIL TR—CEEFH LA
LNTLEELY,

A4 PV T—
OT Security T/ RIZTAA—Fwhk  # H5 L5 & (. Tenable Community Portal hoix 3T DTS4
AvhEF 0K L. I7AIVETYIO—R$BHET, TITMVEFH TTVIT A TEFT.
TTAEATIZATTYIT—h35F B
1L [B—hEE]> [YARTLRE]> [7YFT—H]IRBBLET.

[FYTT—F ] R—C AR R ENET . [Nessus TS5tk DHOSIRFTYIT—r ] o230
(2. T4 vk D . & T7YvITT— B . PYIT—F RS 1— LR REIhET.

2. [ZPANDDTYIT—R]1E0)0OLFET .
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O

[FPANDSTYTT—h ] D4R IR RENET .

. FEAOUO—RETHOTWNVEWME & (X U 9E I )L TR I DTSTA0 774 )VERAH0O0—K L
THS. [FPAILDSE ] D1 R JIZRYET .

EE )OSR DTSTAIT7AINERIO—K TEBDIE. 13—V T3 SN-PCLEED
A=V EREN LI5S DA TT .

. [8B1%2')vL. OT Security Customer Portal WA O—K LT=F55(1VE& E 7714 IUH
BLET

NPYFTR1EDIVILET .
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IDS TV IIL—ILtvk D7 VTT—hk
IDS IOV Evk DE B IS IR TVIT—RERE TS

A B—2INEHRE I HIE S E. 959REZE LTIDS IO UIIL—IL vk E2T7vIT—h TEET. BE
TIITT—hEBMITTHE A——DERE LB &8 E TIDS TP VIIL—ILeysEFT7YIT—h T
2FET(TIHINTIIEE A EB EARE B OF BT 2 BIRYRShET).
IDS TP UIIL—IL Yk DB ' IT IR TYITT—r 2R ETHFIE

1L [A—hHLEE ]S [VATLERE] [FYITT—HR]IBELET.

[7YFT—hR 1 R—OHBRFTENFT . [IDS TP UIL—ILtvk DHTIR 7YTF—r ] 12, IL—IL
kD . ZRTVIT—B . 7YIT TRV 1=K TREINFET .

2. [IDS TV V=29 DOTIRPYTT—RINTVED )L T BB 7TYIT—EEZIZL
9.

IDS TP U=tk DPYIT—BEEZRETS

IDS TP UIIL—I)Ltyk DB B 7YTT—b DR 1—)V&imETHFIE
1. [A—hILEE > [V RTLEE] S [7YFT—R] IR HLET.

[7YTT—R 1 R—C AR RENFET . [IDS TP VIL—ILEvk DOFOR 7T T—R 112 IL—IL
ok D ZRTYIT—FB . TVIT AT a— AR REnET .

2. [BBEDRE]IZV)VILET.
[BEOHRE] IR RILDRRTENFET.
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Edit Frequency

REPEATS EVERY ™

Dy

AT ™

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. [MYVERLREIRE] 723> T HEZA D LT AYTEIURy I ZAVGRE i OE 41 (B F7=(3:8)
ZEIRTDHIET, L= EohET7YT T TR RMEREHRELET.

[B]%EEBIRLEES I IL—ILEvr DB R T7YIT—r2ETITIEBEERLET.

4. [BER] €023 T BH 700 )L THRBZEIRIANFH THMEAADLT.IDST
OUN—IEYsET YT T—h 3B (HH:MM:SS) % ELFET .

5. [REIZVIVILFET .
HEMNEE[CEBINLIEERTAVE—DUHRTSINES.

IDS T U= Yk DOSIRTYTT— EF B TETITS
IDS T UII—IL vk EFEIMTTYIT—FTEFIE

L [A—HUEE]> [VATLRE] > [PYTT—H]IHBELET.

[7YTT—R ] R—C AR RENFET. [IDS TP VIL—ILevk DOF5OR PvFT—R 112 JL—IL
Ik O L TVIT—F B TYI TR AT a—IDBR REINFET

2. [§3<P7YTT—R1ZD)0OLFET .
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O

TYIT—h DT L TR EEE R THAAVE—U AR TEINET . 7VIT TR T §5E.
[IL—tvk ] Ry RIZIRFE D IDS TPV )IL— )Ly DE IR REINET.
547 T—hk

OT Security T/ f RIZAA—wb #E#7 HVE L5 & (X, Tenable Customer Portal Hhoax # DJL—)L
Tk EAUA—KR L. J7MIVETYIA—R 3BH5IET. IDS TUOUIIL—)LEvhEF B TPVI T TE
EX
IDS TP U=k EATSATTYI T3 5F IR

1. [A—HILEEE]> [VARTLRE]> [7YFTT—]ITBEBLET.

[7YTF— 194 R ODR R ENET. [IDS TS VIL—ILtvk DY5IR PvTT—R 12, IL—
eI R T7YIT—rB . 7YIT—r R a— IR RTEhET .

2. [ZPANDDTYIT—R]1%20)vILFET .
[ZPAIHDDTYTT—R ] 94K ORR R ENFET S
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. FERHFTDIDS T UIIL—ILEYk T/ IVESTIO—R LTUWVEWME & (X U 9F 91 )9l TE
ooA—KkLET.
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O

TR UMSERFH D IDS TUOUIIL—ILEvk TP ILDEI O §BIZE. 12—k [T Eh
f=PCIEE A 3—RUNEBRADLEITHYFET .

4. [BBB]1%4')vHL. 0T Security Customer Portal o4 0—K L1= IDS TP v )L—ILtvk 7
AIUFEILET .

5. [PYTT—H1%EVILET .
DFE D58 7Y T—h
[Dynamic Fingerprinting Engine (DFE) Q7Y 57—k ] 293> %{E AL T. OT Security Y AT LDE
BZEHLEY. HLODEEZEMLEYTEET .

BB 95K DFE 7YIT—HERETS

A BA—R YN EREFERA LISIRMS IDS TSV IIL—IL v E 7Y I T—hTEFET . BB 7V T—
EENTRE BRELEHRRBISEE TIDS TP UIIL—ILtykZ 7Y T—hk TEET (TIAHILE TlE
BB AEBEKREBROFFT 2 BFIEVIRSNET).
B &) DFE 7Y T—h &8 T 55 %

1. [A—HILEE]> [VRTLERE]> [7YFT—R]IBEEHLET.

[PYTT—R I R—U KRR ENFET . [DFE DO PVIT—h ] €0 avizid. BB 7Y T—
FPOBESRTE . RREHBE . 7VIT—FDBREDN—avhRRINET

2. BE7YITT—rEH T BIZIE. [DFE Y59 PvTT—R 1 R ILES)HILET .
DFE 7Y/ T— DR ELHE TS

B &) DFE 7Y T—bh DR 1a— )\ & mE T 55 %
1. [A—HILEE]> [VATLERE] [7YITT—R]IBELET.

[7YTT—h 1 R—U R RENET . [DFE DYSIORTVIT—h ] o2 avIziF BB 7YTT—
FPOEERTE. RREHA . TVITFDOREDN—DavhRRmINET.

2. [BBEDRE]IZV)VILET.
[BEOHRE] IR RILDRRTENET.
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O

3. [#VRLREIFE] 723> T BEZA A LT OYTEIURyI ZAVGRE i OE 41 (B F7=(3:8)
ZEIRIHIET. DFE 7yIT—h ORI REHR ELET .

B2 RL5 81X OFEZBB7YIT I REBEZRIRLET .

4, [l I a3 T BH 71020 )L THEMZZIRTA2NFH THRBZAALT.DFE%
TVITTF—h 3B (HH:MM:SS) 5/ EF LY.

5. [RE1ZVIVILET
BENE R ICFTYIT—EEIN-CEEHER THIAVE—UARTEINET .

DFE V5OR Py T—h%F B TEIT TS

DFE#F & TPy T—+95Hh%
1L [A—HIEE]> [VARATLRE]S [7YFT—H]IBBEBLET.

[PYTTF—r ] R=UHRRENET . [DFE DYSORFPYIT—h 1202l BB T7YTT—
FOSEERRE . REEH B TYIT L OREDN—Cav AR RENFET .

2. [§9<T7YTT—R1E0)000LFET
TIVITT—HETLTWDIEEFH R TEIAVE—U NIRRT INET . TVTT—FHBET §5&.
[/3—23 ] RUHRITRTE D DFE N—PavhR REhET .

2312 7vFT—+

OT Security T/\A RIZA2—Fwb 7 A5 ME & (X, Tenable Customer Portal hoix T D/ \— 3
VESIVA—KL. I IVETYIO—R$HIET. DFE ZF B TPYIT—h TEET .

A IS4 T DFE 7Y T—h 2R 1TI5H %
1. [AB—hILEE]> [VRTLERE] > [PYFT—R]IREHLET.

[7YTT— 194 R ORRRENET . [DFE DYS5IRPvIT—hR ] o avICiE. BB T7YT
TFT—rOEESETE.RREHA . 7YITFOREDN—CavhRRTENET .

2. [FPANDDSTYTT—R]E0)voLET .
[ TYTT—R ] D4R IR RENET
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. FAOO—FLTWVRWME R (X VD&V IIL T REFTDT/INARE R T74(I)VEZIO—
LZFEI
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O

IR BRFDOT/INMRE B IT7AIVDIINDE IO &, AU — b TSN PC IR E. 1V
B—rUbERENT L TOAMTAET .

4. [BBB]1%2')vL. OT Security Customer Portal M2 O0—K LI=T/\A RE & 771 U &
LET

5. [PYFT—R1EDUILET.
sEEAE

HTTPS ZEBAE D4 X

HTTPS SEBR & IZkY. S RT LA OT Security PIZATURBLUY—/N\—~DR £ GEHEERALT
WHIEAMREESNFY . R W DEAE X2 EFTEMNHRMINET . HLOVEBCSEREHE RN
DTHERTE. AMHRETTERMTY .

| ERE-HLIGIAEZER 5L RAEDIEAZ X LEESNFT.

BCERMHASOERFIE
1 [A—hIERE ] > [V ATLEE] > [REBE] ISR ELET.
[REBAE] D1k ONRRENET .
2. [POoav] Ao [BECEAMARODER ] EERLEY

Certificates
The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate
Upload Certificat
SSUED TO Tenable OT Security pload Certificate
SSUED BY Tenable OT Securi ty Download Certificate

Oct 30, 2025

[EEBAE DE K ] HER AN IR TEINTETS .

- 333 -



3.

® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT

Security.
Self-signed certificate will be valid for 1 year. Please note that your session will not
be trusted.

[ERR]ZD)9ILFT .

OT Security ICKYB B RBAEIMEEIN. [O—HIEE]> [V ATLERE] > [FIAE]
R—U THERTEET.

HTTPS SEBAZE O7vJO—k

HTTPSEEBAZ D7y O—KF @

1.

2.

W

I~

o1

[ep)

[O—HLEEE ] > [V ATLERE] > [REBAE] (S ELET
[REBAE] D1k ONRRENET .
[ av] Aza—hw [REBAEOTYIO—R] ZERLET.

Certificates
The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certficate
SSUED TO Tenable OT Security Upload Certificate
SSUED BY Tenable OT Security Download Certificate
SSUED ON Oct 31,2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

[EEEA & O7vTO—F ] AR/ RILDR RENFET .

[EEBAE O7AI] €0 av T8RRI ZV oL, 7yIO—FR BB EI7NIUBBLET.
[BBEBRIFN] I aoTIERIZV)IVIL. TYIO—KRTEMER I7MIUFSBLET .
[# % @/ RIL—X] Ry R E B D/RTIL—RXEA D LETS.
[7yTa—KR1%&5)vIL T, I7MIVETYTO—RLET .
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AR IRIDEALFET .

EE:Tenable TIX EEFAEFE S AR . 5042742 )0—R LT . HTTPAEBAZ DEFHHAE F (Z
TONF=DEIDEHRTHIEEHBELTLET . 7yIO—RK AL LB & . OT Security IZ&YZE &
Atr—UhRREINET .

ICP & Enterprise Manager MRF71J24

| ERE: Couo—(F. OT Security 3.18 LI THI BRI BE T .

Industrial Core Platform (ICP) & OT Security EM ZXR7YL LT, TRTOHA L EE B TEFET .

15 BRI
ROZEHFEZE LTSN

OT Security EM [X API #& L TICP [Z#E#E T=5

ICP AM5 OT Security EM ~0:@ 1§ A IZ TCP 443 & TCP 28305 AR AN TS

ICP & OT Security EM MR ICHTTPS ##AFEE LTS

(7> 3>) 0T Security EM T APl ¥—%4 K 35

| EE: NG AP AT z2ERALTRTILIT 5B [CDABIATY .

ICP & OT Security EM X753 51Z(F
1. OT Security T. [A—AILERE ] > [ RTLEX TE ] > [Enterprise Manager] (TR EILFT .

Enterprise Manager R—U R RENFET

> & i
Inventory Enterprise Manager
3. Network Map
EM Pairing Start Pairing
> @ Risks
Setting up a connection with the Enterprise Manager. Multiple ICPs can be
nected to the Enterprise Manager.
> @ Active Queries
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O

2. [EM RFULT €23 T [RPIVVTDRME 1 00l ET .
[EM R7YUSTERE ] /SRILDR R ENFET .

3. ROVWTNAZEERLET .

o OA—H—f L/I\RT—R & of=-R7)5

e APl —HOLyk % {F of=-R7)T

R

A—H— L/\RT—F
E S=-R7T

APl X—%ERHLTR7
VA

Toav

1.

[RRF B 7/IP] RyHRIZ. EM DRAR & =X IP 7R
LR#AALFET,

. [A——R ] RYIRIZ.EM DEEE OI—F—4&

ZANLEYS.

C [IRRT—R 1 Ry RIZ.EM DISRT—KRZEZA B LE

ER

[EM REEA & D4 —TU b 112 EM D [REBA# ]
R—UhoaE—L 1AL B E &8 UAH 75T .

EVbk: COFIEERTYTL T EM RPYLTR—U Hhis
MIBAEAFH TRIEITHIELTEFET .

¥ OT Security EM O [B—HILERE 1> [ RTLER
E]HD EAEBR—SITFIERTEFT

[7RRF £ 7/IP] RuHRIZ, EM DRRS £ F£1=1E IP PR
LRZAALFET,

[API &—HLwk 1 Ry RIZ. EM pvdaE—L 1= AP
F—FRLUFT IFET .

. [EMEEERAE D40 H—FY 112 EM D [RERAE ]

R=UhoaE—LEEAE ZM UM ITET .

I Evh: COFIEERFYTL T, EM RFYLITR—Dhs
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O

I AEAEEFH TREIHELTEFT

¥ OT Security EM O [B—HILERE 1> [ RTLER
E1HDS EAEBR—SITFIERTEET

4. [RPIVLTV & )ILES

0T Security AAEM RPYIGTR—=D|IRFYGRT—RRER KT LET .

FE AT ARL [EAESORZBEEIGIHENMRESIATOVEWNGS) FE[EMOERBEESE]
(RPVVIVHIIASDEEFERBENED DB E) ERRTSNET .

6. (ATLav) AT 4AN[EAEDEBFL]I D5 &
a. [EAEBABORT]ZVIVILETS.
[REBA & D& ] /\RILDR RENFT
b. INRIVDIAVA—TIVEHEM D EEAZER—C DL DER L THAHLZHERELETS .
[REBI1EIVIVILETS.
OT Security [CROTEEBAZENK BEND L EM RFYLTR—UTRT—E RN [EM DX B
HHlIEDYETS.

6. AT—RAN[EM DEBEFB]IEXRTINTNSRE S . [BEIEAE ICP RPULTYITRN ] HE
IS TWET . BT BIZIEIRDFEZEETL TS,

Ek: OT Security EM TR7YLSUIT R % H B 89 (T& 32 9 5I<(F. OT Security EM D ICP R—T
[BBRER ICP RPUVTVIIRM 1 EHMITLET .

a. OT Security EM OE Il OFES—2 3w/ \—T. [ICP] ZERLFT .
ICP R—UNRREINFT
b. RPIJT T B RTLOATITA—VIVEE HE ROVNThAEEITLET .
o [R7—AR]FNER VIV [ERBIEERLET.
s BLED[7HLav]>[EKRBIEIIVILET .
OT Security EM BRTFYU TR RBL. [ FA] DRT—E2ANKR RENFT .

- 337 -



O

EVk: R7PULGMN5E T $5E. OT Security EM UL T AR RShET .
« ICP OT—%% EM B R—F TR RLET.
o i TzITRTFYGTENT= ICP NN[ICP] R—VIZR RS FET .

s [ICPIR—2DICP &%V YILT. ICPIZF7VEALET . EM ho7HEALT- ICP 12X
BUOZDANYFI—ZIE ICP INILMTR R ENFET . M [TDLVTIE. Tenable OT Security
Enterprise Manager 2—H—A /K D ICP & FZELN.

OT Security T. Enterprise Manager R*—C DAT—2AN[ERFA] EX RShFT. [HE]
)L T EM R T R EEEE CTEET.

Enterprise Manager & ICP MR7 4 DfE Bx

RPYT IR B THE oz EM =zl ICP D5 ICP R7YUIEMRBR TEET .

OT Security EM 55 ICP RPYLTER BRI BIZIE

1. OT Security EM QE | DFES— 32/ \—T. [ICP] #E IR LFET .
ICP R—U MR RENFT
2. HIBRTBICP DITITA—VILEE HE. ROVWTIAEERTLES .
o [RT—2R]5IEE V)L [HIBR] ZEIRLET .

* [ICPIDITEVIVILET . ThIZEKY. ITASREA R RSN, [FOLav] REVBNE B ITGY
E

3. [AIBR]1ZED')VILFET .

OT Security EM A3 0T Security EDRFVU I ERRELET S
OT Security 5\ ICP R7YL %R & 3 5I21%

1. OT Security T. [A—AILERE ] > [ AT LER 5E ] > [Enterprise Manager] (SR &)L ET -
Enterprise Manager R—U AR RENFET .

2. [EMRF7YLT 15230 T. WK1 EIIILET .
[EM RFYLT] NRIDRRENET .

3. [RPULTIELI ZDIVILET
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https://docs.tenable.com/OT-security/enterprise-manager/Content/EnterpriseManager/ICP.htm

O
4 [RPIVT1ED)VILET .
OT Security A 0T Security EM EDRTFYL T ERRBRLET .

e AP

OT Security 4V RZE # £-(XBE M EA 1L 320 EH$H S5 & (&, Tenable THOU b TR—Tv—IC
B & L TIZELY, Tenable PAVU RR—D v —(ZKYFA LU AT YT T— ENTF=5. BEHKRIEBE 7
TIAEVRADTYITT—r B E L HNTEFET . F¥# (L. OT Security ALV RDTITAR— 3%
S B LT,

IRIEERE

BEAH R AT

BE 5t R Rk J—OMDER FE IZIX. OT Security DE=ARIIEREE R TH—ED IP & FH (CIDR/Y
THUh) MNEFENET . OT Security [F. BERESh-HE N DEEZTERLES.

T74IUk TlE. OT Security (& 3 DDTI4)Lk DT )4 &5 B 10.0.0.0/8. 172.16.0.0/12.
192.168.0.0/16. HLUoO0—h)LEE B (APIPA) 169.254.0.0/16 ZE8 E LY .

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

T4 DELFH DWITNHOEFER (25, FT=EE R L TSRy D—o(558 L -8 F %38
M BHIZIE. RDEIIZLFET S
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O

L [E—=heke]> [RERE]>[BERE] RIHLET.
[BERE] IoF DR RENFET.

2. [WEIZED)IILFET
[BE R RAvh T RIHRTENETS .
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Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16
10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.g 10.10.10.10/8

Cancel Save
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O

3. WELIBEDIPFEEA]ZERT LI BESNI-TFANRYIRIZLEMDIP &EH (11712
DE1DODIPEE)FEMLET .

4. [RFIEVIIOLET.
OT Security ABE R X R rob T—UREEREFLET

FHICKDHEEDENM

OT Security TEZE E AR H SN TULVEWEL TEH . AURUR)ZB BT 51012, R B L TLVSE N
DEEZRNLEIFOIDNRVWIELHYFET . TDIH & L. CSV I7MIILEFoo0—RLTHwREL. I7M)L
EORATLIZTYIO—RFTEHIET,. INLDEEFEARUN)IZFE TEMTEEY . 7YIO—FTED
DI PRTLDEEFEDE E[CE>TEEER SN TLVEW IP EF DB EDHTY . FL IP TRYNT—
DENLTCEELTVVDEEEZVATLNRE LGS . VATAITRE SN-E EI2DOLVTEELT=
BHREFEAL. LTI YIO—FR LI HRELEELET . RUFT—VTEEMNBEELTNSILEY
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LT BB INTLSE/ DA E2—3Uk (10T) DFRTDT/NAREE E DT T )r— 30 —1\—22y
ELJTEET.

FERIE IPAASDEGE . ENEEE THETAEE O RT L (VMS) y—/N\—mR RENFT .
OT Security D [ARUMY] R—D T, YMS PTVr—2aB—n—IZ8B 8T 5&. [41_ VY] > [
ERE]IR—VIT ZOY—/\—DEE LTSI RTOAASHR REINET .

FEE: TIHIETIE, loT ARV INLE EEA(R—k 9535 & . 0T Security [FT/3MRMD MAC 7R LREEL
[ZIP PRLARZAVR—FLET . MAC PRLARADHEAR—rT512IE. [O—hILERE] S [RERE] > [EE
BE]IHREIL.[IOTEEDIP PRLREIIVFI AT avEEMILET .

loT aARIRAIT Y

OT Security [ZI&. ZE A D 10T/VMS H—/\—4ifi & TED loT ARJAIVOUNE EFNTVET .
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O

DI UNE 2 DOER A EEYR—NLTWET . JE—+T7T)5—> 30 APl H—EXRBZ R DRI &
I—CV M RBEBEOER T . 7IVTr—2aoY—N\—EI oD U & 9 5E. OT Security [, AAS.

NSO TORRD AT Ly KK IR E, TT)Vr—2a30—N\—NE BT 5T RTDT/NAREAR—
FLZETS

loT aRV2%EMT S
JE—k APl H—EZRNI— b EFE AL T, loT ak94% 0T Security i & TEET
15 HBHRETIC

o (T—=Ux bR H DR D5 S DOH) 77— 3H—/\—IZ 0T Security loT AR9I2IT—
U DBAURR—ILEN TS EEEZELET . M L. Windows T® loT aARI2I— kDA
VAR —IVES R LTS,

1. ERIOFES—aun—T, [B—HILEEE ] > [loT aARIZ] ITBELET .
[loT aRVB] R—TUhKRRShFET.

2. BLED[loTaARIEMEM] EV)VILFET .
FOyTA O A a—hR RENET .

3. ROWITNHIDA T ERLET .

I—x &R

1. [aR9548 1 Ry RIZ. ARI3DL RTEA D LET .
2. [IP] RYORIZ. IBINTBaAR99D IP PRLAZA D LET .
3. [REI1ZV)IVILETS.

IR 77)5—3H—/\—|Z 0T Security loT IR94T—C 0k AR —)LENTLVE
LMB & L BEHIZKBR L. OT Security [FT5—Avt—CFRRLET

1J=—k API 2 H
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8.

. [ARDBBATI ©HL 3 T BMT S loT ARI3ERIRLET .

[RA]ED)DILET .

[2RV2DEEM] VL av R REINET
[2R988 ] RVHRIZ, IRIADETEA A LET .
[IP] RYORIZ, aARV2D IP FTRLREA A LET .

[R—F ] 7RvOXRIZ. OT Security h¥EfKIfERAITEIR—BESEADLET. T4
k DR—k & B 1% 22609 TY .

[A—Y—& ] RYIRIZ, ARIGEADOATAVIFHTH21——LEAHLFET.
[/SRD—R ] RYORIZ, aARIBZDINRT—FEA I LET
[RE]1ZD)VILET.

OT Security [ZR2TIARIEAMREFSN. [loT ARIR] R—D[ZR RSNFT .

loT Connectors

loT ARVRIT)IENT-BEEZRTTS

TI)r—ao—N—I3EH T HE 7II)Ir—ao— N\ —(ZE-oTE B SN TWAEETEE E O
Y—ERXRER R TEFET

H—N—IZFO>TEBINTWESITATDT/NARERRT DA E
1L [AURUN]> [FTRTOBE] IR ELET .
[TRTOEE] R—DHRRINFET.
2. [RERIRVIREERALT, 7I)r—>avY—n—%#BELET.
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BIRUETIVr—2ao—nN—DR—U D BB I ET/NARADYR EEL TR RENFET S

v o @ 02:56 AM - Wednesday, Aug 14,2024 @ = Mr.Admin |

DESKTOP-BMF3PP8

u—‘ Actions ~ Resync v

are  VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown VMware Virtual Platform  Microsoft Windows

2:55:14 AM - Auy

un 17, 2024 02:55:15 AM * Auy

loT #EHMETANT S

loT aRYBZEB MK | OT Security AF| ZE TEHMEIAET A TEET .
1. [loT AR92] T—TILT. ROVWThAERITLET .
* TANT B 0T ARVEDITER V')V IL. [TRAMERR ] &ZIRLET.
o TART B loT ARVEZZEIRL. [772aV]> [TRMNME®HR 1 20 )0ILET
OT Security [&. TR ZE T L TCARYZRIZE]ZE TEOINEINERIELET .

loT aARV2%ZwETS

1. [IoT ARxPR] T—TILT. ROVWTIHEETLET .
 TWEID 0T ARVIDITER V' IVIL. [WE]ITERLES.
 WETDoT ARVEEERL. [Fooav]-[WE]1ZV)VILES.
[T— b 7)F—b APHEE T loT ARVFE/E ] /SRDR R EINFT
2. WEICSLTHEMZERELEY.
3. [REFE]1ZEVIVILET.
OT Security A loT ARVIDEF N B EZERFLET .

loT aARV2ZHIBR TS

- 382 -



O

1. [IoT ARIB]T—TILT. ROVWTNAEEITLET .
o HIBRY D loT ary20TEE 0 )L [AIR] ZEIRLET.
o HIBRY D loT ARVFEERL. [Fooav]>[AIRR]1E0)0ILES .
OT Security I& loT ARV 2%HIBRLETS .

IR loT aARY5%HI R 3 5BE. OT Security (F7TUr—aH—/\—h5 [oT ARIVEZI—CIbET
DAVAR—=IWLET . TIVT— 3o P—N\—EIT— xR B CHERE 97 5ISIE. 0T Security loT aR9%
I—Uxoh EBAVAN—ILT I ELHYET .

Windows T® loT ARIFAI—2x b DAV AR—)L

| WELZO—)L. EEE

OT Security Tl&E. loT ARIRIVDUEFREL. FE DT IVr—2aoF—nN—hmoEEZRHT5
LT BB INTULSE/DAUE3—FUk (10T) DT RTODT/NA RERE TE DT TVr— 3P —\—IZ3y
ELJTEET. 7IVr—avY—\—%I—U s MR B THRE 9 AIS(E. OT Security loT a4
I—x b EAVARN—=ILT DL ENHYFET .

OT Security loT ARYRAI—U b EFA RN —)LT BIZIE
1. [Tenable #orO—K | R—I(2AG AL ET .

2. OT Security R— (TR EILFET .

3. [BEL loT ORI 1] £ 30 hs. Windows loT ARIAI—J Vb /\Wwhr—2 %450 0—K
e

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
2012, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11 (B4-bit) (v341)

@ Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24 x(amdB4)(v341)

4. HvoO0—K LT= Windows loT ARIBAI—T b 1\wor—S % AV AN —ILT B 7T ) r— 3>
H—/\—[ZaF—L %9,
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5. [Tenable loT ARVBAI—V b ] I HF—REETLET

ARPBAI—U b F—R AW HI L P THAIEE TR TAVE—U R RS, [Tenable loT 3
RYPBRI—T b DIk PYTIF—RITESSF] DR ORR REhEd .

6. [RA]IZVIVILFET .
[S1EVRRH] IR IDR REINET .

7. [BRMICABLET]IZRIRL. [RA]IEV)VILFET .
[585E TALIRJERIR] D1 R ONR RENET

8. loT ARVATI—C b EAVAN—ILT B T1L O UEIE E L (F=ET 4L DTALOR)E(SE
B[ RA1ZE7)9ILFET .

Tenable loT ARYBAI— 1k DAV AR —ILHBHIRShET .

9. 412RR—ILASE T L1=5. Tenable loT ARIAI—U b H—ERNEITIN TSI EFRERL
*9.

a. [EBfT]1a< K4 K T, services.msc EAALFET.

[V—ER] D1 R OhBEET
b. IR EITH DHY—ERDYREIZOT Security loT ARIEZI—J b R RSN TNNSIE
ERERLET.

AR —IUDSE T LTzn. 7IVr— 34—/ \—% 0T Security [Z#E#E TEFS . JE—bIT—2 1k
ENLTTIIr—2aY—N\—IE R 355 F DEMITONTIE. I—C VB H T loT a5 %
BN 555 BLTZEL.

H—/\—

D RT LT SMTP H—/\—& Syslog —/\—%ER E LT AINVEEHZE E A—)LTEFE LY. SIEM I
LB LTI=UT HIEMNTEET . F£f=. FortiGate T7AV—o4—)L&E% E LT, OT Security vk 7—4
RUNZE DNTIZANY—04— LR ) —DIR E % FortiGate ITEE T HELHTEFET .

SMTP H—/\—
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EXA=ILENLTEAREB ANV BRZEE TEDLIITTBITE P RATLIZSMTP —/\—%5& E

TEBLENIHYET . SMTP H—N—ZEE LGNS . ANV DE B ESNAZUITA—ILB FZE E
FTHEIITEFRA. EDQOFIGIRRTEH. TRTOARUNE [IRVF B EOEEIVY—)L (21—
HY—AB—DJ1—R) TRRTEFET.

SMTP H—/\—DE%X E F @

1.

2.

[A—hIEESE ] > [Y—/3—]> [SMTP Y—/\—] (TRE B LET .

[SMTP Y—/"—MEMM ] &0 )L FET .

[SMTP Y—/\—] & & D1 R IR R SNFET .

[B—\—R ] RYDRIZEA—ILBRMIZE A TS SMTP 4—/"\—DRFEZA N LFET
[FRRb £ \IP] RYZRIZ, SMTP H—/\—0h Ak % F1=(E IP PRLRZEA T LET .

[R—F ] RO RIZ. ARV ZEYVAT S SMTP —\—DFR—, BB ZA D LET (TIAHILLE
25),

[EEH EA—ILTPRLR]I RYIRIZ, ARVFBEIA—ILDEEEZE ELTRIRENDE A—JLTKR
LRZEAHLFET.

(AT av) [A——R 1 KO REL INRT—R 1 RYDURIZ, SMTP H—/\—~DT7 It XIFER T
BAl—H—Z LINRAT—FEA ALFET.

TAN EA—)LEZEELTEEDE LT ON=CEEAHETBITIE [TAM EA—ILOEIE] 20
YL\ FIE T DA—ILTRLREA I LT, ZIERVIREFYIL . A—ILDHE WN=DEIHEE
BLET. EA-IDBEAIVEWME S X FSTI a—T4 5T CRIENREZEEL. BIE
LFEI.

[REIZVIVILFET.
IBIND SMTP H—/N\—2%RE I DI COFIEZERYRLET

Syslog H—/\—

NEH—N\—TOTARU DIREZB N ITTBITE S RTLT Syslog —/\—%EHETILELD
YFEF . Syslog H—/\—ZERELGELMEE . AUk AJI1E OT Security T2k 74— LDAH R FINFE

ER

Syslog H—/\—Di& E FIE
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1. [B—hLEEE 1> [HY—/3—]>[Syslog —/\—] IR EILFT .
2. [+Syslog Y—/\—®DiE M ] %E0')vILET . [Syslog —/\—] & E IR ODRRSINET .

Syslog Servers

SERVER NAME *

Server Name

HOSTNAME / IP *

Hostname / IP

PORT *

314

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

3. [V—"—R ] RYIRIZ. VRTLARUE DAJIZE FH 95 Syslog —/\—DEZ I ZA I LET
4. [RARR% NIP] RS R, Syslog H—/\—DRAk % F=I% IP PRLREA HLET.

5. [AR—F]1HRYIRIZ. ARV HSEAE SNB Syslog H—/\—DIR—+BEEZA D LFET . (TIALE
(& 514),

6. [FIUAR—L]FOYTEOURYIRT EHTAHINSVRAR—TOaEERLET . A T3>
(% TCP %7=I% UDP TY .
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10.

O
TAR A=V FEEE L TR EDR I LI-CEEERTHITUL [TRMNAYE— OB 20y
L. A= E WNEDESIHERERLET . AvE—CAEAVELME S (. ST a—T4a
JETHOTHENRRAZEEL. BELET.
(AT ay) EHmEE R ITFovIT312E. [10 2 ZEXA—T7S54TAve—C% ETR14T
avEEIRLET.

(A7 32) TCP syslog MI5 & . [syslog A e—L DXy a%fF Al 5] AT a0 w&RL T,
BHENR T LEE ARV EFvoial BENME TSN/ RN EEELET.

I E®E: UDP syslog Avt—UIRIRREERHET . HERAPH SNIS S ISR DNDAIREMEAHYFET .

[(REIZVIVILET.
B0 Syslog H—/\—%HRETAICIE. COFIEZERVIRLET

FortiGate 774 ¥—4+—/L

FortiGate H—/\—MDi% E F IE

1.

2.

[a—AHILEE E ] > [Y—/3—]> [FortiGate Z7/VY—o4—IL] IR BILFET .
[F7A4Y—o—DEM] &0V ILET .

[FortiGate 774 Y—+—ILMDE M ] 5% & I1F IR REINET

[H—/—& 1 RyHRIZ, AT FortiGate y—/\—DL BTZA A LET.

[/RRF £ /IP] RyH R, FortiGate H—/\—MR Rk & F1=I& IP PRLREA ALET.
[API ¥—] RUH I, FortiGate MDA R LTz APl b —02F A ILET .

https://reqgistry.terraform.io/providers/fortinetdev/fortios/latest/docs/quides/fgt_token

| EE : FortiGate APl k—9 ZFXE B T5F EIZDLNTIE. ROR— %S BB L TS0,

[EM]ZEDIILETS.
OT Security [Z&Y FortiGate Z7A/¥Y—4—ILY—/\—HME L SN FET .

EE:V—RTRLUX(API b =02 %(E 88 TEHHRAN Mo DAFE A 7] 8t & 5701 ) (21,
OT Security A=vb D IP 7F LRZ#E A L TFZELY.
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OT Security DE B EH TOT7AIVEE K THEEE. ROFTE I >TT IR A %009 A
LTSN,

Access Permissions
Access Control Permissions Set All~

securityFabric | [[EJNEES ® Read & Read/Write

FortiView (ZLLUEl ® Read # Read/Write
User & Device (ZR TN ® Read # Read/Write
Firewall @ None @ Read & Custom
Log & Report ® Read # Read/Write @ Custom
Network @ None m # Read/Write & Custom
System (RO ® Read # Read/Write & Custom
Security Profile RN ® Read # Read/Write &€ Custom
VPN [T ® Read # Read/Write

WAN Opt & Cache [ZROTE ® Read o Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

I Y.SNuly

[SRFLATEE [E. VATLTHEELETRTOVATLARUL (RYS—hFIzEnt=. RS —H
WmEINTIZ, ARV DEREINIAGE) DURNERRLET . CORJIZIE. 2—F—DF i LizA >
FEEBIMICRE TEIVATLARNUE (EVEDE TEDI-HITRUL—H B B 1T DI T o =4 &) D
WA DEFENET . COOTIZIE [ARVRN] BE IR REINDIZR)D—E B AU (& FEnFEA. O
X CSV I7MILEL TITHRR—F TEFT . P ATLOTARUL % Syslog H—/N\—TEETHELSITY
ATLEERETHILLTEFET

System Log Search... o) Select Syslog server £
Time & Event Username

Monday, Nov 11, 2024, 03:29:10 PM Generated new self-signed HTTPs certificate

Monday, Nov 11, 2024, 02:32:35 PM Login by local user succeeded

Monday, Nov 11, 2024, 02:30:30 PM Packet capture turned on

Monday, Nov 11, 2024, 01:52:18 PM Manual NetBios query on asset Yuval has failed with error: Network error

Monday, Nov 11, 2024, 01:52:17 PM Operation Arp has been force executed on asset Yuval

Mondav. Now 11. 2024. 01:52:17 PM Operation Snmp has been force executed on asset Yuval

AJIZR RSN ARUM I ROFHAE FNTOES .
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INGA—
9_
B 1l ARV EELI-B R,

& B4

ARV HRELI-ANVOE B,
A—H— ARV ZFRBLEA—Y—DL R . BFMICRETIIAUIEDEES .. 2 ——& L
4 5 z2bohFHA
Syslog H—/\—~DL AT LOT D% 5
VAT LARUL % Syslog U—/N\—TEE THIIINDRATLERETHFIE
1. [B—HIEE]> [SRTLAT] I ELET .
2. L OROVTAYURYIRES I TH——DYRFER R LET .

| & : Syslog —/\—%F1B MM T BIZIL. Syslog H—/\—FS BB L TZELN.

3. BHIOY—N—%EEIRLET.
0T Security [TkY. Y RTLATARUL B, 1§ T SNiz Syslog B—/N\—ITEESNFET .

f+ % — Microsoft Entra ID @ SAML #t &

OT Security Tl&. SAML Ak 3JL%&{& A L1= Microsoft Entra ID EDff & HAHR—k S TWVET . Th
[Z&Y. OT Security IZE|YZ THN TLV= Azure 2—H—4hY, SSO %4 L T OT Security IZAT A2 TES
FIINHBYFET . JIL—TIIELTEFE AL T, Azure TA—H—DE YL TEN TSI IIL—T (ST,
OT Security TA—/LEZEIYE THIENTEET S

Mt 30Tl 0T Security & Microsoft Entra ID DT I YA AL (SSO) M & 2R ET5H70—
SIRIZDOWVTEHRBALET . ZMER E TlE. Microsoft Entra ID T OT Security 77— a2 Ep L.
{E B L1z OT Security 7V —2av B 5B HEA AL FATUOTATATONAS—DIIBAE %
OT Security SAML R—Z(Z7vIO—K L. PAToT4T4TRIAF—DY )L—T% 0T Security D1—
Y—IIN—TITREV LT B Z IR T VI TN ELHYET .
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Z DR TE 17 512(F. Microsoft Entra ID & OT Security DM A [ZE B A—H—LLTOTAVTIHEMN
HYFET .

ZF I 1- Microsoft Entra ID T Tenable 77Ur— 3 Z24E 95

Microsoft Entra ID T® Tenable 77U — 3> OIE L F B

1. Microsoft Entra ID T. [Microsoft Entra ID] > [T 8—TFSA X7 )r— 3] 1IZ#8 &1L . [+ 7L
WPZFr—32]1%%5')99L T [Microsoft Entra ID Gallery #8 B 12X ~L.[+ B D7)
=3 EER ] 0 )0 OLET

[B 5 OF7TVr—a e B AR RRAR RENET .

Create your own application

2. [PIVr—av DB R 174—IK T, 77V r—2av DA Ei (Tenable_0T 72 &) ZA AL [F¥5
VM DT TVr— a3 E R A I5 (Fr3U—LUA ) (T4 TEIR) 22 RL. [fER]
)L T IV r—avEBMLET .

FIR 2 - NHAREZITO
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ZDF g TIE Azure @ OT Security 7A)r—av DN R EETVWET . R ERIEHE DS oO—
FZEABEICT 5701, [ AR SAML R E ] DE DF Al FHLUIEE URL D—FFIGEZERLE
El

AR COFIETHEESN TS IA—ILE DAERTE T HLBEAHYFY . DM DT+—)LE (. TIAIL E
DFFEILTHEEFT .

A 5% E DF IR

1. Microsoft Entra ID 7 E4—S 3 AZa—T. [T NYAA 1 E0)0I0 . ST WA A D
HiEELTISAML] Z#ZEIRLET .

[SAML RA—RAD YA A V] BIR AR RSNFET

Macrosofi Ansne B Search resources, sevsioes, snd doos (G- 4]

Home 5 T

Tenable_OT | SAML-based Sign-on

! et h &l ; R &
B owries
2 &8 Macs B @ f i A
m Dipiaymast M et up Sngle Sigr=-0n wilth SARL
M'H'ﬂ'r An 350 implemariatnn besed on fedeeton profoool imgeoee seounly, relusbdity, snd end vesr espersenoes snd i saaeer o
mp C AR pie 3 Sl P g thad o not Lse O O Connec Dukisth
N Properies
& Cwneny
Read the configuition guiss o for hilp istpgrating Tonabile OF
= o
I i i Baic TAML Conliguration ¥ g
a 'Eﬂ‘_,'-"hg" & it ifepe [E nimty I0)) R it red.
Biepdy URL [Aaseriion Cormsmer Servios URL)  Begualeed
F ks
&' Provisloming Sl o
" i £ wlay Seabe (Opticnal) [
3 ot Chpptissh

O Seil-perece

Socuiity kT St g ek in Seep 1
e T L
W Conditional Ao = LI
F o b suer mad
L WE S LR ST
9 Token encryptica Unigue Uses identifier USSR ST PN T
Actrany
B Sirim log u SAMAL, Cartificabes
A Lhage & nsighty Tolitn Hgning cerufaate F e
& I
St Bacthor
B daditlegs - i ORRL. - R — e
T CPel I T T S G T B D N AR A0 B SR 25 5 TAAE
o Provisioaing logs Expeaton 842 43 F
M B i Ty alsis
A v
Sall Sl Epp Fedaiation Pielsdata Uil htpe/AoginmicrosofoninecomT M Tos-RlE- T

Teoubleshootng » Supprt

LETifCrie (R
W varoal apmtand Prooew Fedeiation Metalta KL
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2. 0L a1 D[EX SAMLERE] T. / [(fRE1Z=D)VILET,
[BE A SAML 82 ] 1K /SRR RENFET .

Basic SAML Configuration 5

7 Gar tesdback?

) Want 10 leave this preview of the SAML Configuration expenience! Click here 10 leave the preview. =%

Identifier (Entity IID) = ¢
The umigue ID that identifies your opplicetion fo Azure Active Directory. This volue must be wnique across ol applicotions in your

Asure Active Direclory himant. The dafoull idendiier willl be e cudiencs of Hae SAML respocss for IDP-initsaled S50

Reply URL (Assertion Consumer Service URLY* &
The reply WAL is whene the opplicotion expects o meoeive the outfwrlicefion foben. This & also referred to a3 e Assertion

Comsurmer Service” (AL I SAML

Ak weply UR

Sign on URL {Optonal)
Sign on URL & weed if you wowld fibe 1o perform servior provider-niticted single sign-on. This velue i5: the sigrm-in pege URL for

your appilication. This fuild & unneorisary if pou wand to perform idembity provicer-initiahed single sigr-on

Relay State (Optional) &
The Refay Stode instructs T application where to redérec! wrers affer outhenticotion i completed, and bhe volue i ypically o URL

o UIRL perth that bakes peevs B0 0 specific locotion within the application

Lnter & retay state

Lagaut Url (Optianal)

This LARL s used Bo send the SAML logout resporste back fo the appliceation.

Enter a bogout wil

3. [ 5 F (T>T1711D)] 714—ILK(Z. Tenable 7FU5— 3> MD— B ID (tenable_ot 7 E) # A
ALET.

4, [ & URL (PH—3>arda—IY—ERX URL)] Z1—ILK 2. B 7% URL (41:
https://0T Security) # A ALET .

I EE: BB FLUSE URL DELELE ., CODER DR E O EATERINFT .

5. B [REI£VIVILT—BHEELEEEL. [E4 SAML B 5E ] SR/ SRLEBRLES .
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6. o av 4 @ [twykPyF] <. B [a8—] 74232%%")v5L T [Microsoft Entra ID 8 3l F 1 %
aE—LZFET .

o Set up Tenable OT

You'll need to configure the application to link with Azure AD.

Legin URL | https://login.microsoftonline.com/f1 17" §lll ™0 - [
Azure AD Identifier | https;//stswindows.net/f11 = mm s mma.
Logout URL | https://login.microsoftonline.com/f1 1« - E'__

7. OT Security AV —JUZPIYE Z . [2—5—&EA—)L] > [SAML] (TRE &I L ET .

8. [BBE 1%L TI[SAML ME&E ] MK /)L ERRL. aE—L1=fEZ [IDP ID] 74—/LKIZ
LU IFET.
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10.

11.

12.

Configure SAML

Yiou must enter a1 least one group object IDin
order (o procesd

e
||:1Pum.”

CEBTIFICATE DATA ™

Replace Current Certificate

USERMAME ATTRIBUTE ©
GROUPS ATTRIBUTE *

[

DESCRIPTION

ADLINISTRATORS GROUP OBJECT ID

Azure O —)LT. 7AaAV%9 )L TAY A2 URL #aE—L 9.
OT Security 3>/ —JUZR Y. aE—LT-{E# [IDP URL] 74—/ [CBR UAF ITFET .

Azure OV —)LDEH 3> 3 O[SAML REBAE ] (REBA# (Base64) ) T. [4ovO—F] %5
JyILET .

OT Security 2>V —JUZRY [REFAET—2] T[S B 1%0)vIL . X )T E J71)UC
BELTGERLET.
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13. Azure OV —ILDEIL a2 2 D[EE EIL—L] T f[ﬁ;] =7 )ILET

4. [3Bh0 DL —L] T. fE user.userprincipalname [Zxf i 975 [PL—LB ] D URL Z&IR LT3
E—LFET.
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